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Abstract 
 

The thesis provides a novel empirical criminological account of the way the 
public makes sense of and feels about cybercrime on the one hand, and how 
they go about managing cybersecurity in their everyday lives on the other.  
As the internet has been increasingly embedded in everyday routine 
activities, people are correspondingly exposed to the perpetual risk of cyber-
victimisation. Criminologists have argued that as a consequence of salient 
cultural representations of cybercrime and hackers, as well as fear-campaigns 
of the cybersecurity industry, crime online is surrounded by a ‘culture of 
fear’ that propagates feelings of risk and anxiety. Thus far there has been 
little empirical work investigating this reality. A central contribution of the 
thesis is to address this significant gap in the literature, and evidence the 
value of developing a criminological analysis of public cybersecurity.  

Drawing from the results of original qualitative empirical research, this 
dissertation develops a novel critique of the ‘fear of crime’ by situating 
cybercrime with theoretical repertoire of ‘fear of crime’. It then deploys the 
concept of ‘sensibilities’ (Girling et al., 2000; Garland, 1990) to make sense of 
the experiences of different groups of people (university students, parents of 
school aged children, and older computer users) by engaging them in focus 
group and interview discussions about the internet, cybercrime, and how 
they go about managing online risk in their everyday lives.  

It is argued that people think about cybercrime in a variety of ways, and that 
to think about public perception through the lens of ‘fear’ is problematic. 
Paralleling the internet’s transformation of crime, we can make sense of the 
array of sensibilities captured with reference to the way the internet has also 
transformed the experience of crime risk, victimisation and security. 
Moreover, by exploring people’s responses to cybercrime and demands 
made of them for greater risk management in their everyday lives, the 
importance of thinking about cybersecurity practices sociologically is 
revealed. Overall, this thesis situates and renders visible the importance of 
the social and cultural contexts in which cybersecurity behaviours take place.  
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The thesis has important implications for public oriented cybersecurity 
policy. Responsibilising and securitising campaigns that aim to change 
people’s online behaviour are not communicated or interpreted in a social 
and cultural vacuum. These messages interact, conflict and compete with 
other sensibilities, norms, values and routines. It is concluded that people’s 
cybersecurity practices and behaviour are best understood as a negotiated 
outcome, and this interplay needs to be accounted for in public awareness 
campaigns if they are to be successful.   
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Lay Summary  
 

 
This project provides a novel account of the way the public feels about and 
responds to cybercrime in their everyday lives. By thinking about cybercrime 
and cybersecurity practices sociologically, I argue that people are less afraid 
than we thought they were, and that we need to think more about 
cybersecurity as it is operationalised in the context of everyday life.  

Criminologists have argued that as a consequence of widely circulated 
images of cybercrime and hackers, crime online is surrounded by a ‘culture 
of fear’ propagating feelings of risk and anxiety. However, for the most part 
the views of the public themselves are absent from these accounts. The thesis 
identities and attempts to address this absence of qualitative empirical work 
on public sensibilities towards and responses to cybercrime.  

Drawing on data generated in focus groups and interviews with university 
students, parents of school aged children, and older users I explore the 
understandings and feelings revealed in people’s discussions of cybercrime 
as well as how it plays into and reorganises everyday life. I found that people 
draw on collective cultural understandings and folk knowledge about 
cybercrime and security in different ways. These cultural resources may 
inflate a sense of risk for some, but often individuals interpreted 
representations of cybercrime and security in a way that helped de-fuse their 
sense of risk and insecurity.  

Second, the thesis illustrates how cultural sensibilities figure into the way 
people actually practice cybersecurity. Security advices can conflict and 
compete with other social and cultural values, norms and routines, which in 
turn shapes individuals’ security. The work has important implications for 
current cybersecurity strategy. It illustrates that increased awareness of 
cybercrime and cybersecurity practices may not prove as useful as expect, 
particularly awareness campaigns fail to take into account the competing 
demands and pressures of everyday life.   
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Chapter 1 
 

Introduction 

 

1.1 INTRODUCTORY REMARKS 

This thesis is concerned with the way different groups of people make sense 
of, feel about and respond to cybercrime in their everyday lives. In this 
introductory preamble, I will provide a preliminary description of the 
problem the thesis is intended to address, and the central arguments and 
contributions it brought to light.  

In approaching this project, and as I will describe in more detail in the next 
section, the ‘fear of crime’ seemed a logical theoretical base from which to 
begin this journey. In some ways this remains to be true in the sense that it 
draws heavily on later criminological responses to the ‘fear of crime’, but 
with significant modification and adaptation. In reviewing the literature, I 
identified a significant gap. The criminological narrative of public sentiment 
towards cybercrime (to which there are but a few contributors), has gone 
relatively undeveloped since its early expositions (see Wall, 2008a). The 
‘culture of fear’ which was argued to surround cybercrime has remained a 
persistent feature of these accounts (e.g. Banks, 2017; 2015). However, after 
reviewing policy and engaging in discussions with cybersecurity 
practitioners, there was an evident disconnect. On the contrary, from a 
governmental position the public simply wasn’t fearful enough and didn’t 
sufficiently understand the seriousness of its exposure to online risk (HM 
Government, 2018). In UK governments strategic documents and campaign 
materials was an evident underlying assumption that the public simply 
wasn’t doing enough to protect itself from cybercrime (for example, Home 
Office, 2016). There seemed to be some confusion about why people were so 
careful to ‘lock their windows and doors’, and yet wouldn’t reliably 
download software updates or use ‘strong’ passwords (HM Government, 
2016: 26). My search for criminological explanations of why this mismatch 
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might have emerged and how the public actually felt about cybercrime 
proved fruitless for the most part. There is a clear lack of qualitative 
empirical work on public perceptions of cybercrime from a criminological 
perspective. The ‘fear of crime’ previously provoked a lengthy discussion 
amongst criminologists in the United Kingdom and United States (Farrall et 
al., 2009), so this 21st century absence was surprising. Addressing this 
problem became a primary aim of the thesis. It provides the first qualitative 
criminological account of public understandings of, feelings towards, and 
responses to the problem cybercrime in everyday life. Arguably, it is 
sufficiently successful in achieving this aim.  

In providing an account of the research, this thesis will make a number of 
core theoretical and empirical arguments. Their order here roughly reflects 
the order in which they arise in the text. First, the thesis provides a 
theoretical synthesis of the cybercrime literature with the ‘fear of crime’. This 
culminates in a critical analysis of the concept’s (un)suitability for the project 
at hand and leads to further theoretical development of suitable concepts 
(e.g. ‘sensibilities’). Second, in its development of a theoretical toolbox in 
Chapter 4, the thesis offers a novel theoretical account of cybercrime control 
and prevention in the United Kingdom. The contribution here is twofold. I 
make sense of the contemporary cybersecurity landscape through macro-
theoretical lens of Michel Foucault (1972) and Norbert Elias (2000). This 
functions to situate the project in the context of wider criminological theory, 
but also provides the basis on which its micro-sociological critique of ‘fear’ 
can be built. Second, this chapter makes a case for the adoption of 
‘sensibilities’ as a conceptual anchor (Loader et al., 2015; Girling et al., 2000; 
Garland, 1990), and adapts the micro-sociological ‘everyday security’ 
framework of Crawford and Hutchison (2015) for use in the investigation of 
cybersecurity. Taken together, the thesis situates cybercrime in 
criminological theory and sociological theory in a novel, and arguably useful, 
way. The most significant contribution of the thesis however, is in providing 
the first qualitative criminological account of public sensibilities towards 
cybercrime and the practice of cybersecurity in an everyday life context.  
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At least two central arguments have emerged in developing this account. 
First, it is argued that approaching cybercrime as a phenomenon about 
which there is a salient publicly felt ‘fear’ is questionable and needs further 
interrogation. The thesis found that while cultural representations of 
cybercrime map neatly onto the images associated with the ‘culture of fear’, 
many of those interviewed interpreted these representations in a way that 
kept fear and worry at bay (see Chapter 6).  

Second, the thesis argues that cybersecurity advice and strategies are not 
received or operationalised in a social or cultural vacuum. Using focus group 
and interview data, it illustrates that cybersecurity is subject to a rigorous 
filtering and distillation process as it is digested and metabolised into 
everyday life. This is a significant finding, as current cybersecurity policy 
does little to account for this subjective and interpretive process. I further 
argue that in order to address the gaps in the  public’s understanding 
cybersecurity we need to move away from studying expert led and policy 
maker imagined responses to cyber-insecurity and examine, qualitatively, 
the ways in which cybersecurity actually plays out in the lives of those 
intended to operationalise it. Overall, everyday cybersecurity production 
needs to be understood as a socially organised and culturally mediated 
processes. The theoretical and methodological assets of criminology place the 
discipline in good stead to provide such an account. 

However, and as is the case with all doctoral theses, this is not what I 
originally set out to do, but the process of the thesis’ emergence is important. 
The origins of the project are essential to understanding why this thesis is 
written the way it is, and why I have approached it from the perspective I 
have.  It is to that story that I now turn.  

 

1.2 THE STORY 

This project began life as one about the ‘fear of crime', and how it manifests 
when the places and contexts of everyday life are permeated by information 
communication technology. It seemed important to study empirically the 
aftermath of the ‘culture of fear' which has settled around cybercrime in the 



 - 16 - 

literature (Banks, 2017; Yar, 2013; Wall, 2012; 2007).  I intended to answer the 
question; when confronted with the digital dark alley that separates you 
from your home(page), where the barely visible outline of a hooded figure 
(but a ‘hacker' or ‘scammer' rather than a mugger) stands in your path, are 
you afraid? If so, how? And why? If not, why not? That story was the one I 
began with. Unsurprisingly, that is not the story I will now tell. 

In reality, the conceptual ‘alleyway' proved to be a vast oversimplification of 
a complex set of experiences. So while I draw selectively on the ‘fear of crime' 
literature for analytic direction, I do so only as a starting point. To move 
beyond it, for reasons that will become clearer in Chapter 3, I primarily draw 
on the related but more open and encompassing concept of ‘sensibilities' as a 
way to think about what my participants relayed in their talk about 
cybercrime (Sparks et al., 2001; Girling et al., 2000; Garland, 1990). As Sparks, 
Loader and Girling (2001: 886) have argued: 

“we need to discover a vocabulary and a way of inquiry capable of tracing 
the connections between situated experiences of fear (or uncertainty or 
precariousness) and the larger transformations of culture and economy that 
surround and penetrate the locale and render it more or less safe or dubious 
for us as a habitat.”  

So while this story started out as one that was very much about extending a 
concept, as it developed and adapted, it turned into a story about real people 
and their experience of crime, technology and social change. 

My difficulties with ‘fear of crime’ emerged first from the literature, and 
were later clarified when I began posing questions to people about their 
feelings towards cybercrime. It became clear in the early stages of fieldwork 
that ‘fear' was not a useful word in capturing people's experience. Many of 
the people I spoke to weren't ‘afraid' of being a victim of cyber-enabled fraud 
or contracting a computer-virus, and they had a variety of reasons why, or at 
the very least they didn't talk in ‘fearful' terms. Under closer scrutiny, those 
reasons tell us something about the things that matter to people in making 
sense of cybercrime, and in turn, some of the reasons why people respond to 
it in the way they do. The cybersecurity behaviours discussed in the 
interviews and focus groups were both a feature of the deployment of those 
understandings, in addition to the multitude of practical, social and cultural 
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demands and experiences of everyday life. This thesis is concerned centrally 
with making sense of those sentiments, reasons and behaviours. 

In the beginning, the fear of crime literature seemed an ideal vehicle for such 
a step. However, while providing a useful starting point, it lacked the 
theoretical permeability and adaptability required for the exploratory 
journey on which I found myself. It restricted me to thinking about crime 
and risk in particular ways, incompatible with the diverse range of 
perceptions that people articulated. Beyond the participants' responses, 
thinking about the public as ‘fearing' fails to align with a major challenge 
articulated in cybersecurity discourse. Policy makers, police, and naturally 
private industry are increasingly concerned with promoting more public 
awareness of cybercrime risk, which is construed as underappreciated. 

This sits in stark contrast to the criminological landscape of the last 40 years, 
where ‘fear of crime' was itself considered to be a major problem that needed 
to be understood and managed (Farrall et al., 2009). It was a result of this 
fear's political salience that the concept proved such a fertile area for 
research. In contrast, the challenge now seems to be to amplify the presence 
of cybercrime in the public consciousness and change techno-social 
behaviour to conform to and reflect the risks and security concerns of the 
contemporary social and economic order. Current approaches are epitomised 
by the numerous and persistent ‘awareness raising' campaigns developed 
and operationalised by multi-agency partnerships of the internet ‘policing 
assemblage' (Levi and Williams, 2013; Wall, 2007). The National Cybersecurity 
Strategy 2016-2021 (2016) makes clear the state's intention to reform the way 
the population interacts with and through technology. Embedded in 
accounts like the one found in this strategy is an underlying assumption of 
moral imperative. It is representative of a set of institutionalised values atop 
which stands security as the ultimate goal all should strive to achieve: 
cybersecurity is ‘their responsibility’. Initial informal conversations I 
conducted with practitioners to scope the area were then somewhat hindered 
by my approach (both verbally and theoretically), as the public’s ‘fear of 
cybercrime’ from their perspective seemed a misnomer.  
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This prompted a second area of interest for the project, how does cybercrime 
infiltrate people’s everyday lives? Amidst a crime landscape characterised by 
planetary disruptive events, in which thousands, or indeed millions of 
people are victimised at a given time, what do people do in their everyday 
lives to manage risk? Since the Crime Survey for England and Wales has 
begun to record ‘cybercrimes’ (ONS, 2017), the reality of the problem has 
become all the more concrete. Now outnumbering conventional forms of 
crime, the evidence has moved it increasingly higher on the lists of priorities 
in both national security strategies and policing plans (for example, Police 
Scotland, 2018; HM Government, 2016) of which ‘responsibilisation’ is a key 
part.  

From here then, the project became one about the nature of contemporary 
everyday life, and the management of its inventory of risks, and less about 
the nature of ‘fear'. As few articles on the topic fail to remind us (McGuire, 
2006), in transforming the social, cultural, economic and political dimensions 
of everyday life, the internet has also reconfigured criminal opportunities. 
The routine activities Felson and Eckert (2016) once described have been 
transformed and mediated, although as they point out in the most recent 
edition of their classic, these remain human processes that are committed 
and experienced in real places by real people. How then are they affected 
and effected by the transformations in crime? 

 

1.3 THE RESEARCH QUESTIONS AND THESIS SUMMARY 

The thesis presented here follows somewhat closely the narrative order 
described above. Laid out in this way, the reader’s experience closely follows 
the journey of the PhD researcher. The overarching research question of the 
thesis is: what is the nature of people’s understanding of, feelings towards 
and responses to the problem of cybercrime and cybersecurity in a Scottish 
city today? This aim has been deconstructed into two primary research 
questions: 

RQ 1. How do people make sense of and feel about cybercrime in their 
everyday lives?  
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RQ 2. How do people go about managing the threat of cybercrime 
victimisation in their everyday lives if they do so, and if they do not, what 
does that suggest? 

I intentionally kept these research questions open to account for my 
exploratory role. The scarcity of previous studies means that there was very 
little empirical direction from which I could define down the area of inquiry. 
The meaning of cybercrime for people in their everyday lives has yet to be 
discussed in Criminology, and these questions reflect my efforts to start this 
conversation. RQ1 is directed at uncovering the range of experiences and 
feelings that figure into discussions about cybercrime. In being sensitive to 
both the ‘ways of thinking' and ‘ways of feeling' the participants relayed 
(Garland, 1990), I hoped to be able to make sense of those feelings in relation 
to their social and cultural contexts. 

The second question is directed at identifying what kinds of things people do 
in their everyday lives to protect themselves from cybercrime. While there 
are a range of somewhat prescriptive behaviours people ‘can' do, these lists 
offer little insight into the sociological dimensions of security practices which 
criminology has previously concerned itself with (Loader et al., 2015; Goold 
et al., 2010). Moreover, this open question was intended to tap into what 
people's talk about security revealed about its social organisation. The 
emphasis on the ‘technical' measures in cybersecurity discourse, as well as 
the construction of the user as the ultimate vulnerability (Schneier, 2000), 
prompted me to question how individual security interacted with social 
organisation and social structure. A final point of interest that I hope this 
question would shed light on stemmed from my dissatisfaction with the 
‘cyber'-‘real’ dichotomy (Franko Aas, 2006). Exploring individuals’ 
cybersecurity practices by asking about them in the context of their everyday 
lives sheds light on how these supposedly distinct arenas might intermingle 
and mutually constitute the one another, and those practices relevant to 
crime and security.  

In Chapter 2, I discuss the cybercrime literature. First, I explore the social and 
cultural production of cybercrime's meaning over time. From its 
development in science fiction to current salience as a symbol of the 21st 
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Century crime problem, I argue based on this review that the meaning of 
cybercrime is confused and distorted both by its fictional underpinnings, but 
also its increasingly common mobilisation in political discussions (Yar, 2013; 
Wall, 2012; Dunn Cavelty, 2007). I then draw on the literature to provide an 
overview of the diverse range of ways that the internet has transformed 
existing crime, and given rise to new forms offending. In doing so, I draw on 
Wall's ‘transformation thesis' (2007), which details how crime has been 
transformed. Moving beyond its implications for what ‘true' cybercrime is, 
the social relational context of these transformations provides a base which 
can be drawn on in Chapter 3. I then discuss how these transformations have 
challenged the established pillars of policing, criminal justice and security. In 
doing so, I suggest that it is within these transformations we can locate, at 
least partly, the emerging trends in user responsibilisation. Overall, the 
chapter in reviewing cybercrime prompts questions about the changing 
nature of crime and directs the study to possible avenues of inquiry in terms 
of how these changes may figure into everyday experience.   

The focus of Chapter 3 is a second literature review of the ‘fear of crime'. This 
vast and contested concept is argued to offer ideal analytic inspiration for the 
exploratory purpose of this project. I take the transformations of crime 
identified in the previous Chapter and attempt to situate cybercrime within a 
‘fear of crime' compendium. I draw extensively on Farrall and colleagues' 
work (2009), who have provided the most extensive collection of studies on 
the ‘fear of crime' to date. Farrall and colleagues' (et al., 2009) taxonomy of 
the ‘fear of crime' canon (e.g. risk, community, media, social change) is used 
to situate both the existing ‘fear of cybercrime' literature within this body of 
work and to develop questions about the applicability of ‘fear of crime’. The 
Chapter highlights some continuities between the two phenomena and 
possible ways of thinking about public perception. However, there are a 
number of differences that warrant further introspection. The primary 
argument of the chapter is that there is a lack of qualitative investigation of 
what cybercrime actually means to the public, and how they feel about it. 
This serves to justify the methodological approach adopted in this project. 
There is a reliance on quantitative methodologies, which ultimately 
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shoehorns an unmapped collection of experiences into the confines of the 
‘fear of crime'. Drawing on the qualitative ‘fear of crime' literature (Holloway 
and Jefferson, 2000; 1997; Girling et al., 2000), I develop these critiques and 
apply them to work on ‘fear of cybercrime'. In developing this critique of 
‘fear of crime', I make a case for the adoption of public ‘sensibilities' as my 
object of inquiry (Girling et al., 2000; Garland, 1990). 

Chapter 4 is dedicated to outlining a range of theoretical perspectives 
(Furedi, 2006; Garland, 2001; 1991; Foucault, 2010; 1975; Mythen, 2014; 
Girling et al., 2000; Crawford and Hutchison, 2016). I interrogate and apply, 
or speculate about their possible application to cybercrime, its control and 
public sensibility. The chapter begins by reviewing the dominant theoretical 
perspective found in the literature that is deployed to describe public 
sentiment, ‘the culture of fear’. I build a critical argument that calls into 
question the limited agency it affords individuals, and whether the 
embedding of risk Furedi (2006) describes necessitates a ‘fearful’ response. I 
then move on to discuss one facet of contemporary nation state responses to 
cybercrime and cybersecurity need, and situate them within the context of 
the ‘culture of control’. I argue that there is evident in current strategies at 
cybercrime prevention a distinct governmentality with a somewhat 
disciplinary character, and raise questions about the meaning of 
victimisation as a result. In the third section of this chapter I give a 
theoretical account of ‘sensibilities’. I explore their origins in the work of 
Elias (2000) and how they were developed for the sociology of punishment 
by David Garland (1990). Finally, I discuss Crawford and Hutchinson’s 
(2016) ‘everyday security’ perspective.  I adapt it for deployment in my 
analysis of the participants’ accounts of ‘everyday cybersecurity’. I argue that 
by exploring the assemblage of things, processes and practices involved in 
‘everyday cybersecurity’, we begin to explore how it is shaped by material 
everyday life contexts.  

Chapter 5 is dedicated to an outline of the research design, methodological 
and analytical tools I adopted to conduct the study. In this chapter I provide 
an account of my research process. I reflect on the choices and challenges I 
encountered, and how I navigated them. I then consider the literature on 
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focus groups and interviewing, and provide a rationale for why I chose the 
groups I did. I conclude by reflecting on some limitations of the project. 

Chapters 6 and 7 present the findings of the research. Each chapter is 
dedicated to answering one research question, and is structured around the 
presentation of the individual themes and my interpretations of them. 
Chapter 6 addresses research question one, and offers an account of the 
range of ways of thinking and feeling about cybercrime and cybersecurity 
the participants narrated. I begin by documenting the variety of experiences 
and feelings that people discussed, and use them to move beyond the ‘fear of 
crime’. I explore some of the ways students and parents made sense of 
cybercrime risk and what it meant for them, and argue that people deployed 
a range of ‘risk rationales’ underpinned by their sensibilities towards and 
beliefs about cybercrime and cybersecurity, as well as their beliefs about 
themselves. I dedicate a section to older users, whose accounts varied from 
the university students and parents. I argue that their sensibilities towards 
cybercrime are inherently bound up with their feelings about age, technology 
and social change. I conclude by highlighting an underlying theme that 
inhabited many of the participants’ statements. I illustrate how the 
transformation of the social and material relations of crime figures into their 
understandings and assessments of risk, and their ‘concerns’, ‘worries’ and 
‘fears’. While there is certainly an awareness of cybercrime risk, how people 
come to interpret that risk is the result of a complex interplay between their 
beliefs about cybercrime, offenders, victims, cybersecurity, risk, technology 
and themselves.  

Chapter 7 addresses how the participants described their ‘everyday 
cybersecurity practices’. I provide an account of how older users’ security 
contrasts with the students and parents, and illustrate how their sensibilities 
towards age and technology play into their security. Second, I interrogate the 
‘common sense’ ways students and parents kept themselves safe online. 
Here I draw on the ‘signal crimes perspectives’ (Innes, 2014; 2003) and the 
micro-sociology of Erving Goffman (1971). Using them I make sense of how 
the aesthetic and functional characteristics of websites, in tandem with 
informal networks of security, constitute an online social order from which 
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people derive a sense of safety. I allude to the role that major technology 
companies such as Amazon and Facebook play in the production of these 
‘appearances of normality’. The second half of the chapter discusses 
‘Domestic Cybersecurity Projects’. Last, I examine the ‘everyday 
cybersecurity’ efforts of parents to keep children safe. I focus on the spatial, 
temporal and affective dimensions (Crawford and Hutchinson, 2016), 
outlined by parents. This exposes complex regimes of domestic techno-social 
control and further illustrates the interplay between the ‘virtual’, the 
‘physical’ and the ‘social’ in the production of cybersecurity.  

In Chapter 8, I conclude the thesis by recapping ‘the story so far’ and situate 
a summary of results in the context of the wider thesis, its theoretical 
foundations, and its potential implications for policy. The final section offers 
some reflections on the research and how it might inform future work.  

 

1.4 THE CONTRIBUTION 

First, this piece of research is a novel empirical exploration of public 
sensibilities towards cybercrime and cybersecurity using qualitative research 
methods. I explore what the participants told me, and identify what this 
might suggest about people’s ‘feelings’ towards cybercrime and their social 
and culturally contingent nature. I also explore how the management of 
techno-mobilised crime risk plays into the quotidian and mundane practices 
of contemporary everyday life. I argue that in spite of the ‘culture of fear’, 
cybercrime was, for the people I spoke to, a ‘mundane reality’ to which they 
had adapted. In their speech people make evident a range of thoughts and 
feelings about cybercriminals, technology, and victimisation which are 
mobilised in ways that can serve to negate and allay ‘fears’. I therefore try to 
provide situated account of the ephemeral, fluid and global phenomenon 
that cybercrime constitutes, by grounding it in the accounts of the people 
who have been so generous with their thoughts and time. This is important, 
because it has implications for the current trend in prevention strategies 
which seeks behavioural change at the population level through pervasive 
strategies of ‘responsibilisation’ (Garland, 2001).  
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A second contribution this thesis makes lies in the mapping exercise 
conducted in Chapter 7. I examine the ‘real life’ practice of cybersecurity, as 
opposed to the directives and strategies envisioned by practitioners and 
policy makers (for example HM Government, 2016), or the imagined life and 
humanity encoded by designers of technology (Mackenzie and Wajcman, 
1999). The analysis reveals how important the social and cultural contexts in 
which cybersecurity takes place are to its production. This adds weight to the 
previous argument - that cybercrime is a mundane reality of everyday life by 
virtue of the structuration evident in the participant’s accounts. I provide an 
analysis of cybersecurity that foregrounds the people themselves, their 
everyday struggles and the things that matter to them as techno-social actors 
who actively negotiate a networked ‘risk society’ (Beck, 1992). Furthermore, 
the analysis problematizes thinking about cybercrime and crime, or 
cybersecurity and security, in isolation from one another.  

Finally, this story is also about how online life and offline life, cybersecurity 
and the material forms and configurations of the everyday, are intertwined 
and shape one another in complex ways. It is about situating these ideas in 
the context of criminological debates and theorising, and using these insights 
to direct an analytical gaze to new projects and problems that might extend 
the findings and arguments presented here. Arguably then, a third and 
important contribution of the project is to evidence some additional ways 
criminological and sociological theories and methods can contribute to a 
discussion dominated thus far by the more technical disciplines.  This project 
is my exploratory and hopeful first step . 
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Chapter 2  
 
Exploring ‘Cybercrime’ and ‘Cybersecurity’ 
 

 

2.1 INTRODUCTION 

There are two substantive sections in the chapter that follows; cyberspace 
and cybercrime, and the governance of cybersecurity. In section 2.2 I will 
trace the concept of cybercrime and attempt to explain current contradictions 
and confusions in its definition. The purpose is twofold. First, to define and 
explore criminological theorising of the phenomenon with which this study 
is concerned. Second, to explore and illustrate how conceptualisations of 
cybercrime and indeed technology are generally bound up in culture. These 
cultural representations frame the possible meanings that can be attributed to 
cybercrime, also are likely contributors to public understanding and 
sensibility. In section 2.3, I will explore the governance of cybersecurity, and 
outline the key challenges cybercrime presents to the criminal justice system, 
the internet policing assemblage, and identify the implications of this for 
members of the public. Overall this chapter provides an account of the ways 
in which in the internet has come to transform the nature and experience of 
crime and security. As we will see in Chapter 3, these transformations raise 
useful and important questions for thinking about public sensibility.  

  

2.2 CYBERSPACE AND CYBERCRIME: FICTION, FACTION AND 
FABRICATION 

Defining both cyberspace and cybercrime is problematic for a number of 
reasons. The 'cyber-prefix' has a surprisingly long history and the way it is 
deployed today lives a great distance from its origins (Balzacq and Dunn-
Cavelty, 2016). What that history suggests is that the meaning of ‘cyber' has 
since its inception been deeply intertwined with dominant social and cultural 
imaginaries of the times, and is highly vulnerable to their hysterias (Yar, 
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2014; Wall, 2008b). Having gained traction in both political and public 
discourse, the meaning of ‘cyber' and its referent objects and related 
behaviours have been stretched beyond recognition. In this section, I will 
trace how ‘cyber' began as a theory, developed in fiction, and moved on to 
inhabit the public and political spotlight.   

'Cyber’ and ‘cyberspace’ has moved from niche specificity to an all-
encompassing adjective that is necessary to define. As a result of its uncritical 
and often vacuous usage, it is beginning to take on the characteristics of an 
‘empty signifier’ (Laclau, 1989). It is in the process of being (or perhaps 
already has been) ‘emptied of meaning’ and ‘take(s) on a universal function 
of representing the entirety of ambiguous, fuzzy, and related meaning… [it] 
brims with infinite possibilities’ (Gross, 2016: 719). While in the past it may 
have been useful to make the ‘cyber’ differentiation, its value is diminishing. 
Analyses have usefully been conducted through the lens of speech acts and 
securitisation (see Myriam Dunn Cavelty, 2007), as it is in these moments 
that the symbolic content of cyber is revealed. The purpose of thinking about 
cyber as a social and cultural construction rather than something concrete is 
that it de-mystifies it technically, circumscribing any pressure to embody 
specialist technical knowledge or to develop alternative ontologies. In reality, 
to talk of things 'cyber' is to talk about the deeply-embedded practices and 
processes underpinning contemporary everyday life. It connotes a particular 
focus on those parts most intertwined with information technology and the 
internet, but such a focus is questionable and risks neglecting the important 
social and relational contexts in which everyday life takes place.  

 Many have pointed to the problems embedded in the false ‘cyber’- ‘real’ 
dichotomy (McGuire, 2007; Franko-Aas, 2006). Its origins lie in a complex 
narrative emerging from fiction, media, political and academic accounts. The 
separation of 'real' and 'cyber' is a feature of an underlying assumption of 
early accounts, like Rheingold (1993) and Turkle (1995; 1984). Here, the 
internet is seen as paralleling its fictional referents. It constitutes an 
alternative reality in which people live separately from the 'real world'. Its 
inhabitants take on separate identities and are suggested to retreat from their 
'real’ identity entirely – a break from reality. From this framework stems an 
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account of online deviance that points towards a suspension of the moral 
order, or at the very least provides a prime space for neutralising moral 
frameworks of physical and geographic social reality. This notion has since 
been the subject of rigorous critique (see also Delanty, 2008; Wellman and 
Guilia, 1999; for a more comprehensive review of the sociology of the 
internet see Cavanagh, 2007). Later approaches to the sociology of the 
internet have sought to appreciate the structural and relational changes ICT 
has brought about, but equally that those structures cannot be separated 
from, or understood outside of their material form, nor from the way those 
relations impact individuals and places (Floridi, 1995; Stevens, 2016). The 
author has found no well-reasoned argument as to why online sociality 
ought to be understood as ontologically separate from the everyday 
interactions we engage in at home, on buses, or at work. Interestingly, it is 
these early accounts that gave rise to the lexicon we still use to talk about the 
internet, internet related offending and security. Public and academic 
discourse appears to be at a point in time where the words we use to describe 
the technological transformation of crime, at best no longer fits reality, and at 
worst gravely distorts it (Steinmetz and Nobles, 2017: see introductory 
chapter). The salience of ‘cyber’ is of great symbolic value to those who 
would exploit it, and leaves those who would analyse it helpless to the 
lexical tyranny of ‘cybercrime’.  

In Steinmetz and Nobles' (2018: 1-6) edited volume, they gather a collection 
of work on ‘technocrime'. They argue that ‘cyber' is used to give 
criminological work a sense of ‘technological gravitas' and glamour playing 
on its ‘academic currency'. It is suggested that criminology's subject matter is 
already complexly entangled in politics of meaning and fear that surrounds 
crime. They argue that ‘attaching ‘cyber' invites only more conceptual 
irrationality and ambiguity to the discussion' (2018: 4). ‘Technocrime' is 
argued to accept the ‘multi-dimensionality' and ‘interpretive and reactive 
elements of such offences' but also sets aside the emotional baggage 
mentioned earlier. This is one possible solution to the problem of the empty 
signifier. However, it warrants a critical eye, as their introduction of yet 
another conceptual label seems to undermine their own argument. Out with 
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the merit of intention, it is worth questioning the value of the addition to an 
already contested semiotic space. In the academic sphere of definition and 
attempts at ‘objectivity' (Steinmetz and Noble, 2018: 2-4), it may be more 
honest to take their route. However, to do so would ultimately ignore the 
reality now imbued in ‘cybercrime' by its usage. In the case of this project, I 
have chosen to set this term aside. To adopt ‘technocrime' here would 
disregard the reality given to ‘cyber' by the very real discourse that 
contributes to its construction, and the meaning invested in it by the people I 
have spoken to. Adding yet another concept to an already contested and 
indeed congested area is a double-edged sword. It may well be a future-
oriented move, but it seems likely that a conversation about ‘technocrime' 
will eventually fall foul of similar problems and could be accused of carrying 
some baggage itself.  An alternative solution may be to drop the prefix 
altogether and simply talk about ‘crime' and its' changing nature, however 
that is a matter for future discussions. 

Rheingold (1993) and Turkle (1995) argue that people are transported by 
computer technology to an alternative place while sitting in their living 
room, where they take on different personas and engage with new groups 
constitutive of new kinds of ‘community'. That certain kinds of communities 
who could only exist in niche ‘cyber' havens is not in question, but this 
model no longer captures the current organisational characteristics of the 
internet and predominant uses in society. Those more historical accounts had 
explanatory purchase at their time of writing when both the social 
characteristics (internet access and population) and the technological 
characteristics of using the internet were very different. In 1998, the BBC 
reported that just under 10% of UK households had access to the internet 
(BBC, 2000). That figure reached 90% in 2017 (ONS, 2017). The particular 
activities of internet use are difficult to compare statistically as recording 
mechanisms have been changed and adapted to reflect the changing nature 
of technology, its capabilities and society’s willingness to accept and use it. 
Reading news has increased from 20% in 2007 to 64% in 2017. The use of 
internet banking has grown from 30% to 63% in the same time period (ONS, 
2017). It should be noted however that age is an important variable that 
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mediates internet access and internet use. 16-34-year-olds have the highest 
degree of use across the majority of activities after which there tends to be a 
general decline. Online shopping presents a slight exception where the most 
recent statistical bulletin suggests that older people's online shopping is 
increasing (ONS, 2017). Overall, what we can take from these figures is that 
there has been a vast transformation of even the most mundane elements of 
everyday life, albeit one that is generational and increasingly reflects pre-
existing lines of inequality and exclusion. Internet use is no longer 
dominated by small virtual communities, and instead represents a central 
organising technology around which our lives are organised. 

The technological experience of internet use has also been transformed. Of 
particular importance are developments in mobile internet technology and 
wireless broadband. When Turkle and Rheingold conducted studies of 
online communities, their experience was very different to that of their 
contemporaries. For example, Bonnie Nardi identified World of Warcraft 
(WoW) as a vehicle by which players passions' could be realised in aesthetic 
experience. While qualitatively different from the ‘real’ world, WoW and 
engagement with it was heavily bound up with the norms and values that 
inform individuals' lives and identities (2010: 45). A more pronounced 
contrast is the anchored nature of Turkle and Rheingold's internet.  Their use 
was physically located and dislocated simultaneously. To ‘go’ online was 
ritualistic; to be encamped at the computer desk, listen to the dial-up tone, 
and sit in front of the immobile 10-kilogram monitor. In contrast, 78% of 
adults in the UK now use the internet ‘on the go’ with mobile devices like 
smartphones, portable computers, tablets or game consoles (ONS, 2017). The 
Internet has been truly liberated from our living rooms and specially 
designed computer tables (if one so chooses) and is bound to our bodies as 
they travel through time and space in the course of our everyday routines. 
Internet communication has overtaken older technologies, embedding itself 
seamlessly.   

In 2013, online messaging apps overtook conventional SMS messaging in the 
UK (BBC, 2013), and internet-based messaging apps now dominate the 
market (‘WhatsApp’, ‘Messenger’, ‘Viber’, ‘Signal’, ‘Telegram’). They offer 
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‘free’ text, voice, video and group chat as well as file-sharing services. 
Internet-mediated messaging is now integrated into most devices, and SMS's 
are reserved for the infrequent instances where connectivity is limited, or 
data is expensive. Overall, what is being suggested is that ‘cyberspace' as 
Rheingold and Turkle conceptualised it was indeed a particular place that we 
occupied (in the home) and of particular people (that 9 % who could afford 
access, as well as those members of specialist communities who were both 
interested and skilled enough to participate). When people used the space, 
they were transported and for the most part were restricted to occupying the 
cyber or real, and not both. Now the internet has become a very different 
entity which is arguably impossible to separate from ‘real’ life, augmenting 
and hybridising experience rather than further separating them. 
Nevertheless, the impact of science-fiction remains tangible and prominent in 
popular discourse, and it is to its emergence that we now turn. 

“Κυβερνήτης” or Kyvernítis – [kee-ver-nee-tees] – the ancient Greek word 
meaning ‘captain of a ship’ or ‘steersman’, a ‘governor’ (as found in Plato) is 
the earliest lexical root of ‘cyber', and it is from here that Norbert Weiner 
(1949) took inspiration for the title of his book on ‘cybernetics'. Weiner's 
work, ‘Cybernetics, Or Control and Communication in The Animal and The 
Machine' explored the similarities he found between communications and 
electrical engineering, and the human nervous system. Weiner hypothesised 
that his new field of ‘cybernetics' could examine these systemic similarities in 
depth and from these investigations both the natural and social sciences 
could benefit. In particular, he believed that a machine would need a device 
similar to that of the human brain to organise or govern its individual parts. 
He clearly understood that there was a relationship between technology, 
society and its capacity for control (Felden, 2008), and technological systems 
would operate in a similar way to the functioning of human beings. The book 
attracted various criticisms from the social sciences, particularly about its 
technical nature, lack of engagement with sociological thought and poor 
typography (E.N., 1949). Despite this reception, it appears that the impact of 
Weiner’s work has been profound, albeit in ways he did not intend.  
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1949 was also the year in which George Orwell published his classic literary 
work ‘1984’. 1984 embodied Orwell’s thoughts on the future of society and 
the capacity for technology to enable totalitarianism through the power of 
surveillance. Both Orwell and Weiner were writing in the context of rapid 
technological development fuelled by the Second World War and, more 
relevant to Orwell, the shadow of destruction left in its wake. Both ‘Animal 
Farm’ (1945) and ‘1984’ (1949) illustrate these concerns, but it is in ‘1984’ that 
he makes evident the links he predicted between technological advancement, 
oppression and dystopia.  The point is that the spectre of technology and the 
social implications of its advancement had an extended and unsettled history 
within the public consciousness, long before the advent of the internet (Yar, 
2014; McGuire, 2006). Fictional representations have long played a role in 
shaping public understandings of the phenomenon with which they deal, 
and it is through this frame that cybercrime and security are exposed to 
hyperbolising and hysteria.  

William Gibson is the author credited with the creation of the ‘cyberpunk’ 
genre, and it was through Gibson’s novels that ‘cyberspace’ became the 
popular term that would win the semantic war. Gibson honed in on 
‘cyberspace’ to capture the imaginary set of practices in his books because it 
‘seemed like an effective buzzword’, and even for him it had no intrinsic 
meaning (Felten, 2008). It might be useful here to offer some details and 
context of Gibson’s ‘cyberspace’. Birch and Buck (1992) suggest that Gibson’s 
cyberspace is a fictional ‘extension of ‘virtual reality’’. It is both ‘the Net’ and 
‘a matrix’, in some ways similar to the internet we know today. However, in 
Gibson's reality, this changed in 2013 when his universe moved from the 
computer ‘terminal' interface we know, toward the ability to ‘jack in' directly. 
This involved characters using ‘neural plugs' and ‘complex interface 
programmes' (1992:74) as a mode of transportation into ‘cyberspace'. The 
‘matrix’ then takes on its own reality. Independent of the 'real world', it 
transforms computer data into an empirical experience. Furthermore, due to 
the brain's essential uploading to the matrix, it takes on the properties of the 
data it interacts with, where it can be modified or even deleted.  
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What Gibson somewhat prophetically imagines has also been described by 
technologist Ray Kurzweil (2005) in a more science-factual and predictive 
light as ‘the singularity’. Based on ‘laws’ of the development and increasing 
complexity of technology over time, he makes an argument about the future 
of a humanity ‘enhanced’ or ‘augmented’ by embodied machines. Drawing 
on various disciplines; genetics, nanotechnology, computer science, and 
engineering, he makes an alarming assertion about the temporal proximity of 
such an occasion. The point here is twofold; first, Gibson set out to use 
‘cyberspace' to describe a ‘space' or place. The place itself is made up of 
networks of hardware and software exchanging data much like the internet 
we know today. However, people were transported into Gibson's virtual 
realm using futuristic ‘neural' connections which created an alternative or 
dichotomous reality in which people could touch, smell, see, taste, live and 
die. Without becoming burdened by epistemological and ontological 
questions about the constitution of knowledge and reality, it seems apparent 
that Gibson intended to represent an alternative world in which people lived 
virtually, much like the one found in The Matrix (1999). ‘Cyberspace' then, in 
contrast to its fictional inception, has come to operate as a useful sense-
making metaphor for a complex set of imagined technologies and possible 
futures. Gibson re-interpreted ‘cyber' and used it to conceptualise a new type 
of ‘space' or ‘place' required for the contexts of his stories.  

The meaning of ‘cyber' as we now know is bound up in these works of 
fiction, which have come to shape the way cybercrime is publically 
discussed, illustrated and reported (Wall, 2008b). It is in these stories we find 
the origins of the archetypes and myths about hackers, espionage and viruses 
that occupy popular discourse today (Wall, 2008; Person, 1998). While there 
is no documented attributable person, the term ‘cybercrime' emerged shortly 
after Gibson’s novels gained in popularity. The connection between the 
internet and crime had already been established here, long before the 
internet came into popular use. Wall (2008) argues that at this point the 
audience for science fiction was still rather small, and it wasn’t until the 
genre of blockbuster ‘haxploitation’ movies of the late 1980s, through the 90’s 
and on into the 2000’s, that cyberspace as a criminogenic worldwide wild 
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west occupied by 'super hackers' filtered into the public imaginary. Both 
Wall (2007) and Burrows (1997) have argued that the Gibsonian conception 
of ‘cyber’ has been ‘transmuted into tangible reality’ - ‘contemporary movie 
and media imagery subconsciously orders the line between fact and fiction’ - 
to the extent that these visions feed back into the design of modern day 
computing (Wall, 2008: 866). McGuire (2012) locates the connections between 
technology, deviance and dystopia back even further to the Polynesian 
mythologies of the Maui or Ancient Greece's ‘Prometheus’. The tales people 
tell about technology have always been associated with ‘law-breaking' – be it 
moral, legal or divine. It is associated with a consistent failure to deploy it in 
civic ways – and in the Promethean tale, this means disaster looms (McGuire, 
2012: 9). Overall, what the previous paragraphs have sought to suggest is 
that the meaning of cyberspace, its connection with deviance, and the 
emergence of cybercrime is one with a profoundly convoluted history. Over 
time, the terms ‘cyber’ and ‘cyberspace’ have been deployed in various ways 
both in academic and fictional contexts which have come to expand, blur, 
and disguise its meaning. We can make a consistent historical connection 
between technology, societal fears or ambivalence to technology and the 
social change it induces, and this is illustrated well in both greater and lesser-
known literary fiction and news of the times (Lawson, 2013). This equates to 
a slippery and sometimes problematic set of terminology commonly used to 
describe the phenomenon, which has embedded in it both deviant and 
utopian connotations that figure into public ways of thinking.   

A second problem facing a contemporary definition of ‘cyberspace’ and 
‘cybercrime’ is the inconsistent (and sometimes humorous) ways ‘cyber’ has 
been adopted and deployed in political rhetoric and media narratives. 
Borrowing yet another term from the ‘cyberpunk’ series Ghost in a Shell 
(1995), arguably we occupy a period of ‘cyberization’.  Everything can and is 
often now prefaced with the term ‘cyber’ producing ever-greater semiotic 
variance, which McGuire (2009) rightly points out adds nothing to our 
analyses. From ‘cyber-shopping’ and ‘cyber-warfare’ to ‘cyber-hackers’, 
‘cyber’ has lost all specificity beyond the implication of the computer-
mediated (or even related) nature of anything to which it is fastened. 



 - 34 - 

Arguably ‘cyber’ means little more than the relatedness of a given noun or 
verb to Information Communication Technology and indicates that the 
subject in question involved the internet or a computer. This stretching of the 
semiotic boundaries of ‘cyber’ is perhaps most evident in the way it is 
employed in political discourse and media reporting. A poignant example 
which attracted some media attention was the way in which Donald Trump 
discussed ‘cyber’ in his first US Presidential debate. The following quote 
serves to illustrate this (emphasis added by author); 

“Look at the mess that we're in. Look at the mess that we're in. As far as the 
cyber, I agree to parts of what Secretary Clinton said, we should be better 
than anybody else, and perhaps we're not. I don't know if we know it was 
Russia who broke into the DNC… So we have to get very, very tough on 
cyber and cyber warfare. It is a, it is a huge problem.  

I have a son. He's 10 years old. He has computers. He is so good with these 
computers, it's unbelievable. The security aspect of cyber is very, very tough. 
And maybe it's hardly do-able. But I will say, we are not doing the job we 
should be doing, but that's true throughout our whole governmental society. 
We have so many things that we have to do better, Lester and certainly cyber 
is one of them.” 

(Donald Trump, Sep 26th 2016)   

Beyond Trump’s casual invoking of misleading stereotypes, more revealing 
is the way he employs the term ‘cyber’; ‘the cyber’, ‘tough on cyber’, ‘cyber 
warfare’, ‘certainly cyber is one of them [to do better at]’. This deployment of 
the term as a noun, adjective, and verb in a single quote is emblematic of the 
contradiction and lack of clarity with which ‘cyber' is discussed in the public 
sphere. As Dunn Cavelty (2008) pointed out almost ten years ago, the terms 
‘information', ‘cyber',  and ‘digital' have become so interwoven into public, 
policy and political discourse that there is no longer any alternative. While 
their meaning has never been precise, extensive and inconsistent use has 
blurred their referent object to the extent that they can ‘mean everything and 
nothing' (Dunn Cavelty, 2008: 16). Despite its semiotic ambiguity, it can be 
mobilised politically with significant force. ‘Cyber', ‘cybercrime' and 
‘cybersecurity' have been shown by Lawson (2013) and Dunn Cavelty (2008) 
to have politically useful risk connotations and symbolic value representing 
one of the great securitisational forces of our time (Stevens, 2016).  
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Nevertheless, it is necessary to define what is understood by the term ‘cyber' 
and ‘cyberspace' in a thesis dealing with cybercrime and cybersecurity. One 
approach to a workable definition of cyberspace is to focus on its technical 
constitution. While the internet began as a limited network available to only 
a select few, the days of ARPANET (the early military project which led to 
the internet) are long gone (Curran, 2010). Giacomello (2014) drawing on 
Libicki (2007) argues that cyberspace is now made up of three layers; the 
physical, the syntactic and semantic. The ‘physical' represents the embodied 
or material infrastructure that makes up the internet. It encompasses 
everything from data warehouses and transatlantic cables to routers, 
Ethernet cables, Wi-Fi dongles, laptops and smartphones. The ‘syntactic' 
refers to the protocols, software and codes which make possible and control 
the flow of information across that infrastructure. The ‘semantic' consists of 
the actual information and ideas which are transferred by and through the 
syntactic and physical layers. This definition is a useful anchoring point on 
which we can underpin a concept so often used yet loosely applied.  It 
captures the various material and social domains we invoke when we refer to 
‘cyberspace', ‘cybercrime' and ‘cybersecurity', providing it with a material 
context while also acknowledging the multiple planes across which 
cybercrime and cybersecurity are constituted.  

In the following section, there will be a discussion of the ways cybercrime 
has been defined and categorised in criminological literature. As Wall (2007) 
argues, a lack of ‘systematic clarification' of what constitutes ‘cybercrime' 
allows for the above ‘dystopian' narratives to overwhelm rationalised 
responses. Engaging with it conceptually is a necessary step here as it sets 
out our disciplinary reception of the phenomenon with which this project is 
concerned. 

 

2.2.1 WHAT IS ‘CYBERCRIME’?  

In this section, I will explore the criminological literature which describes 
what sets of events and instances actually constitute cybercrime. Doing so 
highlights the basic changes to crime that have been brought about by the 
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internet revolution. Identifying these changes are important as they represent 
those changing features of experience with which people must contend, 
make sense of, and respond to in their everyday lives. It provides an 
analytical point of reference from which to think about the way people 
respond to lines of questioning in the interviews. More importantly, and as 
will become clearer in chapter 3, 6 and 7, the social and material conditions in 
which crime takes place matter. This is one of many useful findings of the 
‘fear of crime' literature. These changes and characteristics are likely points of 
interest that might help explain why people think and feel the way they do 
about cybercrime. 

A definition of ‘cybercrime’ has proved evasive for a number of reasons. One 
of which lies in the academy itself whereby what constitutes cybercrime and 
the categories into which it is sorted varies from scholar to scholar, whose 
typological preference varies with time and subject matter. Typologies 
necessarily increase in complexity over time (Furnell, 2017), as the modes by 
which criminality is conducted are expanded through technological 
opportunity, and behaviours criminalised to address them (See for example 
Wall, 2007; 2001; Yar 2013, 2006). Concerning its public reception, a goal of 
universal understanding is compounded by the inconsistency of usage 
outlined above, as well as in law, policy and in moving from jurisdiction to 
jurisdiction (Clough, 2012). 

The sorting of cybercrime into categories is a consistent feature of discussion 
across the literature. As the web and what constitutes it in physical and 
interactional terms increases in complexity, the complexity of offending 
follows suit (see Furnell, 2017). Official typologies have tended to focus on 
the degree to which an offence is enabled by technology and whether the 
target of the offence is a human or a technological system. This is reflected in 
UK policy where the prevailing distinction that has emerged is between 
‘cyber-enabled crime' and ‘cyber-dependent crime'. The following definitions 
are deployed in the recent national cybersecurity strategy (HM Government, 
2016:17). ‘Cyber-enabled crimes' are defined as ‘traditional crimes which can 
be increased in scale or reach by the use of computers, computer networks 
and other forms of ICT'. Examples of these offences include fraud committed 
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using ICT, SPAM, identity theft, online harassment, stalking, extortion and 
others. Cyber-dependent crimes are defined as ‘crimes that can be committed 
only through the use of Information and Communications Technology (ICT) 
devices, where the devices are both the tool for committing the crime, and 
the target of the crime'. The latter category of offences includes the 
development and distribution of malware, distributed denial of service 
attacks, hacking systems to ‘steal, distort, or destroy' information or 
infrastructure and are prosecuted under the Computer Misuse Act 1990. 

Academic distinctions have tended towards more complex breakdowns of 
offending behaviour. Wall (2007: 185-6) argues that by categorising criminal 
activity based on the transformative capacity of technology over time - the 
transformation thesis - three overarching categories can be identified; 
traditional, hybrid and true. Each of these categories also corresponds to 
what is considered a ‘generation’ of cybercrime (Wall, 2007: 44-48). Crime 
can be understood as existing on a technological spectrum, along which all 
criminal opportunity is potentially transformed or enabled by technology. At 
one end, there are crimes that employ technology to engage in behaviours 
that would be almost identical should the computer be subtracted; computer-
assisted crime. In this context, the computer serves a supplemental role to 
enhance communication or enable information gathering. 

The second category contains ‘hybrid cybercrimes', those which would 
continue in the internet's absence, but whose form, reach, and quantity 
would be greatly inhibited. The theft of information or destruction of 
property would continue if the internet was removed, but ‘black hat hacking' 
allows this to be done at a distance and at a scale larger than traditional 
means (Wall, 2007).  

At the far end of the spectrum are those crimes which would cease to exist 
without the internet, and the novel criminal opportunities it produces. 
Spamming is a key example (2007; 2001), which exploits both the reach and 
scale of a facility by global networks but also the potential for automation. A 
central characteristic of ‘true cybercrimes' is the unprecedented scale of 
victimisation or harms, and is one which continues to challenge criminal 
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justice and policing while transforming the public experience of criminality 
itself.  

In the ‘threat landscape' of 2007, these modes of attack were commonly 
deployed in isolation. However, today much of what would be called 
cybercrime involves activities and behaviours that exist along the full length 
of Wall's spectrum simultaneously. Many crimes of the past which appear to 
have no ‘cyber' element, may now rely on the internet. For example, the 
burglary of a house may be facilitated by the monitoring of social media 
posts to indicate a safe period of entry (e.g. when its occupants are away) and 
to identify characteristics of the occupants which might indicate whether it is 
a worthwhile target (hobbies, valuables, occupations). The cyber dimension 
of the burglary might never come to light but may have played a significant 
role in the commission of the offence. Similarly, some cybercrimes are 
construed as cyberattacks but only make use of conventional methods. In 
2015, US presidential nominee Hilary Clinton's email was ‘hacked' without 
the use of any malware or the exploitation of vulnerabilities, instead, her 
account was compromised with a simple ‘spear-phishing' tactic, in which the 
recipient is tricked into sharing their personal details (Symantec, 2017). The 
most recent trend identified by Symantec is a shift away from malware 
development and hacking tools in the commission of cybercrimes to ‘living 
off the land’. This refers to the utilisation of all the resources already 
available to a would-be attacker in computers’ extant eco-system to commit 
an offence. Overall, the transformation of crime while an ongoing process 
has developed significantly and rapidly in a mere 15 years.  It is increasingly 
difficult to both conceptually make and justify a distinction between cyber 
and non-cyber offences as technology becomes inseparable from the 
experience and practices of everyday life (McCarthy and Wright, 2004) - 
deviant or otherwise. 

 
2.2.2 TAXONOMSING CYBERCRIME 

There are a number of taxonomies of cybercrime sub-types in the literature 
(Holt and Bossler, 2014; McGuire and Dowling, 2013; Yar, 2013; Wall, 2007; 
Gordon and Ford, 2006; Hale, 2002). For illustrative purposes, here we will 
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look at just two, as a complete review of academic typology is both beyond 
the scope of, and has less relevance to this piece of work (see Holt and 
Bossler, 2014 for a recent review). Wall (2007) breaks cybercrimes into three 
categories: ‘computer integrity crimes', ‘computer assisted crimes' and 
‘computer content crimes'. Computer-integrity crimes are those that attack 
the integrity of computer networks. They include the creation and 
distribution of malicious software, the illegal accessing of computers or 
‘hacking' and denial of service of attacks. Computer assisted crimes include 
online identity theft, various forms of fraud and scams, and other more 
traditional crimes in which computers enhance an offence. Computer content 
crime refers to the possession and distribution of obscene materials, harmful 
content and offensive or violent communications. Others have focused on the 
categorising of cybercrime based on the different kinds of deviant behaviour 
involved; cyber-trespass, cyber-deception/theft, cyber-porn and obscenity, 
and cyber-violence (Holt and Bossler, 2014). Over the past two decades, a 
growing body of criminological research has started to address each of these 
sub-categories in more detail (see Holt and Bossler, 2014 for an extensive 
review). However, what is absent from the literature is an explanation of 
what ‘cybercrime' might mean to the people who experience it amidst the 
complex definitional landscape that has emerged across the plains of media, 
politics and scholarship. As will be seen in section 3 of this chapter, arguably 
current understandings have fallen foul of those problems well established in 
the ‘fear of crime literature'. It is from this gap that this project emerged. In 
the absence of empirical work on public understandings, this project aims to 
shed light on the ways in which people make sense of cybercrime and 
disorder – what it means to people, what aspects are significant, and how 
might we begin to explain this? 

Cybercrime has also raised a number of conceptual questions. Of particular 
note is the question of its novelty. On the one hand, it has been argued that 
cybercrime is merely ‘old wine in new bottles' or more of the same 
motivations and overarching behaviours, but committed to using a more 
advanced set of tools (Grabosky, 2001). In contrast, Yar (2005) has argued 
that under the lens of routine activities, these behaviours constitute 
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something new in the spatio-temporal arrangements that limit the 
applicability of existing theory. However, while spatio-temporal differences 
are frequently highlighted as a primary concern for public and private 
policing, the extent to which these are new behaviours is questionable, 
particularly in relation to common forms of cyber-enabled crime such as 
fraud or identity theft.  

McGuire (2012) has taken an alternative and more critical approach to the 
conceptualisation of cybercrime. His argument is grounded in the materiality 
of the internet and the emergence of technologically mediated crimes 
historically. Of particular import are ICT's effects on connectivity, 
representation and social interaction. McGuire argues that ‘novelty' and the 
ontological separation of ‘cyberspace' are theoretical by-products of ‘de-
historicised' ways of understanding technology and crime. Instead, he argues 
that what is commonly referred to as ‘cybercrime' can be better understood 
by thinking about how societies have continuously developed more 
advanced and powerful ways of negating the constraints of space and time. 
Beginning with language, McGuire traces the development of ‘deviance' 
through communication systems across key technological breakthroughs; 
telegraphy, the telephone, modes of transportation, and computing. The 
development of these technologies and surrounding social practices amount 
to what he terms ‘hyperspatialisation'. 

In addition to the time-space compression characteristically pointed out in 
the modernisation of society (Giddens, 1991), McGuire (2007: 25-28) argues 
that modern information communication technologies imply two further 
complementary features. The first is connection, whereby the creation of 
networks, and networks of networks, produce hyperconnectivity and 
hyperconnected experience. The second factor is ‘hyperposition’ – the 
potential for the simultaneous occupation of various roles and interactions 
through representational power – as opposed to the ‘graduated’ experience 
of moving along points in physical space. This representational power is a 
product of the semantic, syntactic and physical properties of the modern 
internet which through systems of representation makes hyperconnected 
interactivity possible.  The flow of electrons across physical infrastructures 
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are translated to computer code syntax, which is further translated into 
linguistic comprehensibility (this is an over-simplification but one which 
satisfies this argument). As the web developed, text was supplemented with 
other more powerful representations – audio, images and video.  

McGuire points to a number of consequences of representational power for 
those with control over it. First, agency is relieved of the constraints of 
physical distance, no different from the extension of our voice along 
telephone wires our bodies can be extended, although mediated by 
representation.  The second consequence relates to control. Those with the 
greatest power over representation have greater agency in the 'hyperspatial', 
and equally, representation comes to be imbued with ‘control power'. 
McGuire argues that rather than thinking about crime emerging from ICT as 
novel, or existing in some ontological break with the ‘real’ world, cybercrime 
or ‘hypercrime’ is indeed ‘old wine in new bottles’. It is a form of crime 
(although McGuire favours the term harm due to its neutrality and lack of 
legal constraints) that has been extended and made more complex through 
the connective and representational power of information technology. ‘The 
advent of computers does not produce new crime but simply expands extant 
deviant possibilities' (2007:7). As he reminds us, crimes that occur on trains 
are not understood as ‘traincrimes', nor are crimes that occur over the 
telephone telecrimes. ‘Cybercrime' and its terminological potency is a 
manifestation of various social, cultural and political actors and processes. Its 
metaphorical beginnings have long been forgotten, and it has gained 
ontological reality through its social mobilisation. However, the semantic 
circumference of ‘cyber' has become so expansive; it is increasingly little 
more than an evocative ‘empty signifier’ that has more affective content than 
empirical value (Laclau, 2005). 

‘Cybercrime’ and what constitutes it then remains somewhat confused and 
contested, as well as ever expanding. Based on the discussion of its 
emergence and deployment, one might come to the conclusion that it is best 
to abandon it. However, this would arguably be unhelpful and neglect the 
discursive and visible impact it has, as well as the reality we live in. To call 
for the dismissal of ‘cybercrime’ as a fictional construct would be to fall 
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fallacy to similar criticisms of zemiology (See Lasslett, 2010). What we refer 
to as cybercrime is indeed socially and culturally contingent rather than a 
necessary distinction between different forms of crime. It seems reasonable to 
suggest that ‘cyber', ‘cybercrime' and in what follows ‘cybersecurity', is (for 
now at least) cemented in our social and political lexicon. We find it in the 
pages of dictionaries, and it has an undeniable place of power and potency in 
law, policy and policing. What the above review does suggest is that in 
thinking about cybercrime, and in particular about how the public may use 
it, one must be mindful of the way it is loaded with meaning and pose 
questions about the impact of that meaning on public sentiment and 
strategies people employ to protect themselves from it. Furthermore, 
McGuire’s account directs us to be mindful of the very material and physical 
consequences the embedding of technology has on social organisation, 
interaction and experience.  

 

2.2.3 A CRITICAL APPROACH TO ‘CYBERCRIME’ 

Brown (2006) argues that we need to rethink how the non-human fits into the 
production of the social, and break down the now artificial binary that 
separates them. She argues these binaries within criminology are a product 
of its disciplinary genealogy and the coincidence of its emergence with 
various technologies. The information technology revolution represents one 
of the quickest social transformations in human history (Castells, 2000), and 
it is only a matter of time until its transformative capabilities fully penetrate 
criminological discussion and methods. As is hopefully evident by now, in 
this dissertation I want to take the position that it is unhelpful to adopt the 
dichotomy between the 'cyber' and ‘real', and cybercrime, crime, 
cybersecurity and security must be understood, as Wall argues (2007) as 
occupying a technological continuum that characterises everyday life. First, 
while theoretically there seems to be many important considerations, 
reconciling that debate is far beyond the subject matter of a thesis addressing 
public sensibility. However, it must be remembered that what was once 
thought of as cyberspace cannot be thought of as some ontologically separate 
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domain (Turkle, 1995), but neither can it be understood in purely 
technological terms. Everyday life involves various sets of social practices 
which shape and are reshaped by the dominant technological trends in social 
and material relations (Jewkes and Yar, 2010). To make the distinction 
between the ‘cyber’ and the ‘real’ dimensions of that is to neglect the 
messiness of the techno-social dialectic. Arguably, it is more profitable to 
approach the experience of cybercrime control as a techno-social process that 
involves physically located material relations, but also their absence and 
what that might mean. In the same way, the public's experience of crime has 
been transformed and it is necessary to make sense of their reactions in the 
context of techno-social life, and not in technological or social isolation.   

Criminology is adapting to and embracing ICT, ‘Big Data', and social media 
(See for example Van der Wagan and Pieters, 2015) as both methodological 
tools and objects of analysis.  This is not an overnight endeavour and will, 
over its course, inevitably push the boundaries of the discipline further 
afield. In parallel, society is undergoing a period of rapid restructuring 
induced by techno-social change. For its occupants, this means periods of 
transitions and adjustments in space, the reordering of time, and a changing 
experience of crime. The distribution of power and demarcation of social 
orders along the lines of territory and sovereignty no longer holds the same 
weight (Bauman, 2012: 49-50). In line with that, the limits of the nation-state 
in relation to crime control become increasingly pronounced and demanding 
of further adaptation (Garland, 2001). This has implications for the 
experience of policing, criminal justice and crime control which play into the 
way people think about, feel about and respond to cybercrime. 

In the following section, there will be a discussion of the ‘governance of 
cybersecurity', in which there will be an outline of the literature on the 
policing of cybercrime and the various actors who play a role. This is 
important as it sets some of the key challenges to conventional modes of 
policing that cybercrime presents, but also that these changes have 
implications for internet users and victims' experience of crime, risk and 
policing. 
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2.3 CYBERCRIME CONTROL: THE GOVERNANCE OF CYBERSECURITY 

Criminological concern with security emerged in the context of 
transformations of crime control from the 1980's onwards (Goold and 
Zedner, 2006). Since then, a number of a canonical texts have developed our 
understandings of the nature and direction of those transformations which 
are now being brought to bear on cybercrime control. The policing of 
cybercrime has remained at the fringes of criminological discussion, but that 
is starting to change. In addition to the essential texts (Holt and Bossler, 2015; 
Wall and Williams, 2014; Wall, 2013, 2011, 2007; Yar 2013a, 2013b, 2010; 
McGuire, 2012; Jewkes, 2010; 2006), key criminology journals are devoting 
more and more pages to the topic, sometimes even entire issues (see for 
example Holt, 2016; Wall and Williams, 2013). The way in which cybercrime 
is policed is an important contextual point to be discussed, as public 
sensibility is inevitably linked to the way deviance is officially and 
unofficially reacted to and controlled in law, technology, and established 
norms and etiquette. In the following section, there will be a rough outline of 
the overall landscape of policing and securing of the internet, although this 
will not be exhaustive. This would be an over-extension of our current 
purpose, and recent work has done a sufficient job of it already (Holt, 
Burruss and Bossler, 2015). The cybersecurity and internet policing landscape 
is made up of a complex multi-layered network of actors whose roles and 
functions interconnect and overlap. Actor’s roles are constantly in flux, 
adapting and transforming to address new risks as they emerge and move 
away from older ones as they are addressed. It should be noted; the role 
played by non-human actors in policing and securing the internet, whose 
technical faculties perform much of what might be considered the ‘frontline' 
will only be tangentially addressed as its relevance is marginal in the context 
of this literature review.   

To begin, the limits of conventional state-led policing and criminal justice 
will be outlined. I will then discuss the ‘policing assemblage'. Here, I will pay 
only brief attention to the role of the ‘individual user' in the ‘policing 
assemblage. This is because I will explore their role in far more detail as 
conceptualised in policy in Chapter 4. There, I will draw on the 
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governmentality literature to make sense of the individual user's role in the 
context of this wider assemblage of crime control. 

 

2.3.1 THE LIMITS OF CONVENTIONAL CRIME CONTROLS 

The structural and social characteristics of the internet as outlined in section 
2.2 pose significant challenges to conventional criminal justice institutions 
which in turn demand adaptations on the part of the public and private 
spheres. These challenges create qualitative differences in the way crime and 
deviance are responded to and people’s experience of them. The result has 
been a recasting of lines of responsibility and functionality in policing 
laterally across a diverse range of actors, each of whom has crime control 
capacities that in concert contribute to the governance of cybersecurity (Wall, 
2007). This shift, what Bayley and Shearing (2001) term the ‘multi-
lateralisation’ of policing and security functions, is not unique to the rise of 
cybercrime. The emergent order of internet policing maps neatly onto the 
‘the nodal governance of security' outlined by Johnston and Shearing (2003), 
and the trajectory of crime control since the 1980's generally. The 
consequences of private property for public policing and the responsive 
marketization of private security (Johnston and Shearing, 2007) are equally 
applicable to the policing of the internet, where ‘domains’ mostly constitute 
private property.  The public police are further constrained by the internet's 
globally distributed trans-jurisdictional architecture. The public police and 
the boundedness of their authority clashes with a globalised, intangible and 
ever-changing ‘cyber’ beat governed by inconsistent legal foundations. This 
calls into question the ability of a policing organisation whose work is 
defined in terms of physical proximity, local communities, a well-established 
occupational culture, and set of routine activities (Holt et al., 2015; Yar, 2013; 
Wall, 2007; Reiner, 2010; Jewkes, 2010; Punch, 1979). Before moving on to an 
outline of the policing assemblage, there will be a discussion of the 
challenges posed to public policing. These challenges give rise to necessary 
reconfigurations of policing to address cybercrime.  
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The ‘de-minimist trap’ – ‘the law does not deal with trifles’ (Wall, 2007: 161), 
is a key and important legal constraint that fundamentally challenges the 
‘policing’ of cybercrimes. The perceived comparatively low impact 
cybercrime usually has on individuals means that it often lies beyond the 
organisational priorities and resources of the local police. In aggregate, the 
reality of many internet offences of late cause mass-victimisation, and 
cumulatively cause harms that are difficult to quantify but are undeniably 
significant. However, individuals are separated from victimhood as police 
and legislation identify (for the most part) the companies who have been 
breached as the official victim, in these cases, leaving individuals whose 
information has been compromised in a liminal state, neither victim nor 
unaffected. For example, in March of 2017, the details of 1.37 billion identities 
were leaked from a poorly secured server of marketing firm River City 
Media (Leyden, The Register, 2017). The result of these breaches is the 
simultaneous exposure of people all over the world to the possibility of 
fraud, identity theft and more spearheaded targeting. Another, and perhaps 
more difficult to quantify example is that of ‘Ashley Madison', a site that 
facilitated relationships between married men and women, was breached, 
which led to the release of details of their customer base, 37 million users 
(The Hacker News, 2017). The likely damage to individuals and families 
globally that emerged from the breach calls into question the quantification 
of harms caused by cybercrimes, and the ethics of reducing victimisation to 
financial loss or liability. In the midst of these incident, individual 
experiences seem to get lost.  

Jurisdictional disparities concerning both legal definition and strategic 
priorities present another significant barrier to public and police cooperation 
(Clough, 2012; Brenner, 2006: 18). While an act might constitute a criminal 
offence in one country, it may not in another. Relatedly, an act may be an 
offence in multiple relevant jurisdictions, but vary in its level of priority and 
the extent to which it commands the devotion of limited resources. 
Cybercrime investigations are expensive and resource intensive, and 
therefore require a strong public mandate to justify interjurisdictional police 
action (Holt, 2015). Yar, in a discussion about the policing of internet-based 
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sex offences, identifies ‘Hierarchies of standing' (2013:400). Where other 
forms of cybercrime tend to be at some distance from the state, Yar explains 
the unusual presence of the state in responses to sex offences as a result of 
these hierarchies, where:  

‘the unambiguous shared view of the sex-offender as malevolence incarnate, 
devoid of any redeeming human qualities serves to further propel sex 
offences to the apex of the hierarchy of standing as regards to serious crime'.  

(Yar, 2013:491)  

This in tandem with cultural acceptance of the seriousness and immorality of 
sex offences leads these cybercrimes to cross a threshold after which the 
public is more demanding of state and therefore public police responses. For 
example, in May 2014 Interpol coordinated an operation between the Hong 
Kong, Singapore and the Philippines' police authorities which saw the arrest 
of 190 individuals working in a ‘sextortion' scam. Its victims were socially 
engineered to provide compromising images of themselves. These images 
were then used to extort money and blackmail victims into secrecy. One 
victim of the sextortion network was Scottish teenager Daniel Perry who as a 
result committed suicide on Edinburgh's Forth bridge in July of 2013. As 
Jewkes points out, the use of the internet for exploiting vulnerable children 
and adolescents was and remains a hugely popular topic of debate, with 
various strands of research and advice emerging in response (see for 
example Livingstone et al., 2010; Livingstone, 2009). While these kinds of 
networks are more commanding of police attention, it should be 
remembered that common forms of cybercrime more likely to affect the 
majority of the population (as is evident from recent figures in CSEW (2017)) 
seldom pass that threshold. 

Another problem that the conventional criminal justice system needs to 
contend with is the under-reporting of offences. Perhaps the first and more 
obvious explanation for underreporting is the limited visibility and, in some 
cases, the ontological uncertainty of cyber-victimisation. If an individual is to 
report a cybercrime, they need to be able to identify that an offence has taken 
place, be willing to report it, and know to whom it should be reported. Often 
in the case of common forms of cybercrime, such as the infection of a 
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personal computer with malware, identifying an offending act is difficult 
due to the invisibility of the offence which may manifest only in the syntactic 
properties of computer interaction, falling below the operating systems 
representational surface (McGuire, 2012a). In saying that, more recent trends 
in the development of malware, for example with ransomware, the effects 
are intended to be visible and impactful. The second equally problematic 
feature is lay-understandings of what constitutes a ‘cybercrime'. In the case 
of ‘cyberbullying' for example, there may be uncertainty as to whether an 
offence has taken place or at what point an interpersonal matter becomes a 
legal one. Third, people's willingness to report cybercrime to the police is 
shaped by their perceptions of the police role, function and ability. The police 
may not be willing or able to do anything about it, or individuals may 
believe that it is not within their remit (Yar, 2013). Similarly, the offence may 
not be perceived as serious enough, or people may fear embarrassment and 
being labelled foolish or selfish may diminish any willingness to seek help 
(Button and Cross, 2017). This can be especially problematic in cases of 
internet-based sexual grooming (see Martellozzo and Jane, 2017; Brenner, 
2010; Quayle, 2010; Martellozzo, 2008; Wall, 2007).  

 

2.3.2 THE ‘INTERNET-POLICING ASSEMBLAGE’  

There is a rapidly growing body of criminological literature on the public 
policing of cybercrime that has been built on the classic texts (for example 
Wall, 2001; 2007; Yar, 2006; 2013). In recent years, a number of streams of 
specialisation have begun to develop; the ways cybercrime reconfigures and 
challenges public police activities, knowledge and culture (Holt et al., 2015; 
Wall, 2013; Yar, 2013; Jewkes, 2010; Wall, 2007b), international comparisons 
of policing (Alani, 2013), the organisation and policing of dark markets 
(Hutchings and Holt, 2016; Décary-Hétu and Giomonni, 2016; Holt, 2013), 
drift into and desistance from cybercrime (Hutchings, 2016), online malware 
development and maintenance communities (Hutchings and Clayton, 2017), 
and gender and cybercrime (Hutchings and Chua, 2017). One area that has 
received far less attention is the role and ways in which individual lay users 
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of the internet and ICT contribute to cybercrime control. A handful of studies 
have been identified; however, they have tended to focus on specific contexts 
like within online communities (for example Williams, 2006) or volunteer 
groups categorised as vigilante’s (Huey et al., 2013). What appears to have 
been overlooked thus far, and an area this project hopes to attend to is the 
more mundane elements of policing the internet. Those features and habits of 
everyday life that culminate and factor into individual responses to 
cybercrime. 

In the previous section, there was an outline of the characteristics that 
challenge traditional governance structures tasked with tackling the problem 
of crime. It is worth mentioning here, although more will be said of it in 
chapter 4, that we must not forget the pre-existing contextual conditions into 
which these challenges are being posed. As mentioned above, crime control 
was already undergoing a radical transformation – a movement away from 
correctionalism to the new-penology (O’Malley, 2009; Garland, 2001). As 
Garland has famously argued, the socio-structural conditions in which these 
transformations occurred – the rise of neoliberalism, the fall of the welfare 
state, high crime rates and the state acceptance of its own limitations – are 
the conditions that have given rise to the ‘culture of control’. An important 
‘adaptation’ in which these challenges resulted was the redistribution of 
responsibility for crime control and personal safety away from the state and 
onto non-state organisations, communities and individuals. Cybercrime 
control strategies are undoubtedly a consequence of these same set of 
conditions (Hart, 2009), and epitomise contemporary governmentality in the 
information society. However, as we have seen above, the limits of both the 
sovereign state (Garland, 1996) and its institutions of government are further 
compounded and complicated by the characteristics of technological 
development and the digitisation of everyday life. The bounded nature of 
nation-state territoriality places restrictions on the capacities of criminal law, 
policing agencies and courts to address and respond to crime problems. 
Public policing and the courts (‘the secret social service’, ‘order maintenance’, 
reparation and restitution) are constrained and need to be supplemented by 
a much wider network of actors in the public and private sector, as well as by 
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victims themselves. In that sense, we can understand the challenges internet-
based crime poses to conventional criminal justice and crime control as 
responsibilisation catalysts. 

Dupont (2004) and Wall (2007) have suggested that we can best understand 
the shape of internet policing as a network where its nodes are linked via 
their joint endeavour of generating security. Drawing on Deluze and 
Guattari (1987), Wall suggests that this network can be understood as an 
‘assemblage’ (2007) in which the various actors who otherwise may have no 
connection. By understanding it within this framework, it renders visible the 
tensions and frictions that exist between various nodes, but also allows for a 
more realistic perspective from which to view the public police role (Wall, 
2007:167). Both David Wall (2007) and Holt (et al., 2015) provide useful 
accounts of the internet-policing assemblage. They identify a number of 
categories of actors who police the internet as we know it: internet service 
providers, corporate security and industry, non-governmental non-police 
organisations, Governmental non-police organisations, and Public Policing 
organisations. 

Internet service providers (ISPs) are tasked with the infrastructural 
management of the physical parts of the internet to which we all connect our 
routers and computers. ISPs play a central role in internet policing by virtue 
of their position as gatekeepers to a global internet architecture transcending 
states and continents. They serve a law enforcement function by operating 
‘filters’, which sift through user requests, blocking access to services and sites 
which have been ‘blacklisted’. Filtering of this nature was officially 
sanctioned in 2007 when the Home Office instituted an official ‘filtering 
blacklist’ which is maintained by the Internet Watch Foundation (IWF). 
Major ISPs quickly adopted the legislation with smaller providers falling into 
line after pressure was applied by the government and the NSPCC 
(Edwards, Rauhofer, and Yar, 2010).  Filtering was largely introduced on the 
back of the risk posed by child pornography online, although this mass 
censorship of the internet occurred with little public discussion or debate, 
and fears of ISP’s of civil sanction and reputational damage if they refused 
(Edwards, Rauhofer and Yar, 2010; Wall, 2007).  
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Internet service providers also facilitate government mass-surveillance and 
evidence gathering. In the aftermath of the Snowden revelations, it emerged 
the service providers played an active role in the government’s mass-
collection of metadata of citizens, signalling for many the realisation of 
Orwell’s prophetic account in 1984. On November 29th the ‘Investigatory 
Powers Bill’, with a lacklustre public discussion in light of Brexit, began its 
ascendancy into law. The implications of the Investigatory Powers Bill’ is the 
collection and storage of a year’s worth of every individual’s internet usage 
from phone to computers. The burden of this falls on the ISPs, who will store 
and provide access to police and presumably intelligence services without 
any meaningful oversight (The Verge, 2016). Of course, there are various 
ways in which these surveillance measures can be undermined. The first and 
probably most common is the use of virtual private networks and browsers 
like Tor, which make the gathering of individual internet data more difficult 
by encrypting, diverting and distributing browsing data across the expanse 
of the internet. These same tools also serve as a means by which filters 
mentioned earlier can be undermined. The Investigatory Powers Bill by 
demanding the storage of individuals browsing data introduces an 
unprecedented and highly dangerous security risk. In the event that the 
datacentres hosting the data are breached, the consequences could be grave. 
While no such breach has happened yet, breaches of other services providers 
who hold sensitive data (for example Ashley Madison, in 2016) reveal the 
potentially lethal implications of exposing the intimate details of user’s data.  

Corporate security and industry represent another key node in the policing 
assemblage. In 2005, the value of the commercial cybersecurity industry was 
estimated at 27 billion dollars (Yar, 2008). In 2015, the global market was 
valued at 75 Billion dollars and was estimated to reach 120 billion by 2017 
(Wired, 2016). Its work involves the provision of software which automates 
the frontline policing of individuals’, businesses’ and states’ computers and 
networks. Corporate cybersecurity provides a range of services including 
consultancy on security needs, real-time monitoring of attacks, as well as the 
production of security software. The industry also supports the design and 
implementation of systems and buildings that meet universal standards of 
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security such as the ISO 27001, and employee training (Yar, 2010; 2009). 
Major corporate security companies also serve as key agents in the 
identification and definition of threats and act as knowledge brokers about 
the state of cybercrime generally by virtue of their privileged position in the 
network. Their speech acts have significant power in defining the most 
pressing cyber-threats (Dunn Cavelty, 2007). 

By virtue of the distribution of systems around the world and the lack of 
nation-state and academic sources of data about victimisation, they are in a 
position to produce annual reports that are largely for the purpose of their 
own legitimacy and profit-driven agenda. These reports (for example see 
Symantec, 2017; McAfee, 2016) play an important role in constructing the 
threat landscape by offering powerful numerical data to support claims 
about what risks the industry faces. It is on the back of this that there have 
been calls from academics for imaginative and refined efforts to measure the 
prevalence and frequency of cybercrime victimisation which can provide a 
counter-narrative to the hegemony of the private sector of the cybercrime 
knowledge economy (Tcherni, et al., 2015). While the Crime survery for 
England and Wales has made progress in this regard, accurate cybercrime 
statistics from an independent source remains problematic due to the often 
experiential intangibility of cybercrime. 

Non-governmental non-police organisations represent a group of actors who 
are neither entirely private nor entirely public. These organisations function 
as governance ‘gatekeepers’ to various other governmental organisations and 
institutions, such as the criminal law. The Internet Watch Foundation is 
perhaps the most well known, whose role was briefly outlined above. The 
Computer Emergency Response Team (CERT) launched in the United States 
began life as a non-governmental non-police organisation (Wall, 2007). Since 
then, in line with a pattern that is emerging across the sector, CERT has come 
under the auspices of government. CERT UK was launched in 2014 by, but in 
2016 was adopted by the National Cybersecurity Centre (NCSC), an arm of 
the Global Communication Headquarters. Another form of organisation 
which is more relevant to this project that emerged many years ago but 
which is increasin- 52 -gly coming to the surface is concerned with 
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awareness”. Getsafesonline is a public-private sector partnership initially 
founded by HM Government, but now also works in partnership with 
various technology companies and police around the UK (Get Safe Online, 
2017). The organisation is one amongst many tasked with the education of 
the population about the risks posed by the internet to individuals and 
businesses. Through awareness campaigns both in various locations around 
the UK and via messages distributed online through a network of partners to 
their service users and customers. Getsafeonline also works in partnership 
with 43 police forces around the UK in both a training and awareness-raising 
capacity. Getsafeonline occupies an important centrifugal position in the 
assemblage in that it coordinates awareness raising activity across other 
nodes. By examining nodes like Getsafeonline we can identify the formation, 
distribution and operational power of the responsibilising assemblage (see 
introduction and chapter 4).  

There may be some overlap between these categories. For instance, Facebook 
functions as an essential communicative tool, and information sharing 
platform service for over 1 billion people around the world (Facebook, 2015). 
Recently, social media and Facebook, in particular, is increasingly used by 
individuals and organisations to obtain information, monitor disasters and 
terror attacks in real-time (Silver and Matthews, 2017). In April 2017, a 
Facebook service called ‘Facebook Live’ was used to live stream the fatal 
shooting of a woman in Cleveland, Ohio (Wired, 2017). While the incident 
itself is not a ‘cybercrime’, it prompted Facebook and similar services to 
develop monitoring teams. Wall (2007) identifies ‘online virtual environment 
and security managers’ as a separate node in the policing assemblage and 
while there are many ‘virtual environments’ which may justify this separate 
categorisation, no organisation equals the ‘real world’ impact and power 
Facebook exercises today, further blurring the cyber/real distinction.  

Governmental non-police organisations perform a formal regulatory role. 
They have a ‘legislated mandate’ to investigate and manage cybercrime and 
cybersecurity (Holt et al., 2015; Wall, 2007). Commonly discussed agencies 
falling into this category include those protecting critical national 
infrastructure (CNI). In 2016, HM Government centralised many 
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governmental non-police organisations by launching of the National 
Cybersecurity Centre (NCSC). This centre signalled the merging of the 
Communications-Electronics Security Group (CESG), the Centre for Cyber 
Assessment (CCA), Computer Emergency Response Team (CERT UK), and 
in the information security functions of Centre for the Protection of National 
Infrastructure. Its primary function is to assess, manage and reduce ‘cyber-
risks’. The NCSC also functions as a central node in the assemblage 
governing cybersecurity. It brings together in a coordinated partnership 
organisations and institutions from the public and private spheres, including 
but not limited to policing, military, and intelligence services (NCSC, 2017). 
Their role then is also responsive. The NCSC serves as a ‘knowledge broker’ 
of security advice and risk assessment (Ericson and Haggerty, 1997). It 
brokers legitimacy for its partners, and security through its capacity to 
respond to  ‘cyber-attacks’. Organisations like the NCSC will increasingly 
fulfil a reassurance role for industry and individuals through its provision of 
risk-avoidance advice amidst large and highly publicised incidents. The 
NCSC represents a potential re-articulation of the ‘state/non-state binary’ 
(Dupont, 2004, Wall, 2007), by consolidating the sovereign states role in a 
fluid assemblage of actors whose locus of power is difficult to pin down. The 
state reasserts a role by positioning itself as expert, translator, legitimator and 
organiser in the UK’s cyber-resilience efforts.  

Public police agencies present an interesting part of the assemblage. Perhaps 
the most studied of the agencies in regards to their function, the public police 
role is rather small but has symbolic purchase. Much police activity in 
relation to ‘real world’ crime is incidental to cybercrime policing. That is not 
to say that the public police do not deal in cybercrime. The demand for 
cybercrime investigation has prompted the development of specialist 
national units such as the National Hi-tech Crime Unit. This unit was 
absorbed by the Serious Organised Crime Agency (SOCA) in 2006, and then 
by the National Crime Agency (NCA) in 2013 which now houses the 
National Cybercrime Unit. These are national rather than local entities.  A 
vast amount of the regulatory, monitoring, intelligence gathering and law 
enforcement functions previously fulfilled by the police are necessarily 
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distributed across the assemblage. This was done by virtue of the 
architecture of the internet and who naturally has the capacity to access 
information or enforce legal or technical rules (Holt, 2015; Jewkes and Yar, 
2011). Jewkes and Yar (2011) suggest that many stakeholders accept that 
responsibility for policing the internet mostly falls on its users and service 
operators. Wall argues that the police are relatively ill-equipped to deal with 
cybercrime, and yet out of the historically embedded Peelian agenda have a 
certain claim to order-maintenance and law enforcement roles (2007; 2007b). 
There is a lack of empirical evidence to support the claim that the public 
themselves are demanding of the police a response in the same way they do 
with conventional forms of crime. As Yar (2013) has suggested, there are 
certain hierarchies of standing that play into police resourcing and demands. 
As Punch (1979) has argued the police occupy a particular place as problem 
solvers in public conscious, they are an emergency social service.   

The majority of cybercrimes people may be a victim of may not pass the 
public’s own social and culturally embedded ‘hierarchy of standing’ where 
an incident meets the criteria for them to contact the police (Holt, 2015; Yar, 
2010). We can draw from this an alternative perspective on the existing 
literature. There is a lack of exploratory research to identify how the public 
conceives of the police role in relation to cybercrime in recent times, and if 
indeed it is from the public police a response is demanded or other agencies 
or organisations. As Mawby (2000) has pointed out in the past, the official 
identification of a police role will be flawed unless it acknowledges public 
perceptions of what that role ought to be, the needs of the community and 
wider society (Wright, 2011). Many of the core accounts (Bittner, 1970; Punch, 
1979) have highlighted the physicality and locality of the police function, in 
particular, the symbolism imbued in the deployment of the use or potential 
use of legitimate force. In the case of cybercrime, that function is of limited 
value, and required only in cases where it is possible to achieve the 
conditions for its use; the identification and location (assuming it is 
reachable) of an offender who has committed an offence that surpasses the 
threshold required to justify a police response. In a context of vast 
responsibilisation and privatisation of individual security and safety needs, it 
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may be that the nature of technology, the internet and its transformative 
capacity renegotiate public expectations of police, and consolidate what it is 
they think ‘the police’, with a capital P, ought to do. 

The challenges produced by the internet and responsive adaptations have a 
significant consequence that is seldom acknowledged. The organisations 
drawn into the governmental approach to cybercrime control produce a very 
different experiential landscape of criminal justice and policing for the 
individual citizens it governs (Yar, 2015). It follows that users are required to 
navigate different sets of actors, organisations, processes and procedures 
than those which characterise conventional responses to crime. It redefines 
what the ‘frontline’ of policing and reporting of crime looks like as well as 
the sorts of interactions people have, and whom they have them with.  This 
remapping of crime and security experience inevitably plays into public 
expectations. Crime is framed by the way it and its associated actors are 
visually represented in news media, film and popular culture (Hayward, 
2010). The scene of the cybercrime is for the most part barren of newsworthy 
imagery, more often than not lacking an offender headshot or ‘ideal victim’ 
to showcase (Jewkes, 2011; Christie, 1986). Similarly, nor does it ever tend to 
occupy a locatable place in a way that affects people as authors like Martin 
Innes (2014; 2004) have described, whereby certain places and by proxy its 
occupants in the process of representation are signalled as being indicative of 
crime risk, danger or a threat to the social order. 

The properties of the crime interaction order (Goldsmith and Brewer, 2015), 
are redrawn in ways that are relatively intangible; where the bloody nose or 
broken window is veiled by Information technologies representational 
properties and distanced by the internet’s architecture. Being a victim of 
crime previously had a clear and commonly understood path one followed if 
they could take action (from cop to court). However, in the case of much 
online offending, this path is far less trodden, and arguably, poorly 
signposted. Often, in the case of bank fraud or identity, victims are not 
informed by police and they rarely come in contact with police, if at all (the 
same applies to PayPal, Amazon, etc). Instead, the experience of crime is 
mediated by service providers whose primary concern is customer service 
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instead of criminal justice, and restitution or reparation is bestowed by a call 
centre rather than the judiciary. The needs of victims and the criminal justice 
system’s attempts to meet those needs have been the subject of much 
criminological research (Dignan, 2005; Johnstone 2002; Walklate, 1990). 
However, thus far there has been little empirical work (although some is 
beginning to appear, see Button and Cross, 2017) exploring the experience of 
this radically different landscape which now needs to account for a greater 
number of offences.  

 

2.4 DISCUSSION AND CONCLUDING REMARKS 

This section has outlined the most relevant literature on the social 
construction of cybercrime, tracing via its antecedents how we have arrived 
at the current position of ambiguous potency.  In section 2.3.1 by 
approaching cybercrime historically from fiction to faction, its link with 
dystopia, hysteria and fear was made clear. Cybercrime, public and policy-
maker perceptions are inseparable from the social reception and metabolic 
processes to which technological imaginaries are subject. Imaginaries are 
informed by ‘mythologies’ of potential technological dangers and harm 
rather than being grounded in ‘digital realism’ (Wall, 2008: 58-59). This 
process is said to produce a ‘reassurance gap’ that needs to be filled, placing 
unrealistic and incompatible demands on police.   

From these conclusions emerge questions about the nature of the internet 
and cybercrime in everyday life. How do individuals understand and make 
sense of it in relation to themselves and the wider collectives to which they 
belong? What does this mean for the way they feel about cybercrime, and 
crime itself? Are individuals influenced by these mythologies and do they 
figure into their lives? In section 2.3.2, I have reviewed the literature on 
governing cybersecurity. As Wall (2008) points out the ‘real’ realities of 
cybercrime tend to be hidden by a ‘dizzying whirl’ of competing narratives, 
definitional conflict, and hyperbolised reporting. Official and unofficial 
responses to cybercrime are qualitatively different to the traditional crime 
response. Institutions, procedures and processes that are culturally 
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engrained as responders to crime are called into question. The internet has 
reorganised the institutions and processes of policing, crime control, and 
criminal justice. In light of the reassurance gap outlined above, and the 
changing face of policing, how do people make sense of or feel about this? 
What kind of expectations do they have of public policing and how do they 
describe their experience and feelings about the contemporary internet 
policing assemblage? 

What is the nature of cybercrime’s ‘culture of fear’ – whereby ‘the public [is 
imbued] with an ideological fear of crime that leads to exaggerated 
expectations of crime and danger – regardless of whether any exist’ (Wall, 
2008:47)? The cybercrime age is one that lends itself to global controversies as 
the networked architecture of which we are all a part of, renders us 
simultaneously vulnerable to threats and risks. The immediate and long-term 
impacts of these risks are uncertain and intangible. Furthermore, their 
potentially ‘fear’ inducing properties are exploited by the private sector that 
dominates security management (Banks, 2017; 2015; 2012). The broader 
pattern of thought about the public as being excessively fearful of crime is a 
problem which has occupied the minds of criminologists for over half a 
century. The public’s ‘fear of cyber ‘crime’’ is an emergent field of study to 
which little attention has been given to thus far. In the following chapter, I 
will set about situating cybercrime within the ‘fear of crime’ literature to 
draw out its utility for making sense of public sensibilities towards crime in 
an empirical study. 
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Chapter 3 
 

The ‘Fear of Crime’ and Cybercrime  

 

3.1 INTRODUCTION  

In the previous chapter the literature on cybercrime, its definition and 
governance have been outlined and discussed. In doing so, I have raised 
questions about how these transformations may figure into the way people 
understand, feel about, and react to cybercrime. It follows naturally from this 
to explore the literature on public feeling about crime, the majority of which 
comes under the heading ‘fear of crime’. This chapter will outline key strands 
of ‘fear of crime’ theorising and research, whilst situating cybercrime within 
its conceptual boundaries. In exploring these ideas, I aim to draw out that by 
situating cybercrime in this context, we prompt questions about where ‘fear 
of crime’ may be analytically useful, but also some qualitative differences 
that call into question its value as a concept on which this study can be 
anchored. Ultimately, I argue that following of technological transformations 
of crime, there are also important transformations of the experience of crime 
and victimisation; the who, where and how. These transformations raise 
questions about how the public makes sense of and understands cybercrime 
and as should be clear from this literature review that this area is one found 
lacking in criminological inquiry. There is a clear gap in the literature where 
‘sensibilities’ towards cybercrime and cybersecurity have been touched in a 
limited way. From this literature review, a number of key areas of inquiry 
can be drawn out which this thesis will explore in more detail, guided by 
both the theoretical and methodological lessons to be found within these 
opening chapters and the theoretical resources in the chapter that follows it. 
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3.2 SITUATING ‘CYBER’ IN THE ‘FEAR OF CRIME’ DEBATE: A REVIEW 
OF THE LITERATURE 

 The ‘fear of crime’ is one of the most comprehensively researched concepts 
in criminology. Its rise to popularity began with the introduction of crime 
and victim surveys in the United States.  Billy Henson (2015), Farrall and 
colleagues (2009) and Chris Hale (1996) offer some of the most useful 
accounts of the ‘fear of crime’ literature. In particular, Stephen Farrall, 
Jonathan Jackson and Emily Gray (2009), have produced a comprehensive 
systematic analysis of the ‘fear of crime’ which carefully navigates across its 
many disciplinary and methodological boundaries. They categorised and 
synthesised its strands of research into a conceptually logical and sequential 
framework that attends to each. In this section, I will use their analysis as a 
framework into which I will fit current ‘fear of crime online’ scholarship.  

Firstly, this will demonstrate that the paucity of current research on 
cybercrime ‘fears’ has much to learn from the ‘fear of crime’. I identify some 
important characteristics of public perception that will be useful in any 
exploratory study like this one also. I also illustrate the breadth of possible 
factors at play in the constitution of ‘fear of crime’ whilst building the case 
for moving beyond it here. The chapter concludes with some reflections on 
the limits of ‘fear of crime’ and therefore of ‘fear of crime online’. I do not 
intend to suggest that ‘fear of crime’ can or does happen in a separate 
‘online’ space. Nor am I suggesting that ‘fear of crime online’ is separate 
from other fears. When I use the term ‘fear of crime online’, I am referring to 
its conceptual application to the understanding of public feeling about 
various cybercrimes. 

 

3.2.1 THE VICTIMISATION THESIS: CYBERCRIME = CYBER-FEAR?  

The modern ‘fear of crime conversation’ began with the ‘President’s Crime 
Commission of Law Enforcement and the Administration of Justice’ 
(Biderman et al., 1967 see also, Ennis, 1967; Reiss, 1967)’. One of the initial 
pilot surveys defined ‘fear of crime’ as the ‘contemporary manifestation of 
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public attitudes and responses to crime, as an object of study and as a topic 
of considerable political salience’ (Biderman et al., 1967 in Farrall et al., 
2009:23). Biderman and colleagues argued that people's ‘fear of crime' was, in 
fact, greater than the actual risk of victimisation. This is known as the ‘crime-
fear' gap, which later gave rise to the ‘risk-fear paradox'. This highlighted 
that those least at risk tended to be more afraid and those most at risk tended 
to be less afraid (Smith and Torstensson, 1997). With little evidence to 
support the relationship between crime-rates, direct experience and crime-
fears, it was suggested that other forces are at play in the production of ‘fear 
of crime'. A number of authors have highlighted the increasing number of 
cybercrimes as well the rising level of fear – it follows then that the incidence 
and experience of cybercrime victimisation should be related to the levels of 
fear recorded. No studies have explicitly set out in the same manner as the 
crime commission, however European data does offer some means for 
comparison. 

In 2013 and 2014, the European Commission (2013) measured people's risk 
perceptions of cybercrime and cybersecurity across the EU. 26,680 
participants were asked both about their concerns about and experiences of a 
variety of cybercrimes over the course of the past year. For example, 
“cybercrimes can include many different types of criminal activity. How often have 
you experienced or been a victim of the following situations…” (2013:55)? An 
average of 6% of Internet users reported experiencing or being a victim of 
online identity theft. When the same population were asked if they were 
concerned about it, 52% report being ‘fairly' or ‘very concerned'. Similarly, 
7% report experiencing or being a victim of credit or bank card fraud, while 
49% report being ‘fairly' or ‘very concerned'.  In 2014, the survey found there 
was only a minor increase in reports of actual experience or victimisations 
(roughly 1%). However, there was a significant increase in reports of concern 
about various cybercrimes (identity theft increased to 68 %, bank card fraud 
to 63%). Most strikingly, 85% agreed that ‘the risk of becoming a victim of 
cybercrime is increasing', with 73% and 67% agreeing that personal data was 
not held securely by private or public authorities respectively. These figures 
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must be taken cautiously, as with little comparative data and a lack of formal 
recording mechanisms it is hard to verify their accuracy.  

The recording of cybercrime is further complicated by the fact that very little 
cybercrime is reported to the authorities. Furthermore, for cybercrime to be 
recorded in either official statistics or victim surveys, the victims themselves 
would need to be aware of their victimisation and also be willing to report it 
(Wall, 2008; Yar, 2008; Halle, 2002; Bequai, 1999) (See the previous section for 
a more detailed discussion). This significantly limits what can be 
extrapolated here. However, it seems reasonable to suggest that of those 
surveyed, there is a significant difference between the number of people who 
have experienced cybercrime and those who report being concerned about it. 
It is also likely that as a result of reporting problems, the number of people 
actually experiencing victimisation is far greater. As can be seen from recent 
ONS (2016) experimental statistics, the number of ‘cybercrimes' and fraud 
now outnumbers conventional offending. Nevertheless, following previous 
research on terrestrial fear of crime outlined above, there is probably a 
significant relationship between the experience of victimisation and the 
experience of fear of crime online. However, experience alone is not 
sufficient to explain ‘fear of crime online'. 

 

3.2.2 PERCEIVED RISK, ‘FEAR OF CRIME’ AND ‘CYBER-FEARS’ 

Early work on ‘fear of crime' was heavily criticised for its conceptual 
imprecision and inaccuracy of measurement (Holloway and Jefferson, 1997). 
Where surveys employed questions asking people about feelings of safety, 
they were evoking responses about the symbolic content of the idiosyncratic 
hypotheticals being put forward, rather than ‘fear’ itself. Even at the 
concept’s early stages, Biderman highlighted the importance of 
understanding crime as something of symbolic value that people draw on to 
understand and make sense of the social order that surrounds them (Farrall 
et al., 2009). 

Kenneth Ferraro (1995; see also, Ferraro and LaGrange, 1987) critiqued these 
initial frameworks and what they implied conceptually. He argued that by 
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asking about people's perception of safety, these measures failed to 
distinguish between two mutually exclusive but related phenomena; fear of 
crime and perceived risk. Drawing on symbolic interactionist thought, 
opportunity theory and ecological thinking about crime, Ferraro (1995:17) 
constructed a risk interpretation model. He established more constraint over 
what fell into the category of ‘fear'; defining ‘fear of crime' as an emotional 
response of dread or anxiety to crime or symbols that a person associates 
with crime' which is related to individuals perceiving themselves to be at risk 
of victimisation (Ferraro, 1995:4). He distilled ‘fear of crime' to a stimulated 
psychological response provoked by individuals' surroundings, whilst 
acknowledging the social construction of those stimuli as fear-provoking 
through social action, and not imbuing them with an inherent ‘frightening' 
quality. The important aspects of this definition are the immediacy of the 
stimuli, and the finite nature of ‘fear' as a feeling restricted to particular 
events. Second, is the way in which the significance of these stimuli are 
socially constructed to signify a threat or danger to the individual – and 
therefore subject to the social and cultural trends of the times they are 
situated in. At the core of his thesis was ‘indirect victimisation', whereby 
crime can be experienced through other channels; talk with friends, 
neighbours and the media. Overall, this work highlights the limited ability of 
the public to assess their risk of victimisation accurately. Both Warr (1990; 
1987) and Killas (1990) extended Ferraro’s work. Both argued that 
individuals' assessment of victimisation risk is mediated by factors including, 
but not limited to, the seriousness of the crime (Killias, 1990), its 
consequences, and control people have over it (Warr, 1987). Jackson (2011) 
set about uniting these assessments, and found a significant relationship 
between perceived consequence, risk and control. Jackson argues that in 
addition to the situatedness of much of the research discussed so far; his 
model also presents a way of understanding how media representations of 
crime play into this relationship. By confronting individuals with a largely 
distorted picture of the reality of crime, victimisation becomes increasingly 
‘cognitively available' and figures into risk assessments (Jackson, 2011).   
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Perceived risk is a well-researched area of ‘fear of crime online'. However, 
the majority of work conducted thus far is approached from the perspective 
of business or marketing. Dutton and Helsper (2007) examined users' and 
non-users' risk perceptions of Internet use. They found that ‘use’ was related 
to people's risk perceptions and their strategies for managing them. Yar 
(2011) highlights that in parallel with the literature on terrestrial fear of 
crime, people develop strategies to manage the risks they perceive to be 
associated with Internet use. In line with Jackson (2011), Killias (1990) and 
Warr (1989), these are influenced by the extent people feel victimisation is 
likely, serious, or that they can control it. These risk perceptions are not 
solely about crime ‘fears'. The primary reasons participants gave for non-use 
included: cost, perceived lack of skills, perceived lack of time, or perceived 
lack of usefulness. These results, while outdated, support the thesis that ‘fear 
of online crime' is a complex and multi-faceted phenomenon which cannot 
be understood solely in relation to assessments of crime and risk.  The effect 
of cybercrime on online consumer behaviour has attracted interest due to its 
implications for economic activity (Hillie et al., 2015, 2011; Smith, 2011; Saban 
et al., 2002; Lio and Cheung, 2002, 2001; see also DelVecchio et al., 2002; 
Jahankhani, 2009). In 2017, the UK Cards Association announced that UK 
consumers spend more per household online than any other country. Lio and 
Cheung (2002, 2001) conducted early research on consumer perceptions of e-
banking and e-shopping. They found that people's perceptions of 
transactions’ security predicted their willingness to move economic activity 
online. Yar (2011) highlights a similar study (OFT, 2007), where participants 
who reported the greatest concerns were those who had the least experience 
with ICT. This finding echoes the ‘risk-fear’ paradox. Contrastingly, Furnell 
(2002) reported that the number of people shopping online had increased by 
50% between 2002 and 2003, while 90% reported being concerned about 
security. The same pattern is evident today. 85% of people in the EU report 
‘concern’, yet the number of internet users and activities it is used for grows, 
and the devices used have become ubiquitous, and seamlessly embedded in 
everyday life (European Commission, 2014; OxIS, 2015). 
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This discussion has attempted to highlight the analytical utility models of 
terrestrial ‘perceived risk' provide for thinking of fear of online crime. The 
overall model of explanation is quite similar although there are also 
important differences that should be noted. People's perceived risk is 
suggested to be mediated by subjective assessments of control, consequence 
and likelihood (Jackson, 2011; Killias, 1990; Warr; 1987). These are a product 
of the nature of events themselves and individuals' characteristics and 
beliefs. Likelihood, consequence and control have all been argued to mediate 
‘perceived risk’ and ‘fear of crime'. It could be hypothesised that the means 
of control over victimisation of physical crime, like behavioural adaptations 
or the use of security mechanisms (locks, alarms, lights, etc.) may be 
supplemented with computer classes, avoidance behaviours and security 
commodities. This project sheds some light on this hypothesis (see Chapter 
6).  

Hillie (et al., 2015) deployed qualitative methods to develop a measure of 
‘fear of online identity theft’ (FOIT). They suggest that in talking about FOIT 
people tended to fall back to speaking about ‘financial losses' and 
‘reputational damage'. They also noted that no participants drew on direct 
and indirect experiences to answer questions about their ‘FOIT’, their 
participants expressed concerns about the way retailers use personal 
information, and the impact its misuse might have. This raises interesting 
questions about the way that people's ideas about risk are entangled with 
their perceptions of organisations, the wider security of the internet, but also 
their ability to manage victimisation risk. This pushes the boundaries of ‘fear 
of crime' and perceived risk further afield, in that it raises questions about 
the nature of the risks people are actually imagining, and the uniformity of 
those imaginaries. 

A number of studies have set out integrate ‘fear of crime online’ with 
Ferraro's (1995) hypotheses. Due to the limited number of studies and 
inconsistency in findings and sampling, confident conclusions are difficult to 
draw.  Higgins (et al., 2008) examined the relationship between Hirshi's 
(2004) ‘self-control', ‘perceived risk' and ‘fear of crime online’. They 
measured people’s ‘fears’ of receiving ‘insulting', ‘harassing' or ‘threatening' 
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Facebook message, and relate it to  perceived risk and ‘self-control'. Their 
results support a relationship between perceived risk and ‘fear', although it 
should be noted that on a scale of 12-48, the median reported level of fear 
was 13.12 (2008:228). They found that students who imagined more ‘bad 
things' resulting from online sharing also reported higher levels of perceived 
risk. Their work generally supports a relationship between perceived risk 
and ‘fear of crime online’ but also highlights the importance of concepts like 
‘cognitive availability' and alludes to wider cultural inflections in risk 
assessments (Farrall et al., 2009).  

Hensen (et al., 2013) explored the relationship between perceived risk, online 
exposure, previous victimisation and fear of ‘online interpersonal 
victimisation' (OIV). OIV refers to a broad range of behaviours; harassment, 
solicitation, stalking, intimidation and threats (2013:481). The study 
produced a number of interesting findings. Similarly, they also found that 
people's fears were low (means of 0.57 - 1.17 on a scale of 0-9). However, they 
found a significant relationship between fear and perceived risk. Second, 
they found that ‘exposure' to offenders online was unrelated to ‘fear of 
crime', suggesting a qualitative difference between ‘fear’ in the offline and 
online ‘environments'. This result is contradicted by other studies (Roberts et 
al., 2012) suggesting that ‘exposure' is more complex than merely ‘logging 
on'. It may be that as the internet continues to be further assimilated into 
everyday life, ‘exposure' diminishes in conceptual or analytical value.  

Interestingly, Henson and colleagues found that women also expressed 
greater ‘fears' than men of online victimisation which is consistent with 
conventional ‘fear of crime’. This finding gives credence to the argument that 
fear of crime online and offline might not be so different, and result from a 
complex interplay between micro, meso, and macro level factors. ‘Fear of 
crime' when digitally packaged may imply the need to account for a range of 
additional or different social and cultural influences. Ferraro (1995) 
explained higher fear of crime in women as an expression of the effect of 
connecting ‘master-offences' like rape and sexual assault which may play 
into other victimisation fears. Arguably then, ‘fear of online interpersonal 
victimisation' may be difficult to differentiate from other offences to which 
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those fears may be attached and the varying imaginaries they provoke from 
people. This does raise questions about conceptually isolating and measuring 
fear of one particular crime from another (e.g. crime online).   

In a study of ‘fear of cyber-identity theft' (FOCIT), Roberts (et al., 2013) 
examined the relationship between risk of victimisation (‘the vulnerability 
thesis'), income, fear of ‘place-based crime', and Internet use. Their findings 
are useful for developing a critique of ‘fear of crime online'. They found little 
support for a relationship between income and ‘FOCIT', and that ‘fear’ was 
consistent across socio-demographic categories. However, fear of place-based 
crime and fear of cyber-identity theft were positively related. This suggests 
that people who are afraid of ‘place-based crime' are more likely to fear 
‘cyber-identity theft', but it may also be the case that people that there is 
something transcendental about crime fears. This is problematic as identity 
theft takes place via a range of methods and tool, often not restricted to a 
physical or ‘cyberspace’, and therefore what is actually being measured is 
unclear.  They also found that Internet use was a significant predictor of 
‘FOCIT', which was strongly correlated with ‘importance of the internet in 
informing views of crime trends' (2013:325). Roberts (et al., 2013) reported 
that they found no significant relationship between ‘FOCIT’ and gender, 
education or location, and only a slight relationship with age. In a similar 
study, Reissig (et al., 2009) found that that socio-economic status was a 
significant predictor of perceived risk and behavioural adaptions that 
minimised the risk of victimisation. 

Overall, the literature does not bring us much further in terms of 
understanding ‘fear of crime online' for a number of reasons. Much of the 
research has restricted itself to very specific forms of ‘cybercrime', and 
incorporates sometimes vague and often incomparable units of analysis. 
Second, while a significant number of studies have drawn on the fear of 
crime literature, only Reissig (et al., 2009) and Roberts (et al., 2013) 
acknowledge the complexity of feelings, emotions and perceptions it may 
represent. This may offer some explanation for the consistently low levels of 
fear recorded. By drawing on the broader levels of analysis in fear of crime, it 
is argued that these types of questions fail to acknowledge the diversity of 
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experiences interpreted by participants as constitutive of ‘fear', and second 
that quantifying these interpretations tell us very little. Relatedly, there 
appears to be no research that specifically examines how ‘indirect 
victimisation' figures into risk perceptions and online crime fears. A number 
of studies (Jackson, 2011; Killias, 1990; and Warr, 1987) have shown the 
importance of recognising the effect that hearing about crime has on the way 
people can ‘imagine' their victimisation (Farrall et al., 2009). A step towards 
understanding this is to identify what matters to different people and what 
knowledge they draw on in making sense of cybercrime. This project begins 
to address this gap. 

 

3.2.3 PERCEPTIONS OF THE SOCIAL AND PHYSICAL ENVIRONMENT 

The second dimension of Ferraro's (1995) model identifies the role of 
incivilities in fear of crime. Ferraro suggests that incivilities are signs or cues 
that communicate an ‘erosion' of social and moral conventions between those 
that share the environment, and therefore influence perceived risk and fear 
of crime. Farrall (et al., 2009:91) defines ‘disorder' as ‘any aspect of the social 
and physical environment that indicates to the observer (a) a lack of control 
and concern, and (b) the values and intentions of others that share the 
environment'. People's fear of crime is related to their perceived risk, already 
shown  as the interplay between many different factors. There is also a 
plethora of research that has found a relationship between various aesthetic 
cues and social ‘signs' of disorder with fear of crime. This miscellany 
includes more common-sense factors like the lighting of the environment 
(Brands, 2015; Painter, 1996; Atkins et al., 1991), to less obvious signs like the 
locations of shrubberies and ‘hiding places for criminals' (Pain, 1993 in 
Farrall et al., 2009:92)(see Farrall et al., 2009, for a comprehensive list). Social 
signs of disorder or ‘incivilities' include various forms of anti-social 
behaviour and individuals' interpretations of others who also inhabit the 
environment (Farrall et al., 2009). 

Warr (1990) drew on Goffman’s work to understand why physical cues 
provoked risk perceptions and fear. He argued that people's ability to 
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observe and understand the environment around them provides a sense of 
security. This explains daylight’s importance and why people tend to be 
more fearful in areas with which they aren't familiar (Farrall et al., 2009). Fear 
coincides with an inability to extract a sense of safety and security from the 
immediate environment. Based on qualitative and quantitative research, 
Innes (2014; 2004) suggests that in addition to disorders, there can also be 
‘control signals’. In the same way that darkness and hostile hedging 
provokes fear, feelings can be mediated by the presence of police officers or 
CCTV cameras. Innes found that in certain neighbourhoods, more overt 
operations helped to reinforce a sense of informal social control, resilience 
and safety (Innes, 2014:15). Feelings of security arise from the relational 
dimensions of social control and moral orders. Drawing on ‘social 
disorganisation' theory, a number of studies suggest that social cohesion and 
collective efficacy in a neighbourhood relates to the ability of its occupants to 
extract a sense of security from it; (Farrall et al., 2009; Jackson, 2004; Lane, 
2002; Smith, 1987).  

However, symbolic meaning is neither static or homogenous (Jackson, 2004; 
Innes, 2004). What constitutes disorder for one person may not for another: 
The police may communicate safety to the middle classes and hostility or risk 
to minorities. Signs and symbols interpreted as disorderly are not fear-
provoking in themselves. Symbolic value is filtered through individuals' 
experience, values and beliefs and interpreted subjectively. Innes (2014; 2004) 
found that disorder like graffiti or litter were often more important to people 
than crime events, because they were indicative of the social and moral order 
in their vicinity. 

People also employ popular knowledge and discourse about crime in 
making judgements about risk. Sampson and Raudenbush (2004; see also 
Farrall et al.,  2009:99) found that signs were filtered through geographical 
and racial stereotypes which shaped understandings of crime and places. 
This highlights the importance of other sources of meaning that play into the 
interpretive process (Innes, 2014; Farrall et al., 2009; Girling et al., 2000; 
Sasson, 1995; Ferraro, 1995). Individuals are bound up in a constant 
interpretive activity; the way people observe and process the social and 
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physical environment then plays into risk perceptions and crime fears. 
Certain signs or cues are indicative of ‘incivilities' which communicate things 
to people in an environment about its safety and the nature of its occupants, 
although signs’ meaning varies from person to person.  

This level of analysis raises important questions about fear of crime online, 
which the literature only partially answers. Reisig (et al., 2009) highlighted 
the importance of exploring the digital dimensions of ‘incivilities'. They 
suggest there are similar digital signs of social and visual disorder that might 
play into people's risk interpretation and fear. Pop-ups, spam, flashing 
advertisements, and warnings from security software all represent various 
signals to be interpreted. At the time of writing, my anti-virus subscription 
expired. In the month leading up to its expiry, I received a number of 
provocative yet entertaining emails that included phrases like: ‘A world of 
harm', ‘Villains want you', ‘Avoid the devastation' and ‘3 days to stop the 
bullies'. There are many visual indicators of online security, and ways control 
can be, or at least seen to be, exercised (e.g. ‘https://', Anti-virus indicators 
of ‘safe-sites', content-filtering, password protection, etc.). This prompts 
questions about what constitutes signs of online disorder? for whom are they 
disorderly? and how? 

There are a range of potential online manifestations of social and physical 
disorder and incivilities as online sociality involve various interaction types; 
machine to machine, machine to person and person to person. It represents a 
social space where social and physical or visual environmental interactions 
are not necessarily mutually exclusive, particularly with the prevalence of 
legal and illegal automated online interactions. The types of online activities 
that people engage in will likely dictate the signs they encounter, and this 
will vary from person to person. Equally, direct observations are not the only 
sources of information people have about the internet. What might be 
involved in cyber-‘crime-talk' (see Girling et al., 2000; Sasson, 1995) is worthy 
of exploration. People bring their ‘real’ social and cultural understandings to 
bear on computer-mediated interactions (Nardi, 2009), and there is 
undoubtedly some interplay between the physical and ‘cyber in this context. 
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Many of the other points set out above may become useful in the analysis. In 
the same way, that familiarity, mastery and beliefs are important in the 
physical world; the relationship individuals have with ICT, their perceptions 
of their own competencies or skills and their beliefs about the platform, 
providers, and other service users may be important. People invoke 
stereotypical models of offenders and areas in their understanding of crime 
and disorder, the internet is unlikely to be an exception. Since the 1980's the 
‘hacker' has come to be constructed in various forms as the ‘folk devil' of the 
internet age (Taylor, 1999; Cohen, 1972). From cyber-‘robin-hood’ to cyber-
‘Dr. Evil’, dystopian science fiction depictions have proven to be of more 
interest to the public, mass media and in turn, governments (Yar, 2014, 2011; 
Wall, 2008). Through public discourse, media representations and political 
rhetoric, the ‘dark web' has come to epitomise a dangerous online ‘place' in 
which assassins, cyber-terrorists, paedophiles and traffickers take refuge. 
Contrastingly, Lianos and Douglas (2000) suggest that in automated socio-
technical environments, these signs may be less important for fear. Instead 
the propose that techno-socialised institutions default setting is now to 
assume the presence of deviance in every one of us. Automated interactions 
such as those on websites constantly confront us with small reminders of 
crime and disorders presence through security measures. Usernames and 
passwords, or fingerprint scanners reinforce the ‘omnipresent probability of 
victimisation; they are ‘reminders of dangerousness' (2000:114).  

 

3.2.4 MACRO-CHANGES AND DIFFUSE ANXIETIES 

The last strata of ‘fear of crime’ theorising which Farrall (et al., 2009) explore 
are those concerned with structural changes at the neighbourhood and 
societal level on the one hand, and wider anxieties about crime to which they 
can be connected on the other. Research has connected poverty, transient 
populations, perceived racial composition, physical degradation or 
disinvestment, economic decline, decreasing employment, and levels of 
migration with ‘fear of crime’ and its symbolic referents (Larsson, 2009; 
Taylor and Jamieson, 1998; Chiricos et al., 1997; Skogan, 1986). Girling, 



 - 72 - 

Loader and Sparks (2000) have highlighted the ways that unwelcome 
changes in the world are related to and expressed through talk about crime 
and disorder. Where ‘outsider' invasions and youths loitering on the streets 
are highlighted as a crime problem, these have been argued to symbolise 
people's concerns about moral decay and the way increasing mobility of 
crime in a globalised world heralded by persistent internet connectivity  
(Girling et al., 2000; Walklate,1999).  

It has been argued that anxieties about crime are engraved in everyday 
consciousness through politicisation and ‘responsibilization' (Farrall et al., 
2009; Garland, 2001; Garland and Sparks, 2000; Hope and Sparks, 2000). Lee 
(2007) takes this a step further by suggesting that the process of politicisation 
and surveying perpetuates societal ‘fear of crime’ in a ‘fear of crime feedback 
loop'. Both crime and fear of crime have been employed since their empirical 
inception as a political tool on the back of which elections were won and 
radical changes in legislation and policy have been implemented to the 
detriment of social mobility, inclusion, equality and privacy (Lee, 2006; 
Simon, 2006). A current example of this is Donald Trump's presidential 
campaign, whereby playing on topics like migration and terrorism he has 
rallied unexpected support, and firmly entrenched himself in the global 
consciousness. 

Other studies using psychoanalytic theory claim that crime can also be seen 
as an outlet into which other less tangible and more ambiguous fears, 
worries, anxieties and risks can be invested.  

"Because crime can easily find an identifiable target – the criminal – it 
provides a repository for anxieties about other fears that are more intractable 
and diffuse for the individual. People may become obsessed with crime and 
strategies for its avoidance because they feel that they can do something 
about this danger unlike those underlying their other fears and worries." 

(Lupton and Tulloch, 2000:513)  

A number of theorists have highlighted the way in which society is now 
categorised by a constant sensation of risk (Furedi, 2006; Bauman, 2000; Beck, 
1992). These are the risks posed not only by crime but war, terrorism, 
pathogens, global warming, etc. (Furedi, 2006). The work of globalisation and 
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the rise of an interdependent chain of neoliberal capitalist economies has 
brought with it a world in which catastrophe is both a shared possibility and 
experience. The marketization and ‘responsibilization' of security and crime 
control has increasingly placed these concerns on individuals (Garland, 
2001), who looks more to the market than the state to counteract the 
uncertainty engendered by the structural characteristics of what Bauman 
calls ‘liquid modernity' (Furedi, 2006; Bauman, 2006). Furedi (2006) argues 
that the growth in ‘risk consciousness' on a global scale is intimately linked 
with the decline of what are referred to as ‘traditional values'; for example, 
the family, what it means to be ‘British', and moral consensus among diverse 
populations. Holloway and Jefferson (1997) argue that ‘fear of crime’ is 
inhabited by these more diffuse senses of uncertainty and anxiety by virtue 
of the tangibility of crime and ‘the criminal' as a site onto which they can be 
projected and managed. Fear of crime is entangled with other discourses of 
risk and anxiety beyond the immediate threat of criminal victimisation, but it 
is in that knowable tangible threat that people may find solace. 

There is much to be said for this wider context into which fear of online 
crime might fit. The Internet itself is argued to be  a catalyst of the explosion 
of risks Furedi identified (2006). He suggests that society is obsessed with 
‘possible side effects', and that they are now firmly attached to ‘cyberspace'. 
These side effects emerge, and come in and out of focus of the public eye as 
events unfold and are projected into the world by the ubiquitous reach of 
new media (Jewkes, 2011). There are many moral panics associated with the 
Internet. One is the risk it poses to children by providing easy access for 
online groomers, rapists and serial-killers on the one hand, and the 
damaging effect explicit and violent content might have on the other. 
Another common argument highlights how the internet leads to a 
withdrawal from community, isolation and emotional distance (Yar, 2014; 
Turkle, 2011). These narratives of change can all be understood as ways in 
which the Internet and cybercrime may threaten the social and moral order. 
This is exacerbated by the way the Internet challenges everyday ways of 
seeing, knowing and mastering places and people we share them with. It 
may well compound prevalent anxieties about the contemporary world. An 
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interesting example of this can be found in the Daily Mail (2014) headline; 
“‘Cyber terrorism may replace the hijacker and bomber and become the 
weapon of choice': Advances in technology pose new threats to aeroplanes". 
This headline demonstrates how proximate risks, both current and emerging, 
can be woven together to produce ever more alarming threats. Here, the 
spectre of new terrorism after 9/11 and the dangers of the Internet are 
hybridised enhancing their resonance and drama. One point of interest of 
particular relevance to Lupton and Tulloch's (2000) observation is with the 
locating of external anxieties with the criminal other, and while there is no 
shortage of internet folk devils, technological constraints on co-present 
identification raise questions about its applicability. Where many 
conventional crime risks are located with particular offenders, the certainty 
with which online offenders can be identified is less available. The degree of 
anonymity and distance afforded to online offenders, in particular at the 
level of experience with everyday users challenges the availability of 
offenders as a receptacle of fear and blame, prompting questions in a digital 
society about where it may be relocated. 

Furedi (2006) also highlights how exclamations of risk are often 
unsubstantiated and exaggerated. Miriam Dunn Cavelty (2007) and Sean 
Lawson (2013) have argued that increasing rhetoric about ‘cyber-terrorism' 
and ‘cyber-doom scenarios' persist in a vacuum of evidence supporting their 
likelihood. Cavelty (2008) demonstrates that a ‘cyber-terrorist' act has yet to 
occur under accepted definitions. She argues that these risk-based discourses 
are centred on establishing a ‘dangerous other' outwith the boundaries of the 
United States on the one hand, and reaffirming of the U.S. as an object of 
security on the other. Under the guise of national security policy collective 
values and national identity are reinforced through the definition of an 
outsider, and the risk they pose to sovereign security. These dicourses can 
also be understood in the context of ‘labelling'; where in the cases of limited 
attributability of ‘attacks' - such as ‘Stuxnet' or the cyber-attack directed the 
Ukranian power grid in December 2015 – whether they are labelled as 
terrorism or a state crime is less a product of reality and more about 
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powerful actors and institutions who frame events as ‘terrorism’ (Sandywell, 
2010).   

Lawson (2013) highlights the lack of novelty of the fears expressed about 
cyber-doom scenarios. ‘Fear of technology' and technological pessimism was 
present throughout the 19th and 20th centuries. Drawing on Marx (1994), he 
argues that people both marvel at and get anxious about technological 
innovation, and through the increasing interweaving of social life with 
technology a reduced ‘sense of agency' was inevitable. This provokes a 
technological deterministic pessimism. Using historical accounts of 
technological development (MacDougall, 2006), he highlights that previous 
communicative innovations were met with similar ambivalence and concern. 
Those arising from the internet's predecessor, the telephone are especially 
relevant here. MacDougall (2006 in Lawson, 2013: 91) who examined media 
representations of technology at the time, suggests that they expressed worry 
about the anonymity the telephone grants, its potential to be morally 
damaging, and the opportunities for crime and economic disaster it creates. 
These reasons are all too familiar, and their application to the internet has 
been thoroughly documented elsewhere (Wall, 2008a).   

The above also reminds us that the rise of the Internet itself is a significant 
factor in the changing nature of everyday life. Garland (2001) describes how 
crime entered the conscience of the middle classes on the back of increasing 
post-war affluence. Similarly, the domestication of information technology 
has quickly transformed social relations. A product of this mass adoption has 
taken the threat of cybercrime from being one that (conversely) troubled the 
rich, specialists, governments and corporations, to every home with a 
computer and more recently every person with a handheld device. New 
technologies, particularly ones with transformative potential come to 
challenge traditionally embedded moral assumptions, both creating and 
perpetuating already existing uncertainties (Mordini, 2007). Technology itself 
has previously existed as a site onto which people's fears and concerns can be 
concentrated and expressed via an immediately tangible object, from which 
less tangible and ambiguous fears emanate. Arguably then, when thinking 
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about people's ‘fear' of crime online, it is important to acknowledge the 
wider fears and anxieties that might be drawn in under its bonnet.   

 

3.2.5 THE MEDIA, CYBERCRIME AND FEAR OF CRIME  

So far this discussion has focused on the ways in which fear of crime is 
related to perceived risk and its mediating factors, social and physical 
disorder, structural changes at the meso and macro levels, and wider 
anxieties to which crime is connected. There have been many references to 
the role the media has to play. Media representations permeate the various 
facets of ‘fear’ that have already been covered, this section will discuss the 
current literature which explores the media’s relationship to ‘fear of crime’. 

The relationship between media consumption and fear of crime is well 
researched yet highly contested. There is a general consensus that mass 
media has an effect on people’s understandings, and such an effect can be 
traced back beyond the institution of ‘fear of crime'. Hall (et al., 1978) in 
contextualising Policing the Crisis, draws attention to the historical influences 
on media representations of ‘mugging', a phenomenon whose label was new 
but the crime old. They highlight the ‘garrotting' outbreak in London in 1862, 
which attracted significant print media attention and provoked an intense 
social reaction; ‘more people were hanged in 1863 than in any year since the 
end of the bloody code' (1978:8). One example that still has resonance in 
public discourse and is often the topic of television shows (Ripper Street, 
2012) and video games (Sherlock Holmes versus Jack the Ripper, 2009) is the 
series of murders that occurred in White Chapel, London in 1888. These 
murders were the subject of intense media hype, leading to the heightening 
of existing fears about policing, class tensions and public unease (Farrall et 
al., 2009; see also Lee, 2011). The potency of print-media commentary and its 
relationship to fear of crime at the time, while easily relatable, is more 
difficult to unpack empirically. It is difficult to describe the nature of people's 
fears and to what extent they were a direct product of ‘Jack the Ripper' in 
local media reporting. 
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The consumption and implications of contemporary media reporting of 
crime have been concretely examined. However, the literature is mottled 
with inconsistency and uncertain conclusions about the relationships’ nature. 
‘Effects research' was concerned with the negative behavioural impacts 
communications may have on ‘mass society' (Jewkes, 2011). Bandura's Bobo 
doll experiment is a classic example. Gerbner's ‘cultivation thesis' (1986) 
shifted the focus and suggested that media consumption leads to attitudes 
and beliefs about society that fall in line with those presented in the media. 
Therefore, mass-mediated communication was argued to produce distorted 
and exaggerated beliefs about crime’s reality (Lupton and Tulloch, 1999). The 
‘cultivation’ strand of thought has been heavily criticised due to its 
construction of audiences as non-agents and passive receptacles. Many 
studies have set out to assess these hypotheses and found varying results. 
Few support a direct causal relationship with increases in fear (Ditton et al., 
2004). 

A more critical approach emerged which paid attention to factors that might 
mediate this relationship, as well individuals’ subjective interpretations. 
Sparks (1992) suggests that mediated perspectives on crime, whether 
through images, narrative or discourse can have a significant impact on 
people's fear of crime. However, this must be understood in the context of 
everyday experience. Similarly, Boda and Szabó (2011) accept the impact of 
mediated accounts of crime and disorder, but by affording individual 
agency, rejecting homogenous and direct effects, acknowledging that 
consumption does not occur in a social vacuum. Greer and Reiner (2012) 
argue that the primary objective of explorations of media representations of 
crime perceptions and fears should not be focused on establishing causality. 
Instead, the concern should lie, first, with developing understandings of how 
complex dimensions of social relations and media content are entwined, and 
secondly how perceptions, behaviours and outcomes are expressed in society 
as a function of this relationship. 

Jackson (2004) argued that it is through both primary and secondary sources 
of information that people's interpretation of victimisation risk is filtered. By 
hearing about crime and disorder, he suggested the  ‘cognitive availability' of 
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victimisation increases, which contributes to perceived risk and crime-fears. 
Tyler and Cook (1984) found that while the media did not effect the way 
people perceived their own risk, it affected how they perceived the risk 
posed to society. Contrastingly, Callanan (2012) found that people's 
perception of risk of victimisation and fear of crime was significantly related 
to media consumption, in particular with the consumption of realistic crime 
programming. Relatedly, studies have found that peoples risk perceptions 
are affected when the stories that are presented resonate with them 
personally; for example, the victim's identity, the activity involved or the 
neighbourhood. The media is also important in the context of the 
neighbourhood, or the local environment in which people find themselves. 
Banks (2005) argues that the spatial context of its consumers shapes the 
interpretation of crime in the media, and how it relates to their everyday life, 
their community and the relationship they have with their community. The 
media also has a role to play in the spread of information about 
neighbourhoods and their association with crime and disorder. Leverentz 
(2012) found that media representations of issues like racial composition, 
class identity and community crime all play into the way in which crime 
problems are perceived in two high-crime communities in Boston. Overall, 
the media then is best understood as a secondary source of information 
about crime and disorder which communicates information about risk to 
individuals from particular people, activities and places. Caution must be 
taken in attributing crime fears solely to these portrayals as representations 
will mean different things to different people and vary in their significance. 
The role that media might play is not static, but a dynamic and fluid process 
that ebbs and flows temporally and spatially. 

 

3.3 THE LIMITS OF ‘FEAR OF CRIME’ AND MOVING TOWARDS 
SENSIBILITIES 

It should be clear from the above overview that the collection of factors and 
concepts that tend to fall under and into the ‘fear of crime' oeuvre is vast, 
confused, and conflicted. Nevertheless, the ‘fear of crime' serves a number of 
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functions. First, it is directive. The voluminous literature and the way it has 
been categorised, beyond following Farrall and colleagues (2009), does point 
the research in the direction of useful facets of crime perceptions and 
experiences that will no doubt be relevant to making sense of participant's 
cybercrime discussion. This array of variables each play into the way people 
understand, feel about and respond to internet crime risk and security, and 
the data collection can is informed by and sensitive to them. It is important to 
stress however that in contrast to Farrall (et al., 2009), this is not an attempt 
to make sense of these facets in their grouped totality. Here, my intention is 
far humbler. What the above review demonstrates and points toward is a 
clear gap in the criminological literature. My contribution is to begin 
mapping out the ways in which these theoretical insights are useful for 
making sense of important contemporary phenomena. By engaging with the 
‘fear of crime' literature, a number of critical points are brought to light that 
empirical research on ‘fear of crime' online has thus far tended to neglect in 
the analyses presented. The following section addresses these critiques. 

First, people's perceived risk of crime online, like traditional fear needs to be 
understood as situated within subjective assessments of self, environment 
and society more generally. A number of studies (Hillie et al., 2015; Hensen 
et al., 2013; Roberts et al., 2013; Reissig et al., 2009; Higgins et al., 2008) have 
established the phenomenon, but a key limitation has been neglected. 
Definitions of ‘fear' and ‘risk', and crime types place artificial constraints on 
these analyses which fragments and distorts lived experience. People's crime 
fears are deeply intertwined with each other, as well as in a whole range of 
other anxieties and concerns of modern life. It is fair that any study will only 
ever present a fragmented picture of its subject (Lupton, 2000), but these 
limits impose the presupposition that fears and perceived risks of particular 
crimes can be measured in isolation from the broader landscape of offending 
and crime perceptions. There is little support in the literature for such a 
position. 

The second problem lies in the popular definition of ‘fear'. For the most part 
‘fear' of these cybercrimes is defined solely in its fleeting form, a sense of 
heightened emotion provoked by a stimulus (Ferraro, 1995). As Lupton and 
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Tulloch (2000: 510) point out, this ‘stimulus-response' effect model does little 
to unpack the ‘extra-rational' conditions in which fear is manifest. The 
likelihood of researchers collecting data at the experienced moment of ‘fear' 
is minuscule, which raises questions about what the instruments are actually 
recording. These results may be a recollection of an event in the respondent’s 
past, a current issue they are experiencing, or predictions about their future 
informed by indirect experience (Farrall et al., 2009). This line of inquiry also 
tells us very little about what people mean when they report being fearful, 
worried, concerned or anxious, and for which individual interpretations may 
vary significantly and as Hillie points out (2015) are sometimes used 
interchangeably. In addition to the obvious gaps in understanding that can 
be explored hereafter – the nature of ‘fear' with crime online, and what 
people mean when they talk about their feeling towards cybercrime – there 
are some methodological points that can be developed further. 

There appears to be little evidence to suggest that ‘fear' is strongly felt across 
these specific studies of fear of crime online. This raises the question; why 
then do larger surveys of populations report that people are increasingly 
concerned (European Commission, 2013; 2014; 2015)? The presumption and 
postulation that the public is ‘concerned' and ‘fearful' of the ‘cyber-threat' has 
become somewhat of a mantra in both policy and academic discourse. 
However, in light of the above review and question, such statements need to 
be interrogated further, and one place to start might be methodological. 
Holloway and Jefferson's (2000) critique of survey methods in fear of crime 
can be employed to develop this point. They argue that survey methods rely 
on large groups of people interpreting the same collection of words in a way 
similar enough to be comparable. In the case of questions like ‘How safe do 
you feel walking home in (enter place)", the hypothetical scenarios these 
conjure up may be profoundly different for people of varying age, gender, 
and ethnicity and change over time and in the context of recent direct and 
indirect experience.  

Relatedly, these methodologies obscure and misrepresent the temporal 
transiency of ‘fearful' experiences. In response, Sparks (1992) has argued that 
‘fear of crime' should not be understood as something static and quantifiable, 
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but as a fluid and ‘dynamic' phenomenon founded on the subjective 
experience of everyday life. Subjective interpretive processes are shaped by 
personal experience as well as dominant social and cultural trends. In the 
case of technology and the internet, the trends of their adoption are highly 
fluid and subject even more intermediating factor such as the market and 
technological development, as well as their rapid emergence. Pain argues 
that the ‘quick-tick' survey method most commonly employed in ‘fear of 
crime' research not only reproduces inaccuracies in reporting, but also 
perpetuates causal relationships between the emotions or experiences being 
measured and peoples immediate social and physical environments 
(2000:368). In reality, the experiences, feelings and behaviours are far more 
complex and interrelated than such a view lets on, and it is essential not to 
fall into reductionism in first mapping out the possible facets of techno-social 
criminal experience if we are to avoid a ‘fear of crime' feedback loop (Lee, 
2007). 

However, there is no denying the clear connection between social and 
physical signs and signals of crime and disorder, and people's perceptions of 
risk, crime, people and places. How this might be transposed to a techno-
mediated context represents a clear gap in criminological literature, and one 
which may indeed prove fruitful. How the ‘local’ is perceived both socially 
and physically, plays an important role in explaining fear of crime in the 
terrestrial sense, which raises the question; what constitutes the ‘local' on the 
Internet, whether such a thing exists, and what might it mean to people? 
What constitutes techno-social signs or signals of risk, disorder, safety or 
control (Innes, 2014; 2004)?  Overall this points to the utility of further 
widening the scope of inquiry to accept the inevitability of the entanglement 
of peoples' feelings with these characteristics'.  

In Girling and colleagues' (2000) research, they found that in many ways it is 
through the lens of crime and security that people make sense of their 
geographic place, but also their place in society generally (2000: 15-17). By 
drawing on various social and cultural frames, the people of Macclesfield 
made sense of the ‘past, present and possible futures of that place' and 
expressed it as a function of the meaning of crime. Macclesfield as a place 
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shaped people's responses to, and experience of crime in their local area. 
Crime figured into their understandings of Macclesfield itself, as a town in 
an increasingly globalised society. Similarly, Walklate (1998) argues that ‘fear 
of crime' in ‘high crime areas' varies depending on the relationship 
individuals develop with their community, and how they conceive of their 
place within its structure. She shed light on how groups managed the 
problem of crime by developing trust in the ‘dogma' of 'being local' 
(1998:565). As well as mapping out how various outsiders, such as official 
agencies, may be invested with a fragile ‘trust' that is dynamically moulded 
by their actions. 

Crime and people's perceptions of it are a complex entity that extend far 
beyond people's sense of risk, environmental characteristics or media 
reporting. The meaning of crime is bound in people's perceptions of the local 
social world, where crime events and patterns signify threats, as well as 
reminding them of moral orders that have long since withered. It can 
represent the rise of disorderly sub-cultures and ‘feral youth’, risky 
‘outsiders' and ‘dangerous strangers', where security and control are 
continually in decline. It isn't difficult to extend this argument further afield 
to the realm of technology where the above still continues to play a role, but 
it is further complicated by the mediation social relations which masks and 
transforms the signs and relationships from which people take comfort. 
Feelings towards crime and security online will also shape and be shaped by 
the way the internet plays into people's everyday lives, their relationship to it 
and how they conceive of themselves in a society where technology has 
merged with social practice that is scored with meanings far beyond the 
technical (Mordini, 2007). 

 

3.4 CONCLUDING REMARKS  

Developing a measure of ‘fear of crime online ' would clearly require a great 
deal of qualitative and quantitative empirical research to be done. It would 
also need to carefully navigate the well-mapped pitfalls of the concept, a  feat 
the possibility of which remains questionable. It should be evident that the 
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abundance of analyses of ‘fear of crime' leads us to no clear coda and the 
concept remains counterpointed. Farrall (et al., 2009) and Jackson (2011; 
2004), by combining this work allow us to acknowledge both ends of the 
spectrum (diffuse and acute) of feelings, emotions and perceptions 
constitutive of ‘fear of crime' without doing so at the expense of either. 
Jackson (2004) argues that the social meaning of ‘fear of crime' has been 
‘bubbling' in the shadows since the early crime surveys. It is only with more 
recent qualitative work (Farrall et al., 2009; Girling et al., 2000; Holloway and 
Jefferson, 2000; Pain, 2000; Lupton and Tullock, 1999; Walklate, 1998) has its 
depth, nuance and complexity been brought to the front stage. A ‘fear of 
crime' limited to immediate psychological and physiological responses is one 
with little hope of amelioration beyond the ecological, and can do little to 
make sense of the vast matrix of extra-situational factors that constitute it.  In 
parallel with ‘fear of crime' proper, cybercrime, people's ‘fears' of it and their 
individual estimation of risks are not produced in a vacuum and need to be 
treated and understood as representative of a wider set of understandings, 
perceptions and attitudes towards to the world in which they live. One way 
research in this area can be nudged forward is to step back and think about a 
more general understanding of feelings about and reactions to crime online 
that is accepting of their constitutional messiness and collinearity. Arguably, 
by asking more opened ended questions about people's understandings of, 
feelings towards and reaction to life online inclusive of both the fleeting and 
nebulous qualities of crime perception, light can be shed on the nature of its 
experience, but also the possible continuities and disparities that emerge in 
the perception of conventional and technologically mediated crime. A second 
logical step then is to ask people how they adapt and what they do to protect 
themselves from crime online as a way of unpacking the strategies people 
employ to manage and mitigate their experience of fear and risk. 

This Chapter has reviewed the ‘fear of crime’ literature, and situated 
cybercrime within its boundaries to draw out a number of questions. In the 
context of the various sections on perceived risk, neighbourhood effects, 
diffuse anxieties and media effects, it is unclear how these may manifest in 
public perception of cybercrime by virtue of its internet mediation. I have 
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then developed a critique of fear of crime based on more recent qualitative 
research, and suggested a move towards sensibilities. The study of 
sensibilities is by no means a novel approach to the way the public feels 
about crime and criminal justice. There are many texts, some seminal, which 
set out a perfectly viable framework through which thinking of, talking 
about and responding to cybercrime and disorder can be understood (Tonry, 
2006; Girling et al., 2000; Garland, 1990). Sensibility has long been 
acknowledged as having important affect at the micro and macro levels, 
from the neighbourhood and community response to crime problems, to the 
manifestation of policy addressing it. Tonry argues that sense and sensibility 
can be used to explain the direction of American penal policy, in particular 
how the demand for ‘toughness’ came about. He argues that the hard-line 
policies on crime control were reflective of the sensibilities of the people they 
represented, despite their lack of objective and empirical justification.  

Evi Girling, Ian Loader and Richard Sparks’ (2001; 2000) exposition on 
sensibilities is more convincing and certainly more relevant to this piece of 
work, as it makes use of extensive and rigorous fieldwork in mapping out 
public sensibilities towards crime and how it figures into life in Macclesfield. 
It is from this work that the approach adopted in this study has been 
inspired. Girling and colleagues argue that sensibilities encompasses the 
various strata of the ‘fear of crime’, and that by adopting it as an alternative 
framework its becomes more pourous, allowing the acceptance of ‘fear’ as an 
element, whilst also being sensitive to the values, beliefs, norms and 
frameworks that people bring to the table when thinking about crime. In 
their work, it is revealing of the extent to which crime as we conceive of it is 
striated by time, space, identity and social change. Of particular importance 
to Girling and colleagues was providing an account of ‘place’, and the way 
those who inhabited it understood ‘place’ in relation to crime -  the 
understanding of geographical place, but also the place they occupied in 
relation to the globalising world. They argued that the way people think 
about place shapes and is shaped by crime and crime perceptions. In 
Macclesfield, the ease of mobility in a globalised world could be understood 
amongst the residents as presenting a threat to the local social order of the 
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historically civilised enclave they sheltered in. It signalled something to them 
about Macclesfield, the cities around it and the nature and direction of the 
social and moral order. Sensibilities opens up to analysis the wider social and 
cultural characteristics at play when people weigh in on the problems of 
crime, disorder and security. 

In following chapter, I will draw on a number of theoretical perspectives to 
create a toolbox for the analysis. I first explore the theoretical perspective 
most often used in discussing the public’s feelings about cybercrime, ‘the 
culture of fear’. I then move to extend it by drawing on the theorising of 
Michel Foucault and suggest that the ‘culture of fear’, functions within a 
particular governmentality of cybersecurity that is concerned with ‘patching 
the public’ in a somewhat disciplinary manner.  This is important as it 
centres upon the role of the individual user in the production of their own 
security. I then set up the theoretical concepts to be used in the analysis 
chapters, which can be used to illustrate weaknesses in the former macro-
theoretical perspectives. I develop a theoretical account of ‘sensibilities’ 
(Girling et al., 2000; Garland, 1990; Elias, 2000), and modify Crawford and 
Hutchinson’s (2016) ‘everyday security’ perspective to apply it cybersecurity. 
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CHAPTER 4  

Theoretical Resources  

 

4.1 INTRODUCTON  

Chapters 2 and 3 have set out the relevant and contextual literatures of this 
project, for both cybercrime and fear of crime. By bringing them together, it 
should now be evident that there is a research gap around the public’s 
understandings of and feelings towards cybercrime, that it is an area worthy 
of inquiry, and that there are important lessons to be learned from the fear of 
crime literature. Perhaps the most prominent conceptual disconnect here is 
the physical and geographical centrism in conceptualising ‘fear of crime’. 
Crime takes place in geographic places and between physical people, 
constituting a materialist hegemony.  Foundationally, Wall (2007), and the 
cybercrime literature more generally, have set out and developed the various 
ways in which crime has been ‘transformed’ – in the relational conditions of 
its occurrence, in the systems of governance that control it and in the people 
who commit and are affected by it. These contradictions raise questions 
about the way people perceive, make sense of and feel about ‘cybercrime’. 
Evident from the ‘fear of crime’ canon of Biderman et al. (1967), Ferraro 
(1995), Farrall et al. (2009), ‘fear’ and ‘crime’ are concepts of perceptual 
contention and contradiction, flowing along classed, aged, gendered and 
racial lines. There has been little to no qualitative empirical exploration of the 
ways in which people perceive, understand, feel about and respond to 
cybercrime. Here I will discuss various ways of thinking about people’s 
perception of cybercrime and the risk it poses to individuals, I will consider 
macro and micro theoretical perspectives of crime, risk and fear. I will argue 
that indeed there are numerous ways in which cybercrime is shrouded in a 
‘culture of fear’ the antecedents of which go beyond the blurring of fact and 
fiction, to extend the public and private governmental practices of 
cybersecurity itself. However, these perspectives tend to allow little room for 
individual agency. Recent research produced by the Home Office (2018) 
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describes a ‘perceptions gap’- the findings of this report support the findings 
of this thesis, but, more importantly here, evidence the governmentality of 
cybersecurity and crime control.  Finally I will set out sensibilities as a way in 
which we can explore the structuring effects of prevalent cultural 
representation, and critically interrogate how individuals interpret, mobilise 
and deploy collective knowledge and understanding beyond the ‘fearing’ or 
‘risk averse’ narrative. Rather than a ‘perceptions gap’, theoretical accounts 
would suggest instead that there are a plurality of interpretations of risk and 
crime at play.  

This framework is not intended to encapsulate the current state of online 
security, public perception and etiquette in its entirety. Instead the approach 
taken is inspired by Foucault’s ‘toolbox’ metaphor (Gutting, 2006). Theory 
and ideas are to be stretched, transformed, unhinged and, most importantly, 
to do work and then to be set aside. This chapter represents a collection of 
ideas which have been assembled in service of this research. Each element is 
useful for explaining some parts,  but not others. To echo Paul DiMaggio 
(1995), in his comments on Sutton and Straw’s ‘What theory is not’, there are 
many ways to use theory. There is often more than one that is ‘good’: as a 
‘law’, a tool for ‘enlightenment’ or as ‘narrative’. The  theoretical ideas 
collected here are intended to perform the latter two of these -  to provide an 
enlightening way of thinking through the problems of social perception, 
feeling and understanding, and security. The macro-theoretical accounts, 
whilst conceptually distant from the empirical level, provide context and a 
narrative, and serve as a ‘surprise machine’ by providing alternative ways of 
thinking through the research problem (1995: 391).  

These sets of ideas also provide an interrogative framework that directs the 
questions I ask of my data and which inform my analysis. In setting out an 
account of ‘everyday security’, I deploy pre-existing midlevel concepts; a 
roadmap of inquiry. Doing so reveals dimensions of people’s cybersecurity 
practices that may go unnoticed by simply asking the question ‘what do 
people regularly do in the name of cybersecurity’. As will be illustrated in 
findings chapter 2, this undercuts the ephemeral ‘placeless-ness’ that tends to 
accompany constructions of cybercrime, rendering visible the importance of 
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the everyday social and material contexts in which cybersecurity behaviours 
occur. Echoing Girling, Loader and Sparks (2000), despite mediated 
globalised relations, people use computers in a place, are victimised in a 
place and continue to derive security from their interactions with and 
understandings of particular people and places.  

No claim or attempt is made to reconcile the theories deployed here with one 
another. This project is an empirical one. While there are varying degrees of 
epistemological alignment in the constructionist/realist heritage the theories 
share, these differences in this context make them complimentary in their 
scope for theoretical coverage and illumination, rather than contradictory in 
nature. In making sense of public perceptions and understanding of 
cybercrime, it is useful to think widely and acceptingly of perspectives 
beyond ‘fear’. The thesis hopes to evidence the value of including rather than 
discarding public misconceptions or misunderstandings, and instead to think 
about them as ‘sensibilities’ towards crime.  

 

4.2 CYBERCRIME AND THE CULTURE OF FEAR 

In the following paragraphs I take on a number of tasks. First, I discuss the 
major theoretical perspectives on public sentiment toward cybercrime (Wall, 
2012; 2008; 2007). I suggest that beyond the blurring of fact and fiction, a 
second key component of Furedi’s thesis can also be incorporated into this 
narrative, thus extending it further to include governmental discourses that 
frame the responses to the cybercrime and cybersecurity problematic. I will 
set out the culture of fear perspective developed by Frank Furedi, drawing 
on the neat condensation found in Mythens (2014) review of risk theories in 
criminology. I will then draw on David Wall’s (2012; 2007) analysis of the 
cultural frames from which meanings and understandings about cybercrime 
in the public, and indeed private and state, realms are derived. 
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4.2.1 THE CULTURE OF FEAR: CONCEPTUALISING THE PUBLIC AS 
‘FEARING’, ‘AT RISK’ AND ‘VULNERABLE’ 

The most developed account of public understandings of cybercrime is 
provided by Wall (2012; 2007), who takes the work of Furedi (2006; 1997) and 
Glassner (1999) to make sense of cultural constructions of cybercrime. Wall 
traces the roots of cybercrime’s representation to the cyberpunk fiction genre. 
These dramatic and dystopian accounts are potent in their representational 
effects coming to influence the shape and aesthetic reality of the internet. 
More so, Wall suggests the cyberpunk imaginary also has consequences for 
the public’s feeling towards cybercrime and the offenders who commit it. 
Representations of hackers and the capabilities they are perceived to possess 
are socially and culturally reproduced in the news and entertainment media 
which inflates risks cybercrime poses to society. Media representations have 
morphed the image of the hacker over time from benevolent and 
mischievous entrepreneur or Robin Hood, to malevolent and destructive 
‘superhacker’ consumed by power and bearing a grudge against mainstream 
society. Entertainment and news media distort the lines between reality and 
fiction by reproducing this narrative and supplementing it with sensational 
(and usually fictional) ‘hacker’ imagery; a hooded figure sitting in the dark 
illuminated by the glow of a cyberattack in progress.   This reproduces the 
dystopian, post-human and apocalyptic ‘culture of fear’ that surrounds the 
cybercrime phenomenon (Yar, 2014).  

There are, for cybercrime, particular resonances that make Furedi’s account 
useful. First, what takes centre stage is not the evidence of particular crime 
trends, but the dominant cultural and political constructions of particular 
events and happenings as being salient and worthy of attention (Furedi, 
2006). Furedi attaches great importance to the idea that people are indeed not 
rational actors in relation to risks, but instead ‘reflect the dominant political 
and cultural assumptions and assertions’ (Mythen, 2014). The dominant 
cultural assertions for Furedi then constitute the available cultural resources 
members of the public have to draw on in making sense of the world around 
them. The ‘culture of fear’ is a product of the social, cultural and political 
representations and dominant discourses, which are mobilised and utilised 
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in making sense of crime. The resources available to us are saturated with 
frightening and risk laden imagery and symbolism, leaving interpretive 
agency limited and public sentiment anxious.  

The ‘culture of fear’ narrative has remained a central tenet of the cybercrime 
literature for quite some time. It does, as Wall’s (2012; 2007) critical analysis 
has shown in great detail, capture and epitomise common constructions of 
cybercrime, those who commit it, and our place as individuals who live in a 
world with it. These representations have transformed the meaning of 
‘hacker’ in the public consciousness, raised it the status of techno-social folk 
devil (Yar, 2010). The hooded figure is a global, far-reaching and mystical 
power. Banks (2017; 2015) has developed Wall’s thesis further in relation to 
its consequences for the meaning of crime, deviance and security. He argues 
that constructing the hacker and the work of hacking as criminogenic and 
threatening delegitimises contemporary techno-social forms of protest. 
Technology-enabled forms of civil disobedience are constructed as criminal 
and used instrumentally to justify greater punitiveness, the creation and 
expansion of intrusive and sweeping surveillance practices, and to bolster 
the cybersecurity industry (Banks, 2017; see also Yar, 2010; 2008). Despite its 
critical nature, and rightly drawing attention to how fear and risk are 
mobilised, this argument denies citizens the agency to resist manipulation by 
‘fear campaigns’. It commits them authoritatively to the status of the fearing 
subject.  

These arguments are indeed convincing and address directly the discourse 
that surrounds cybercrime and cybersecurity. However, as Mythen argues, 
these perspectives suffer from a certain distance between their argument and 
the everyday contexts within which these phenomena are actually present 
(2014:135-138). As was seen in Chapter 2’s discussion of the media and ‘fear 
of crime’ the media certainly plays a role in the ‘fear of crime’. At the very 
least, it renders the possibility of victimisation ‘cognitively available’ in the 
absence of or supplementing experience. However, it would be a mistake to 
over-state its influence on peoples understandings, feelings and behaviours. 
That chapter also pointed to a number of critiques of ‘effects research’ 
following a similar line of questioning established by Sparks (1992), whereby 
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the extent to which media representations directly impact and shape people’s 
perceptions is questionable. To ignore the representational power of media, 
political discourse and crime control policy would be a misstep, however it 
must be remembered that representations are not communicated in a social 
and cultural vacuum. They are received, interpreted, and distilled by 
individuals with prior beliefs, attitudes, perceptions and values with which 
they necessarily interact and compete.  

While I have pointed to the limitations of the ‘culture of fear’ narrative, it is 
also useful for thinking about the ways in which the state, and indeed other 
nodes in the networks of online governance may play a role in its 
reproduction. One of the key elements of Furedi’s argument is that public 
discourse has been imbued with the language of risk. Risk is ‘culturally 
ubiquitous’ and something which ‘hovers’ over each and every one of our 
practices – the consequence being that populations become ‘pre-cautionary’ 
and fearful (Mythen, 2014: 38; Furedi, 2005). The overarching direction of 
Furedi’s argument is not necessarily to say that we ought not be afraid 
(despite pointing to the various ways in which we are far safer now than 
before). He argues instead that fear is socially and politically useful. By 
reshaping the cultural resources available to us to interpret the world within 
a perspective of fear, the ‘reality’ of harms becomes less important. This 
‘public mood’ becomes a vector for state and private governing agendas. 
Furedi’s analysis renders visible how particular incidents become iconic risk 
vectors (e.g. the World Trade Centre attack), ‘how they acquire riskiness’ and 
come to shape the ways we go about our everyday lives (Mythen, 2014; Wall, 
2007). 

To summarise, I have here set out the culture of fear perspective and 
identified some key points where it has impacted the cybercrime literature 
and characterisations of public sentiment. However, I have suggested, 
following the qualitative fear of crime and sensibilities literature, that the fear 
that emerges from ‘culture of fear’ narrative ought not be overstated. There is 
little doubt about that cybercrime is a concern for many, but it is necessary to 
recognise the role of subjectivity and interpretation in mediating fear-
provoking representations. Indeed, the findings of the Home Office report 
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(2018) in relation to the ‘perceptions gap’ would suggest that people simply 
aren’t fearful enough.  The scarcity of empirical evidence of public 
understandings of cybercrime further  suggests the  importance of this 
project.  

Before setting out public ‘sensibility’, I will provide a theoretical account of a 
macroscopic trend in the UK’s cybercrime risk management. Evident in 
cybersecurity policy is a drive towards risk management and resilience (HM 
Government, 2016). The ‘transformation of crime’ and the related challenges 
to criminal justice appear to shift the prevention emphasis further away from 
the offender who is understood as difficult to reach, and repositioned on 
potential victims who are characterised as vulnerabilities, unaware, insecure 
and who need to be ‘patched’. Consequentially, the emergent state of 
governing cybersecurity appears to have a ‘disciplinary’ character, where 
governmental techniques such as responsibilisation are clearly at play and 
reflected in emerging security oriented legislation, national strategies and 
company policies. These governmental tendencies serve to reinforce the 
‘culture of fear’ argument by placing further responsibility for risk 
management on individuals.  

 

4.2.2 EXTENDING THE CULTURE OF FEAR: THE RISK BASED 

GOVERNANCE CYBERSECURITY  

In this section I extend the ‘culture of fear’ to cybersecurity by illustrating a 
number of ways in which techniques of government are deployed to govern 
cybercrime. These are rooted in embedding a sense of omnipresent risk in the 
social interactional fabric of the internet. By drawing selectively on Michel 
Foucault’s ideas (1984; 1972) about governmentality, I will map out the ways 
in which the risk of cybercrime victimisation is further embedded people’s 
everyday lives. I situate this in the context of previous development in the 
theorising of crime control set out by David Garland in ‘the culture of 
control’ (2001).  

In the ‘culture of control’ thesis, Garland poses genealogical and sociological 
questions about the conceptual genesis (a ‘history of the present’) and 
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operational practices of contemporary crime control. In his analysis, he traces 
‘indices of change’ in the nature of crime, criminal justice and prevention (for 
a summary see Garland, 2001:6-20) which leads him to the conclusion that 
crime control has been reconfigured by changes in social, political and 
economic fields at different points in time. The end of the 20th Century signals 
a shift in the nature of crime and its experience, and in social sentiments 
about the meaning and purpose of punishment. Changes in patterns and 
levels of offending, the decline of the welfare state, neoliberalisation, the 
acceptance of the limits of the sovereign state - as well as broader, disparate 
transformations captured by the ‘late-modern turn’ – reshape the collective 
experience of crime and security. Garland (2001) suggests that this particular 
set of cultural conditions gives rise to the distinct crime control 
configuration; the ‘culture of control’. Garland makes clear the importance of 
‘culture’ in this process and the manifestation of crime control. While much 
transformation has occurred, he argues that the most significant change is at 
‘the level of culture that enlivens these structures, orders their use, and 
shapes their changes’. Shifts in criminological thought about control, 
economic reasoning, and a ‘recoded penal welfarism’ represent the central 
points around which this culture has been organised. 

The changes that Garland has outlined are a key source of inspiration for 
both the approach and theorising in this project. Two points have come to be 
especially important: the adaptation of responsibilisation, and the focus on 
the victim. For Garland (2001) and later Simon (2006:136), the victim took up 
a ‘privileged’ position around which increased punitiveness was garnered. It 
is here that cybercrime and cybersecurity finds a point of departure. The 
internet has transformed ‘the social’, challenged conventional criminal justice 
practices and knowledge. It has forced further adaptations to crime control 
with the reshaping of social interaction around online media, the 
transformation of crime (Wall, 2007), and the further decline of nation state 
capacity.  I take inspiration from Garland but focus on one small part of the 
problem he has set; what is the place of the victim in cybercrime control and 
cybersecurity, what is the underpinning rationale behind this, in what ways 
might this be different from conventional crime, and why? What I have 
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found, by exploring responses at the state and private level to cybercrimes 
affecting ‘individuals’ and communities, is that Garland’s thesis holds true - 
but with a caveat. Challenged by the social organisation of cybercrime and its 
experience, the distance of offenders, and the heavy reliance of everyday life 
on a ‘resilient’ internet, the ‘culture of control’ holds, but its object is shifted. 
In the absence of readily available offenders to control, the victim, and the 
social and cultural conditions that enable them to be ‘vulnerable’, 
increasingly become the primary object of social regulation and control 
online. 

The push toward ‘cybersecurity’ is a multidimensional one that flows 
through the various networked strands of the cybersecurity assemblage set 
out in chapter 3; from state and supranational-led agendas, to the co-present 
interactions of everyday life. Here I am concerned with one feature of the 
cybersecurity project – the transformation of populations’ online behaviour 
in the name of security. Founded on the neoliberal governmental rationale, 
the assemblage directly and indirectly targets individuals and businesses, 
using the material conditions of the internet and the normalisation of risk 
management. It is coercive, in that the material and syntactic technological 
structures guide and constrain users’ actions to fall within predetermined 
standards of security. It is normalising, in that it seeks to establish a set of 
security practices as a normative expectation and social responsibility, 
against which people and organisations can be held up against and 
scrutinised.  A central objective of the project is the production of the cyber-
secure and cyber-aware citizens. Individual lay users are constructed by 
expert and media discourse as a vulnerability in the system, needing to be 
educated and transformed. Individual users are transformed through the 
normalisation of cybersecurity - the embedding of risk management and 
prevention strategies as routine practices.  

Before a deeper examination of these ‘techniques of government’ (Valverde, 
2017), I will set out what I mean by ‘governing cybersecurity’ and why I use 
that term. In saying ‘governing cybersecurity’, I am drawing together two 
sets of ideas. First, those of Tim Stevens (2016), who discussed cybersecurity 
as an assemblage, de-centring the material and virtual tools that are used to 
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establish and maintain cybersecurity. This enables them to be understood in 
the context of a much wider set of social, cultural and material objects and 
practices, united by the goal of enhancing the security of data and the 
devices that produce and process it. This parallels Wall’s (2007)  description 
of the ‘order-maintenance assemblage’, and - as mentioned in chapter 2 – 
highlights that the ‘public-police’ play only a small role in the policing of the 
internet. Instead, the user, the community, the ISP, non-policing 
organisations and private industry are all necessary contributors.  

The second idea is drawn from the work of Les Johnston and Clifford 
Shearing (2003) on Governing Security.  I have moved away from ‘order-
maintenance’ and ‘policing’ towards ‘security’, following a similar logic to 
the one they set out (2003). Johnston and Shearing argue that it is difficult to 
detach the ‘police’ from the practice of ‘policing’. While there is a general 
acceptance of the disparate network of actors and institutions that ‘police’, its 
semiotic frame remains restrictive (2003:10-11). The key point of concern is 
less about ‘policing’ and more about security, even if ‘the police’ as we 
traditionally conceive of them have an, albeit small, role to play. Second the 
degree to which ‘the police’ can and will ‘police’ the internet is questionable, 
at least in ways that go beyond reactionary enforcement and criminal 
investigation (Holt et al., 2015). The techniques of government I explore here 
set aside reactive policing and focus on risk management and crime 
prevention. The final reason for adopting this approach is that policing is 
bound up with notions of the state, and its privatisation as a function of 
political and economic shifts in the latter half of the 20th Century (2003; 
Garland, 2001). In terms of the internet and what could be understood under 
a wide non-state centric notion as its ‘policing’ (Jones and Newburn, 2006), 
much of that work has been done beyond the state since the internet’s 
inception. The ‘policing’ of its spaces has been perpetually barricaded behind 
the geographical and legal walls of its territories and partnerships. This is 
what Wall (2007) and Clough (2012) unpack in respect of the limits of 
‘policing’ and the law. It has been, for a long time, the responsibility of the 
corporate and private entities and communities who developed and use the 
internet to secure it (Yost, 2015). For the most part the same industries still 
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service nation states’ cybersecurity needs, reinforcing their legitimacy as 
providers of security (see HM Government, 2015, Cyber Security Supplier to 
Government Scheme).  

Security can be understood as ‘an umbrella term under which one can 
understand a multiplicity of processes that are dynamic and often 
contradictory’ (Valverde, 2011: 5).  The complex web of actors involved in 
producing cybersecurity emerge from the interdependency of the internet’s 
organisation and the blurred lines of public and private property prompted 
by its use (Castells, 2010). ‘Public-private partnership’, ‘Multi-agency 
partnerships’ and ‘crime reduction partnerships’ are emblematic of this 
concentrated interdependency (Carr, 2016; Levi and Williams, 2013). The 
importance of partnerships and the engagement of a broad spectrum of 
stakeholders has been recognised since the earliest versions of the 
cybersecurity strategy (Christou, 2016). The success found in embracing 
interdependency can be seen in law enforcement reactions to large scale 
decentralised cybercrimes, such as those that involve ‘botnets’. These have 
attracted a number of policing approaches, but the most effective have been 
described by Dupont as forms of ‘polycentric regulation’ (2016). He argues 
that while police organisations showcase high profile arrests and large scale 
operations, their effectiveness in addressing the cybercrime problem is 
questionable – suggesting law enforcement suffers from ‘the Sisyphus 
syndrome’ (2016:101). That the police have an effect on crime rates is already 
contested, and it seems illogical that the cybercrime problem would follow 
any other track. Instead, greatest success seems to lie in the close cooperation 
of a web of actors with different capacities and competencies. Investigative 
and security partnerships represent just on side of the info-sec coin. A second 
core component is the extension of the security agenda beyond those 
partnerships into the wider communities of users.  

 In the next paragraphs I will draw on a number of examples of governing 
cybersecurity to argue that the direction of cybersecurity policy has a 
disciplinary and governmental character which relies not on addressing the 
social causes of offending, but on the vulnerabilities of internet systems and 
users that enable it. The control of offending behaviour takes a back seat, and 
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vulnerable behaviour becomes the focal object. This can be understood as a 
consequence of the limits of the conventional pillars of security governance; 
the practical capacity for the fostering and maintenance of cybersecurity for 
the most part lie outside of the auspices of the state (Wall, 2012). Feely and 
Simon (1992) and David Garland (2001; see also O’Malley, 2009; 1994;) point 
to the ‘new penology’, the ‘culture of control’ or the ‘new actuarialism’ as a 
paradigmatic shift in crime control strategy from 1970’s onwards – a move 
away from addressing the causes of crime to controlling criminal behaviour 
(O’Malley, 2009), and towards the responsibilisation of individuals to 
prevent crime themselves.  

In the case of cybercrime and cybersecurity, the modification and control of 
victims’ behaviour is a primary concern. The extension of risk-based 
techniques of governing crime and security are well established in the 
literature (Mythen, 2014; Jones, 2013; O’Malley, 2009; Sparks, 2001; Haggerty 
and Ericson, 1997). Over the course of the last 40 years there has been an 
increasing prominence of risk discourses in the governance of crime, 
particularly within crime prevention, security, and penology.  The 
developmental crime prevention techniques of identifying ‘at risk’ youths 
which O’Malley suggests are reminiscent of a more welfarist perspective, 
emerge with a new focus of at risk populations of victims, built on the 
neoliberal ideas of individual responsibility and freedom of choice. The 
literature on cyber-offenders is in its infancy, challenged by the difficulty in 
accessing populations of offenders and long term data sets. While advances 
have been made (see Pastrana and colleagues’ (2018) ground-breaking work 
on underground forums), much work is still necessary to address this 
knowledge gap. In the meantime, Zedner’s (2007) ‘pre-crime’ takes on new 
meaning, where lay-users are seen as pre-victims, propelling the focus of 
contemporary cybercrime control which seeks to correct population 
deficiencies in cybersecurity understanding and behaviour – the ‘perceptions 
gap’ (HM Government, 2018). Pre-victims are understood by ‘experts’ as 
irrational, who need to be educated and transformed into responsible 
‘cyberaware’ and ‘cybersecure’ citizens.  UK state cybersecurity strategies, 
developments in legislation, and awareness raising practices all aim to 
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produce a ‘cybersecure population’, and in the following section, I 
interrogate these strategies. 

 

4.3 THE GOVERNMENTAL AND DISCIPLINARY CHARACTER OF 
GOVERNING CYBERSECURITY: ‘PATCHING’ THE PUBLIC 

The examples I draw on here illustrate a series of ways in which people in 
the late-modern networked society are being transformed into ‘cybersecure’ 
and ‘cyberaware’ citizens. This can be understood as a form of risk-based 
governmentality that extends and perpetuates the governing rationale 
underpinning the ‘culture of control’. The transformative process rests on 
‘truths’ about user behaviour found in expert discourse which ‘provide the 
boundaries of (in)appropriate action, while the state performs governance by 
deploying technologies of risk management to regulate social practices’ 
(Mythen, 2014:37). These ideas, process and practices serve to further embed 
the risk of cybercrime as a feature of everyday consciousness, and act as the 
normative bedrock supporting ideas about how people ought to conduct 
themselves. A more comprehensive Foucauldian analysis of the landscape 
from a criminological perspective is undoubtedly a worthwhile venture. This 
is something the author will pursue in future research, but is limited to a 
brief outline here. The ‘culture of fear’, founded on representations of risk in 
the media, is extended by and acts in tandem with the governmental 
approach taken with cybersecurity. Risk-based techniques of governing are 
supported by media representations, which also articulate the governmental 
and disciplinary character of cybersecurity governance. ‘Risk’ is a core ‘news 
value’ of the 21st Century (Jewkes, 2011), and the newsworthiness of 
cybercrime events are enhanced by their tendency towards mass 
victimisation. Major cybercrime events and lesser local events reproduce the 
expert knowledge that ‘we are all potential victims’, and that there are steps 
we must take to protect ourselves.  

Before moving forward, first I will outline governmentality, within which the 
following examples can be situated. In a series of lectures at the Collége de 
France, Michel Foucault set out ‘governmentality’ (Foucault, 2007 in 
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Valverde, 2017); ‘the art of governing’ (Dean, 2010). Dean argues that 
governmentality is concerned with ‘regimes of practices’ by which ‘we are 
governed and govern ourselves’ (2010:28).  Governing is bound up with 
knowledge of the populations and its various publics (Valverde, 2017). Each 
realm or sphere to be governed has its own prerequisite knowledges 
necessary to operate (values, practices and dynamics) that align with the 
governing rationales of the time. A condition of the government of various 
groups is an understanding of their discrete knowledges and how they are 
deployed. This mode of governing is based on a ‘logic of security’, an 
extension of the power Foucault describes in Discipline and Punish (1972), a 
distributed rather than top down mechanism concerned with the ‘preventive 
management of risks of all sorts, from the economic to the biopolitical’ 
(Valverde, 2017:87).  

Governmentality captures the practices and mentalities of governing applied 
to various aspects of ‘the social’, to ‘guide’ human behaviour (Valverde, 2017; 
Mythen, 2014). What makes this distinct from previous governing regimes is 
its use and dependence on aggregated data of the population, which is 
deployed in an effort to ‘colonise the future’ (Giddens, 1991). A number of 
scholars have deployed the governmentality literature to develop 
understandings of criminal justice, punishment and security (Valverde, 2017; 
2014; Rose, 2000; Garland, 1997). Foucault’s genealogical method has also 
been deployed to develop critical perspectives on well-established 
criminological concepts (see Lee, 2007). Here I use the concept to draw 
attention to a particular regulatory thrust of cybersecurity, the other side of 
the coin of controlling cybercrime. On the one hand, we are confronted with 
ever greater risks to the social and cultural status quo, and nation and supra-
nation state governments are taking quick action across various social, 
economic, and political spheres to improve the degree and feeling of security 
we enjoy as a hyper-connected society (McGuire, 2006). On the other, social 
structural and cultural change caused by technological transformations has 
firmly challenged the ability of states to manage security, the economy and 
the safety of their populations. Maintaining the status quo and the continued 
stability of economic relations necessitates that the malleable behavioural 
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character of the population be metamorphosed into a form that functions 
towards those goals. The object of cybersecurity of interest at this juncture is 
not the regulation of crime, but the regulation of risky victims.  

This rationale is operationalised in the deployment of a number of 
techniques. In summarising Foucault’s ideas, Garland (1997) makes a 
number of points important to this discussion. First, in avoiding 
conceptualising the state, Foucault concentrates on practices and 
governmental authorities. The state’s adjacency here neatly aligns with the 
characteristics of the assemblage set out earlier in the chapter, and ‘dissolves 
any rigid line of demarcation between the ‘public’ and ‘private’ or the ‘state’ 
and ‘civil society’’ (1997:175). Through the regulatory devices of legislation, 
governmental power is divested laterally across actors who are themselves 
‘economically regulated organisations and institutions’ (Gordon, 1991: 26). 
Public and private organisations become important arbiters of ‘social 
regulation’ and a vehicle for ‘disciplinary discourse’.  As Foucault attests, this 
necessarily functions with the ‘active consent’ of the population to be 
governed, as regulation is rooted in the dominant discursive themes of a 
given time. Garland further argues that government is about the ‘cultivation 
of that subjectivity’ dependent on the freedom of its subjects who, rather 
than being constrained by rules and forces, are ‘realigned’ with broader 
governmental aims. In the following paragraphs I draw on the National 
Cybersecurity Strategy 2016-2021 to evidence and justify this understanding 
in the context of cybersecurity governance. 

 

4.3.1 REDISTRIBUTING RESPONSIBILITY FOR ‘DIGITAL BODIES’ 

The security of the Internet, as many have pointed out (Christou, 2016; 
Deibert and Rohozinski, 2010; Yar, 2009; Dunn Cavelty, 2008; Wall, 2007), 
flows far and wide. Its production relies on actors at every level from state to 
individual, private and public organisations, from infrastructure, to 
developers to users (See Chapter 2). This notion is an underlying assumption 
of state strategies to govern cybersecurity; to establish a moral foundation for 
security and discipline ‘digital bodies’.  
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“As citizens, employees and consumers, we take practical steps to secure the 
assets we value in the physical world. In the virtual world, we must do the 
same. That means fulfilling our personal responsibility to take all reasonable 
steps to safeguard not only our hardware – our smart phones and other 
devices – but also the data, software and systems that afford us freedom, 
flexibility and convenience in our private and professional lives.” 

(HM Government, National Cybersecurity Strategy 2016-2021, 2016: 26) 

Following the governmental track of the ‘culture of control’, the state 
redistributes responsibility across social and economic arenas via the 
‘activation of crime control capacities’ grounded in notions of personal and 
economic responsibility. Here in the strategy is evidence of the extension of 
responsibilisation to cybercrime and cybersecurity, an adaptation to the 
limits of the state’s capacity to control the internet. Questions can be raised 
about how personal responsibility for data  might operate in the age of 
‘surveillance capitalism’, where very few users have knowledge about the 
extent to which their ‘data doubles’ are bought, sold, and redistributed 
(Haggerty and Ericson, 2000; Lupton, 2016, Zuboff, 2015). This drive to 
educate citizens in the etiquette of cyber-secure conduct refigures their 
abstracted ‘digital bodies’, outlined by Haggerty and Ericson, as  fresh 
subjects of disciplinary power. Digital bodies are largely unregulated by 
internet users, given freely in exchange for convenience and ‘freedom’ (Marx, 
2016; Lupton, 2017). This ‘body’ is now understood as a vulnerability, 
requiring disciplinary control.  

Since the inception of the national cybersecurity programme which was 
conceived under the Conservative and Liberal Democrat Coalition 
Government in 2011, the generation and analysis of population-based 
statistical data has been deployed to measure the prevalence of particular 
cybersecurity behaviours. These kinds of questions have since been included 
in the Scottish Household Survey, although remain at the experimental stage 
(2017). Overall this data represents a sort of cybersecurity barometer, a 
‘biopolitics of [cyber]security’ (Dillon and Lobo-Guerrero, 2008) indicative of 
the degree to which populations’ behaviours align with normalised security 
standards set for individuals and businesses (see the Cyber Security Breaches 
Survey, 2017). Populations are subjected to ‘an examination’ of their 
cybersecurity behaviours and have for the most part been found wanting (for 
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example HM Government, 2018; Klar et al., 2017). Expert discourses of 
computer science and cybersecurity (Furman et al., 2012) contribute to the 
construction of lay-users and the employee as ‘vulnerabilities’ – ‘the human 
factor’ (Schneier, 2000:255)- whose imperfect knowledge and behaviour 
needs to be realigned. There is a growing literature inside and outside 
academic circles devoted to the study of security perceptions and behaviours 
that provide support to both governmental rationale and modes behavioural 
alteration (for academic examples see Marmonov and Fich, 2018; Schaik et 
al., 2018; Schaik et al., 2017; Hall, 2016; Liang and Xue, 2010; for business 
facing examples see Forbes, 2016; Huffington Post, 2017; Kearny, 2017). This 
list is not at all exhaustive and represents only a flavour of the literature 
available. Individuals are understood as insufficiently risk-averse, unaware 
of both the consequences of their actions and fail to act on their crime 
prevention responsibilities bestowed on them.  

However, it is important to note that a competing narrative exists in 
computer science and other disciplines with cybersecurity as a focus. There 
has in recent years been a growth in the study of ‘usable security’ (Sasse and 
Flechais, 2008) which has emerged from the trend of ‘user blaming’. ‘Usable 
security’, ‘Human-centred security’, and ‘socio-technical security’ are 
founded on the notion that computer security is a socio-technical amalgam of 
processes and practices that depends on human-machine interaction. 
Enhancing security is undermined and inhibited by unreasonable or 
inhuman demands made of users that make technological sense, but are 
difficult or impossible to implement. The canonical example here is the 
pressure on users to use complex passwords, unique to each account and 
which are changed regularly (Bhuyan et al., 2013). Common security 
demands fail to account for the social and very human capabilities and 
constraints that shape computer users conduct. An idea born of the Science 
and Technology studies literature, Sasse and Flechais (2008) make the case 
that the design process of systems and virtual interfaces are too far removed 
from the real life ‘panorama’ of contexts in which they are supposed to 
operate. This represents a competing narrative to the ‘human-factor’ of old, 
and continues to grow as a research priority, albeit beyond the criminological 
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fence. Despite advances in this field and the emergence of a socio-technical 
security department at the National Cybersecurity Centre (NCSC), the 
weight of cybersecurity failures appears to remain firmly planted on the 
shoulders of users in the 2016 -2021 National Cybersecurity Strategy.  

“While there are many organisations that are doing an excellent job – in 
places, world-leading – of protecting themselves, and in providing services 
to others online, the majority of businesses and individuals are still not 
properly managing cyber risk” 

… 

“Cyber-attacks are not necessarily sophisticated or inevitable and are often 
the result of exploited – but easily rectifiable and, often, preventable – 
vulnerabilities. In most cases, it continues to be the vulnerability of the 
victim, rather than the ingenuity of the attacker, that is the deciding factor in 
the success of a cyber-attack” 

(HM Government, 2016: 42 and 22) 

Evident from the above statements are some preliminary conclusions. 
Against an assumed (although, accepted) standard of excellence few manage 
to achieve, the majority of people and businesses are deemed unsuccessful in 
fulfilling their role in the cybersecurity assemblage. More important is the 
logic upon which this conclusion hinges. ‘Cyber-attacks’ in question are 
constructed as ‘unsophisticated’ and ‘easily rectifiable’. These statements 
certainly resonate with representations of a variety of high-profile incidents 
that were attributed to basic security failures, for example the Yahoo breach 
which took place in 2013 but was only revealed in 2016 (The Guardian, 2016). 
Attackers deployed a well-known and easily defended against ‘SQL 
injection’ attack. The technical specificities are secondary in importance to its 
construction in the media as easily defended against. The above statements 
signal a further shift in the focus of governing crime and security. Moving 
from the rehabilitation of the offender to the control of offenders and 
offending from the 1970s (Garland, 2001; Feeling and Simon, 1992), the 
cybercrime age, by problematizing identification and access to those who 
commit offenses, provides ideal conditions for shifting the focus to potential 
victims. Their vulnerability is held up as a causal factor in successful 
cyberattacks, and their deviance from the norm of security that which needs 
to be rectified and controlled. There is an evident underlying assumption 
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and acceptance that cybercrime and cyberattacks should be expected, a 
surety rather than a risk. Furthermore, deviance is not located primarily in 
those actors who transgress criminal law. The offender appears here as 
merely ancillary. Instead deviant behaviour is attributed to victims who 
allow themselves to be victimised and who transgress the norm of being 
cyber-secure. This perceived failure continues to prompt major efforts from 
government and industry at behaviour reconditioning.  As will be shown in 
the coming chapters, the disconnect between the logic of security, the 
governmental techniques at play, and the real-life situations in which these 
practices actually play out represents an important factor in explaining the 
ways in which various members of the public actually practice cybersecurity 
in their everyday lives in contrast to risk based imperatives. It is sufficient to 
highlight here that practical behavioural change can be understood in terms 
of the assumptions made by macro-perspectives such as ‘the risk society’, 
‘governmentality’ and ‘culture of fear’ about individual sense-making and 
everyday life. In the second findings chapter this thesis will explore the 
problems encountered by these risk-based techniques of government.  

 

4.3.2 YOU DIDN’T INSTALL THE LATEST UPDATE? YOU WERE ASKING 

FOR IT!: THE SOCIO-TECHNO-LEGAL APPARATUS OF 

CYBERSECURITY  

I have set out governmentality, and situated the national cybersecurity 
strategy within its boundaries. In the following section I will outline the 
socio-techno-legal apparatus that operationalises the techniques of governing 
cybersecurity. The cybersecurity assemblage and the multi-agency 
partnerships it encompasses take on the role of biopolitical ‘developer’. 
Software developers are responsible for knowing their products, and 
maintaining their security. This requires the identification and ‘patching’ of 
vulnerabilities. ‘Patches’ are updates downloaded to companies’ and 
individuals’ networked devices which fix the identified security 
vulnerability. As is evident from the above excerpts, individual users 
themselves have been identified as one of the core vulnerabilities threatening 
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economic prosperity.  In 2016 HM Government published the 5th version of 
the cybersecurity strategy, in which it sets out its goals for the next 5 years. In 
setting out the ‘National response’ the strategy foregrounds ‘individuals’ as 
its first point of action. Citizens are constructed as bearers of responsibilities, 
who ought to act in a manner conducive to cybersecurity. These 
responsibilities are grounded in the historical precedent of material-world 
norms which are transferred to and implemented in everyday online life - 
people ought to lock their windows both physically and virtually.   

The cybersecurity assemblage produces and implements a security 
‘curriculum’ which normalises minimum standards of security for business 
and individuals alike. This represents the extension of the ways 
contemporary bodies (virtual and physical) are subjected to regulation 
beyond the penitentiary, and are targeted for control en masse. For example, 
Lupton (2003) using Foucault’s ideas, explores how ‘public health’ since the 
turn of the 21st Century has continued to ‘control’ bodies via the 
responsibilisation of individuals through the persuasion of the public to act 
in accordance with accepted standards of health behaviour. She argues that 
‘health education is a form of pedagogy, which like other forms, serves to 
legitimise ideologies and social practices by making statements about how 
individuals should conduct their bodies’ (Lupton, 2003: 35). The alignment of 
behaviour towards the goals of cybersecurity is powerfully reminiscent of 
Foucault’s conception of disciplinary power exerted on the soldier (Gutting, 
2006); In the same way the act of killing in war is broken down; ‘hold the gun 
this way, bring it to your shoulder this way… pull the trigger this way’ – 
individuals and organisations are directed not just to secure themselves, but 
in exactly the way they ought to achieve it. The following is an example of 
behavioural guidance from the Home Office led Campaign, ‘Cyberaware’: 

“Cyber criminals can use your email to access many of your personal 
accounts, leaving you vulnerable to identity theft. 

Use a strong, separate password for your email 

Cyber criminals can use your email to access many of your personal accounts 
and find out vital personal information, such as your bank details, address or 
date of birth. 
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Having a strong, separate password for your email means that if cyber 
criminals steal the password for one of your less important accounts, they 
can’t use it to access your email account. 

Use three random words to create a strong password 

A good way to create a strong and memorable password is to use three 
random words. Numbers and symbols can still be used if needed, for 
example 3redhousemonkeys27! 

 

Be creative and use words memorable to you, so that people can’t guess your 
password. Your social media accounts can give away vital clues about 
yourself so don’t use words such as your child’s name or favourite sports 
team which are easy for people to guess.  

Cyber criminals are very smart and know many of the simple substitutions 
we use such as ‘Pa55word!” which utilises symbols to replace letters.  

Never use the following personal details for your password: 

•Current partner’s name 

•Child’s name 

•Other family members’ name 

•Pet’s name 

•Place of birth 

•Favourite holiday 

•Something related to your favourite sports team” 

(Cyberaware, Strong Password Guidance [Internet], 2018) 

 

When considered in the context of Foucault’s ideas, this collection reveals the 
disciplinary extent of these approaches to cybersecurity and their object of 
focus. In the remainder of this section I will outline the expert, legislative and 
policy discourses which consolidate this strategy of responsibilisation. I will 
then move on to the socially-oriented features of the governmental 
apparatus, in particular the role of awareness campaigns in changing the 
behaviour of populations. Third I will set out the technological component of 
this apparatus by looking at a particular example of technological constraints 
on conduct. While I have separated out these various elements for analysis, 
in practice they flow naturally into and shape one another. Cybersecurity 
must be understood as a processual synthesis of a disparate assemblage of 
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actors and technologies. To conclude this section, I will highlight a 
consequence of responsibilisation: the redirection of negative attention 
towards victims, who increasingly carry the blame of cybercrime 
victimisation.  This further illustrates the shift of focus away from offenders 
about whom little is known and who can more easily stay out of reach of 
state criminal justice agencies. 

At the level of business, expert knowledge is leveraged to construct 
hierarchical ideal-type collections of security practice that derive purchase 
from the economic incentive to profit and remain competitive. ‘Cyber-
essentials’ is a UK government ‘backed’ scheme devised to harmonise and 
standardise basic cybersecurity practices for businesses which enable them to 
manage their digital assets in legitimate ways. Certification at various 
hierarchical levels can, and sometimes must, be obtained: ‘cybersecurity 
essentials basic’, ‘entry level’ and ‘cybersecurity essentials plus’. The 
certification is achieved via inspection and is a pre-requisite of bidding for 
central government contracts that involve sensitive or personal data, or IT 
solutions. Beyond the United Kingdom, broader universal standards of 
information security operate to govern cybersecurity of larger or more ‘at 
risk’ organisations such as banks (See for example the ‘ISO27001’ information 
security management system) and further embed a logic of risk management 
and resilience.  

The controversial General Data Protection Regulation (GDPR) will come into 
force on the 25th of May 2018, replacing the data protection directive 
95/46/EC. Developed by the European Union, the GDPR attempts to use the 
power of law to govern the risks to privacy current data processes practices 
present, as well the damage caused by ‘breaches’ of organisations 
information security. It functions by more strictly regulating the collection, 
storage, sale and distribution of data, as well the nature of information that 
must be provided to the consumer in ‘terms and conditions’. Through a 
system of bureaucratic monitoring and record-keeping, those subject to the 
GDPR will be required to submit themselves for inspection of compliance, 
which if failed will result in a penalty of up to 20 million euros (see 
www.eugdpr.org). Compliance with GDPR necessitates changes in the way 
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data is retained, stored, and collected and equally necessitates that actors in 
particular organisations can fulfil their roles in a compliant way. At the more 
abstracted level however it is a legal and documentary manifestation of a 
drive to reshape organisations in a way befitting the vulnerable network 
society. ‘Designing out crime’ involves the redesigning of behavioural norms 
and responsibilities which are concretised in law. The GDPR, and the various 
other examples set out here serve to illustrate the disciplinary character of 
cybersecurity, one element of the apparatus by which people are 
transformed.  

At the level of individual users, people are subject to a diverse range of 
techniques of government that operate across the web of the cybersecurity 
assemblage in social, legal and technical forms. Governmentality functions 
through an individual’s freedom of choice, but does so by framing which 
choices are appropriate and acceptable (Valverde, 2017), and it is through 
that freedom and complicity that many questionable contemporary practices 
(for example, mass surveillance and big data collection) occurs (Marx, 2016). 
In the realm of cybersecurity, the choices available to users are indeed 
limited or constrained by the policies organisations put in place to govern 
behaviour socially, but also constrained by the hard-technical limits 
embedded in technological design. The founding of those rules lie in 
awareness campaigns led by the state in partnership with private 
organisations. 
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The above examples are deployed to produce awareness and prompt 
behavioural change in a population deemed at risk. As Garland argues 
(2001), a primary vehicle of responsibilisation is the awareness campaign. 
The most notable UK government campaign is ‘Cyberaware’, which ‘aims to 
drive behaviour change in small businesses and individuals, so that they 
adopt simple secure online behaviours  (HM Government, Cyberaware 
Website, 2018). Formerly, ‘cyberstreetwise’, the collaborative Home Office 
based campaign disseminates ‘expert information’ on cybersecurity to 
individuals and businesses across a range of platforms (Facebook, Twitter) 
and regional events. There are various other state and non-state 
organisations whose activities are focused on the behavioural change of UK 
businesses and individuals. National and local ‘awareness campaigns’ 
disseminate information about risk and safety through a network of online 
and offline vectors (directly via social media, and partnered organisations) 
with which people voluntarily engage. Online services (for example 
Facebook, online banking) play a role in most people’s everyday lives, and in 
interacting with them, individuals are subject to continuous messages about 
security and risk. 

 In addition to information disseminated directly to individuals across the 
range of services, people are increasingly being transformed through their 
workplace. By virtue of the constraints and rules imposed on businesses 
through law and incentives, employees are understood as vulnerabilities 
who represent a threat to their employers’ compliance with security 
regulations on the one hand, and to the overall security of the business on the 
other. A recent development that has emerged from high risk organisations, 
such as those that service Critical National Infrastructure, is the development 
of ‘security culture’; the fostering of cultural mentalities and sensibilities 
(values, ideals and ways of thinking’ – that ‘determine how people are 
expected to think about and approach security’, to ‘optimise them’ (CPNI, 
2018). This represents an ideal-type illustration of the wider argument I am 
making about social change. There is a directed effort in light of social and 
material organisational features of contemporary life to ‘conduct the conduct’ 
of online behaviour to the song of risk management and cybersecurity.  
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Finally, the apparatus also functions technically. An example of this is the 
way in way in which individuals are coerced to act securely through 
structural features designed into technology and online services. Password 
walls, 2-factor authentication, and CAPTCHA services represent technical 
features of this interactional plane. As Lianos and Douglas (2000) point out, 
these kinds of features subject each of us to inspection – they examine both 
our interaction with the online space or piece of technology and its 
legitimacy, ‘trivialising’ suspicion as it falls neatly on everyone. Lianos and 
Douglas argue that introductions of such measures serve to inject each 
institutional context with ‘danger awareness’, which ‘at a large scale becomes 
a contemporary way of building institutional legitimacy’ (2000:113). In this 
mode, institutions derive legitimacy from their reputation for security and 
trustworthiness, a precondition of online economic prosperity and 
relationship building (Green, 2012; Riegelsberger et al., 2009). Following their 
argument, these new institutional interactional paradigms propagate an 
awareness of deviance, and the normalisation of risk.  

‘The awareness of deviance is therefore dissociated from the direct or 
indirect experience of deviant behaviour and incorporated into the norm 
through continuous, small doses of automated control. Instead of 
experiencing victimisation or learning about it, thus perceiving it inevitably 
as exceptional, the user is individually experiencing the omnipresent 
probability of victimisation. This is the case with all visible measures of crime 
prevention: they are reminders of dangerousness’ 

 (Lianos and Douglas, 2000:113) 

Awareness campaigns further catalyse the normality of mistrust, by 
reinforcing the sense of uncertainty, the precarity of online authenticity and 
the encouragement of second guessing (see the ‘Take 5’ campaign, figure 
5.2). These hardcoded security features also serve to embed the norm of 
‘cybersecurity’ by forcing individuals into at least a partial compliance with 
standards of security, or face exclusion. The push towards ever-greater 
cybersecurity has gradually altered the nature of interactions with online 
services, where the interactional conditions for engagement with a service 
are defined along secure lines. Online banking presents one example which 
requires a specific set of processes (identification, authentication and 
verification – (Schneier, 2000)), and a precondition of use is compliance with 
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those processes. Compliance is further secured through the sanctioning of 
individuals who fail to abide by the rules. Various banks maintain policies 
that punish security ‘negligence’ (Bank of Scotland, 2018). The ‘terms and 
conditions’ of banking responsibilise users and represent the governmental 
rationale of cybersecurity: 

“If you do give out your personal and security details or information, you 
provide a fraudster with everything they need to take money from your 
account and we may not be able to recover this for you. Taking care of your 
personal details and information is also included in the terms and conditions 
of your account”  

(Santander Security Centre [Internet], 19 March 2018)  

Failure to take reasonable steps to secure one’s banking results in the non-
refunding of money lost through fraud. Individuals who allows themselves 
to be victimised, who fail to pass the examination of their security, become 
responsible for their loss, and for their victimisation. Beyond the economic 
penalties of victimisation, individuals are further subject to social sanction. 
Responsibilisation is fundamentally bound up with blame, and by placing 
the blame on individuals and constructing security as ‘common sense’, it 
leaves those victimised open to social stigma and shaming. As Button and 
Cross (2017) argue, drawing on empirical research, victims are constructed in 
opposition to the ‘ideal victim’ and stereotyped as ‘gullible’, ‘greedy’ and 
‘deserving’. The victim becomes an object of risk that needs to be controlled 
and reformed. In saying that, one could argue that we see the return of an 
interest in the causes of crime, however the causal factor is identified as a 
feature of the victim, not the offender. Once again the state is concerned with 
correctionalism, but the correction of behaviour that deviates from an 
emergent normative agenda; security.  

This section has argued that the ‘culture of fear’ account of cybercrime can be 
extended to include the governmental rationale and apparatus of the 
cybersecurity assemblage. Founded on the propagation of security as an 
expectation, risk is further mobilised in the name of crime control. In contrast 
to the measuring of ‘risky’ offenders, here it is constructed as an essential 
cultural sensibility that individuals ought to be better educated about 
security and take responsibility for their own online security. To do so, the 
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state and various other actors in the cybersecurity assemblage have deployed 
disciplinary techniques of governing that span the social, technical and legal 
tools available to them. I have evidenced the governmentality of 
cybersecurity with reference to examples from national policy, supra-
national legislation, and various social and technical campaigns deployed to 
alter the behaviour of populations and align them with an over-arching 
agenda of ‘secure by default’. It should be noted that this is not intended to 
reflect a point of opposition, it is intended to capture differences in the nature 
of crime control that may be relevant to the way people understand and 
respond to cybercrime. Furthermore, it sets up the backdrop against which 
the following discussion of sensibilities can be placed. The rather top-down 
narrative account of an emergent feature of cybersecurity policy is to be 
counterpointed with the object of inquiry of this project; the sensibilities 
people articulate in discussions about cybercrime and its control. This 
contrast allows for the comparison between the ideals of government, the 
‘values’ and ‘norms’ they want to instil on the one hand, the reality of 
feelings, understandings and responses of people in their everyday lives on 
the other. Overall the aim of this is to provide a foundation for a discussion 
of what the data reveals about this mode of governing, and the possible 
reasons for its successes and failures.  

 

4.4 SENSIBILITIES: CONCEPTUAL BACKGROUND, USAGE AND 

DEVELOPMENT 

Governmentality and culture of fear theorists have argued that increasingly 
deploying risk for political utility and as a rationale of government inflates 
public fears (Mythen, 2014; O’Malley, 2009; Garland, 2001). Fears are then 
exploited by the private security to whom they turn for support (Banks, 2017; 
Yar, 2008). The purpose of this project is to explore that public feeling; what 
is the nature of public perceptions of cybercrime, what kind of feelings do 
they hold towards it, and how do they understand it, and how do they 
respond to it? To explore those questions with a relatively open framework, I 
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turn to the concept of ‘sensibilities’ as a way in which to begin to the 
mapping process. 

In the following section I will outline the theoretical concepts I employ to 
explore people’s accounts of cybercrime and security. I will set out the 
conceptual foundations of ‘sensibilities’, an alternative concept to ‘fear’ that 
opens up the project to exploring and unpacking the myriad ways people 
make sense of and talk about crime. First I will provide a review of the way 
‘sensibilities’ has been deployed in projects that have been important 
influences both conceptually and methodologically (Loader, Goold, and 
Thumala, 2015; Girling, Loader and Sparks, 2000). However, it is also worth 
turning to their theoretical antecedent, the work of Norbert Elias and those 
who have taken a more concentrated Eliasian perspective to explain changes 
in modes and feelings about punishment (Garland, 1990: Spierenburg, 1984). 
There appears to be an important and useful distinction between these 
conceptions. For Girling et al. (2000) and Loader et al. (2015) sensibilities 
represents a set of collectively available yet taken-for-granted resources for 
meaning-making about the world. This framework encompasses a broad 
spectrum of understandings and feelings that inhabit the way people actively 
make sense of late-modern life. From the specifics of disorder to the abstract 
sense of social and moral change, ‘mentalities’ and ‘sensibilities’ allows 
analysis to be interpretively open, and on the lookout for the ways in which 
cybercrime understandings are inhabited by other disparate social, cultural 
and economic phenomenologies. Elias’ conceptual deployment of 
‘sensibilities’, and later Garland (1990) and Spirenburg’s (1984), are 
somewhat different. They are concerned with a conception of sensibility 
oriented more specifically towards taste and distaste, what comes to be 
collectively acceptable or stigmatised, tolerable or revolting. Sensibilities’ 
emergence are located in a wide array of historic change, primarily in the 
formation of the nation state, and in the social reorganisation of the state 
itself and relational conditions of everyday life (Inglis, 2012; Freund, 2004) 

Elias’ theoretical work may also be useful here. While the ‘civilising process’ 
has a somewhat small but powerful history of use in the sociology of 
punishment and panic in particular (Hier, 2016; Vaughan, 2000; Pratt, 1998; 
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Garland, 1990; Spierenburg, 1984) it hasn’t been extended much further. Here 
I argue that one way of deploying Elias’ concept of sensibilities is to think 
about crime prevention in the context of ‘civilising’. Bearing the above 
discussion of the ‘cybersecurity project’ in mind, it may be useful to think 
about the changes in governance as both creating and responding to 
emergent problems with the social order and to governmental challenges 
prompted by changing social ‘figurations’ (Elias, 2000).  

There are two ways in which this perspective may be helpful in making 
sense of the reconfiguration of the individuals models of self-constraint to fit 
with the internet’s transformation of the relational conditions of everyday 
life. A ‘civilising offensive’ on security sensibilities provides one mode of 
interpreting the responsibilising of victims for their experiences. This helps 
explain the sense of stigma and shame experienced and reported in the case 
of fraud victims, as well as the stereotypes Button and Cross (2017) identify. 
This is perhaps most evident at the level of business where being victimised 
is a source of social shaming, reputational harm, mistrust, and soon severe 
penal sanction (eg. GDPR). A number of scandals in recent years covered in 
the news media support this point (Cambridge Analytica, Yahoo, TalkTalk). 
Button and Cross (2017) have illustrated that to be a victim of online fraud is 
to be labelled as ‘naïve’, ‘gullible’ and ‘greedy, which lead some victims to 
feel embarrassment and hide their victimisation from their friends and 
families, but also from the police and official statistics. Stigma plays an 
important role in the reproduction of the drive to self-control, which is 
complemented by normalisation of cybersecurity outlined earlier and a 
function of the changing figuration of social structures and relations by the 
internet. A second way in which this approach may prove useful is in 
understanding the material manifestation of contemporary crime prevention 
practices and technologies. An Eliasian conception of ‘crime prevention’ may 
also provide a novel perspective for thinking about its contemporary forms 
and linkages with concepts like gentrification and ‘designing out crime’. 

Overall, the point of this section and the preceding one is to reveal the 
consonances between these perspectives, not to reconcile their differences. It 
may be that a function of responsibilisation and contemporary crime 
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prevention strategies is to create a distaste for the appearance and 
consequences of crime, a central manifestation of which is victimisation and 
disorder. Is it now the case that to be ‘civilised’ is to be ‘secured’ or 
‘cybersecured’? In a state of omnipotent risk, is to be a victim of crime to 
bring to attention something that offends sensibilities, something that instead 
ought to be hidden in suburbs and slums, or beneath the semantic and 
syntactic layers of the internet and information technology? The second part 
of this section, then, will explore the work of Elias in more detail, and flesh 
out a case for thinking about crime prevention in the context of the ‘civilising 
process’.  

 

4.4.1 SETTING OUT SENSIBILITIES 

Chapter 3 concluded with a general critique of the concept ‘fear of crime’, 
suggesting instead that ‘sensibility’ and sensibilities are better suited to 
capture the range of feelings, emotions, experiences, ideologies, and opinions 
that people recount in talking about crime. There is no denying that out there 
in the world there are ‘fearful’ or ‘anxiety inducing’ experiences of which the 
object is cybercrime. Within the ‘fear of crime’ framework is a multiplicity of 
feelings and sentiments, recollections (both one’s own and those around 
them), narratives and the reproduction of discourse. To describe much of this 
amalgam as ‘fear’ unsatisfyingly distorts the diversity of experience in 
everyday life, in particular that which comes out in qualitative data. As 
Murray Lee (2007) has pointed out, ‘fear’ is a loaded term with significant 
governmental power. The discursive stage for crime is pre-set within the 
boundaries of ‘fear’. These ‘fears’ have been the justificatory basis of various 
suspect policies introduced to address contemporary social issues (Farrall et 
al., 2009; Simon, 2006). Yet pinning down what actually constitutes that 
individual report of ‘fear’ with any serious specificity is an elusive and, some 
have argued, impossible task (Lupton and Tulloch, 1999).   

 ‘Sensibilities’ provide a broader conceptual frame that lends itself to the 
exploratory endeavour at hand, while avoiding the confines and relieving 
the projects of the baggage the assertion of ‘fear of crime’ carries. ‘Sensibility’ 
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and ‘sensibilities’ are frequently used but taken for granted terms, often 
deployed without any conceptual clarification (for example see; Tonry, 2006). 
Authors tend use it to reference something abstract and intangible but 
collectively held in large or small groups (Carrabine, 2011; Wall, 2008a; 
Hayward, 2004) and which shapes and is shaped by the way the world is 
acted on institutionally through policy or by people in their everyday 
practices (Burney, 2004; Lupton, 1999). Sensibilities are also talked about in a 
number of ways; as functional, inhibitive and transformative, or as 
something that can be offended or antiquated (Laslett, 2010; Elias, 2000; 
Garland, 1990). Here is not the place to pin down and develop a critical 
analysis of what ‘sensibilities’ might be, or reconcile various accounts of 
them. However, before outlining my methods, I set out my position on what 
this phenomenon might be - what is assumed to have been somehow 
‘captured’ by or is reflected in the data. The approach to sensibilities drawn 
on for this study is based primarily on two areas of work; Garland’s (1990) 
Punishment and Modern Society (which draws on the ideas of Norbert Elias 
(2000) and Foucault (1984;1972)), and Girling, Loader and Sparks’ Crime and 
Social Change in Middle England (both authors have published other relevant 
work but these represent the best examples of what is meant). These accounts 
of ‘sensibility’ provide the most developed platform for my own purposes, as 
well as evidencing its viability for the project.   

Invoking sensibilities is in itself not entirely novel in this area. Yar (2014) has 
provided a monograph on cultural ‘imaginaries’ of the internet with which 
sensibilities are conceptually similar.  Similarly ,Wall (2008) has alluded to 
sensibilities’ interrelatedness with media representations of hackers and 
public understandings of cybercrime. The claim to novelty then is in the 
coupling of the studies use of ‘sensibilities’ with the accounts of those people 
said to embody them. It lies in the novel empirical investigation of 
sensibilities informing particular people’s (and groups of people) 
understandings of cybercrime and how these might speak to wider criminal 
justice and security processes. The ‘fear of crime’ constitutes then just one 
bundle of cognitive and affective experiences among many others with 
which they are intertwined. 
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My movement from ‘fear of crime’ to sensibilities was prompted first by the 
work of Girling and colleagues who advocate a similar approach. This 
decision was supported by the findings of a pilot focus group that I 
conducted within which fear of crime’s inappropriateness for what needed 
doing became increasingly apparent. ‘Fear’ as it has been defined in the 
literature and as it is deployed by the powerful just simply wasn’t reflected 
in the participants’ accounts. To continue to use it felt like a disservice and 
misrepresentation. Furthermore, to work within the ‘fear of crime’ 
framework is to work within a set of assumptions about how people 
understand crime (and therefore cybercrime), and that they might conceive 
of the two categories in similar ways. Girling et al., (2000:15) argue that in the 
search for explanatory variables, ‘fear’ was already being stretched to such 
an extent that it was decreasing in analytical value. They argue that ‘to open 
out discussion of citizens discourses on crime to include a sense of the ‘moral 
commitments, concerns, attachments and identifications’ it entails allows a 
‘fuller appreciation of the political and moral resonances of the category of 
crime and of its implications in experiences of social change’ (loc. Cit.). In 
their study it further facilitated making sense of them in a particular place 
and time (Macclesfield in the 1990s).  

Sensibilities are by nature expressed subjectively, in the way people 
articulate their thoughts and feelings about the world. Consequentially they 
are messy to analyse, but that is paradoxically the strength of this approach. 
‘Sensibilities’ embrace the disparity and heterogeneity of viewpoints. In 
aiming to capture people’s ‘crime talk’, one searches for both harmony and 
cacophony, meaning and misunderstanding, feeling and indifference, 
experience and imaginary. Embedded in those articulations are artefacts of 
discursive sociality, which suggests something about the “available cultural 
resources that seem in some way to frame or lend sense to their experience” 
(Girling et al., 2000:17). This makes possible the exploration of people’s 
‘broad dispositions and frameworks of understanding’ crime and security 
through the affordances of qualitative inquiry (2000). It is through this lens 
that Girling and colleagues are able to make sense of the connection between 
people’s understanding of ‘place’ and crime. They assert that what “‘place-
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talk’ narrates is often itself a comparative sense of the vicissitudes of this 
town’s or city’s (region’s or country’s) journey through modernity” (2001: 
886). By locating this study in the framework of sensibilities ancillary themes 
like ‘place’ that may well inhabit people’s perceptions of cybercrime are 
available for introspection. This directs the analysis to be sensitive to other 
kinds of ‘talk’ that suggest something about the complex interconnectedness 
of crime perceptions with the expansive array of late-modern struggles and 
anxieties, for example; identity, technology, privacy, surveillance and 
security.   

Garland (1990) provides a detailed theoretical account ‘sensibilities’ drawing 
on the work of Norbert Elias. His specific research endeavour seeks the 
reintroduction to the study of punishment a consideration of ‘the cultural’, 
which he suggests has been pushed aside by instrumental and political 
interests. Garland’s account of sensibilities illustrates the impacts of changing 
‘taste’, ‘manners’ and normative behavioural on the predominant forms of 
punishment. Tracing the development of penal practices through the 19th and 
20th Century, Garland aligns changing penal practice with Elias’s (2000) 
‘civilising process’. The civilising process denotes the gradual change over 
time of people’s ‘ways of thinking’ and ‘ways of feeling’ - such as 
appropriate ways of acting, conversational norms, and the distaste 
transgressions may provoke - and the wider social figurations that contribute 
to such change. In Punishment and Modern Society, Garland draws parallels 
between the retreat of punishment from spectacle to the confines of the 
prison and emergent distaste for public displays of violence, which Elias 
identified as key to the civilising process.  Sensibilities are seen to represent 
that affective dimension of culture, ‘ways of feeling’, but which are 
inseparable from its more cognitive dimension – ‘ways of thinking’. Garland 
(1990) suggests that to focus solely on the cognitive or the affective is to deny 
the interrelatedness of both elements of culture in practice.  Culture can be 
understood as a “more-or-less bounded, more-or-less unified, set of customs, 
habits, values and beliefs. It is a distinctive universe of meaning, a distinctive 
form of life” (2006: 423). In saying that, and following Clifford Geertz, 
Garland separates out a ‘totalising’ conception of culture, suggesting that a 
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cohesive, unified and shared culture imbued in its groups members 
overstates uniformity, the force with which it operates and distorts 
individuals’ relationship with ‘cultural forms’. It is from this observation that 
his critique of ‘moral panic’ would follow (Garland, 2008). Pointing to Matza 
who delivered a rigorous critique of ‘delinquent subculture’ in the same vein, 
a totalising conception of a ‘culture’ vastly over-simplifies the everyday ways 
of thinking and feeling which is shaped by and reshapes culture. The 
overarching point is to embrace a dialectic between the ‘general and 
particular, abstract and concrete, system and practice, script and 
performance’ (Garland, 2006: 430).  

So in moving away from ‘fear of crime’ towards sensibilities, what is being 
captured in the data and is of interest to the project are the ways people ‘feel 
about’ and ‘think about’ cybercrime and cybersecurity – the cultural forms 
that emerge in people’s talk about them. What, if any, uniform ways of 
thinking or feeling emerge, and where are moments of disparity and 
eclecticism prevalent? These accounts may well include fear, anxiety, or 
concern but equally they may include wonderment, curiosity, scepticism or 
disdain. It further includes the way people conceive of other social 
phenomena (technology, risk, policing, social change) and their implicatedness 
in the way people make sense of and relate to the world around them. There 
is an inevitable connection between the way people conceive of things like 
the police or the court, what ‘crime’ means, and how we should feel about it. 
This also extends to more abstract ideas like ‘place’, ‘time’ and change.  
Sensibilities are bound up in one another, and linked to changing social 
‘figurations’ or structural characteristics of society. That is not to say they are 
necessarily determined - it instead acknowledges the constant interactive 
process between social structure and social interaction in the shaping of 
everyday life (following the work of Anthony Giddens (1991; 1990), but also 
other structurational thinkers like Bourdieu (1990; 1979)). 

Thus far, I have set out the concept of sensibilities as it has been used in the 
work of Girling et al. (2000) and Loader et al. (2015). In my findings chapters, 
I will endeavour to map out some of the sensibilities that have emerged in 
my data. In the following section I will explore Elias’s perspective in more 
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detail as well as the way it has been employed by Garland (1990) to make 
sense of Punish and Modern Society.  

 

4.4.2 ELIAS: THE CIVILISING PROCESS 

Elias sought to explain the emergence of ‘civilisation’ and its ‘civilised’ 
behaviours. Imagining it not as place but a process, Elias wanted to make 
sense of the distinct social and cultural changes leading to the emergence of 
modern ‘civilisation’. In The Civilising Process, Elias analyses what he 
describes as the slow processes by which appropriate outward behaviours 
were normatively embedded, trickling down (and up) through social 
hierarchies to become behavioural (and cultural) norms. He argues the 
civilising process has neither a beginning or end, but in order to make sense 
of where we are, we must acknowledge from where we came. Through 
documentary analyses of handbooks outlining prescribed courtier and 
aristocratic behavioural etiquette – what was ‘civilised’; ‘moral’ and 
‘superior’ – his project sought to critically challenge western assumptions 
about its civilised character (Inglis, 2012: 152).  Elias noted that three changes 
over time connected to modern society. Its rationalisation (vis-à-vis Max 
Weber), changes in the relationships between people, and the growing 
degree of constraint people exercise over their own behaviour. Contrary to 
Marx, Elias rejects the deliberateness of these changes, instead suggesting the 
prevailing sensibilities are a chance product of social relational change 
(Inglis, 2012: 153). Changes in behaviour then prompted by these social 
changes function to facilitate new social arrangements, and Freund (2004) 
suggests were embedded through ever greater feelings of guilt. Through the 
processes of family and urban socialisation, the normative expectation of 
ever greater self-constraint over our own (bodily) behaviors became so 
embedded that a time in which they were not present ceased to be commonly 
imaginable.  

“That it is embarrassing for us to speak or even hear of much that Erasmus 
discusses is one of the symptoms of this civilising process. The greater or 
lesser discomfort we feel towards people who discuss or mention their 
bodily functions more openly, who conceal and restrain these functions less 
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than we do, is one of the dominant feelings expressed in the judgement 
‘barbaric’ or ‘uncivilised’” (2000: 51).  

This is a process in which we are eternally and inevitably engaged, and 
everything we attribute to it now; technological advances here in particular, 
play into the sensibilities of everyday life. For Elias, the ‘social constraint 
towards self-constraint’ emerges from a complex and unintentional series of 
changes in the ways people are governed and necessarily interact with one 
another. Elias notes that in early medieval periods, while the production of 
etiquette guides was still occurring, the control people exercised over their 
bodily and emotional outward behaviour was significantly less. Over time 
and as power moved away from an ageing ‘elite warrior class’ the 
aristocratic and royal ‘courtiers’ emerged as the centre of government. Then, 
as today, the ‘courts’ required a great degree of interactional self-regulation if 
one was to win favour with kings, queens or their representatives, equally 
ensuring that others weren’t surpassing you in favour. An emergent ‘code of 
conduct’ constituted how one ought to behave and how people presented 
themselves took on greater meaning. These emergent relational forms then, 
slowly and unintentionally, led to the production of generalised constraints 
on individual action as they spread throughout society in efforts of what 
Bourdieu (1979) might call ‘distinction’, as well as functioning to facilitate 
everyday life in the new social and environmental conditions people found 
themselves. These mannerisms moved beyond the court as they were taken 
up by the middle-classes to appear more refined (Inglis, 2012; Elias, 2000).  

At the same time society began the gradual move towards what Durkheim 
described as ‘organic solidarity’, in its market driven form. Its shape changed 
from sparse to dense, urban to rural, generalised to specific, and from 
independent social units to ever greater fragmentation and interdependency. 
As many other theorists have pointed out (see also Giddens, 1990; 1991), 
structures like schools, work, and governing bodies were dis-embedded from 
the home and local rural communities and scattered across different 
institutions who became ever more differentiated. For both Elias and 
Giddens, this process necessitates behavioural adaptions to facilitate the 
maintenance of individual’s ontological security and the collective social 
order. Standardised forms of behaviour emerged through which interaction 



 - 124 - 

with the ‘stranger’ could be facilitated (Inglis, 2012). Interaction with 
strangers became a necessary feature of ever more interdependent everyday 
life (especially in emerging urban centres) where behavioural etiquette was 
essential to the social order.  

Elias further argued that these changes in the social structures and relational 
conditions had profound impacts on the human psyche. The policing of this 
‘habitus’, in a way not dissimilar to the Bourdieusian usage, was through the 
functioning of a ‘generalised other’ (see Mead, 2015[1934]), the imagination 
of how ‘society’ interpreted the self, and the shame and embarrassment of 
transgressing expectations. Erving Goffman developed these themes at a 
more micro-sociological level later over the course of his career. Goffman 
(1956) has turned his analytic gaze to these behavioural standards or 
etiquette as they occur in everyday life, which were for the most part un-
noticed and taken for granted, and he revealed for us their significance in the 
maintenance of a sense of order. Goffman’s work provided a way of thinking 
about how people construct and perform the self, giving us metaphorical 
concepts such the ‘frontstage’, ‘backstage’ and the ‘interaction ritual’. I will 
turn to Goffman’s work later in the discussion of my findings as a  way of 
understanding aesthetic cybersecurity judgements and how people approach 
online interactions and its implications for security. Now returning to Elias, 
these ‘codes of conduct’ then demanded individual self-regulation, and are 
passively policed by the gaze of others. Transgressors of behavioural 
expectation risk feeling or indeed being actively shamed for their actions. 
Over time social shame and embarrassment becomes more sub-conscious 
than conscious behaviours are embedded in practices of socialisation and 
everyday interaction. The original foundations of the process of ‘civilisation’ 
are then forgotten. Elias explains this disappearance of conscious effort of 
self-control through the process of socialisation as follows; 

 ‘the more complex and stable control of conduct is increasingly instilled in 
his or her early years as an automatism, a self-compulsion that he or she 
cannot resist if he or she consciously wishes to. The web of action grows so 
great and extensive, the effort required to behave correctly within it so great, 
that beside the individual’s self-control and automatic, blindly functioning 
apparatus of self-control is firmly established’  

(Elias, 2000: 367) 
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The social structural and relational characteristics of society produce 
conditions within which people live out their everyday lives, and these are 
transmitted through the generational medium of socialisation. Sensibilities as 
the object of focus on the one hand offers a concept of analysis which helps 
explain the particular ways in which the behaviours and understandings of 
particular actors come to be accepted. Similarly, those sensibilities in 
question - the cultural resources out in the world from which people draw to 
make sense of and learn to feel about the things they encounter – have roots 
in these wider sociological conditions with which Elias made important 
connects. In the same way Garland and Spierenburg have suggested these 
changes shed light on the changing nature of punishment. Changing 
sensibilities acted as a driver for change in penal practice, or at least its public 
display. As violence and suffering became increasingly distasteful to the 
populations, it was hidden behind the walls of the prison. There are two 
important elements to draw from this; the relational conditions and social 
arrangements around which crime occurs may help explain the public 
sensibility. However, equally, public sensibility may help explain particular 
drives and transformations in criminal justice and security.  

There may be scope to extend the civilising process to help make connections 
between contemporary urban social change, urban crime prevention and 
changing cultural sensibilities. Vitale (2010) provides an account of the Safer 
Communities Initiative in Skid Row. Its purpose was to reduce crime in the 
area by increasing law enforcement activity and clamping down on 
perceived serious local crime problems as drug sales. Largely influenced by 
the ‘Broken Windows’ and zero tolerance legacy, it functioned to ‘sweep(ing) 
the streets’ of visible crime and disorder. Vitale suggest that despite 
inconsistent evidence of success in crime reduction and visible aesthetic 
improvements in the area it was largely deemed a success. However, Vitale 
disagrees, suggesting that this crime reduction and prevention operation was 
instead a forcible removal of poor, homeless and otherwise disadvantaged 
people from Skid Row, to enable and support the gentrification of the area 
(2010:868).  
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In Eliasian terms, this kind of crime prevention could be understood as a 
form of social sanitisation of signs and behaviours that are increasingly 
socially unacceptable and offensive to middle and upper-class sensibility. 
Similarly, sensibilities towards crime, what is desirable and undesirable to 
‘see’ in public, are increasingly designed into both the urban environment 
itself and technologies that are employed to produce and enforce the desired 
aesthetic order. In 2014, ‘hostile architecture’ drew attention to itself with the 
addition of ‘anti-homeless spikes’ to the London metropolitan area to deter 
rough sleeping. Petty (2016)  argues that while it prompted intense public 
debate indicating some resistance to patterns of securitisation and neoliberal 
crime prevention, this outcry may equally signal  a public ‘distaste’ for both 
homelessness and tools deployed to regulating it. Loader et al. (2015) found 
in their study of security vendors and consumers that there were limits to the 
extent to which people could support or buy into particular security 
technologies. Both CCTV and gated communities were a source of 
contention. They found people’s resistance was related to their 
understandings or particular places like the home and how it ‘ought’ to look. 
The visual impact of CCTV or gated walls would detract both from the 
aesthetic qualities of ‘home’, and signal something negative about the nature 
and direction of social order. The changing patterns of urban social 
organisation then prompt changes in crime prevention strategies that seek to 
hide the semiotics of crime and disorder from view, but equally need to be 
invisible in themselves. We can make sense of these drives in the context of 
sensibilities towards crime, security, and identity. 

Online life is necessarily subject to similar civilising. Douelhi (2011) argues in 
Digital Cultures that the mass adoption of the Internet signals a new 
‘civilising process’. Using Elias’ ideas he examines various materialities and 
social practices that the internet enables, to make sense of emergent social 
and cultural norms governing their use. The internet’s arrangement of ‘the 
social’ necessitates the development of ‘ettiquette’, for Douelhi represented 
by ‘nettiquette’, (2011:2), to facilitate online interaction, group membership, 
and central to the neoliberal internet; economic relations. Douelhi situates 
these ‘norms’ in their historical context, which has hugely influenced the 
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design of the internet’s components (for example, Douelhi identifies ways in 
which early websites were design to mimic the page) and the lexicon we use 
to describe it.  We can apply these ideas around social acceptability and 
constraint directly to both online communities and the technologies we use 
for security. To take one illustrative example, the emergence of user 
generated NSFW [not safe for work] and SFW [safe for work] categories of 
content in communities like Reddit is indicative of the importance of 
constraining online behaviours to fall in line with what is socially acceptable. 
Content then is labelled accordingly so that viewers or readers are able to 
regulate their online activity themselves depending on their physical 
location. This represents an interweaving of the sensibilities in technological 
environments with proximate social orders, a techno-social response to 
demands of the civilising process.  

The theoretical position can be further extended to cybercrime prevention 
strategies. As a form of ‘civilising offensive’ (Powell, 2007) , the cybersecurity 
assemblage installs digitally acceptable and unacceptable behaviours in an 
emergent network society. The concept ‘civilising offensive’ was developed 
to account for ‘deliberate attempts’ to assimilate ‘outsiders’ into a civilised 
domain (Powell, 2007:8; Van Krieken, 1993). Powell illustrates various ways 
through education and sanction that Gypsy Travellers were ‘civilised’ by the 
state. In the case of cybercrime prevention, the state, private and public 
sectors are subject to a civilising offensive that aims to fundamentally recast 
the cultural assumptions and social practices people deploy in their everyday 
online lives. The transformation of the social relational contexts in which we 
live necessitates the adaptation and inculcation of sensibilities that function 
to sustain society’s direction of travel. A key feature, and indeed priority, is 
the security necessary to maintain to stability of a digital economic and social 
world. Equally, those security-oriented values serve to reshape the 
technology we engage in, in its aesthetic and functionality. This collection of 
ideas then may serve useful for making sense of the things people say in the 
interviews and focus group discussions, as well in making connections 
between those ideas and the wider social context from which they emerge.  
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Here I have set out the object of analysis, sensibilities, and the ways in which 
changes in the social fabric may both facilitate and be explained by them. I 
will now explore a framework for examining one category of behaviours 
which is intimately intertwined with sensibility (Loader et al., 2015; Girling 
et al., 2000). This framework will guide the exploration of the question: how 
do people respond to cybercrime in their everyday lives? This has as its 
object the ways in which ‘security projects’ play out in everyday life. Security 
responses are informed and shaped by public sensibilities towards crime, 
and are difficult to untangle from one another – ‘everyday security’ provides 
an ideal lens through which to make sense of and locate cybersecurity in 
everyday realities. 

 

4.5 TOWARDS AN ‘EVERYDAY CYBERSECURITY’ PERSPECTIVE 

In this section I will outline ‘everyday security’. I will roughly outline the 
‘everyday security’ perspective; its aims and purpose.  I argue that this 
perspective is a valuable and necessary lens for the criminological and 
sociological study of cybersecurity. It functions to direct attention away from 
the macro-governmental processes of cybersecurity, and towards the lived 
reality in which these techniques of governing play out. Security is subject to 
various influences, pressures and needs which all play into its assembled 
functionality (Stevens, 2015; Wall, 2007). As Valverde (2011) highlights, the 
spatial, temporal or jurisdictional logics of simultaneous security projects, 
may coalesce or conflict. The ‘everyday security’ perspective directs our 
attention to the social relational contexts in which actors go about the work, 
directly or indirectly, of making themselves safe on the internet, and in doing 
so exposes the ways in which cybersecurity goals are pursued, modified, 
suspended or resisted. It illuminates the how people’s everyday lives are the 
battlegrounds where conflicts between macro-security projects, and indeed 
ideological clashes between privacy, convenience consumption and security 
play out.  

‘Everyday Security’, emerging from a critical security studies literature and 
calls made by Marianna Valverde, interrogates the most basic assumptions of 
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security (Hutchinson and Crawford, 2015). It would be unrealistic to provide 
a detailed discussion of that literature here, however it is sufficient to point 
to a number of accounts which contextualise this approach. Jones (2013) sets 
out a number of perspectives on security. One suggests there is an opposition 
between security and freedoms, where one is increased at the expensive of 
another, and their balance is a value-based negotiation. He points to others 
(Loader and Walker, 2007) who suggest it is more complex. Lucia Zedner 
(2008) provides a comprehensive discussion of ‘security’, and the various 
forms it may take: goal, process, ideal, feeling, state. Valverde (2011) suggests 
that an underlying fault with each of these perspectives is that they rest on 
the assumption that security is real, which she rejects.  

The position I take here follows Crawford and Hutchinson (2015), who 
suggest that questions of what security ‘is or is not’ are important, but 
distracting. They argue that attention ought to be redirected to what it means 
to experience ‘doing’ or ‘to be subjected to’ security. Girling et al. (2000) have 
to some extent already begun this task, and provide a chapter dedicated the 
minutiae of security related perceptions and decisions that are in some way 
motivated or incited by crime in and beyond Macclesfield. They illustrate 
these decisions  intimate connection with both the spatiality and temporality 
of that particular place and its relation to other places (and times) ; ‘where it 
was and where it’s going’ (2001; Girling et al., 2000). Similarly, Loader et al. 
(2015) have explored the interplay between the market drive for security and 
the conflicts and sensibilities that lead to adoption, opposition and active 
resistance. The distinctiveness and value of Crawford and Hutchinson’s 
proposal lies in the systematic framework they craft which offers three core 
areas of everyday security that can be examined; the spatial, the temporal 
and the effective. In addition to prompting questions about the taken for 
granted dimensions of cybersecurity practice, it considers cybersecurity 
along the phenomenological planes of the everyday; time, space and 
emotion. I argue that this is essential to understanding the way people go 
about the business of cybersecurity, and is one which has been, for the most 
part, neglected in the social sciences.  
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‘Everyday security’ as outlined by Crawford and Hutchinson (2015) argues 
for a refocusing of the study of security away from policy, agencies and 
programmes at a macro-level and towards the micro-level social 
environments in which ‘security projects’ are intended to play out. The aim is 
to unpack “how ‘security projects’ and measures are experienced by different 
individuals and groups, and the allied issues of how people seek to govern 
their own security through sundry, mundane, and quotidian routines and 
practices” (Crawford and Hutchinson, 2016: 1198). Drawing on the sociology 
of everyday life and the theorising of Marianna Valverde (2010), they argue 
that everyday contexts - that of the university, the home or the city - are the 
spaces in which formal security projects are negotiated by individuals. It is at 
this level of analysis that operational practices, compromises, contradictions, 
tensions, and modes of resistance are revealed to the analyst. What this 
perspective adds to the existing cybersecurity literature is an appreciation for 
sociological dimensions of the way people do security, challenging the 
hegemony of the rational choice assumptions upon which much 
cybersecurity policy is based. Security in everyday life is subject to a 
comprehensive distillation by the individuals ‘subjective’ logics. Like the 
‘rationality’ of ‘fear of crime’ question, thinking of cybersecurity practices in 
the context of the everyday reveals the redundancy of the rationality 
question. Simply, people have well-reasoned motivations for doing things 
which may or may not diverge with policy makers prescriptive priorities and 
values. 

Before directing the analytical gaze towards to routine and mundane 
elements of people’s everyday ‘cybersecurity’ practice and the methods 
deployed to explore them, it is necessary first to situate them within a wider 
purview of cybersecurity production. Stevens (2015) argues that 
cybersecurity is often thought about in terms of its technical materiality, or 
the technical and official organisations whom make up the key nodes across 
a network of internet security governance. However, he suggests it is more 
helpful to think about cybersecurity as an ‘assemblage’; a multiplicity of 
entities, united by a purpose and working towards a particular end (Nail, 
2017). Nail argues that because assemblages are defined by external relations, 
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they are never ‘fixed’ or ‘complete’ - they are fluid and adaptable, coping 
with additions and subtractions of parts as external relations change. It is for 
this reason Stevens (2016) suggests that cybersecurity is best understood as 
an assemblage, a vast and wide network of ‘actants’ who contribute to its 
final sum. The internet’s ’connectedness’ means that it is inevitable and 
necessary that everyone falls into that assemblage, as security is produced 
across the network where each and every connection represents a strength or 
a weakness. One can carve out a particular assemblage for study, for 
example the ‘order maintenance assemblage’ (Wall, 2007). However, it must 
be remembered that any assemblage defined by an author is a function of the 
analyst’s requirements, level of analysis, and imagination. It will in some 
way be a fragmented and incomplete view (Schuilenburg, 2015).  

Defining down an assemblage is a necessary part of its analysis, especially 
for something like the production of cybersecurity, where its scope is so 
nebulous and contributor list so vast and disparate that a partial view is the 
best one can hope for. Therefore, within the overall ‘mega’ assemblage (or 
society) that contributes to security, there are many smaller, more specific 
assemblages that play a role (such as forensic investigation, the 
imprisonment of offenders, or sales clerks who sell Norton to PC buyers). 
They will however do so for varying reasons, which often will conflict which 
other agendas. The examination of the ‘everyday cybersecurity’ then brings 
to light the inter-subjectivity of individual cybersecurity production on the 
one hand, and how that aligns with the larger cybersecurity assemblage of 
which it is a part.  

Thinking about cybersecurity as an assemblage also allows the inclusion of 
both ‘virtual’ or ‘cyber-dependent practices’ and physical or geo-spatial 
practices that are conducted with cybersecurity in mind without much 
conceptual difficulty. This helps to fill a gap in the study of cybersecurity. 
Social contexts are increasingly of interest to Human Computer Interaction 
researchers and developers of ‘usable security’, but there is little attention 
paid to the social and cultural relations and contexts in which cybersecurity 
is done, striven for or contested.  I aim to shed light on this process, and how 
such a perspective might feed into an ‘everyday cybersecurity’ rather than 
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one that is merely ‘usable’, as usability doesn’t necessarily translate into 
used, nor does it engage with to social organisational features or cultural 
values and beliefs that I will argue are an essential part of everyday 
cybersecurity projects. Usable and human centred security tends to focus on 
the relations between individuals and technology, or individuals’ thoughts 
and perceptions about the actors with whom they engage electronically, and 
this is certainly a key part. However, of equal importance are the social 
structural conditions, cultural ways of thinking and feeling, and the historical 
contexts of those actions, which Elias has illustrated for us, have 
consequences for how people act in everyday life. 

 

4.6 CONCLUDING REMARKS  

This chapter has set out to cover a broad range of theoretical ground that 
addresses both macro and micro levels of public sensibilities and practices. 
First, I have described the predominant perspective on public sentiment 
towards cybercrime, the ‘culture of fear’, and raised issue with limited 
empirical research conducted on public perception of cybercrime, qualitative 
studies in particular. I have attempted to extend the reach of the ‘culture of 
fear’ narrative by examining the governance of cybersecurity with a 
Foucauldian lens and illustrated the mentalities and techniques of 
government founded on risk and responsibility that are deployed in an effort 
to conduct the populations online conduct. I have highlighted the degree to 
which it is based on altering the population to be more risk averse, and to 
imbue online life with a sense of cybercrime risk and normalising 
cybersecurity behaviours. Thereafter, I have discussed the ‘meso’ and ‘micro’ 
level concepts and frameworks that I will use in the following chapters to 
make sense the data I generate with different groups of people. I take 
sensibilities, the complex entanglement of ways of thinking and feeling about 
the world, towards crime online as an object of analysis. I then set out 
‘everyday security’, which I will deploy in the context of cybersecurity 
behaviours they articulate to delve deeper into macro-level security projects 
and explore the ways in which people live and negotiate with, enact, or resist 
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the cyber-securitisation of everyday life. In the following, I now turn the 
research methods and analytic strategy I have utilised to explore these 
phenomena, and how I make sense of participants’ responses. 
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Chapter 5 

Methods and Analytic Strategy 

 

5.1 INTRODUCTION  

In the following, I will set out the strategic and methodological choices I have 
made in conducting the qualitative, interpretative and exploratory project 
this thesis represents. Silverman (2015) suggests that any empirical study 
involving qualitative research should clearly explain and discuss its 
methodology including a number of core elements, such as its theoretical 
underpinnings, the ‘contingent’ nature of the data, its ‘non-randomness’ and 
the reasons the research followed a given path. The function of this chapter is 
to do just that. Here, I try to set out in as much practical detail as possible the 
reasons things were done or not done. Among the various aims of this 
chapter is to explain to the reader the challenges I encountered and the 
decisions I made in response. 

In the previous chapters I have provided an overview of the research 
literature on both cybercrime and fear of crime which led me to identify 
empirical, conceptual and methodological gaps in the study of public 
perceptions of cybercrime. In Chapter 4, I identified a number of theoretical 
resources which prove useful for making sense of the macro and micro 
contexts and processes within which the findings of the project can be 
understood. The methods of inquiry that I chose to adopt rest on the premise 
that people’s feelings about crime, including cybercrime, are complex and 
multi-faceted. They may arise from the need to cope with problems in the 
here and now; but they also involve wider judgements about social change 
and social relations. They include concerns about the future and worries 
about belonging and identity (Girling et al., 2000; Sparks, et al., 2001).  From 
the review of the literature, an overarching research question was developed 
that attempts to capture within it the gaps previously identified, namely: 
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ORQ. In a Scottish city today, what is the nature of people’s understanding 
of, feelings towards and responses to the problem of cybercrime and 
cybersecurity?  

The question can be subdivided into subsidiary research questions around 
which the subsequent findings chapters are organised: 

RQ 1. How do people make sense of and feel about cybercrime in their 
everyday lives, and how is this manifest in their talk?  

RQ 2. How do people go about managing the threat of cybercrime 
victimisation in their everyday lives if they do so, and if they do not, what 
does that suggest? 

The methodological approach was also adopted for its topic-specific novelty, 
namely the generation of data about public sensibilities towards cybercrime. 
As Murray Lee (2011), Farrall (et al., 2009), and Hope and Sparks (2000) point 
out: the majority of studies of ‘fear of crime’ - despite a later turn to 
qualitative methods in the 1990s and 2000s - are about the measurement of its 
prevalence and frequency across age, gender, class and community. This is a 
function of its conceptualisation and instrumentality.  

For this project, the survey method offered little in the way of exploratory 
potential. It should now be clear that crime and the way people think about it 
is not captured well with predetermined closed questions. Cybercrime, while 
ultimately just another kind of crime, has yet to be researched from this 
perspective. While it necessarily has a ‘place’, it doesn’t have one in the same 
way graffiti, an assault or a robbery does. Equally, it has an offender, but that 
offender is somehow different and distant. That proximity and tangibility 
have been so concretely connected to people’s feeling about crime, I decided 
it was necessary to use qualitative methods in this study to allow me to 
explore these avenues in detail.   

This should not be interpreted as a dismissal of quantitative methods. While 
‘fear of crime’ measures have indeed been adopted and tried in the cyber-
milieu (Szde, 2014; Henson, et al., 2013), the failure of detection may not 
reflect a lack of ‘fear of cybercrime’. It seems more likely that the extant 
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conceptual apparatus of ‘fear’, its semantic and relational characteristics, are 
ill-suited to address the phenomenon in question, which diverges 
phenomenologically from its conventional counterpart. As was pointed out 
by Kinsey and Anderson (1992), ‘fear’ may grossly distort the actuality of 
feelings or experiences individuals and groups have about particular 
phenomena, and being asked about fear may provoke defensiveness if 
interpreted as a judgement of character or ‘vulnerability’ (Pain, 2000). It may 
also point to a lack of understanding of what constitutes ‘fear’, what 
experiences it might entail, and the feelings individuals and different groups 
have about it. A quantitative study would be insufficiently able to generate 
the data required to explore that problem, especially if there is any 
uncovering to be done or pathways to understanding to be developed.  

The previous chapter discussed ‘sensibilities’, its conceptual qualities and the 
way I intend to use it analytically here. In this chapter I will begin by setting 
out the methods of data generation I used to capture those sensibilities that 
inhabit and give meaning to individual understandings of cybercrime. 
Following that will be an overview of the project in general; with whom, 
when, where and why. In that section I will outline what is distinctive and 
interesting about each group of people I interviewed and their relevance to 
this project, the details of how they were recruited, the trials and tribulations 
I encountered in trying to do so, and how I managed them. It will also 
contain some reflections on how the research adapted as it progressed. Here I 
will emphasize the value of a perpetual reflexivity in the fieldwork process, 
including beginning analysis early, and being mindful of one’s identity as a 
researcher, as well as being adaptive during the research process. The final 
substantive section will provide a discussion of how I approached and 
analysed the data. In this section I will go into detail about the interrogative 
and analytic practices I employed to make sense of the dataset; the processes 
of coding and thematic development. In my concluding remarks I offer some 
critical and reflective points and outline a number of limitations of the 
findings of the project. I conclude this chapter with some brief reflections on 
the method and project generally, and point towards other necessary 
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avenues of study. Overall, the chapter sets out the scaffolding of the project 
and hopes to offer a satisfactory basis for the findings chapters that follow.   

 

5.2 FOCUS GROUPS AND INDIVIDUAL INTERVIEWS 

For this research project, focus groups represented an obvious tool that were 
doubly suited to the research questions. First, they supported the rapid 
generation of a diverse set of data and the development of early themes 
which were triangulated with semi-structured interviews that followed 
difficulties in recruitment. They offered a resonating chamber to test or 
clarify opinions, assumptions, and beliefs which in turn generated divergent 
or convergent perspectives and greater diversity in the dataset. Second, the 
focus group interview created a space that was guided primarily by the 
participants’ talk, interests and concerns with minimal intervention from the 
researcher. This opened up a flow of participant-led discussion, in the words 
of their own choosing, around particular topics of interest and importance. 
Individual interviews offered a tool with which individualised accounts of 
the internet, cybercrime and cybersecurity could be generated. Here, pre-
existing themes could be developed and interrogated further. They also 
provided the benefit of expanding the dataset in light of recruitment 
challenges and research constraints. I will briefly allude to those difficulties 
here, but will flesh them out further in a later section discussing fieldwork 
(see section 3.4).  

 

5.2.1 THE FOCUS GROUP/GROUP INTERVIEW 

Using focus groups has been a feature of social research for almost a century, 
although accounts of its initial uses vary (Morgan, 1993; Bogardus, 1926; 
Wilkinson, 1998; Merton and Kendall, 1946). It is only in the last couple of 
decades that it has found its footing as a methodological tool of the social 
sciences (Wilkinson, 1998; Morgan, 1993). Focus groups are commonly 
deployed in the political realm of polling, scoping policy reforms. Beyond 
politics, focus groups are also popular in marketing, evaluation, health, and 
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education research (for an extended list of a variety of uses see Morgan, 1997; 
1993). 

A number of questions need answering here. What is a ‘focus group’? And 
what differentiates it from a ‘group interview’, or from other methods 
involving groups in the generation of data? Taking the first question, a 
number of authors question the extent to which ‘focus group’ captures the 
method’s diverse and myriad uses across disciplines. And what, if any, 
difference is there between a ‘focus group’ and ‘group interview’? For some, 
‘focus group’ evokes a very particular kind of interactional data generation 
technique with a host of stimuli, vignettes and interactive apparatus for its 
conduct, as found for example in Paul Lazarsfeld and Robert Merton’s early 
work (Merton, 1987; Merton and Kendall, 1946). They argue that the focus 
group is a tool for the investigation of ‘total situations’. The desire for greater 
specificity has produced numerous exclusion and inclusion criteria 
surrounding what it means to conduct or take part in a focus group. These 
criteria typically focus on the nature and degree to which the activity is 
structured.  

For others (see Morgan, 1997) and for the purpose of this project, there is a 
simpler approach to focus groups or ‘focused group interviews’ (Franz, 
2011). I have adopted Morgan’s definitional preference here, where focus 
groups or group interviews are, ‘a research technique that collects data 
through group interaction on a topic determined by the researcher’, and 
‘[t]he researcher provides the focus, whereas the data comes from the group 
interaction’ (Morgan, 1997: 6). Although Morgan (1997, 1996) is inconsistent 
in making the distinction between focus groups and group interviews, the 
method can be satisfactorily deployed in a way similar to a semi-structured 
interview to generate a large amount of data in a shorter period of time 
(Bryman, 2008; Pain et al., 2000). Invoking the term ‘group interview’, or 
perhaps deploying a more accurate term such as ‘focussed group interview’, 
would differ semantically from much of the literature and likely cause 
confusion, without effecting a great deal of difference. Therefore, I will use 
the use the terms ‘focus group’ and ‘group interview’ interchangeably 
hereafter to refer to the method outlined above. 
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In more practical terms Beck (et al., 1986: 73, cited in Wilkinson, 1998: 182) 
defines a focus group as ‘an informal discussion among selected individuals 
about selected topics’. There are many variations on the basic methodology, 
but the same general structure or format is usually adopted: a group of 
people are gathered together in the same room and directed by a moderator 
to discuss the topics of interest to the researcher.  

Wilkinson suggests that groups usually have between 6-8 people (1998). In 
this study the smallest group had 2 people and the largest group had 8. 
Second, Wilkinson suggests the groups, where not from a pre-existing 
community (for examples; police officers, social workers, policy makers), 
have a degree of homogeneity. In the present study, the shared characteristic 
of group members was whether participants were ‘university students’, 
‘parents of school-aged children’ or ‘older users’, an artificial group of people 
brought together for the research project. There are also example cases where 
homogeneity isn’t necessary. If the focus group is a method used in 
participant action research within an organisation, group membership might 
necessitate different categories of people both in and outside of object of 
study (managers, practitioners, service users, etc.). The crux of the focus 
group remains the same; the production of data through participants’ 
interactions with one another and the moderator (Franz, 2011; Bryman, 2008; 
Wilkinson, 1998; Morgan, 1997). This is primarily what distinguishes it from 
individual interviews, and it is a result of this quality that makes it useful 
and desirable in the analysis of sensibility or perception. 

Focus groups proved advantageous in this project for a number of reasons.  
They offered a useful and convenient way in which to generate a significant 
volume of data about sensibilities in a relatively short amount of time with 
multiple participants (Morgan, 1996). Both the substantive content of what 
people said as well as the content and context of ‘orations’ themselves are 
revealed for exploration and interpretation (Sassoon, 1995). It represents a 
situation composed of individuals in a social context drawing on the 
discourses available to them to talk about and make sense of the problems set 
to them by the interview guide. While the inter-subjectivity of the responses 
is interesting and useful to take into account, the study requires data on both 
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‘sensibilities’ and on accounts of routine practices people talk about doing in 
their everyday lives. As Morgan (1997) and Franz (2011) point out, there is 
often a neglect of focus on the intersubjective achievements of focus groups 
themselves. This study is not attempting to break that trend, although it is 
certainly taken into account. 

Focus groups were also chosen as a way of generating data that made central 
the concerns of the group, over the priorities of the researcher. As Lee (2007?) 
outlines the ‘fear of crime’ as we conceive of it is a product of the 
criminological imagination, produced by the very research seeking to 
uncover its nature. It has embedded within it the assumptions and pre-
conceptions of the researchers themselves about the ‘fears’ people ‘have’ 
towards crime and how they might be prompted to produce data about it (a 
practice interrogated by Holloway and Jefferson, 2000:7-10); questions about 
the walk home in the dark (Ferraro, 1995), the ‘unpredictable stranger’ 
(Lupton, 1999), and the ‘feelings’ prompted by the exercise in imagination. 
The lack of empirical sociological mapping of what matters to people in the 
‘cyber-milieu’ leaves the research space vulnerable to the reproduction of the 
‘fear of crime’ discourse if sufficient care is not taken. This was something I 
sought to control, account for and reflect on. The advantages of focus groups 
as set out by Wincup (2017), Bryman (2008) and Morgan (1997) specifically 
help address this concern. They allow a probing of people’s perceptions in 
their own words but equally to probe one another’s views concurrently, 
prompting further ideas and interrogating one another. Equally, their central 
focus, by nature beyond the direction of the moderator, is what people see as 
important and significant to them, or worth commenting on. 

Before moving on to a discussion of individual interviews, a comparative 
note is useful in setting out their utility as a method in concert with focused 
group interviews. Focus groups while providing an ‘all season method’ 
(Wilkinson, 1998), suffer from a number of disadvantages that can be 
usefully countered with supplementary individual interviews. First, focus 
groups inevitably decrease the control the interviewer has over the data 
generated. Second, the depth and nuance of the individuals accounts that can 
be generated is vastly reduced by the constraints of the group setting and 



 - 142 - 

time involved. Individual interviews allow points or specific details that 
emerge briefly to be probed and explored further. In saying that however, 
where less control over the focus group is sometimes presented as a 
disadvantage, in this case it proved useful by allowing the conversation to be 
guided by the participants and their concerns. In contrast the interviews had 
greater structure and put more pressure on interviewees to answer specific 
questions, but also allowed individual’s experiences and the meaning they 
give to these to be discussed and elaborated at length. As Morgan notes, ‘[a] 
90-minute focus group discussion among 8-10 participants will, of necessity, 
generate roughly a tenth of the information that each participant would 
provide in an equivalently long individual interview’ (Morgan, 1998:11) 

Morgan raises an important question that needs addressing before moving 
on: do focus groups and individual interviews produce ‘similar data’? This 
question has been the subject of more speculation than systematic research 
(1998; 1997). A critical observation here is that people may act or speak 
differently in different social contexts. For example, in Pain’s (et al., 2000) 
audit of ‘fear of crime’ in North Tyneside, they found that focus groups 
weren’t uniformly successful. In focus groups with Asian men, equal 
participation was limited due to the culturally embedded social hierarchies 
present within the group members’ communities. Morgan (1997:12) identifies 
Wight’s (1994) study as a contextually different but relevant example. In a 
study of the way young men talk about their relations with women, he 
observed differences between how participants talked to one another within 
a group, as opposed to the language they used during individual interviews. 
In groups the performance of machismo was central, whereas in interviews 
this wasn’t a significant feature. While this project didn’t necessarily engage 
in any line of questioning comparable with that of Wight’s study, or with 
difficult-to-access voices as was the case with Pain’s research, the conduct 
and analysis of the focus groups and interviews required being mindful of 
the ways people spoke about particular topics, and to frequently ask the 
question, ‘is this a feature of perception and sensibility, or is it a feature of 
the situational conditions in which the data was generated, or both?’. My 
interpretations may vary from others, but that is an inevitable feature of 
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qualitative research, and one that I have attempted to balance here with 
transparency of method and clarity of intent and expression.  

The move to interviews as a second method of data collection was a product 
of necessity even more so than research strategy. As Hammersly and 
Atkinson point out (2007) those who get interviewed are limited to those 
who can and will take part. The recruitment of focus group participants has 
been documented as a key challenge (Morgan, 1997). This study was no 
exception. Identifying workable times and places for all participants 
concerned took time; waiting for responses from each participant, sending 
out amendments to facilitate the group, and waiting for further confirmation. 
This led to the loss of a number of prospective participants who dropped out 
before the focus group could take place. I can only hypothesize about their 
reasoning, especially in cases where communication ceased. As time 
pressures of the research increased, I became increasingly concerned that I 
would not be able to generate enough data with sufficient time for analysis 
and write up. A decision had to be made about the length of time I could 
wait, as well as the alternative modes of data collection I could turn to. 
Interviews provided a useful way to expand the dataset and optimising the 
time of participants willing to participate but who couldn’t attend group 
sessions for one reason or another.  

Qualitative interviewing is a well-established mode of data generation in 
criminology, deployed across the discipline and social science generally 
(Wincup, 2017; King and Wincup, 2007; Noaks and Wincup, 2004; Mason, 
2002; Holloway and Jefferson, 2000; Arksey and Knight, 1999; Kvale, 1996; 
Coffey and Atkinson, 1996; Rubin and Rubin, 1995). It can be used in tandem 
with other qualitative and quantitative methods, and be underpinned by a 
variety of theoretical assumptions, from neo-positivism to postmodern 
reconstructionism (Roulsten, 2013; Kvale, 1996; Denzin, 1988). The purposes 
of interviews can vary significantly, from the police investigatory interview 
to formal mass-interview in the case of a large social survey (Holstein and 
Gubrium, 1995). However, Mason (2003) suggests that all qualitative 
interviews tend to have some features in common. They involve dialogue 
between an interviewee and an interviewer, and tend to be more informal 
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than formal as in Burgess’ well known description of them as ‘conversations 
with a purpose’ (1984:102, cited in Mason, 2002:62). They also tend to have a 
focus on a particular topic or set of topics.  

Interviews and indeed focus groups also imply the value and importance of 
individuals’ accounts of their own experiences as valuable objects of 
knowledge produced situationally, and by their very nature emphasize 
‘depth, nuance, complexity and roundedness’ of data (Mason, 2003). This 
takes the inquiry beyond the standardised questions of social surveys and 
into the details of people’s experiences and meaning-making, a central goal 
of qualitative inquiry (Brickman, 2017). In a complimentary fashion, 
interviews allowed greater probing of individuals’ stories that in a focus 
group setting risk becoming submerged by the constraints of the discursive 
group activity. In the interviews participants were asked about the 
experiences and feelings towards using the internet, their feelings and 
experiences of cybercrime, and the strategies or methods they used to keep 
themselves safe and manage the risk of becoming a victim. The interviews 
then, in addition to expanding the sample also functioned as a second 
method through which focus group findings could be triangulated, offering 
some discursive corroboration or bringing out differences in the accounts 
people gave in focus groups and interviews. 

 

5.2.2 RESEARCH ETHICS: OVERVIEW AND PROCEDURES  

There is a voluminous literature dedicated to the metaphysical and practical 
demands of conducting research morally and responsibly, indeed every 
methodological textbook tends to include at least one chapter dedicated to 
the topic (for example Wincup, 2017; Silverman, 2013; Bryman, 2008, Wincup 
and King, 2006; see Homan (1991) for a classic introduction to ethics of social 
research). In this section I will briefly outline why research ethics is 
important, how social researchers can go about their work ethically, and 
finally describe the processes and procedures I engaged in to ensure this 
project was conducted ethically throughout its tenure. 
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The systematic attention now paid by university ethics committees to the 
implications of research practice and results is a relatively recent 
development. A number of highly questionable and harmful projects 
conducted in the last 50 years led to the development and mass adoption of a 
number of principles of ethical social research. ‘The Stanford Prison 
Experiment’ is perhaps the most famous example. Prof. Philip Zimbardo 
created a model prison at the university and populated it with students who 
took on the role of Guards and Inmates. The experiment continued for six 
days before its eventual discontinuation after a series of abuses by 
participants, and arguably Zimbardo himself, led to a complaint being made 
against him (Passer et al., 2008; Zimbardo et al., 1971). The experiment is now 
a classic example justifying the ethical review of studies’ methodologies and 
researcher conduct before and throughout the research process. A less well-
known example was conducted by the US Public Health Service. Starting in 
1932 in order to study the long-term effects of syphilis infection, the CDC 
knowingly left 399 black men with syphilis go untreated over time (CDC, 
2018). This continued despite the availability of penicillin which became the 
accepted cure in 1945. It wasn’t until 1968 that ethical concerns were raised 
by Perter Buxton (see the Centre for Disease Control website for a full 
account of the study participant outcomes). Silverman also highlights 
Humphrey’s (1970) ‘Tearoom Trade’ as a social scientific example which 
involved the covert surveillance and invasion of privacy of all his 
participants (2013:160). Ultimately these examples illustrate the potentially 
devastating consequences for participants if research is conducted with such 
disregard for their wellbeing and personal safety. These sorts of incidents 
serve only to harm those involved, furthering knowledge (and not always) 
without consideration of the potential costs and damage to people, families, 
and communities. Further, such practices delegitimise the work of research, 
and will inevitably make the work of future researchers all the more difficult.  

The emergence of ethics committees prompted by unethical ‘scientific’ 
endeavours are a source of much debate among social scientists, in particular 
among qualitative researchers (Silverman 2013; Wiles, 2013; see also Wincup, 
2017). These tend to adopt a medical and bureaucratic model to governance 
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(Wincup, 2017; Johnstone, 2005). Wincup highlights that these modes of 
research governance are in some ways ill-suited to exploratory social 
research endeavour due to their concern with pre-formulated research 
instruments. Equally, the bureaucratic nature of research ethics committees 
has been suggested to inhibit qualitative researchers who are necessarily 
engaged in adapting their approach as the themes and issues emerge from 
the research process (Wincup, 2017). In spite of the inevitable inconvenience 
of adding to the already extensive list of tasks necessitated by qualitative 
research, research ethics committees uphold research ethics frameworks and 
codes of practice to ensure that research proposals are reviewed and 
considered. It ensures that researchers have considered the political and 
personal interests and agendas bound up in their research, and that they are 
made explicit, as well as and protecting the interests of participants and in 
researchers alike. Mason (2002) is sceptical not because of these processes, 
but because she argues ethical research is necessarily an ongoing process and 
a reflexive practice that can be subsumed by the bureaucratised form of 
ethical practice. She proposes that researchers must ask themselves ongoing 
questions about the research purpose, interests at stake, commitments to 
privacy, confidentiality and anonymity, the use of data, interpretations, 
analysis, and generalisability (2002:201-202). Qualitative researchers in 
particular build trust with their participants, and therefore researchers need 
to ensure they can continue to maintain the commitments they’ve made to 
their participants.   

Codes of practice and research ethics frameworks represent attempts to 
systematically outline essential principles for doing research ethically. 
Enforced by universities, and various professional bodies (for example The 
British Society of Criminology, Economic and Social Research Council, The 
British Psychological Society), the frameworks embody core assumptions 
about how researchers ought to gain permission to do research with people, 
how they ought to conduct themselves in doing that research, how they 
ought to deal with the findings of that research and how to manage and store 
data generated responsibly. David Silverman highlights that while there is 
variation across departments, colleges, disciplines and institutions, a number 
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of core principles can be discerned; “voluntary participation and the right to 
withdraw, protection of research participants, assessment of potential 
benefits and risks to participants, obtaining informed consent, not doing 
harm” (Silverman, 2013: 161). These principles underpin the majority of 
social science research in the 21st Century, and this project is no exception.  

From the design to the analysis and write up this project was conducted with 
ethics in mind. At the design phase, I made use of Mason’s (2002:41-43) 
suggestion that researchers must ask themselves questions about the purpose 
of the research, the interest involved and the implications of the research for 
all parties concerned. It is inevitable that the student’s, supervisors’ and 
school’s interests are at play in a PhD project as while it is done, presumably, 
in most cases to generate novel knowledge, it is ultimately towards the 
personal gain of a degree or a completion. Equally, the participants (or 
people like the participants) may have a stake if the research could at some 
point come to impact them directly or indirectly. In this project, the former 
interests are important as there are no tangible impacts or uses for the 
participants beyond the opportunity to articulate their views. These interests 
are inevitable and need to be made explicit. In the design phase I identified 
no conflict of interests present in the research as the research is self-funded, 
nor was there any competing interests or negative implications amongst the 
individual groups interviewed, nor does the research have an inherent moral 
or political agenda. I have been upfront and reflective about my own 
interests, beliefs and values, and worked within the Edinburgh Law School 
ethics process.  

As my research involved ‘real human subjects’ I went through the Level 2 
Research ethics review procedure at the University of Edinburgh. The 
research ethics review necessitated I design and conduct the study to meet a 
number of criteria which are captured by Silverman’s outlines. In order to 
ensure I gained informed consent, the participants were provided with a 
‘participant information sheet’ (See Appendix B). This contained a brief 
outline of the study, what its purposes were, and what their participation 
entailed. It also reminded them of their right to withdraw at any time 
without providing a reason. In the case of focus groups it also included a 
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reminder of the confidentiality implications of group discussions, in that I 
could not guarantee the confidentiality of what they said beyond the room 
itself. At the beginning of each focus group I reminded the participants of 
this caveat and asked them to be mindful and respectful of the other group 
members’ confidentiality and not to discuss what people had said beyond 
the focus group itself. The study was designed and conducted to minimise 
the risk of harm to any participants and to the researcher.  

A key concern that was identified was the possibility of causing the 
participants to worry or experience further anxiety about cybercrime as a 
result of our discussions. In order to address this concern, I provided in the 
participant sheets a list of information about services, websites, and 
organisations who could offer advice about cybersecurity and who they 
could contact in the event they were victimised. I also conducted the focus 
group interviews and semi-structured interviews with the possibility of 
causing distress in mind. I asked the participants to only speak about things 
they were comfortable with, and that if at any point they wanted to stop we 
could. I tried to make clear that their welfare must come first and that the 
research does not take precedence. Luckily this never occurred, but in order 
to ensure a forward-looking approach to ethical conduct I provided the 
participants with both my contact details and those of an independent 
person at the school who they could contact if they wished. As the fieldwork 
developed, a number of opportunities emerged to conduct interviews with 
parents and older users in their own homes, however after discussions with 
my supervisory team it was felt that public spaces were more desirable. The 
interviews were conducted primarily at public libraries, local coffee shops 
and in pre-booked university rooms. I travelled to the most convenient 
location possible to minimise the impact on the research participants. This 
was particularly important for parents who often needed to be close to home 
or to be able to bring the children with them.    

The research was required to establish if any participants could be 
categorised as vulnerable. In the case of older users, as they were recruited 
from public library programmes that they were freely attending for the 
purpose of learning, it was decided that they were capable of informed 
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consent but this needed to be reviewed on a case by case basis. I was 
particularly cautious of causing older users concern, and therefore in the 
focus groups I had an experienced volunteer who regularly worked with the 
older users present. In the individual interviews, I went through the 
participant information and encouraged the participants to contact me with 
any questions or concerns they might have. The volunteer groups themselves 
also acted as support structures to assist the participants with any concerns 
or question they might have about computer use and security. Finally, it was 
necessary to take all measures to ensure the best possible confidentiality of 
participants at all times. In doing so I have provided all of the participants 
with pseudonyms, and excluded all identifiable data from use in the thesis 
and any future publications. In terms of storing the data, as it was decidedly 
low risk, it has been stored and backed up on encrypted USB drives and 
external hard drives. The computer on which the thesis was written is also 
encrypted, capable of being securely erased remotely in the event of a theft 
or burglary. These measures and assessments were submitted to the 
Edinburgh Law School Research Ethics Committee and granted approval. 
This submission occurred twice, first when the project was designed around 
focus groups and second when I sought to include informal discussions and 
interviews with practitioners and individual interviews with users to 
develop my dataset. The research was also reviewed and approved by an 
external ethics committee at a separate university before data collection 
could take place there. All participants were offered the opportunity to 
receive a summary report of the research after its completion.  

 

5.2.3 CONDUCTING FOCUS GROUPS AND INTERVIEWS 

All focus groups and interviews with lay users were conducted in person 
and moderated by the author. The focus groups were conducted either in 
closed spaces at the University of Edinburgh or in local libraries around the 
city of Edinburgh. The groups were all audio recorded using an Olympus 
DM-650 digital voice recorder which has a microphone array ideally suited 
to the recording of multiple voices. This proved highly valuable in the 
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transcription of the focus groups. A key challenge often highlighted 
(Bryman, 2008) is transcription. In one case, where the voice recorder failed 
to activate, I used the digital voice recorder app on an Apple iPhone 6s as a 
backup, and while the clarity of the audio recording was lessened it was 
sufficient to produce an accurate transcription. Although the iPhone 
presented a useful backup, it required careful thought. A number of services 
needed to be disabled in order to ensure the data wasn’t automatically 
uploaded to Apple’s iCloud cloud storage service to enhance the security of 
the data, whereby the researcher could be sure of its exact points of storage, 
and ensure it could be destroyed when necessary.  

Every interviewee was provided with a participant information sheet which 
also provided an independent point of contact for participants should they 
have any complaints or questions that they felt uncomfortable articulating to 
the researcher. Each participant was also asked to sign a consent form which 
reaffirmed their right to withdraw and informed them on how the data 
would be used and for how long.  At the beginning of each group I went 
through both the participant information sheet and the consent form with the 
participants to ensure every member of the group understood their role and 
could give informed consent to both taking part and the audio recording of 
the interview. It was at this point, in compliance with ethics guidelines, that I 
confirmed they were aware of their ability to withdraw at any time without 
explanation, and that if they did so their data would not be used in the thesis. 
At the end of each focus group participants were again reminded that they 
could withdraw from the research or contact me with any questions at any 
time. Participants were also provided with instructions on how to make a 
complaint about the research conduct to an independent person. In more 
practical terms the focus groups, in contrast to individual interviews 
required careful consideration of the extent to which the moderator would or 
could intervene in the discussion considering the value being placed on 
participants’ own ‘orations’ (Sassoon, 1995). For this reason, moderator 
interventions were limited to keeping the discussion within the parameters 
of the three key areas of the interview guide; the internet and everyday life, 
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sensibilities toward cybercrime, and strategies for managing cybercrime and 
security in everyday life.  

Before moving on it is worth considering researcher ‘identity’, which is far 
from a conceptual stranger to qualitative methodology. Numerous authors 
have recounted the importance of and challenges it can present (Cassell, 
2005; Järvinen, 2001). In this project the mere outline of the research and my 
identity as a ‘criminologist’ or criminological researcher acted as a signpost 
pointing people towards a set of preconceived expectations about who I was 
and what I was interested in. In its least invasive form, when approaching 
people in the parent and older groups, it meant people may possibly have 
assumed they would have nothing of value to tell me because they ‘didn’t 
know anything about cybercrime’. To a certain extent, this may also have 
compromised the ‘naturalness’ of the discussion if that was something 
intended to be preserved (Hammersly and Atkinson, 2007). In future 
research I would think more carefully about disclosing my disciplinary 
identity as a ‘criminologist’, or at the very least include in the brief an 
explanatory note as to what such a disciplinary role entails. On the other 
hand, to withhold the information that I was a researcher interested in 
cybercrime would potentially compromise any real ‘informed consent’. The 
participant would know neither who they were speaking to or what its 
purpose really was. Ultimately it is necessary to acknowledge the implication 
of producing this data as a criminologist, with a particular set of interests. 
This is acknowledged as an inherent limitation, and towards which I have 
attempted to be mindful and sensitive by providing the interviewees as open 
a space as possible in which to articulate and discuss their views. 

Relatedly, the participant information sheet also played a role in framing the 
research in ways I hadn’t anticipated. After the initial pilot groups in which I 
had told participants I was interested in ‘fear of crime’, it became clear that 
this was a point of contention which led me to the finding that participants 
were unhappy with the term. This perhaps would not have been so strongly 
articulated had I softened my opening brief as criminologist interested in 
‘fear of crime online’. Nevertheless, I adapted my project information sheet 
to exclude it, and removed any mention of fear or anxiety from my opening 
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brief about the research, as well as including a statement in later group 
discussions and interviews. This further suggests something about what it 
means to interview members of the public as ‘a criminologist’, and the force 
the term has in evoking particular imaginaries in participants and shaping 
their responses. Unfortunately, much of the discussion related to this took 
place outside of the formal interview setting and so no recorded data is 
available. In this brief note, I want to draw on my own reflections as well as 
some of the methodological literature addressing the problem generally and 
in the spirit of Holstein and Gubrium (1997) and Mason (2003) want to 
highlight another way in which a criminologist in particular is ‘active’ in the 
generation of their data.  

Cassell (2005:170-171) argues the research interview is an event in which the 
identity of the interviewer and interviewee is actively produced through co-
constructive interview work. However, the process of identity construction 
can also be argued to begin before the interview takes place. From the 
moment a participant is approached with an invitation to participate, the 
process of constructing the ‘interviewer’ begins. From this process questions 
or assumptions emerge (not necessarily consciously) about what a researcher 
might be interested in, what they want to ask and what they might want to 
hear. Cassell (2015:172) describes the process of constructing her identity as 
an ‘evaluator’ as one that made her and her participants more comfortable, 
and also as one which did work for her by pre-framing the appropriate ways 
people could interact with her. In the case of this project, by asserting my role 
as ‘criminologist’, participants seemed to be led to imagine an expert of a 
particular kind, in this case as someone who knew about ‘hackers and 
viruses’, as an ‘expert’ in ‘cyber security’ and generally take on the identity 
baggage criminology has accrued in years of fictional representations 
(Netflix’ show Mindhunters (2017) provides a useful example where 
criminology is mobilised for entertainment in a way which blurs or distorts 
the reality of criminological work). In contrast to the utility Cassell found, in 
my own interviews it was necessary to do some backtracking in order to 
reset the tone of the conversation and put participants at ease. As Kvale 
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(2006) points out, interviewing – whether individual or group – inevitably 
involves power relations that need to be managed.  

Another example of this in the fieldwork was with one of the computer clubs 
at the early stages of recruitment. After assisting a number of people in the 
group after the data collection activity had taken place, I developed a sincere 
interest in the community. The positive and valuable work these groups 
were doing for their members became increasingly evident and I was eager 
to get involved. I began volunteering weekly and aided various members of 
the club on a regular basis. However, my identity as a criminologist with an 
interest in ‘cybersecurity’ and ‘cybercrime’, and the club organisers’ 
awareness of my familiarity with the club’s events and practices was proving 
troubling. Initially, the ways in which the  people I encountered imagined 
what ‘criminology’ was, and in this case also how they imagined what 
‘cybersecurity’ was, created tension. I sensed that in one case, the club 
organiser, while not explicitly stating it, was concerned about what I thought 
of the club’s information management systems and felt the need to state 
possible improvements to the procedures in place. In this case the perceived 
identity of ‘evaluator’ was discomforting to the people I engaged with and 
created misperceptions of my position. This required a renegotiation of my 
role/identity from researcher to volunteer, to which I personally had 
transitioned.   

The development of the focus group schedule was informed by the findings 
of the academic literature on ‘fear of crime’, but also by the theoretical 
literature covered earlier in this and the previous chapter. First, while much 
public cybersecurity policy and theorising of cybercrime-related sentiment 
happens at the rather abstract macro-level, the ways in which it plays out in 
the lives of people is a very different one, grounded in the social and cultural 
experience of living in a world featuring ‘cybercrime’ and ‘cybersecurity’. 
While it was tempting to develop questions adapted from crime surveys that 
measure fear, worry or anxiety, it was instead decided to move towards a 
less structured approach ideally suited for exploratory research endeavours 
(Bryman, 2008; Morgan, 1997). There were two main areas of interest then 
that needed to be covered and that if well moderated would ensure a degree 
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of comparability across the groups and interviews: public ‘sensibilities 
towards cybercrime and the internet’; and the strategies people employed to 
manage them in their everyday lives. Bryman (2008), Mason (2003), and 
Morgan (1995) all point out the necessity of a flow across the interview 
questions, their tangibility and clarity to participants in order to generate 
useful data. The focus groups were then split up into three main parts; 

1.The Internet and Everyday Life  

2. Understandings, perceptions, feelings and experiences of 
cybercrime  

3. Strategies people employ to manage cybercrime and cybersecurity  

The first section on the internet and everyday life served two purposes. First, 
a focus group situation, no matter the people who contribute, is artificial and 
can be jarring to those taking part. It was necessary and useful to begin the 
discussions with relatively open and simple questions that got individuals 
talking and comfortable speaking to the group. I prompted participants to 
discuss what kinds of things they used the internet for each day, how they 
felt about it and any experiences they had that they wanted to share. This 
was a relatively easy for the student and parent groups, but proved slightly 
more difficult for the older user group. The second function this initial 
discussion fulfilled was to contextualise the following discussion of 
cybercrime and cybersecurity in individuals’ everyday lives. It brought 
examples to mind of everyday uses but equally gave me as an interviewer 
pieces of information around which I could frame prompts about feelings or 
security practices. The second section asked participants what they thought 
about cybercrime, what kinds of things came to mind, where they learned or 
heard about it, any experiences they had, and how they felt about it. The final 
section then probed the ways in which people went about keeping 
themselves safe. This proved a difficult question, as many things people do 
in the interest of security - as Girling, Loader and Sparks (2001) have pointed 
out - can be a function of the ‘practical consciousness’ (Giddens, 1991) rather 
than being cognitively strategized. It proved useful then, drawing on Girling, 
Loader and Sparks’ (2000) study of Crime and Social Order in Middle England, 
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and the methods literature (Mason, 2003), to frame these questions by asking 
for examples of how people keep themselves safe, the kinds of things they 
might look out for, what puts them at ease, the kinds of things they do and or 
avoid doing.  

All group discussions focus on these ideas, but had to be adapted slightly in 
order to fit the specificity of each group and draw out the different elements 
of sensibilities that were distinct about them. For students this was quite 
general, where questions about feelings and experiences centred around the 
examples of internet use, and cybercrime experiences they re-constructed. In 
the case of parents, in addition to the regular line of questioning about 
personal practices, I also probed their practices in relation to the security of 
their children, and their perceptions of their children’s safety. For older 
users, after the initial group I took a less structured approach again, 
focussing on their experiences of using the internet generally, the things they 
knew and the feelings they recounted about cybercrime and probed any 
examples they gave. Overall the situational emphasis allowed the 
exploration of the social processes of cybersecurity in everyday life and their 
practical and cultural dimensions. At the end of each focus group I asked the 
participants if they had any feelings on particular parts of our discussion, 
what they thought was most important, or resonated most with them in 
order to direct my analysis in the right direction and qualify the points I 
thought were of most interest and importance. These served as useful points 
of reference for the semi-structured interviews, which, as mentioned 
previously, allowed a more detailed probing of the accounts and experiences 
of cybercrime and cybersecurity that participants volunteered.  

Interviews with lay users were conducted either in bookable rooms within 
the University or in coffee shops scattered throughout the city in places most 
convenient for the participants. The latter venues then required a further 
ethical clarification with participants that they ought to be mindful that the 
interviews were being conducted in public places and to treat the 
conversation as one that is open to the same privacy constraints as any other 
they might have in any public place. This for most participants was seen 
indifferently, and largely seemed a result of the fact that none of the 
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questions were necessarily invasive or probing of sensitive issues, or ones 
they felt were intimate or private. In the case of practitioners, the interviews 
were also conducted in quiet coffee shops, offices or via online video/audio 
conferencing. Where the interviews were via the audio conferencing, it is 
necessary to acknowledge that in those cases the interviewer lacked the 
detail of visual cues that make up an important part of interpersonal 
communication.  

All interviews were semi-structured and adopted a stance towards 
questioning similar to the focus groups; allowing the conversations to flow as 
much as possible in the directions that mattered or were of concern to the 
participants but equally in ways that generate data useful for answering the 
research questions. In the interviews with lay users, participants were asked 
about their experiences and feelings towards using the internet and everyday 
life, their feelings and experiences of cybercrime, and the strategies or 
methods they used to keep themselves safe and manage the risk of becoming 
a victim. In addition to expanding the breadth of the sample, the interviews 
also functioned as a second method through which focus group findings 
could be triangulated, offering some discursive corroboration or bringing out 
differences in the accounts people gave in focus groups and interviews. 
Interviews with practitioners were also semi-structured but primarily 
exploratory. The interviewees were asked about their work in cybersecurity, 
the challenges they encounter in their work, their views about the public (or 
the collective group their work is aimed at), the challenges we face as a 
society in making the internet secure (in particular in terms of the public) and 
the direction in which they see cybersecurity moving in the future. Their 
accounts provide some points of comparison, as well as some insight into the 
nature of the professional practice of cybersecurity and what similarities and 
differences there might with the public.  

 

5.3 FIELDWORK OVERVIEW  

The fieldwork proved to be one of the most formidable and yet enjoyable 
elements of the project. A number of challenges presented themselves, which 
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I will dedicate some brief paragraphs to as those challenges play a large role 
in the project’s final form. This section provides an overview of the fieldwork 
that was conducted. It sets out where, who and why the various groups were 
selected and interviewed, as well as presenting some of the practical and 
methodological challenges experienced along the way.  

In total, the study involved 52 participants (39 members of the public, and 13 
practitioners). The total number of interviews and focus groups conducted 
are summarised in the following table: 

Table 3.1. Summary of Fieldwork  

 No. of Focus Group 
Interviews 

No. of Interviews 

University students 2 5 

Parents with school-aged 
children 

1 5 

Older computer users 3* 2 

Practitioners/volunteers 2 8 

Total 8 20 

(Note : informal discussions with practitioners and key informers were also 
conducted but are not included in the above table. * indicates that one of 
these groups was a ‘joint interview’) 

 

I begin with a rather crude but necessary note. Like all research, this study 
was necessarily restricted by two key factors: time and money. The research 
was self-funded, and there were constraints on traveling to meet 
participants, booking physical spaces for data collection, and providing 
facilities that enabled participation (for example; travel expenses, incentives 
or childcare). Equally, the time in which the project needed to be completed 
placed restrictions on the length of time that could be spent generating data 
before collection had to cease. While these constraints ultimately shaped the 
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contours of the fieldwork conducted, they did not in any way undermine the 
research and if anything have contributed significantly to the overall learning 
experience that has been the PhD endeavour.  

Initially, it was envisaged that the project would have an extensive 
component relating to media representations of cybercrime, and much of the 
second year of research was dedicated to an analysis of this topic. However, 
a number of problems emerged. First, the project from the outset was 
intended to be open and exploratory. Media representations were a natural 
source to turn to and their importance is not denied, but developing a data 
collection instrument from findings of media representations would have 
directed the project to being more about media effects and influence than 
about people’s beliefs, feelings and practices. This was felt to compromise the 
intent and spirit of the research. My priority lay was ultimately to map out 
the sensibilities rendered visible in my participants talk. That is not to say the 
sentiments expressed are any more current than the media representations 
previously captured, nor that the media has not played into the project. Any 
lay discussion of crime and security will be informed by the sources of 
information people have available to them, the media being a central font. I 
didn’t want to approach the research problem with the assumption of media 
influence embedded in its design. It was decided instead that an exploration 
of public sensibility needed to be participant-led (albeit in a semi-structured 
way) and reflective of the things that matter to people and how they 
articulate them. The role of the media does figure into the analysis in Chapter 
6, where media led representations of cybercrime and cyber-criminals inform 
the participants lay assessment of risk. However, in the wider context of the 
project, this was just one dimension of much larger and more complex 
picture.  

 

5.3.1 WHERE?  

Selecting a fieldwork site and participants were informed by two main 
factors; (a) the findings of the literature review and what that suggested 
about public sensibility (see section 2.4.2) and (b) the practical limitations of 



 - 159 - 

the project. In terms of the conceptual drivers, it is clear that crime 
perceptions are complex and multi-faceted. As with many forms of research, 
samples of students dominate the studies collected here that address ‘fear of 
crime’ in an online context. This neglects the accounts of other groups, and 
the variability of their experience. This prompts the question, why not 
conduct a study of public perceptions of cybercrime using the internet itself? 
An online study would provide cheap and easy access to people, and also 
decrease the time necessary for transcription. It is important therefore to 
outline at least some of my reasons for not adopting this method.  

First, I wanted to conduct a study that explored a variety of groups of 
people, with a diverse range of views about the internet, cybercrime and 
cybersecurity.  To conduct the study solely online would be to exclude 
groups who are less comfortable using the Internet and IT, or those who 
choose not to engage with social media (which is a primary way of 
generating online participation). Equally, the internet would allow far less 
control (and indeed awareness) of who was taking part. By conducting 
interviews in the physically co-present environment, it meant I wasn’t 
necessarily excluding categories of people whose views would add a 
valuable layer of diversity and richness to the dataset. The participants 
needed to fit the needs of the research questions, and to reduce the sample to 
an online one would be to reproduce the same distortions pointed out in 
other work. That is not to say an online study would not have been viable or 
that it would not have been complementary (as digital methods are in the 
anthropological work of Daniel Miller (2016)), but the research questions 
would certainly be different and more confined to a particular (and different) 
subject, ill-suited to the exploratory enterprise in mind. It was for these 
reasons that co-present focus group interviews seemed to be the most useful 
and appropriate method.  

Equally, people’s places in the world, both geographically and socially have 
been evidenced to play into their sensibilities towards crime, indeed to a 
considerable extent (Sparks et al., 2001; Girling et al., 2000). While its 
importance for cybercrime remains unsubstantiated (although there is little 
doubt there is some), only by locating the study in a particular place (i.e. the 
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City of Edinburgh) could such a theme be allowed to emerge were it present, 
without focusing the study to look for it in particular. The City of Edinburgh 
was an ideal place in that it has a central and diverse urban population, 
several universities, and is geographically convenient. It falls into the 
Scottish household survey category of ‘large urban areas’. In 2016 the survey 
found that 82% of people living in large urban areas in Scotland had home 
internet access, with 98% of homes with internet access having a broadband 
connection. In the survey 16% of people reported not using the internet at all.  

The study was not designed with the aim of producing generalizable 
findings, but instead with exploring the significance of cybercrime and 
cybersecurity for a collection of different groups of people. People’s 
experience of cybercrime and the risks it presents, the harms it causes and 
the modes by which it is managed are located in particular geographic places 
(McGuire, 2007), and as will be shown later the social and situational 
contexts in which digital interaction is located, their ‘place’, matters. As 
Miller argues in the case of social media, but equally internet use generally is 
‘always local’ (2016). While it was beyond the confines of this study to 
explore the locality that is the City of Edinburgh and what that means for 
people’s experiences of cybersecurity, if anything - I have tried where 
possible to be sensitive and illuminate for the reader those elements of the 
participants’ responses that point to a local component. Miller demonstrates 
that in the case of social media people bring their ‘Englishness’ with them, 
which shapes their use of it. In his study, the use of social media in an 
English village becomes as ‘revealing about the nature of Englishness as it is 
about the nature of social media’ (2016: 1). The development of internet 
security questions on the Scottish household survey bodes well for future 
research endeavours that may investigate the role of place in everyday 
cybersecurity, but ultimately the data suffers from its novelty, in that there is 
little to which it can be compared for now.  

There are also ethical justifications for conducting the research using non-
virtual means. Online research necessarily requires making distinctions 
between public and private places (Williams, 2008). Where people post 
information, provide opinions or tell stories, it is necessary to first determine 
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whether it is acceptably public and therefore ethical to collect, a judgement 
that may necessarily change over time. There are further issues raised by the 
search-ability of data and its implications for participant anonymity. Equally, 
if a respondent changes their mind about taking part in the research, 
removing them from the data can be problematic (Roberts, 2015). Online 
research makes the gaining of informed consent from participants more 
difficult, particularly when it is risky or unethical to ask them who they are, 
or to provide identifying details. Furthermore, Williams (2008) argues that 
due to the ‘ephemeral’ nature of online communication and the distance 
between researcher and participant, it may lead people to reveal more about 
themselves than they might otherwise. One of the ethical problems identified 
in designing this research project was the possibility of inducing worry or 
fear, or of further unsettling an already anxious participant as a result of the 
discussions. Conducting the research in a physical location allowed the 
exercise of greater caution in questioning people about their experiences and 
offered the possibility to address any problems that might have emerged. 
Respondents were provided with a ‘Research Information Sheet’ (see 
Appendices) outlining the nature of the study, and which also contained the 
details of organisations and agencies they might turn to in the event they 
were distressed, felt they may have been victimised or wanted to get advice 
on cyber security practices. Beyond that, there are also other advantages to 
conducting the research in a co-present environment that informed the 
decision; the greater possibility for moderation or direction in focus group 
discussions, the ability to record the intonation and emphases people place 
on particular things in speech to get greater insight into their meaning, as 
well as the ability to stop or pause a discussion if a participant became 
distressed (Williams, 2007).  

The data collection was primarily conducted offline/in person, with the 
exception of a small number of interviews and discussions with practitioners 
which took place over the phone or via Skype. The study is also inevitably 
informed by my own experience of using the internet as I have grown up 
with and been an experienced user of IT and the internet for almost 20 of my 
26 years. As discussions about the internet, cybercrime and cybersecurity 
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involved descriptions and outlines of qualities and appearances, I have 
triangulated participants’ accounts with my own observations of various 
websites and their aesthetic or functional qualities, and included screenshots 
to illustrate some of the points made. I am an Internet user both familiar with 
and active in managing cybercrime in my own everyday life, and so I have 
had to be reflexive in my approach to generating, analysing and reporting 
the data and findings to account for those beliefs.  

 

5.3.2 WHO AND HOW? OVERVIEW AND CHALLENGES 

The second research design challenge was identifying appropriate categories 
of participants. An ideal participant would have two primary characteristics; 
they would be able discuss freely topics related to the internet and 
cybercrime in ways that are relevant to answering the project’s research 
questions, and second the sample would provide a diverse range of views, 
perceptions, and practices for analysis. Overall, this meant that any 
categorisation or ‘segmentation’ (Morgan, 1995) of people was viable as the 
focus group requires only that people have relevant experiences of or beliefs 
about the topic at hand, namely the experiences of living in a society with 
cybercrime and cybersecurity. I selected three contrasting groups for my 
‘purposive sample’ (Bryman, 2008): students, parents with school-aged 
children, and older computer users (people over the age of 55). These groups 
were selected because they were thought in themselves to be interesting and 
offer reasonable coverage of a range of ages and perspectives to whom 
‘cybercrime’ and cybersecurity might be important. The groups are not 
intended to represent individual case studies for comparison. They represent 
a cross section of society, and of different groups whose concerns and indeed 
feelings about the internet were likely to provide a diversity of interest and 
experience.  

The participant categories require further clarification. The general category 
(or ‘segment’ (Morgan, 1996) of ‘student’, or ‘parent with school aged 
children’ or ‘older person’ are ideal types deployed for a purposive sample. 
Naturally they are not mutually exclusive and indeed they overlap. Students 
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can also both be parents and over the age of 55, for example. In this project, 3 
parents were students, although none were over 55, and similarly, no over-
55-year-old was a student although many (unsurprisingly) were parents. 
Overall the study employed interviews and focus groups with all segments, 
but with varying numbers. These numbers varied due to accessibility of the 
groups as well as the time within which the data needed to be collected.  

Before moving onto a more detailed discussion of the groups and 
practicalities I want to address two points.  First, I will offer a note on the 
issues established in the literature (Morgan, 1997) about the recruitment of 
participants for focus group interviews. These are numerous, but briefly 
worth discussing as recruitment issues drove a strategic design shift towards 
interviews. I will then outline the interesting elements of each group, and 
provide more details about their recruitment for the study (and their own 
specific challenges).  

The study certainly suffered from what Morgan (1995) has identified as the 
primary obstacle to focus group research, namely ‘adequate recruitment 
efforts’. Locating participants and getting them to the right place at the right 
time in sufficient number was a significant obstacle, although issue could 
well be taken with the term ‘effort’ in this context (indeed, as much as 
possible was expended, and perhaps ‘inexperience’ could account for these 
shortcomings more accurately). It is for this reason that sampling pre-
existing groupings is especially effective and more often successful. This is 
the first in a five-part breakdown of problems typically encountered when 
conducting focus group research (Morgan, 1995). Following that problem is 
sampling the right people, asking them the right questions, the way those 
questions are asked, and how you will make sense of their answers. The 
move away from focus groups as the sole data collection method was 
prompted by practical necessity, although a conceptually valuable one. The 
focus groups, as time went on and sources of participants were gradually 
exhausted, proved organisationally problematic. While there was a fairly 
regular stream of participants, uniting them in a given place and time was 
difficult. Last minute cancellations of participation, or lack of responses 
drove an adaptive approach to relaxing the number of participants necessary 
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to conduct the groups. Supplementing focus group data with interview data 
was an adaptive but complimentary (Morgan, 1997; 1995) conclusion to data 
collection difficulties.  Krueger (2015, 1994; see also Morgan, 1995) suggests 
compensating for this main difficulty through ‘incentives’, ‘regular contact’, 
and ‘over-recruitment’. Incentives would almost certainly have been helpful, 
in that the research offered no tangible benefit to the participants who 
weren’t stakeholders. As has been pointed out previously, focus groups are 
often of far greater importance to the researcher than its participants 
(Morgan, 1995). Offering incentives beyond a lay-report of the results was 
beyond the financial constraints of the project. For this reason, many of the 
people who did participate did so because they had an interest in the topic or 
area, or merely wanted to be helpful, which should be taken into account in 
terms of thinking about the wider claims of the research. Second, regular 
contact with participants was maintained over email in the case of university 
students and parents, in a way similar to that suggested by Morgan (1995: 
518), in which he notes the importance of confirming participants’ interest, 
confirming time and place, confirming contact details, and confirming 
attendance. However, this was not the case with older users who often didn’t 
use email regularly and were recruited outside of the snowball sampling 
method (for example through a gate keeper). 

 

5.3.3 THE GROUPS    

University students presented an interesting case, although they are also the 
group most subjected to previous research. As discussed in the literature 
review these studies tended to be quantitative. Focusing solely on 
undergraduate students neglects the differences in the way different groups 
of people tend to access the internet, as well as the kinds of things people use 
it for.  By virtue of their defining characteristic as ‘university students’, they 
are necessarily regular lay-users of the internet in their everyday lives. The 
universities from which the sample was recruited relied heavily on services 
like Outlook, Learn, Blackboard, DiscoverED, etc., for course organisation, 
assessment, and communication. It seems safe to assume that this is typical 
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of the majority of universities in 2017, and certainly those in and around the 
City of Edinburgh. Equally, the routinised habits of university students tend 
to be saturated with internet connectivity. Following the literature then, the 
routine activities of university students put them in key position of 
‘vulnerability’ (Nasi et al., 2015) to cybercrime and victimisation risk. Beyond 
this theoretical justification and the embeddedness of contemporary student 
life in the internet, students also presented an accessible group whose 
recruitment was readily achievable within the confines of the study. The 
students for the study were recruited from two different universities located 
in Edinburgh. Initially, a call for participants was issued on college mailing 
lists in one university, but this resulted in no responses. After that, 
snowballing techniques were used to find students interested and willing to 
participate. 

Parents with school-aged children were selected as a group of interest for a 
number of reasons. Parents represent a group with a different additional set 
of concerns to university students. They manage both their own 
cybersecurity and the security of their children, and therefore offer a 
different perspective. They also presented a useful lens through which to 
view the impact of cybercrime and cybersecurity on ‘the family’ as opposed 
to individuals themselves, and feelings about others in addition to oneself. 
Parents tended to be older than the student group, as well as having a 
different outlook on responsibilities. Parents are perpetually the subjects of 
‘awareness campaigns’ of various agencies, aimed at increasing security 
through providing people with information about the threat of cybercrime to 
them or their loved ones, and how they can do better to manage it.  

In addition to maintaining the security of the family from cybercrime, as 
Simon (2006) has pointed out in terms of crime generally, parents are 
expected and encouraged to insulate their children from delinquency and 
engaging in it, a doubling-down of ‘responsibilisation’ in the name of crime 
control (see Garland, 2001). This point will be discussed in greater detail in 
Chapter 5, but adds a further level of contrast to the sample. Finally, parents 
represent a group whose sensibilities and crime-related choices and actions 
have consequences for others in the family, in terms of children’s everyday 
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activities.  Parents proved to be the most difficult group to recruit for the 
study, in particular for focus groups. By nature and necessity parents are 
incredibly busy people and are therefore hard to access. Their schedules are 
restrictive, and ‘spare time’ is illusive (setting aside the notion of giving up 
that spare time to participate in research). My initial approach was to identify 
parents through approaching Parent Committees at local primary and high 
schools who had publicly available contact email addresses. Responses were 
limited. In many cases there was no response, but some responses indicated 
the motion would be raised at the next meeting, after which there was no 
further contact or the invitation to participate was declined. Thereafter I 
began to speak to other participants about whether they knew parents, and 
began to recruit through snowballing outward through participants’ social 
networks. In the case of parents this proved most effective, and led to the 
quick recruitment of sufficient participants to include the group in the study.   

The older group presented its own challenges. The study initially sought to 
recruit people over 55, however gaining access to sufficient numbers of 
people at the same time for the purpose of a focus group proved difficult to 
facilitate, particular where accessibility was a factor in participation. I began 
by approaching various different groups or organisations that may have 
been a useful entry point. Morgan (1996) and Bryman (2008) suggests that 
focus group recruitment can be most successful when targeting pre-existing 
‘groups’ of people - especially if they are already gathered together for 
another reason.  The ‘Bowling Club’ is a local institution in the City of 
Edinburgh which is spotted with the greens of particular neighbourhoods or 
groups around which a core community forms and meets on a regular basis.  

Despite numerous attempts, email and club approaches proved 
unresponsive. It seemed that a key problem I encountered was that I lacked a 
gatekeeper, through whom a sense of legitimacy within the collective could 
have been pre-established. The second route to participants I followed was 
through Edinburgh’s public libraries. A number of these libraries offered a 
service run by Edinburgh Council called ‘Get online’. ‘Get online’  (see  
https://goo.gl/iicFaf) is a volunteer based service offering group and one-to-
one support for computer users who bring along their own device, and take 
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place weekly for five weeks. ‘Get online’ primarily serves older users who 
work with volunteers through a number of standardised learning goals, but 
also goals that were developed in dialogue with the tutor that matched up 
with their own needs for computer use in their everyday lives. For example, 
volunteers may be better versed in the use of Android, iOS, tablets or 
laptops.  Participants for a focus group and a number of interviews were 
recruited through the service. I later became involved with the service as a 
volunteer and worked with a number of different people to support their 
computer use over the course of 2016 and 2017. While not formally part of 
the data collection the insights I gained from working with older computer 
users were invaluable and inevitably informed my understanding and 
interpretation of the thoughts, views and experiences they shared during 
interviews. 

A number of ‘seniors’ computer clubs’ also take place in Edinburgh libraries 
independent of the Edinburgh City Council which facilitated my fieldwork 
(and to whom many thanks are owed). Similarly run on a volunteer basis 
they meet frequently and support ‘senior’ users with varying degrees of 
experience and efficacy in their computer use. It is worth noting here that 
‘beginner’ or ‘novice’ may mean different things to different people and is 
bound up in the way people perceive themselves despite experience. For 
example, in one case a participant classified themselves as a beginner but 
was both quite competent in the use of their device for the desired purposes 
they identified, and had been using the internet for almost ten years. These 
venues also offered the advantage of familiarity. In these cases, these groups 
were pre-existing in the sense that the participants knew each other before 
hand, although how long they knew each varied significantly. As Kitzinger 
(1994) suggests, the advantages of participants knowing each other 
beforehand are numerous, but in particular the comfort and relatability 
participants can have with one another is an important feature that would 
not be present if artificially gathered. The computer club and ‘Get Online’ 
environments also represented the natural setting in which the participants 
would speak about and discuss issues about computers and security, a 
feature encouraged by Kitzinger (1994) and Khan and Manderson (1992). 
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The practical reality of recruitment within the context of these pre-existing 
groups varied with the preference of the gatekeepers. In the case of one 
group the organiser invited me along to speak to the participants about my 
work and then to invite them to participate. In another, the gatekeeper 
mediated the invitation and referred me to those who were willing to speak 
to me or who wanted to discuss what participation meant further. In the case 
of the first, a valuable lesson was learned about the necessary constant 
readiness in fieldwork to act when the right moment arises. Upon attending 
a group and speaking about the project and what it entails, my talk was met 
with positive interest. Surprisingly, the participants wanted to conduct the 
focus group immediately after reading the participant information sheet. 
Luckily, I brought a charged Dictaphone, notes, interview schedule and 
consent forms with me as I was to conduct a different focus group later that 
day. This allowed to me maximise the opportunity that presented itself. The 
group had seven participants that day which was ideal for a focus group, 
however the attendance levels varied significantly from week to week.  

The group was also my first with older computer users and provided further 
instruction and methodological direction beyond that point. As the computer 
club was in session, it had a volunteer member present for the discussion 
which proved doubly important. First, the volunteer was kindly (and 
entirely unprompted) able to translate some ill-fitting open questions into 
language the participants could better relate to and therefore rescue my line 
of questioning. For example:  

SH So what other things worry you about the internet or crime online? 

Ang Sometimes I just don’t know how to get into it…[Group Laughter  

SH Get into what? … 

Ang THE INTERNET!       

[Group 1, Older Computer users] 

The above exchange which took place early in the focus group demonstrated 
to me my lack of awareness of what it is people were concerned about and 
how they might interpret the questions I was posing. The question proved 
too broad because the clarity of elements constituting ‘the internet’ to the 
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older group varied considerably in comparison to other groups I’d already 
interviewed, and I was working under the assumption of immediately 
moving beyond the internet itself as an entity to be engaged with that was of 
importance to the participants. The ‘internet’ was an abstract concept which 
could be an object of concern in and of itself. The volunteer who also took 
part in the group, quickly identified the problem; the abstract nature of the 
term ‘internet’ and the need for a more grounded reference point that fit with 
the participants’ experience, one which I hadn’t considered. This can be seen 
in the lines that followed the above pause, at which point I reverted away 
from one line of questioning to a more general point; 

Vol1 I wonder do any of you order your prescriptions online?  

[Groups explodes with a murmuring of responses, I wait to for some calm 
and audible responses] 

Mar No, I’ve been asked to do so but it’s easier to go in or use the phone/  

Vic I prefer the phone.  

SH Why do you prefer the phone? 

Vic … it’s simpler I think. 

Ang You talk to someone! [Laughing] 

[Older computer users, Group Interview] 

In the above it can be seen that through the lens of ‘the prescription’ 
example, the question about feelings about the internet became more 
obviously understandable and resonant with the participants, and 
resultantly to that volunteer I owe a great debt. There is a broader point here 
about the necessity of constant reflective practice in conducting fieldwork, 
and accounting for the assumptions and knowledge one brings to the 
interview context and managing them in the data collection, exemplifying 
the value of piloting interview guides (Bryman, 2008). In this instance I 
brought an assumption of knowledge and understanding to the interview 
which was ill-suited to the interaction and failed to acknowledge my 
preconceptions about how people see the world around them with regard to 
the internet. The above interaction illustrates the need to carefully examine 
the assumptions one has about the world and their participants and how 
questions may be interpreted.  
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The second function the volunteer served unwittingly was the management 
of a concern identified earlier in the research process when going through 
ethics, that being the possibility that discussing cybercrime or issues of 
cybersecurity may provoke fear or worry itself, and negatively impact the 
participants. This was further supported by the volunteer who mediated 
concerns that were emerging as the discussion progresses. The following 
interchange serves as an example;  

Vol1 Well I certainly give do give quite a lot of things online and you know 
I’m just very careful. I do give my bank details and I do look at my 
bank account online, but ya you do have to be careful. 

Mar I know, but it would be easy for a lot of elderly people to lose a lot of 
money and not even know about it. 

Vol1 Well it’s possible, but I don’t know what the statistics are, but the 
thing is, you don’t want to get too… you want to use the benefits of 
the internet you know, and not be too scared off by scare stories, you 
just have to be alert and careful.  

[Older User, Focus Group interview] 

This informed the conduct of the rest of the focus groups where I was able to 
be mindful of getting too fixated on ‘scare stories’ and propagating fear 
among the participants. I also offered to speak to participants afterwards if 
they were concerned in order to direct them too or go through with them 
some basic security guidelines recommended by official awareness 
campaigns if they wished. 

Before concluding this section, it is important to provide an explanatory 
rationale for why a group interviewed for the project do not appear in the 
thesis beyond this chapter. As the PhD project developed, it was presented to 
various audiences. One recurring directive from these dialogues was the 
potential utility of interviewing an ‘expert’ or ‘practitioner’ group whose 
object of focus is cybersecurity. As was outlined in the previous chapter, 
‘experts’ play a key role in the awareness campaign landscape.  They sketch 
out the behaviour prescribed as secure and normal, and therefore also what 
is insecure and deviant. The primary policy problem identified in terms of 
the public is behavioural-change towards cybercrime, so it seemed logical to 
explore how experts engaged in this task understand public perception. 
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I conducted 8 loosely structured interviews and a focus group with 
practitioners a variety of roles and organisations, public and private. 
Through these interviews, I was able to consolidate, confirm and revise my 
understanding of the contemporary threat landscape and as well as 
cybersecurity production in practice; what in their professional experience 
they found that people felt about cybercrime and security, how people were 
behaving, and the challenges they experienced in their work of securing 
businesses, organisations and the wider public. They were also able to 
provide insight into how cybersecurity works in organisational practice, 
about which very little literature is available from a sociological or 
criminological perspective. However, while their accounts were insightful 
and helped alert me to their unique struggles as purveyors of cybersecurity, 
they couldn’t help me generate insight into the how individuals themselves 
actually thought about and managed cybersecurity. This was a question they 
echoed back at me, and at that point in time I could offer little in terms of 
explanation.  

Beyond the insight they provided into the workings of cybersecurity, they 
also helped me refine my focus and hone in on everyday cybersecurity as an 
important exploratory object. Furthermore, in asserting their frustration with 
users, they confirmed for me that I was asking the right questions. This was 
indeed an area that required further exploration, and any insights that 
emerged from the study stood to be useful both in theory and practice.  

Ultimately, to include an account of their responses was outside the confines 
and direction of the thesis. As stated earlier, the central concern of the thesis 
was to provide a novel account of public perception, not expert perceptions 
of the public. That would be a very different project, although certainly one I 
intend to pursue. Equally, a comparative account of experts and public 
perceptions of security was not my intention and any attempt to fit this into 
the current project would have ultimately been a disservice to those 
participants and the time the generously gave. It is with regret that I have not 
included their responses. However, it is hoped that this data, combined with 
further supplemental fieldwork, will in the future make for a valuable 
contribution in its own right.  
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To conclude this section, despite the recruitment difficulties encountered, the 
fieldwork generated a vast, detailed dataset of a group of people’s 
experiences and feelings about cybercrime and cybersecurity. Before moving 
onto the analytic strategy adopted, it is first worth noting some limitations 
here that mark the boundaries of generalisability and the claims contained 
hereafter. First, as with all qualitative research, the sample is a small one and 
the groups contained within cannot be said to be necessarily representative 
of their labels. While all students were students, parents were parents and so 
on, they do not necessarily reflect the average parent or student – whatever 
or whoever they might be. Similarly, the study does not attend to groups of 
people who may not have a voice in this area, or be socially, culturally and 
economically disadvantaged or marginalised. Blank and colleagues (2017) 
identified that connectivity and digital inequality has a local geography, 
shaped by socio-demographics (age and education) and the engineering 
challenges of connecting rural areas. They suggest that even if rural areas 
were ‘better connected’, age and education level would likely mediate 
further uptake of the internet. On the one hand this supports the sampling of 
the older user group, but age or education level alone seem insufficient 
explanatory variables. Relatedly, as a number of key authors in the ‘fear of 
crime’ canon illustrate, gender plays an important role in variations of its 
experience and measurement (Scott, 2003, Pain, 2000; Lupton, 1999; Gilchrist 
et al., 1998; Stanko, 1995; Ferraro, 1995). This project, while trying to have a 
relatively even number of men and women did not set out to investigate 
gender in particular. The particularity of women’s experiences of cybercrime 
and ‘cyber’-disorder is an area of criminological inquiry largely untapped (at 
least at the time of writing). While it was beyond the scope of this project to 
explore women’s experiences in particular, the methods and theoretical 
resources provided would offer one possible route of inquiry. Recruitment 
continued until a degree of saturation was attained – in that nothing 
significantly new was emerging in the interviews that was important in 
answering the research questions. 
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5.4 ANALYTIC STRATEGY 

 In the previous sections I have set out the ways and means by which I have 
generated the data which constitutes the primary object of analysis in this 
project. By far the most difficult challenge was making sense of that data, and 
interpreting it to answer the research questions motivating this research. 
How I engaged with the data generated through the methods above is the 
substantive topic of this section. Qualitative data analysis and what it entails 
varies drastically from project to project, and the question of what one 
actually does with the data generated is a perplexing one to the novice 
(Mason, 2003). In a compounding fashion, it is also a process that tends to 
receive less attention in academic journals (research methods journals aside), 
where a demand for specificity about what has been done with and to the 
data to achieve the final product sometimes/often isn’t as high a priority as 
many post-graduate students might like. This makes the identification of 
similar or topic relevant analyses more difficult. 

Ultimately all qualitative data analysis involves some uniform or systematic 
mode of organising the data, at the structural level of the dataset and at the 
level of the content being analysed (Bryman, 2008; Mason, 2003). The 
organisational activity of analysis then involves various ‘readings’ or ‘passes’ 
that serve to familiarise the analyst with the data, but also may be done so in 
functionally varying ways. After categorising my data by mode of collection, 
and group segment, I began the formal processes associated with analysis – 
the reading and categorising. Strauss (1987) offers a fairly clear description of 
this process. Although speaking from the perspective of grounded theory, 
the procedure is equally applicable where the researcher is bringing concepts 
with them from their literature review. Strauss describes a process of 
‘constant comparison’, where ‘indicators’ in the data, fragments or whole 
descriptions of behaviour or perceptual utterances are ‘coded’ and compared 
against one another. Throughout the process of ‘constant comparison’, the 
analyst then builds up a series of connections between categories of indicator 
based on the relationships between them (similarities, differences, processes, 
etc.). The process of coding as both Coffey and Atkinson and Strauss suggest 
is fundamental to qualitative research, and falls into the general category of 
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‘thematic analysis’. It has in recent times been systematised in numerous 
ways for different philosophical viewpoints amid calls for greater rigour. 
There is now a vast literature of manuals, guides and reference works 
available. Here I draw on some core texts in formulating an understanding of 
the coding process, setting out for the reader how I went about making sense 
of the data generated for the project.  

There is a vast literature available from which to draw methodological 
direction for ‘coding’. To use the term ‘code’ can appear quite cryptic or 
vague. That is because it is, until you make it something more specific. In 
setting out definitions of what constitutes a code, key textbook authors tend 
to draw on practical examples from their own research as a mode of 
translation (Holloway and Jefferson, 2000; Coffey and Atkinson, 1996; 
Strauss, 1996). These can be very specific or quite general in terms of topic. 
These examples are useful in that the process stays the same across topics 
and disciplines, but their translation to one’s own field or data can be 
difficult at the beginning.  A collection of texts was drawn on to inform the 
analytic strategy adopted here. These helped to spell out what a code might 
look like in the data, as well as the kinds of questions one can ask oneself in 
order to ‘see’ or ‘read’ it (Mason, 2003). These texts tend to approach the 
research process with a goal of developing ‘grounded theory’, and that is 
where their purposes diverge from my own. The aim here in developing 
codes is to identify and describe the core features of the data in relation to the 
research questions rather than the development of a comprehensive 
theoretical framework. The process I engaged in cannot be described as 
solely inductive (grounded) or deductive in nature. While ideas certainly 
emerged observationally and empirically, the observations, what is seen and 
more importantly what is noticed and noted, is a product of the various 
theoretical and empirical reading that has come before it, and which 
inevitably go on to shape the interpretive work to be done – what is coded, 
how it is categorised, the connections that are made between those 
categories, as well as the wider literature within which those observations 
are contextualised.  
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Saldana (2009) suggests a code is a basic unit of social organisation, 
something constitutive of the social relations and details with which 
qualitative researchers are concerned. Charmaz (2006) suggest posing a 
number of questions to your dataset in order to render visible ‘paragraphs’ 
and ‘utterances’ that could constitute codes; ‘What is happening here, what 
are people doing, what are they saying, what do their words and acts ‘take 
for granted’, and how are those actions inhibited or encouraged by structure 
or interaction’? Anselm Strauss (1987), who has made numerous well-known 
contributions to qualitative methods, suggests first identifying the contextual 
conditions of the data (social, cultural, political), what are people saying to 
one another, how are they doing it (to what end), and what are the 
consequences? Jennifer Mason (2003) provides a more detailed list of literal 
things: words, dialogue, action, systems, settings; interpretations: norms, 
values, rules, mores and people’s understandings. Ryan and Bernard (2003) 
also suggest the literal things that Mason points to, but places emphasis on 
repetition. They suggest drawing on codes in vivo, to capture the terms that 
people themselves use. Do people use metaphor or analogy, what function 
do they serve? How do people change topics or subject? They also suggest 
that the analyst be engaged in ‘constant comparison’ across the dataset. Each 
of these texts provided direction to the analytic approach this project took in 
terms of the kinds of things that stood out, and likely those that didn’t. 
Another key text that provided important analytic direction to the study was 
Coffey and Atkinson’s Making Sense of Qualitative Data (1996). They argue 
that coding is a core component of qualitative research that is ‘understood 
universally’. The process of coding enables the ‘linking of instances’, which 
can become categories, and concepts, and in this case ‘themes’. Coding 
represents for Coffey and Atkinson a more mundane process of ‘data 
simplification and reduction’ (they also refer to this as ‘indexing’), so that we 
can ‘think with it’ to aid in the more important analytical work of 
establishing thematic and conceptual links between categories. The coding 
strategy adopted for this project was simple but structured and systematic. 
The coding was guided by my research questions about people’s sensibilities 
towards the internet – cybercrime and security - on the one hand and their 
everyday practices as they describe them on the other.  
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There are three important points to make about this process. First, data was 
coded throughout numerous readings of the transcripts. There was an initial 
reading of transcripts during which general notes were made about what 
were interpreted as key elements, ‘utterances’ of interest. This reading took 
place over the course of data collection so that initial impressions from the 
discussions and interviews could also be noted and included where possible. 
A second closer reading was conducted using the qualitative data analysis 
software nVivo 10 and nVivio 11 (QSR, 2017), where the answers and 
elaborations of each question were coded as base level instances either in-
vivo or using some descriptor (for example, ‘risk description’). These codes 
were considered to represent instances in people’s talk of responses to certain 
questions about the world; their views of, feelings towards and practices 
within it.  

Codes can be attached at different levels of complexity or generalisation - 
from individual in-vivo utterances about the world, to more general 
descriptive categorisations of entire sections of talk or conversations which 
draw together multiple instances across the dataset. For example, on the 
question of feelings, within ‘sensibility’, utterances of anxiety, fear, worry or 
indeed indifference can be seen as a specific code, above which the higher 
order node might be ‘feelings’ or ‘sentiments’. This reading was practically 
more detailed in that it inspected each transcript line by line, and took a note 
of its meaning where relevant. Of course where lines weren’t seen as relevant 
this is acknowledged as an interpretive analytical judgement. This process 
was vital in ensuring the rigour and detail of the analysis, but also 
contributed to a more comprehensive overall sense of familiarity with the 
data (Silverman, 2014). By coding at different levels of generality across the 
data it also allows for closer inspection of these different levels when they are 
retrieved for further analysis (Coffey and Atkinson, 1996). This approach to 
the data is a key analytic step, although the breakdown of analysis into 
‘steps’ here represents an ideal typification of various strategies for the 
purpose of writing up that have been deployed over the course of the project. 
In practice the analysis began at the genesis of data, and some would argue 
even earlier (Mason, 2002). The codes this led to were then compared, and 
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redefined so that similarities and differences across the various interviews 
and focus group discussions could be identified, and the streams of thought 
across the groups relating to different feelings, experiences and 
understandings could be explored. This was ideally suited to the exploratory 
endeavour of the project.  

As focus group interviews and individual interviews produce different 
forms of data, how I synthesized these together in the form of ‘findings’ 
require a reconciliatory note. I began with focus groups in the first instance. 
The analysis of the interviews necessarily began much later simply because 
of the project’s chronology. As Morgan (1997) points out, some authors 
would argue that focus group data should be analysed with the conversation 
as the object of inquiry – the details of how meaning is made through the 
process of group interaction. While this played into the analysis, the content 
of what individuals said is also considered a legitimate fragment of data. The 
thematic analysis of focus groups can be conducted in a similar way to 
interview data. The key difference between the analyses is the search for 
‘group to group validation’ (Morgan, 1997: 63) – where topics emerged as 
important to participants in different groups, supporting the persistence of 
the discourse beyond the group interaction in which it was recorded. If the 
research was interested in conversation or discourse analysis, my stance 
would be quite different. 

A key data familiarisation phase that was found to be personally valuable 
was transcription. An initial point of concern was the length of time required 
to transcribe the focus groups. After the style of analysis was decided - which 
dictated the degree of detail necessary in the transcripts - I chose to conduct 
my own initial transcriptions and gauge the amount of labour required. The 
process of transcribing focus groups and interviews proved an invaluable 
step in data familiarisation where moments of importance began to emerge. 
It was decided then that I would continue with the task of transcribing the 
rest of the dataset. Silverman (2013) suggests that after complete 
transcriptions and in-depth analysis is conducted on a small subset of 
transcripts (one or two) that the rest of transcription can be done more 
selectively. The time saving benefits of this are clear. However, in practice, 
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with selective transcribing, I found I missed out on connections, or on 
categories that while not essential for this piece of work, inevitably informed 
its direction and possible futures. To have selectively transcribed the datasets 
would have narrowed the conceptual possibilities available to make 
connections with. Thereafter, the participants’ ‘orations’ (Sassoon, 1995) and 
my own questions about them churned iteratively and reflectively until the 
project reached its final draft, but even now the process inevitably continues. 
In saying that then, writing needs to be acknowledged as an analytic practice 
through which the process of interpretation continues (Coffey and Atkinson, 
1996). Charmaz (2006) suggests there are multiple phases of writing and 
‘prewriting’ in which the investigator is exploring and discovering their 
ideas about the phenomenon through memo-writing, ‘clustering’ (mind 
mapping concepts or themes) and ‘free-writing’ (2005:85-87). I used each of 
these methods at various points in the project. Freewriting – the process of 
the writing down whatever you feel quickly without stopping (Silverman, 
2013), proved an invaluable tool in exploring certain analytic observations to 
see where they went, whether they were tenable, and what the limits of my 
knowledge about a topic in the data were. Clustering was something I used 
much later in trying to develop presentations of the findings. I tried to make 
connections on paper between the various codes that told a story about the 
way people spoke to me about crime online: what answered the research 
questions, but also what was interesting to myself, and the participants.   

 

5.5 CONCLUSION AND REFLECTIVE REMARKS 

The research has a number of limitations, which I have alluded to 
throughout the chapter in relation to their respective sections. There are 
others worth articulating here. A central issue in fear of crime is the 
relationship between gender and levels of fear (Stanko, 1997; 1987; Burgess, 
1996; Ferraro, 1995; Pain, 1991). In this project the primary concern was to 
begin mapping sensibilities in general, however that left less space to explore 
the dynamics of those sensibilities as they relate to the experience of gender, 
class and ethnicity. The issue of gender and its influence on the cultural 
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sensibilities deployed to think about crime may well be equally present in the 
case of cybercrime, as it was for Ferraro and his findings about the spectre of 
sexual assault for women’s ‘fear of crime’. Relatedly, the relationship 
between social class, ethnicity and sensibilities towards cybercrime is clearly 
a tenable one in the context of the ‘digital divide’ (Blank et al., 2017), and 
may also have important implications for cybersecurity (for example, the 
consequences of relying on public hot-spots for access). Within the confines 
of this project I have not been able to explore these areas. While women are 
represented in the sample, no ethnic minorities are present, and the sampling 
method guarantees at the very least that the participants can afford both 
devices and access. In reading the following analysis then it should be 
remembered and assumed that what is captured is a relatively one-sided 
perspective that cannot be assumed to span across the social classes and 
different ethnic groups, or get at the gendered dimensions of the experience 
of cybercrime. The data privileges particular voices over those less often 
heard because ultimately the studies intentions were not about social class or 
gender, but the nature of public sensibility towards crime more generally. 
That I haven’t gotten into these issues here is unfortunate, and arguably both 
necessitate respective studies in and of themselves.   

In this chapter, I have re-iterated the research problem and described the 
collection of complementary data collection tools deployed to generate the 
data required. I have explained and justified their use based on the nature of 
the research problem itself and the respective gap in the literature I am 
attempting to fill. I have also evidenced their viability with reference to 
previous studies which have used comparable methods in different contexts. 
Following that I have provided my rationale for selecting the particular 
groups I have. By choosing contrasting groups, I aimed to explore similarities 
and differences between different individuals in different contexts, and make 
sense of the different ways they feel about and respond to cybercrime in their 
everyday lives. In doing so I have been able to generate a detailed and rich 
dataset of accounts that provides some insight. The thematic analytic 
approach adopted has allowed me to reduce that dataset and reorganise the 
generated accounts into a narrative about the way these participants feel and 
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live in a world where cybercrime is perpetually on the tip of media and 
political tongues. The comparison between different groups has brought to 
the surface a number of surprising findings about the question of ‘fear’, the 
lay-assessment of ‘risk’ and the importance of accounting for the ‘everyday’ 
in strategizing about security. It is to those findings I now turn.  
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Chapter 6 
 

Exploring Public Sensibilities  

 

6.1 INTRODUCTION 

In this chapter, I will draw on the participants’ accounts of what they 
thought and felt about cybercrime in order to answer the first research 
question: How do people make sense of and feel about cybercrime in their 
everyday lives, and how does this manifest in their talk? The challenging 
part of this analysis was with reconciling the diversity yet shared sentiments 
they expressed. In their talk about cybercrime and security, they drew on a 
diverse range of beliefs, feelings and experiences to relay a complex and 
indeed messy picture of what it means to live in a world with cybercrime. As 
was discussed in Chapter 3, the fear of crime literature while useful tended 
to constrain the analysis to a particular set of ‘feelings’ and ways of thinking 
about them. By extending my analytic purview beyond the ‘fear of crime’ to 
include a range of sensibilities that played into the way people’s 
understandings developed, the picture becomes far more nuanced and 
indeed sheds light on the importance of the technological transformation of 
crime for public experience and sensibility. It is also worth reiterating a point 
previously made in the chapter discussing the methodological approach 
adopted. It is not my aim here to assess or comment on the veracity of the 
participants’ beliefs about cybercrime or security. I am neither in a position 
to make such judgements nor is it central to the overall aim of this project 
(and remembering too that participants were directed to various places they 
could get practical assistance and support). Ultimately, what I am concerned 
with is the how people understand, feel about, and manage cybercrime and 
cybersecurity, not in evaluating or critiquing the adequacy of their ‘actual’ 
cybersecurity, whatever that might be.  

The chapter is broken up into three sections. The first will outline the themes 
that emerged primarily from students’ and parents’ accounts of their feelings 
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towards and experiences with cybercrime. I explore the nature of these 
experiences and then move on to outlining how various sensibilities and 
cultural beliefs played into their assessments of the risk cybercrime posed. 
The next section (6.3) is dedicated to the older users I interviewed for the 
project. The points they brought up and themes that emerged while not 
unrelated were worthy of a separate section. Here I will explore how 
sensibilities towards age, technology and social change figured into their talk 
about cybercrime. The final section of the chapter (6.4) will attempt to make 
empirical and more theoretical observations about the transformation of 
victimisation. Here, I observe that in the same way technology has 
transformed crime and security, it has consequentially transformed our 
experience of the same. Drawing on some of the participants’ accounts of 
their experiences as well as their perceptions of the police, I reflect on the 
consequences of this technological transformation for the experience of 
victimisation, the nature of policing, and expectations of justice.  

 

6.2 MAKING SENSE OF CYBERCRIME 

First, I will establish a parallel between kinds of experiences the participants 
relayed in terms of their felt experience of cybercrime and the ‘fear of crime’. 
From their accounts can be seen the amalgam of experiences that might be 
captured by a ‘fear of cybercrime’, but the utility of this notion remains 
questionable. By itself, it tells us very little of the nature of how or why they 
felt the way they did. What becomes clear is the ill-suited nature of the 
concept ‘fear’ to capture how these participants made sense of the cybercrime 
problem in relation to themselves and their everyday lives. To suggest that 
these participants have a low or high ‘fear of cybercrime’ would do a 
disservice to the nuance of their accounts, and misrepresent the thoughts and 
experiences they generously shared. As Farrall et al. (2009: 73) found, ‘the 
framework of ‘fear’ overstated the reality of the emotional experience’ 
embedded in some of the participants’ accounts. The fear of crime literature 
has increasingly acknowledged this problem (Jackson and Gray, 2010), so 
here I take the opportunity to learn from and extend to the realm of 
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cybercrime the insights into the experience of crime it offers. Indeed, the 
respondents in this project tended not to talk in terms of ‘fear’. For the most 
part, it was a mundane reality of late-modern life with the internet. 

The analysis then goes on to explore the ways the participants made sense of 
the risk cybercrime poses to them. From this, I attempt to unpick how 
cybercrime, at least for some, can mundanely sit amongst the background 
noise of risk-laden late-modern life. People draw on a range of beliefs about 
themselves, websites, companies, cybercriminals, and technology in 
assessing the relevance and extent of the risk cybercrime posed to 
themselves. These were bound up in the ways the participants thought about 
and assessed the risk cybercrime posed to them, and the security practices 
they and others engaged in to mitigate that risk. It is here that the qualitative 
differences between crime and cybercrime become important factors playing 
into people’s interpretations of crime risk and their responses.   

 

6.2.1 THE REALITY OF FEELINGS ABOUT CYBERCRIME: AWARE, 
MUNDANE, ROUTINE 

The participants of this study ranged from having direct experience of 
cybercrime victimisation, direct exposure to cybercrime but without 
victimisation, or only indirect or uncertain experiences. There appears to be 
no participants who have no exposure to cybercrime whatsoever. This led to 
a variety of responses to questions about their feelings and experiences. 
Farrall et al. (2009) argue that the reality of ‘fear of crime’ is a ‘continuum of 
feelings’ that range from intense feelings of fear in particular situations (the 
dark alleyway), to ’momentary’, ‘fleeting’ and ‘transitory’ experiences of 
worry or concern that ‘puncture mundane feelings of security’, to ‘nagging 
doubts’, and a ‘broader awareness of crime as a possibility’ (2009: 79). In the 
interviews and focus groups an equivalent range of experiences emerged. 
The most common account given of feelings about cybercrime was an 
‘awareness’ of cybercrime’s possibility. It was something out there about 
which people ‘ought to know’, but which didn’t draw much concern. Older 
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users Jolene and Isla, capture this when they reflect on whether cybercrime 
worries them:  

SH  Would you say that crime online is something that worries you?  

Jol  No, ‘cause it doesn’t interest me really ‘cause I’m not so far involved 
[…]  

Isla No we don’t worry about it, you’re just more conscious of it. [Older 
users, Group Interview] 

 

For Isla and Jolene, cybercrime is something that they are aware of but as 
Jolene suggests, it doesn’t really ‘interest’ her because she has no experience 
of it (this will be discussed in more detail in the next section). This awareness 
was perhaps more acute for parents in relation to their children who 
managed a range of risks through extensive regimes of security (see Chapter 
7). In discussions with two of the parents, their awareness represented what 
Jonathan Jackson and Emily Gray (2010: 4) have termed ‘functional fear’, 
which is understood as the ‘fears’ and ‘precautionary activities’ which may 
become ‘functional consideration in everyday routines’. Stuart who has been 
a victim of cybercrime himself describes his concern as something necessary 

and useful in maintaining security:  

Stu  […]I have been a victim of cybercrime so it’s something I’m aware of. 
But also, like any other kind of crime, it’s there. But being 
overwhelmed with concern about it is really counterproductive. 
Cybercrime, and in other forms of crime, send this sort of constant 
message that you get through kind of certain media sources that 
everything’s terrible and it’s really bad. Making people unnecessarily 
concerned and terrified without actually taking the right steps to deal 
with it. But yeah, that’s what I think of as cybercrime.  

SH  So you’re aware of it but sceptical about excess concern? 

Stu  Eh, no I think sceptical is not the right word. One wants to keep a 
manageable level of concern for stuff, like I kind of think of it as all 
other kinds of crime. So it’s there, and you don’t necessarily go out 
and leave the front door open, it’s a definite risk. So you take certain 
actions in order to prevent yourself from becoming a victim of that 
risk. But also I don’t think it’s a reason to not interact with the world. 
And in this sense it would be the information world online, so you 
can’t rule yourself out of participation, that part of society because it’s 
really a legitimate part of society in my mind. You can’t rule yourself 
out of participation in that by fear of the fact that there is cybercrime, 
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so… You know just like everything else, in order to interact or operate 
in society and do the things you want and need to do, you kind of 
have to accept a certain level of risk of all sorts of things.  

[Parent, Interview]  

 

Stuart’s account reveals a number of elements. First, he suggests that because 
he has been a victim he is aware of cybercrime, yet he is cognisant of the 
‘counter-productive’ nature of excess ‘fear’. He suggests that there is an 
appropriate level of concern that is useful. Concern in moderation is 
functional in that it contributes to safety and ensures unnecessary exposure 
to risks, such as leaving ‘the front door open’. Stuart suggests that life 
involves taking risks, and in order to participate in society ‘you kind of have 
to accept a certain level of risk of all sorts of things’. There is then a degree of 
acceptance in both of these accounts of the fact that cybercrime is an 
inevitable problem in contemporary life, but it isn’t necessarily a ‘fear’-
inducing one. Mel’s account of her feelings towards cybercrime supports 

Stuart’s, and captures this acceptance:  

SH  Ok, so how do you feel about it?  

Mel  How do I feel about cybercrime?  

SH  Yeah  

Mel I don’t think I have particular feelings about cybercrime. It’s not 
something that I lie awake at night and think about. I’d like to think 
that I am doing the basics to protect myself. And I think the children 
are growing up in a sort of environment where we are aware of the 
notion of cybercrime. I know that the school runs awareness sessions 
with them teaching them about cyberbullying and that they should 
never give their details online, they should not click on links in emails 
[…] 

SH  So it’s not something that worries you or concerns you?  

Mel  Hmm no it does, but I wouldn’t say it’s a big concern. I’d like to think 
we are doing OK in terms of… of course there’s always the possibility 
that you’re a target of cybercrime. But I’d like to think that we are 
aware of that coming and that it’s not going to take us by surprise if it 
does.  

[Parent, Interview] 
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Mel’s quote captures what emerged as a background sensation in the 
participants’ accounts, namely the banality of cybercrime and risk. She 
suggests that if one’s routine habits and practices are aligned in particular 
ways, it should not be an overbearing concern, not something to ‘lie awake at 
night and think about’. It is briefly worth noting a connection present in 
Mel’s account that is discussed in more detail later in the chapter: that when 
certain conditions are met, cybercrime risk can be neutralised as something 
about which we ought not be overly concerned. Cybercrime is a mundane 
reality of late-modern life to which people have generally come to accept and 
adapt. There is a general awareness of cybercrime’s presence but also 
interactions with cybercrime and online disorder are somewhat routinely 
managed. This was summed up best by Alice and Darren. Alice describes 
managing spam in her everyday life. It is routine, mundane and in this case, 
humorous: 

Alice “I haven’t had any weird messages on Facebook in a while. I do get 
spam email and I always go through my junk and block everyone I 
don’t recognise. There’s a few annoying ones that always seem to set 
up a new email… it’s always the same kind of email like telling me 
that they’ve charged me for something that I bought on Apple, or the 
sexual ones (laughing) where it’s people saying ‘AHHH SEXY 
BITCHES IF YOU CLICK THIS LINK’. They come fairly regularly… I 
always just block them”  

[Student, Interview] 

 

The spam she regularly encounters follows the same familiar patterns and 
trends which sometimes are a source of humour. The process then of 
‘blocking’ spam and everyone she ‘doesn’t recognise’ is a routine one, an 
ordinary feature of online life. Darren also captures this feeling of cybercrime 

as a mundane reality in relation to computer viruses nicely:  

Dar […] I just feel like it’s probably… I don't know, maybe this is 
ignorance but it's just like one of those things that happens. You get 
viruses... it's just part and parcel of using the world wide web. 

[Student, Interview] 
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However, despite suggesting that they weren’t ‘too concerned’ or ‘worried’, 
a number of participants described equivalent momentary experiences of 
both ‘panic’ and ‘worry’ that fall into Farrall and colleagues’ typology (2009). 
In the following quote, despite highlighting earlier in the focus group 
interview that cybercrime is not something he thinks about ‘often’, or is 
‘particularly worried about’, Ben goes on to describe the experience of a pop-
up which caused him to panic.  

Ben […] I was just trying to stream a boxing match one night and then I 
was just clicking on the website and then all of sudden this pop-up 
came up and was like, you’ve been found guilty of watching child 
porn […] 

[group laughter, speaker pauses]  

Ben  you know I was genuinely like, ‘what is this, what is this about?’, like. 
All these visions of having to go to court and try and explain like what 
I’ve no idea what’s going on here like, and all this crazy shit. So I was 
just like forget about the boxing match. Like close the window, turn 
off the computer, and like I dunno, I was genuinely shaken up like, I 
was just like what... you think about your career and all... this is just 
crazy... […] I had actually put that away to the back of mind like it 
was eh, you know what I mean, a scary experience.  

[Student, Interview] 

Ben’s experience of accusation of watching child pornography was a ’scary 
experience’ that led him to be ‘genuinely shaken up’. This style of ‘digital 
extortion’ has also been seen the form of ransomware, which encrypts users’ 
files and demands a ransom in bitcoin for the decryption key (BBC, 2013b).  It 
is worth noting however that his panic stems not from the possibility of 
cybercrime victimisation that he encountered, but from the imagined 
scenario the pop-up led him to conjure.  In contrast to Ben’s experience, 
Poppy recalls a moment of worry that emerged from hearing about the 
breach of a bank’s security and the theft of customer data. This illustrates 
that momentary fears need not be grounded in direct experiences like Ben’s. 
The media arguably plays an important role in amplifying the cognitive 
‘availability’ of cybercrime victimisation (Jackson and Gray, 2009; Farrall et 
al., 2009). Poppy’s account highlights that particular ‘signal crime events’ can 
communicate vulnerability, and prompt worry about the availability of one’s 

personal data (more will be said about this in Chapter 7):  
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SH  So how do you feel about cybercrime?  

Pop  I guess because all my money is in one account, that would cause me 
concern. Because if it all went away (laughs) well that would be an 
issue. So, I guess it does worry me, especially when you hear about 
big banks, I don't think it's happened to my bank, but I think some 
banks have had lots of details taken... mmm... stolen. And you hear 
about big companies, not like Google, but similar to them having their 
[customers] details stolen, so you always wonder like where have 
your details ended up and if they could be taken... does that make 
sense?  

SH   I think so.  

Pop  So like my bank details could be somewhere in my email, then...you 
know. So I guess news stories make me a bit more concerned, but then 
I don't think about it that often. 

[Student, Interview] 

It is important here to acknowledge that Poppy isn’t necessarily concerned 
about the cybercrimes that have happened to large companies, but with the 
potential consequences a breach could have for her both in terms of financial 
resources and where her data might ‘end up’. She suggests these events 
prompt her to question the data’s safety, and what that means for where she 
has stored or left traces of her bank details. Innes’ study of ‘signal events’ on 
the other hand focuses on events and uses the tools of semiotics to explore 
the messages they send, and the cognitive, affective of behavioural impacts 
they induce (Innes, 2015: 7-9; 2003). He uncovered that certain crimes and 
disorder events tapped into wider understandings of reality, which gave 
them their consequential potency. In this case, these events signal to Poppy 
the precarity of her data’s security where neither she nor larger businesses in 
whom she invests trust are entirely safe. Nevertheless, the closing statement 
of her account draws us back again to the overarching theme here, namely 
that despite the diverse range of experiences and feelings that could come 
under the auspices of the ‘fear of crime’, she reiterates that ultimately she 
doesn’t think about it often. Such concerns are a feature of life she accepts.  

It is worth briefly noting that these momentary experiences can also be 
linked to particular online activities, an arguable substitute for the physical 
places it has been evidenced people come to associate with crime and 
criminality (Lupton, 1999). For many of the participants, when they did refer 
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to worry, caution, or wariness, it tended to be associate with the use of bank 
details, credit card information, and passwords.  

Pop I wouldn't say I think about it often. I think about it sometimes say 
when I've used the same password say for something else and it's the 
same as the one from my bank account maybe. Or I guess, ya, I think 
about it more when I use my bank details to buy stuff online, but it's 
not something I sort of think about daily or even weekly, it's just a 
moment when I might be, you know using online banking or using 
my bank details.  

[Student, Interview] 

That this particular activity prompts the experience of concern is 
unsurprising. It is these activities that are most entangled with conversations 
about security, and when the consequences of insecurity are most tangible. 
This feature also directs us to a divergence in feelings about co-present crime 
and cybercrime. Conventional crime and popular understandings are bound 
to particular places and times which through their visual aesthetic and 
community reputation are designated risky or unsafe (Jackson, 2004; Girling 
et al., 2000; Warr, 1990). Despite the lack of co-presence, the internet still 
offers sufficient stimuli to which the label ‘risky’ and ‘possibly criminal’ can 
be attached. More will be said about the kind of knowledge that informs 
these judgements later.  

Overall, the variety of experiences and intensities the above accounts convey 
serve to highlight a core criticism of ‘the fear of crime’ outlined in Chapter 3. 
The ‘fear of crime’ represents a wide and diverse range of experiences and 
feelings that have over the course of its research history expanded, to the 
extent that the analytical utility of the ‘concept’ today is questionable (Girling 
et al., 2000). What it is that is being measured by previous studies of ‘fear of 
cybercrime’ becomes increasingly unclear if one takes into account the 
eclectic imaginaries and experiences the concept prompts (Hensen et al., 
2013; Reisig et al., 2009). People’s assessments of their own worries draw on 
individual experiences, knowledge and cultural imaginaries in talking about 
cybercrime. The participants employed a range of imagined scenarios in 
describing their feelings: from viruses, to identity theft, card fraud, 
cyberbullying, revenge pornography, and child sexual exploitation. Most 
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interesting then is the general tendency of the participants to express 
relatively little concern for themselves in relation to the threat of cybercrime 
victimisation. In the following section, I will explore the ways the 
participants explained these thoughts and feelings. By exploring the 
sensibilities that emerge from their talk, the foundations of the banality of 
cybercrime begin to take shape in the form of ‘risk rationales’. The following 
quote from Phillis usefully captures one example of the way awareness and 
even comparatively strong sentiments towards cybercrime are metabolised 
and distilled through subjectivity:  

SH  Yeah, ok. So how do you feel about cybercrime? 

Phi  Emmm... it's not great. [laughs]... it's kind of horrific. It's a huge 
violation of privacy...  

SH  Oh, what do you mean?  

Phi  Well the thing that comes to mind is the publishing of celebrities’ 
nude pictures. It's just so horrific. It's an abuse really. I think it's really 
awful and I couldn't imagine going through that. I mean not just 
celebrities, the whole revenge porn published on sites, and girls have 
to spend hundreds to get it taken down. That would be the kind of big 
one that would be horrific to me. That’s the worst thing I can think of 
really.  

SH  Ok. So is cybercrime something that causes you worry or concern?  

Phi  Not really. I mean... ‘cause I don't really like… you know if someone’s 
going to hack my computer it’s just uni’ stuff. I don't really have 
passwords saved on my computer ‘cause it's important stuff like 
online banking. I think I'm quite careful with different password 
systems, so I wouldn't be overly concerned. They'd just have a load of 
law notes really (laughs), which they're welcome too really. But I don't 
think it's what they would be looking for. You know, if they were 
going to hack my bank... what are they going to have... my student 
loan? [laughs] that's about it.  

SH  So it doesn’t worry you really?  

Phi  No it definitely doesn't keep me up at night. 

[Student, Interview]  

 

Phillis suggests that cybercrime is horrific and interestingly here we see a 
connection made with privacy. She draws on knowledge of an incident 
which involved the release of a number of popular celebrities’ personal 
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photographs. For Phillis, their exposure represents an example of ‘the worst 
thing she can think of’, however despite this, she reports that she’s not really 
concerned about cybercrime in relation to herself. While careful to emphasize 
that it’s ‘not just celebrities’, she identifies them as an example for whom this 
crime might be more relevant. She is able to disregard these ‘horrific’ 
incidents based on assumptions about her computer and security practices, 
the value of her digital possessions, her assessments of what is she thinks 
‘they might be looking for’, and the consequences of victimisation. Across the 
participants’ accounts assumptions about internet use, security, and 
cybercrime are a frequent feature. In the following section I attempt to dissect 
this interpretive process in more detail.  

 

6.2.2 RATIONALISING CYBERCRIME RISK  

Thus far studies of public cybersecurity behaviours primarily approach the 
problem from a technical, psychological, or public health perspective (for 
examples see Mamonov and Benbunan-Fich, 2018; Weber, 2017; Stanton et 
al., 2016; Bada et al., 2015; Rader and Wash, 2015; Mulligan and Schneider, 
2011; Wash, 2010), however, sociological and criminological studies are 
somewhat lacking. Concern with public behaviour is also evident in policy 
discussions, as illustrated by the examples given in Chapter 4 in relation to 
behaviour change and its predominant place in the National Cybersecurity 
Strategy 2016-2021. Bada et al. (2015) highlight the important influence of 
culture on people’s cybersecurity decisions. My purpose here then is to 
explore how certain cultural forms embedded in ‘folk knowledge’ about 
crime on the internet figures into people’s sense-making of cybercrime and 
cybersecurity (Wash, 2010). Sparks (1992) argues in relation to fear and 
anxiety that individuals do not consume and appropriate discourse about 
crime uncritically or unreflexively. To reduce them to non-interpretive agents 
is a misstep. On the contrary, in his analysis of television and crime, Sparks 
argues that representations can serve numerous functions beyond the 
hypodermic model (Gerbner, 1976), and that ‘representations can address 
fears, play upon them, exploit or reassure them’ (1992:155).  
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In this section, I explore how certain sensibilities towards cybercrime and 
security are bound up in common understandings of crime and security on 
the internet. These beliefs and folk mythologies help explain the way people 
feel about cybercrime and reassuringly bolster individuals’ feelings of 
(cyber)security. Specifically, I argue that at least in the case of these 
participants, cultural conceptions of cybercriminals and their interests, the 
value of personal data, beliefs about secure behaviours, and secure 
technologies figure into the way they make sense of and feel about 
cybercrime risk.  

Beliefs both about hackers and their interests were an important feature of 
some of the participants’ accounts. They often emerged in the context of 
assessments of the value of their personal data. The social construction of 
cybercrime, offenders and victims seem to frame these assessments, and help 
mitigate their sense of risk. As Wall (2012) has pointed out, the myth of the 
‘superhacker’ distorts the reality of cybercrime and who commits it. It 
follows that this common conception will also lead to certain assumptions 
about who likely victims might be. These distortions, instead of inflating fear, 
can also serve as foundational knowledge on which judgements about the 
minimisation of risk can be based. As can be seen in the quote from Phillis in 
the previous section, she suggests that she doesn’t think her ‘law notes’ are 
the kinds of things that ‘they’ would be looking for. As she goes on to explain 
her thoughts, it also becomes clear that such assumptions are also bound up 
with the way she understands cybercrime and the value of her data and 
indeed the consequences that might result from a ‘hacker’ obtaining it. The 
following quote from Ella serves to illustrate this further: 

Ella My life’s really boring... like you really want a screenshot of me half 
asleep on my like tenth episode of ‘House’... It’s just dull. What are 
you gonna take? My emails are, again, nothing, literally nothing… 
nothing of interest on there at all. So you’re welcome to hack it 
because you’ll be bored out of your mind. 

[Student, Focus Group Interview]  

 

Ella believes that her life is ‘really boring’, and therefore hypothesises that 
she is likely not of interest to cybercriminals. She also points to value of her 
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emails and what they contain ‘literally nothing of interest’. These 
assessments of her data’s value as well the threat of someone accessing her 
webcam are deemed insignificant to the extent that she welcomes someone to 
‘hack’ it, much to their own detriment. While some participants were less 
untroubled by the notion of somebody gaining access to this kind of personal 
data, Ella wasn’t the only participant to feel that the consequences of being 
hacked were insignificant. A similar mentality also emerged in my 
discussion with Darren, a student, who having learned that his computer 
had a virus, suggested that he had ‘nothing to hide’:  

Dar  […]it didn’t really bother me because it wouldn’t have any effect on 
my life at all and I have nothing to hide in that way so...[…]?  

[Student, Interview] 

 

Beyond expectations about hacker’s interests and motivations then, there is 
also a clear demarcation between the kinds of people who are and are not 
likely or valuable targets, as well as the possible outcomes of victimisation. 
Both Moiran and Ella exclude themselves from that ‘interesting’ category, 
and like Darren suggest that ultimately, even in the case of victimisation the 
consequences are incidental. The particular media representations of 
cybercrime that came up in the discussions, and arguably which characterise 
much reporting of cybercrime, tended to be about large impact cybercrimes, 
such as those that affect companies’ data or attackers targeting particular 
high-profile individuals, such as the celebrities affected by the release of their 
intimate personal photos. In framing cybercrime in this way, the events 
appear to become less relatable to individuals and their everyday life 
concerns. The exception to this was banking data which as mentioned in the 
previous section was a frequently an issue of momentary concern. One final 
way in which the construction of hackers played into people’s understanding 
of cybercrime was in the case of Lily. She had a negative experience with her 
bank account which she initially regarded as cybercrime, however her beliefs 
about cybercrime ultimately led her to blame herself for what happened:  

SH You said you felt it was probably your fault... what do you mean? 
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Lily Yeah it was probably me, rather than someone hacking. Like why 
would someone bother to hack into one of the 16-plus, or 18-plus 
student/teenage accounts that’s got nothing in it? All I bought was 
lunch and make up. I feel like no one would bother. Which they 
probably still would but at the time I felt nobody would bother and I 
thought it was probably just me spending or, me losing money rather 
than someone taking it from me […]  

[Student, Interview] 

 

Equally, people’s understandings of the riskiness of their online activity as 
well as their routine security habits also played an important role in the 
sense-making process. I will explore in more detail the nature of these 
judgements habits and routines in Chapter 7, so I provide only a brief 
description here. Cybercrime was frequently disregarded as a concern 
simply because individuals ‘didn’t’ put themselves at risk. Chloe recalls a 
time when she was not so careful, and reflects on her current mentality:  

Chl […]I think it was a friend who went through my things and said what 
are all these weird programmes  on your laptop that I don’t remember 
how they got there. I think it was probably after he helped me clear 
out all the other stuff that was eating up battery I decided no... I’m 
never going to put myself at risk of downloading something again. I 
don’t really worry about it much anymore because I just don’t put 
myself at risk  

[Student interview] 

 

After having her friend ‘go through’ her laptop, Chloe’s response was to 
adapt the way she used the computer, and she suggests that because she 
doesn’t put herself at risk now, she doesn’t really worry about cybercrime 
much. Arguably this is a related but separate sentiment to Ella’s, Moiran’s 
and Darren’s contributions. For them, their exposed data was unworthy of 
criminal attention, and were it to be acquired for illicit purposes they call the 
data’s value and consequences of its exposure into question.  Their worries 
are mediated by virtue of their feelings that they have ‘nothing to hide’, 
nothing worth stealing, or nothing online to steal in the first place. This is 
likely to be connected to the simple fact that students had fewer assets and 
capital to lose in comparison with parents, who were concerned about 
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identity theft and their credit scores, and the older users who may have 
pensions to protect. While there are examples of older users and parents who 
also reported relatively little concern, the particularly strong sentiments 
articulated by students may be specific to that demographic by virtue their 
limited economic capital. 

For Chloe however, she suggests that her behaviour has changed in ways 
that means she no longer has to worry about cybercrime – she simply 
‘doesn’t put [herself] at risk’. The faith the participants had in the measures 
they took in the name of security were a prominent feature of their 
cybercrime risk rationales. Similarly, as can be seen from Mel’s earlier quote 
(p. 176-7), her concern is mediated by the fact that she is aware enough and 
does enough to sufficiently mitigate risk to acceptable levels, whilst in the 
knowledge ‘it’s always a possibility you’re a target of cybercrime’. A similar 
sentiment then is found shortly before in Stuart’s account of concern in 
moderation (p. 175-6). Participants also felt that they were secure enough 
because of the trust they invested in the security features of technologies 
themselves and in their designers, who they perceived as managing the risk 
on their behalf:  

Dar  […] Maybe I’m complacent. ‘cause I kind of rely on like things like 
banking apps. I rely on them being secure, so I don’t really worry 
about it.  

[Student, Interview] 

  

Keith articulates a similar set of ideas in relation to online banking. He 
derives a sense of security both from the fact that there are so many 
safeguards, and that the problem gets so much attention: it’s ‘actually quite 
safe’ to use.  

Kei I don’t really bother too much about the details and like once, in 
Singapore, I think there are a lot of cases of like of crime being 
committed because of online banking. But there is a lot of security 
advisors who enhance security, so I feel that with these safeguards, it 
should be quite safe to actually use this technology. So I don’t really 
think much about it. If money gets transferred they will send you an 
SMS [text message] to tell that something has gone out. And then you 
keep watch over that. I think it’s quite a safe space  
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[Student, Interview] 

 

Similarly, one parent I spoke with while discussing her feelings about crime 
online suggests it did cause her concern, but she had faith in the institutions 
she dealt with to mitigate the possible ramifications.  

SH  So would you say that crime online is something that causes you 
concern or worry?  

Pen Em, yes it does. I have to say that any time I do use, or I do access… 
[…] so I am always cautious particularly with money transfers and 
things like that. That is what worries me the most, but you have faith 
that if anything did go badly that there would be something in place 
that you would… That banks would give you your money back.   

[Parent, Interview]  

 

These kinds of beliefs extended beyond banking services to also include 
other brands of device. Some participants believed that Apple computers are 
more secure and therefore don’t need anti-virus, or simply don’t get viruses:  

SH  Do you use anti-virus software?  

Sam Yeah. Well, because I’ve got a Mac, it tends to download automatically 
with updates. So you don’t need to kind of buy software, Macs 
[Macbooks] are just fitted with it.  

[Parent, Interview] 

 

In response to the same question one student highlights her scepticism about 
anti-virus software, but takes solace from the fact that she uses a MacBook in 
addition to taking care online. She suggests that despite watching TV online 
‘illegally’ which she seems to characterise as risky, she believes her MacBook 
will protect her information:  

Lily No I don’t think so, we had that Norton [anti-virus software]... Dad 
was obsessed with it. I now know that it’s not very good...  

SH  Norton? 

Lily  Yeah it slows everything down, and it costs a fortune. It’s like a 
hundred pounds a year. I very much believe the myth that Macs, 
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which is what I have, that Apple devices don’t get virus’. I still kind of 
believe that. Because if I watch…[pause]… I have ad-blocker [software 
that blocks advertising on webpages], so if I watch TV illegally, which 
I do, I very much believe my computer would protect my information 
from that […] So I feel like that protects you, like that reassures you.  

[Student, Interview] 

  

Overall this section has illustrated some of the ways in which people drew 
on the culturally informed beliefs about cybercrime and security to inform 
their judgements about risk, and filter and dilute otherwise potentially 
‘scary’ or ‘horrific’ possibilities. Evident in the participants accounts is a 
particular understanding of cybercrime. It is shaped by folk knowledge, 
fictional and news media representations, and these cultural artefacts allow 
an interpretive journey that can serve to minimise the viability of cybercrime 
risk. In addition to these feelings about particular types of security, 
participants also mitigate their concerns by investing their trust in particular 
organisations with whom they feel it is safe and secure to interact. A more 
detailed discussion of this will be provided in the next chapter. What is clear 
however, is that awareness of cybercrime does indeed shape the ways in 
which people go about their everyday online lives. It both consciously and 
unconsciously informs their decisions and behaviours in relation to what is 
safe and not safe to do. The participants appear to have developed both 
cognitive and practical adaptive strategies that allow them to continue in 
late-modern life in spite of cybercrime risk. Breda’s account of her security 
strategies tells this now familiar similar story. She’s neither worried nor feels 
she does much ‘security’ because she ‘follows the rules quite well’:   

Bre  I feel like I don’t do anything online […]. If I was actually on a website 
where there were pop-ups I would just, I would never go back to that 
website again. That’s kind of like one of my things [Group 
agreement]. I just wouldn’t. I don’t know why. I suppose like I 
probably am worried about it but I don’t know what it can do to me 
so I don’t know why I’m worried about it. It’s more just like oh I 
shouldn’t do that so I just don’t. Rather than I don’t really think that 
there’s consequences per se, I just think I’m probably best not to do 
that. And that’s kind of good enough for me... to just not do it. I follow 
the rules quite... quite well  

[Student, Focus Group Interview]  
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Breda’s account illustrates what will be shown in the next chapter to be a 
commonly shared set of assumptions that people employ in navigating 
online life: a set of ‘rules’, which if followed are sufficient to fend off 
cybercrime, with the acceptance that risk is inevitable. Her account also 
reveals the emergent normative nature of judgements about online 
behaviour: there are certain things people ‘shouldn’t do’. However, there are 
also times in which security proves problematic. As Valverde (2011: 18) 
points out, the subjects of security projects when in conversation about 
security often ‘presuppose different values and rationalities’. The ‘plurality 
of rationalities’ (Tulloch and Lupton, 2000) above illustrates how public 
assessments of risk can deviate from what academics or policy makers might 
expect when people are confronted with risks or threats like cybercrime. 
Equally problematic then is when these different priorities, demands and 
pressures collide to produce security dissonance. 

 

Negotiating with security: Security limits and Cyber-fatalism 

In this section, I will briefly provide some examples of the ways in which 
people’s understandings of and feelings towards security could ultimately 
inhibit their own. More importantly the demands of ‘being secure’ online 
were sometimes problematic. Already there is one allusion to this theme in 
the quote from Lily (p.189) in which she highlights her perceptions of Norton 
anti-virus software and the computing problems that result from its use. 
Similarly, password advice has long been the subject of much criticism for 
both the inconsistency and inconvenience in advice given and demands of 
password creation across various services (Mamonov and Benbuch-Fich, 
2018: 34; Stanton et al., 2016; Gulenko, 2014; Mallery, 2009). Stanton et al.  
(2016) found that what cybersecurity demanded of users was itself to blame 
in some ways for insecurity, where some of their participants regarded it as 
‘irritating’, ‘annoying’ and ‘frustrating’. Their findings both support some of 
those here, but this also represents a chance to build on their findings. The 
participants I spoke too, rather than being ‘fatigued’ or ‘frustrated’ as Stanton 
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found, did make hopeful attempts to be more secure, however they did so in 
a way that worked for them. For some, pure security recommendations were 
unachievable for them. This sensation was also a factor which led Lily to 
blame herself for her own victimisation. She tried to follow advice to use 
different passwords on different accounts, but ultimately she had to adapt in 
order to make this process manageable: 

Lily […] I felt it was probably my fault for having a password that was the 
same as my Facebook password or something. That’s how I change 
passwords. I have maybe 4 or 5 different ones, and I use them with a 
couple of different websites, rather than the same one for all of them. I 
use a couple of different ones and I mix them up, and everyone so 
often I’ll come up with a different one, because I’ve forgotten which 
one... I think everybody does this. You know when you sit and it’s 
like... you put one in... and it doesn’t work. So you put a different one 
in that you’ve used before... and you sit and you do that until. I, I did 
that yesterday. For my own email... It happens all the time. 

[Student, Interview] 

 

In attempting to be secure, Lily reconciles common advice with her perceived 
ability to remember passwords. In adapting this advice, she develops her 
own strategy to allow her to fall within common parameters of ‘being secure’ 
whilst finding a way which works for her. However, password advice leads 
Lily to the negative experience of self-blame for her own victimisation. This 
perhaps illuminates a possible unintended implication of security awareness 
campaigns. The common advice given frames conversations about what 
constitutes secure and insecure behaviour. It sets a standard to which 
individuals need to strive, or find themselves wanting. In cases where people 
are unable to meet strict cybersecurity criteria, it can amplify their sense of 
insecurity. Sam’s quote captures this:  

Sam  Emmm, for myself, I do worry about cybercrime because I have my 
debit card and credit card attached to so many websites. The dilemma 
as usual is that it’s convenient to have passwords that are 
automatically remembered, to have passwords that are the same for a 
lot of sites. It’s convenient. And that problem is that I’m making it 
very easy for people to hack into my life. 

 SH  What do you mean?  
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Sam  It’s because I pretty much have the same password for most things.  I 
know I shouldn’t. But it’s because I can’t remember them! So for the 
simple reason that you are constantly told you can’t write them down, 
I can only have say three variations of passwords that it can be. If I do 
three strikes and you’re out [the account gets blocked], and I can’t get 
a job done that I want to do. So I just have to type in my three 
passwords and one of them will be the right one.  

[Parent, Interview] 

 

Sam’s account of her experiences of using security then illustrate a key and 
well acknowledged security dilemma – security is inconvenient (Mallery, 
2009).  She adopts a similar strategy to Lily in using variations on password 
theme which inevitably leads to her worry more about cybercrime. She 
highlights that she values the convenience offered by websites that 
remember her data, but identifies this as a vulnerability: ‘making it easy for 
people to hack into [her] life’. She expresses frustration that the advice she 
has received about being secure is limited by her ability to remember 
passwords, whilst at the same time ‘you are constantly told you can’t write 
them down’. Equally, we can see the tension emerging between the value of 
convenience which is designed into software and its various functions (auto-
fill password functions), and wider discourse about cybersecurity and online 
safety. As a result, she feels she can have only three ‘variations of a 
password’, as this means that she won’t get locked out of an account which 
would limit her ability to work.  This theme also featured in some parents’ 
talk about using content-filtering software, which was often found to be too 
much trouble or ‘awkward’ to use. Overall these accounts resonate with 
contemporary ‘usable security’ arguments, highlighting the ‘impossible 
demands’ made of users which fails to acknowledge ‘the limitations of 
human memory’ (Sasse and Flechais, 2008: 16).  As users continue to engage 
with greater numbers of services requiring an increasing number of login 
details, the tension between cybersecurity and everyday life will continue to 
grow. As Sasse and Flechais argue, there is a responsibility on designers of 
systems to account for the human characteristics of the users for whom those 
systems are created.  
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A final incidence of this theme presents one way in which beliefs about 
cybercrime can play into and ultimately undermine individuals’ sense of 
cybersecurity. Equally, it offers an example of one-way people may come to 
cope with online risk. In a focus group interview with students, a discussion 
about doing security leads Bob to express a fatalistic view of password 
demands, which Giddens suggests: ‘the proponent of such an orientation 
might declare, are in the end a matter of chance’.  Bob suggests such 
demands are irrelevant, and that ultimately they make no difference, and 
while he does not leave victimisation up to chance entirely, it is for the most 
part out of his control:  

Bob […] I don’t know see for me personally, I go through phases of putting 
in details or changing passwords to ridiculous lengths and then going 
‘oh I can’t be bothered putting this in every time’ so I’ll change it to a 
smaller one. Less safe or… whatever [sighs] [groups laughs] It’s as 
safe. I don’t know, to me it doesn’t make much of a difference if it’s 
twenty characters long or three, if somebody is going to take the time 
to do it, they’re going to take their time to do it.  So... that’s how I 
generally feel about it. 

[Student, Focus Group] 

 

Clearly frustrated and tired with the process of managing passwords, Bob’s 
account most closely mirrors the ‘security fatigue’ found by Stanton and 
colleagues (2016). However, the subtle difference to be drawn out is that his 
suggestion rests again on his assumptions about hackers and their 
capabilities. In an oddly similar vein to Matza’s (1964) account of 
delinquency, Bob’s frustration with the pushes and pulls of security 
demands surrounding passwords leads him to a fatalistic neutralisation both 
their utility and his own responsibility for safety. Amidst an emerging 
normative imperative to be secure, Bob neutralises these demands by 
denying their reality. Giddens (1991) and Douglas and Wildavsky (1982) 
highlight fatalism as one functional response to individual and collective 
risk. Giddens (1991: 131) argues that in a global risk society ‘there are 
dangers which we all confront but which, as individuals […] none of us can 
do much about’. Arguably, then it is from the saturation of contemporary life 
with cyber-risk and increasing awareness of its omnipotence that fatalism 
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may come to represent one possible form of ‘generalised coping’ which 
allows the acceptance of both risk itself and our inabilities to manage crime 
and technology.  

In this section, I have discussed the ways the participants drew on a range of 
understandings in their individual assessments of cybercrime and the risk it 
posed to them. It highlighted that both cultural representations of 
cybercrime, offenders and victims could be cognitively mobilised in a way 
that minimised risk and bolstered a sense of security. It illustrated that there 
are a number of popular beliefs both about security, and how to behave on 
the internet somewhat mirrors the safe places and routines people imagine 
and confine themselves to in the physical world. Despite its relative 
mundanity, cybercrime and risk shaped the ways these participants both 
used and felt about the internet and online life. In the next section, I focus my 
efforts on the older users this project engaged with.  

 

6.3 BEING OLDER, BEING RISKY, BEING VULNERBALE  

I have separated the older users as a distinct group of interest. While the 
accounts they gave certainly had overlaps with the other participants, they 
raise a collection of issues distinct enough to warrant an isolated discussion. 
Here, I want to focus on the way understandings of ‘age’, ‘young people’, 
‘the past’ and ‘technology’ figured into the older users’ accounts of online 
life, cybercrime and how they feel about it. The students and parents (at least 
in reference to themselves) discussed cybercrime with an underlying degree 
of comfort and an assumption of competence in terms of cybercrime risk 
management. For the older users, cybercrime and security was secondary to 
what they tended to identify as the primary risk to their online activity: 
themselves. In the following paragraphs, I draw on their accounts to 
illustrate how their understanding of age and technology shaped the way 
they made sense of cybercrime risk and their willingness to engage with the 
internet generally.  

Age and generational differences has been connected to how people made 
sense of their relationship with technology beyond crime (Tsai et al., 2015). 
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Equally, there are well established connections between being older and 
being fearful of crime. The elderly and women are commonly categorised as 
the paradoxically fearful. Despite the empirical reality of offending, they are 
constructed as both likely victims and highly ‘fearful’ (Lee, 2010; Walklate 
and Mythen, 2010). Mythen and Walklate (2016 see also Mythen, Walklate 
and Khan, 2009) highlight how the social construction of particular groups 
has consequences for their assessments of personal risk, both as victim or 
offender (see also, Lupton, 2000). This labelling process is a consequence of 
both policy and research (Lee, 2006), as well as media representations of 
crime and its victims (Jewkes, 2010). Being labelled as ‘at risk’ or ‘risky’ is 
further supported by techniques of responsibilisation, which in their 
directedness can reinforce labels attached to particular groups as being 
‘dangerous’ or especially ‘vulnerable’ (Mythen and Walklate, 2010). In the 
case of technology, it is a commonly held view that older users are less likely 
to be ‘tech savvy’. This understanding could be clearly heard in many of the 
older users’ talk.  

The computer clubs I attended and volunteered with served as an important 
venue in which these anxieties could be voiced, shared and managed. The 
following quote from a focus group interview that took place before a session 
represents a typical request that volunteers received, but is equally revealing 
of the perceived connection between being ‘tech savvy’ and the ability to 
manage risk: 

Ger  […] I was going to ask, you asked about using the internet, I was 
going to ask today if somebody could take me through the steps for 
looking at airline tickets. I don’t feel quite confident enough to risk 
that…  

[Older user, Group Interview] 

 

Geraldine clearly captures this sentiment, whereby her confidence in her 
own ability constrains her willingness to ‘risk’ looking for airline tickets. The 
older users frequently spoke about their computer use as limited by their 
knowledge, ability and comfort with the technology. They expressed 
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sentiments that they weren’t ‘good enough’, ‘confident enough’, or didn’t 
‘know enough’, and that this left them vulnerable to crime and other 
negative experiences. As mentioned in the previous chapter, the focus 
groups with older users had a younger or more experienced computer user 
present who volunteered with the clubs. Their presence was hugely 
important as they helped ease lines of questioning by sometimes reframing 
them in ways which they knew would help the participants relate. The 
example given in chapter 4 referenced the use of online prescription ordering 
services from their GP.  However, there were times in which this social 
device served to produce tension. It generated a tension that revolved 
around the question of age, ‘generation’ and one’s ability to use computers. 
The volunteer was someone the older users saw as more competent and able, 
which meant that the volunteers suggestions could sometimes be discarded 
with reference to their superior skill and comfort emerging from their age. 
The following example is a quote from the same group interview as above, 
which illustrates this kind of interaction:  

Vol2 Well I certainly do quite a lot of things online and you know I‘m just 
very careful when I do give my bank details and I do look at my bank 
account online… but you do have to just be careful.  

Mark I know but it would be easy for a lot of elderly people to lose a lot of 
money and to not even know about it.  

Vol2  Well its possible, but I don’t know what the statistics are but, the thing 
is, you don’t want to get too… you want to use the benefits of the 
internet, you know and not be too scared off by scare stories, you just 
have to be alert and careful.  

Mark  I know, it’s a worry for elderly people because it’s very tempting and 
fantastic…  

Bri it’s so easy to be taken by what you see...  

Ail  I don’t know enough about the computer to do that… 

[Older users, Group Interview] 

 

The volunteer attempts to reassure the older users by emphasising the 
simplicity of safety, ‘just being careful’, and managing older users’ 
uncertainty in this way was a key feature of their volunteer work. This 
tended to emerge in other conversations under the auspices of ‘common 



 - 205 - 

sense’, a way many parents and students talked about how they stayed safe 
(This will be discussed further in Chapter 7). However, this provokes a rather 
critical response from some of the other participants, who are sceptical that 
this is such an easy task. First Mark suggests that it’s easy for older people to 
lose money, and that is a particular worry for elderly people. Bridget 
supports this point of view by highlighting that it’s easy to be taken by what 
you see. Aileen sums this up by suggesting that they ‘don’t know enough 
about computers to do that’.  

 

For the older users, their age and perceived ability to use computers means 
that ‘just being careful’ is far easier said than done. There is an implicit 
connection made in their talk between being older, being unable to use 
computers, and being vulnerable to cybercrime risk. They tended to perceive 
younger people as having some intrinsic or innate ability. This sentiment 
emerges again in the following segment of focus group with older users in 
response to a volunteer’s contribution;  

Vol Does anybody bank online here? 

Ail  No, I would choose not to. Is that awful?  

Mar  Nooooo 

Ail  You’re younger, you probably do all these things.  

[Older Users, Group Interview] 

 

In asking about online banking the volunteer taps into a particularly 
sensitive point amongst older users. Two focus group members react 
promptly to the question emphasizing that they don’t use online banking. 
Aileen follows this up with the suggestion that because the volunteer is 
younger, they do ‘all of these things’. Being younger was to be able to 
manage to engage with technology and the changes it brought to everyday 
life. The following quote from an interview with Angus helps develop this 
further. When I asked Angus how the internet fits into his everyday life, he 
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suggested he used it only for internet banking and emails. He considered his 
abilities ‘limited’, despite being an internet user for 10 years. When 
prompted further, he gave the following explanation;  

SH You said you don’t buy things?  

Ang not online, no, no.  

SH How come?  

Ang Because I’m… OK, I get worried in case I make a mistake, instead of 
saying 100 I might say 1000, you know? Stupid things you know. I 
don’t want to make a mistake and create hassle for anybody else, 
that’s the main reason. I mean eh, if I need anything my daughter has 
an account with Amazon, ya know? And she can get that for me, but 
that’s very, very seldom. My son also, and he’s bought things for me 
on Amazon, but that’s maybe once a year or something. You know, 
it’s not an everyday thing. That’s the only reason… I use my computer 
for, just eh, keeping contact with people, you know I worked abroad 
for a long time, so you know, I send emails abroad […], you know, it’s 
just to keep in touch with people. That’s all. 

[Older user, Interview] 

 

The clearest point in Angus’s answer is that his primary reason for not 
buying things online was the risk he saw as inherent to his own ability. He 
didn’t want to ‘make a mistake’ or do ‘stupid things’ which would cause 
hassle for other people. For buying, instead he relies on his familial networks 
as a buffer, on whom he can rely in the ‘seldom’ case he may need to make 
an online purchase. Instead, he prefers to restrict his use to keeping in 
contact with people and keeping, emphasizing ‘that’s all’, which is 
emblematic of the way older users could redistribute the risk posed by the 
internet (see chapter 7). They tended to draw boundaries around safe and 
risky activities, and navigate those safe activities with care. Shortly after, he 
explains how his skills have developed in the sessions. In response to a 
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question about what he thought about cybercrime, he offered the following 
response;  

Ang Oh no no… I mean I don’t know anything about that. That’s eh, I 
wouldn’t know, ya know?… I was 79 on Wednesday… 

SH Happy Birthday! 

Ang [laughs] Thank you, so I’m not going to go and start learning too 
much now. I’m afraid my memory retention is a bit… I forget things. 
Not forget everyday things but, if somebody was to explain 
something to me it’d probably go in one ear and out the other. I mean 
ok, the odd thing now and again I can remember ya know…. It’s just 
age. That’s what I put it down to. Everybody tells me that. 

In response to a question about cybercrime, he offers his age as an 
explanatory device, making clear the conceptual connection between age and 
knowledge both about technology and cybercrime. He identifies cybercrime 
as something he wouldn’t know about because of his age, making 
connections between the inherent difficulties and challenges older users 
encounter in coming to terms with new technologies. For Angus, this comes 
back to learning and being able to learn. For Angus, this is about his memory 
and the difficulties he feels he has in retaining things people try to teach him, 
as well as his concern with not causing ‘hassle’. These challenges were also 
felt by Hamish, who suggested the following when I asked him about his 
internet use;  

SH What kind of things do you use the internet for?  

Ham Well I use it for my friends in my golf club. A closed group which I 
use for, emmm, Facebook that one. It just seems to be the done thing 
now, to have a computer. You can read the news, saves you that 
money. And everybody has it. All my grandchildren have it [pause] 
It’s challenging… a new challenge. Using it. Because when you come 
to my age, it’s completely different. It’s like going to school again.  

SH Oh ok, can you tell me more about that? The challenge? 

Ham Well… you’re frightened you do anything wrong. Meaning… you 
hear that much trouble now about people jumping into your 
conversations, and people getting into your private life. Eh.. they can 
steal your money and things like that. So if you’re learning the 
modern telephones which are these things… [points to smartphone on 
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table]… it’s a bit frightening if you’re not sure what you’re doing. I’m 
attending this group to learn more about the computers, what to do, 
what not to do, even in a simple manner. 

 

Hamish makes a clear connection first between his age and the challenge this 
represents in adapting to a feature of contemporary everyday life. He then 
goes on to suggest that this is connected to his feelings of worry or fear about 
using the internet and the potential for crime victimisation. The stories he 
hears about the possibilities of victimisation and invasions of privacy 
Facebook enables are especially concerning because of his status as a ‘learner’ 
and the chance that he might ‘do something wrong’. Hamish’s statement also 
highlights the importance of these groups as an essential node in an informal 
network of security. The connection between making sense of worry in terms 
of age, also came up in the focus groups with older users. For Bridget, she 
suggests that the reason she felt the way she did after experiencing the theft 
of her iPad was not a result of the loss itself, but actually because of her age:  

Bridg  Well, right, I had an iPad and it was stolen. And it was really… well I 
obviously couldn’t find it. It was bothering me that they could get 
information about me. There was nothing on that could really have 
been… problematic. But even knowing that, you still were all churned 
up inside. 

Shar   But that’s an age thing again, I recognise that.  

 

Bridg Yes it’s an age thing, yes, you can’t just sort of say right it’s gone now. 
You know. 

[Older Users, Group Interview] 

 

Across all of the above quotes it is clear that the groups these users attend 
perform an important role in their ability to derive a sense of security. They 
are sources of information, experience but most important as sites of 
confidence-building, thus tending to a keystone of the cyber-insecurity the 
experience. Older users’ perception of their relationship with technology 
across different groups was frequently a factor in how they talked about their 
worries or concerns. In Angus’s case, despite his extensive experience he 
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remained concerned about doing other things he’s not familiar with, for fear 
that he’ll not remember how to do them and that he’ll do something ‘wrong’. 
Such perceptions have important consequences for older users. This can 
result in some users deciding that they won’t use services such as online 
shopping or NHS online prescription services because of the risk of 
‘something going wrong’. These worries aren’t necessarily about crime, but 
they play into people’s sense of exposure to cybercrime risk and avoidance 
strategies they use to remove themselves from that risk. Angus, and many 
other older users suggested that rather than taking the ‘risk’ themselves, they 
would ask family members to perform the actions they needed. A 
consequence, however was that older users sometimes felt that they weren’t 
affected or worried about cybercrime because they ‘don’t do anything’ that 
might expose themselves.  

 

6.3.1 PERPETUATING THE GENERATIONAL DIGITAL DIVIDE: ‘TAP TAP 

TAP’ AND ‘THE MANAGER IN HIS SUIT’ 

The Older users’ assumptions about their inability to manage technology 
seemed bound up in a second set of assumptions about younger people’s 
‘natural ability’ to master technology. This was reinforced by their 
experiences of viewing younger people using it. Children and ‘younger 
people’ are socially and culturally constructed as being ‘naturally’ able to use 
various technologies, like an iPad or iPhone, by some innate knowledge.  In 
the volunteering sessions, some older users would describe visits from their 
grandchildren when they would observe them on their iPads and iPhones 
downloading and playing games with ease, like it was second nature.  

In their study of older adult users’ acquisition of digital literacy skills, Tsai et 
al. (2015) found that older users’ learning was supported by interactions with 
family and friends who acted as informal teachers. They emphasized the 
importance of social support networks like the family to digital literacy, in 
comparison to ‘commercial instruction’ which was seen as too fast paced 
(2015:43). However, my discussions with older users seemed to generate 
both complimentary and contradictory beliefs. The availability of help, even 
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if it enhanced older users’ confidence or abilities, also seemed to play into 
feelings of alienation from techno-social society. A number of respondents 
spoke fondly of their interactions with their grandchildren and children, and 
saw value in family support to their learning, however these interactions 
could also prove to reinforce the older users’ negative beliefs about their own 
abilities. These interactions in addition to making older users feel ‘stupid’, 
would provoke frustration because when they asked for help their children 
or grand-children demonstrate things quickly and unhelpfully, without 
realising the needs of their family member.   

Isla Technology… (Jolene yeah)… I think people who’ve got 
grandchildren are more up to date on a lot of things. I think that helps. 
We don’t have any grandchildren or anything so, obviously, I have 
two children and they’re on to middle…  

Jol Well they don’t teach us anything though, that’s why we go to classes 
and that’s why they must continue with classes for people like us… to 
teach us how to do things and explain things like Facebook to us. 
Which we’re just learning about here and that’s why this is good.  

SH have you asked them to teach you things? 

Jol Well you know… you ask them ‘can you show me this and its ‘do do 
do’ – done. You know. We need an idiots guide… and it takes me a bit 
longer sometimes for things to go in. You know. But these young 
people just know, you press the button and (clicks fingers) its instant. 
You know where as we’ve got to think, before we press that button, 
wait a minute what’s the button going to do.. (they both laugh loudly). 

[Group Interview, Older Users] 

 

Isla makes the suggestion that people who have grandchildren tend to be 
more up to date, as they have more interactions with current technological 
trends. However, this prompts Jolene to suggests that actually, they ‘don’t 
teach us anything’, necessitating their attendance at classes and computer 
clubs. It is evident from Jolene’s final statement that while there is value in 
informal instruction, their needs in relation to learning to use the internet can 
go unacknowledged in their family support networks.  

They suggest young people or more internet savvy people underestimate 
how ‘simple’ something is, and in trying to help fail to do so at a pace Jolene 
feels she can keep up. The interactions Jolene tends to encounter then aren’t 
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helpful because she feels family members don’t understand her needs as a 
learner, perpetuating the belief that she requires special help: ‘an idiots 
guide’. While some older users expressed great admiration for the tech 
savviness of their young grandchildren and children generally, seeing them 
engage with technology sometimes perpetuated their sense of difficulty with 
new ways of life, and was indicative of things they might never be able to do. 
The interactions seemed to symbolically distance the older user further from 
contemporary technological society. Mark captures this nicely:  

Mark But children for example, I see little babies who are three or four, and 
then know how. They can do everything. And they can master it. That 
I’ll never be able to do.  

[Older User, Focus Group] 

 

Angus describes a similar interaction he had with a volunteer at one of the 
computer clubs. While he appears more positive and suggests it has made 
him feel more competent, the ease with which the volunteer has shown him 
how to do something clearly resonates with Jolene’s experience; 

SH So you are more comfortable now? 

Ang Yeah yeah, I wouldn’t do any more than I do now, but I feel a bit more 
competent using it now… He showed me, just click on that… 
[laughs]… he made it look so simple … tap tap tap tap [taps table like 
keyboard] … and that’s it…  

[Older user, Interview]  

 

Angus’s beliefs about what it means to be ‘old’ and the experiences and 
changes growing older entails are bound up in a complex and problematic 
way with how he perceived himself as a user of technology and internet. 
There is a clear sense of unique challenge faced as a result of being older to 
master the internet and information technology. This seemed to be rooted in 
wider sensibilities people have about older users, younger users and who 
can use technology well.  These feelings are amplified by the struggle they 
experience of learning to use computers, and the interactions they have with 
younger people who overcome those very obstacles with ease.  
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Many of the users I worked with in these computer clubs were proficient in 
the things they wanted to do. Despite a desire to get help, empathetic 
volunteers and family members, support seems difficult to come by in a 
useful and non-alienating form. Sensibilities towards technology and young 
people’s ‘natural’ ability can function to inflate older users’ sense of risk and 
vulnerability by reminding them they are neither technological or ‘natural’ 
users, and that has implications for how they manage the risk cybercrime 
might pose to them.  

While computer use is individualised and isolated, the social supports 
identified by Tsai et al. (2015), and the community-based groups and clubs 
from which the respondents were recruited also play an important role. 
These familial, community and civil society networks form a source of 
security that older users can rely on, derive a sense of security from, and 
manage the risks they feel exposed to, be it from crime or their own 
perceived skill deficiencies. Older users can draw on their family and friends’ 
experiences and confidence as a way of managing their anxiety (more about 
that later) by learning from them, or using their knowledge to overcome their 
own uncertainty. This suggests an important role that ‘social capital’ might 
play in the individualised world of cybercrime risk. Social capital is defined 
by Bourdieu as the ‘sum of resources, actual or virtual that accrue to an 
individual or a group by virtue of possessing a durable network of more or 
less institutionalised relationships of mutual acquaintance and recognition’ 
(Waquant, 1992:119 in Field, 2008). The local social capital of older users then 
is an important piece of this puzzle. These networks constitute an informal 
base for cybersecurity grounded in the local and co-present reality of family 
and community relations. In contrast to the students and parents 
participating (more about that later), older users seldom discussed the 
internet as a source of information about ‘the how to’s’, or about what is safe 
and what is not. This suggests that older users and their sense and practice of 
cybersecurity may be more reliant on having family, as well as on the 
community resources available to them to supplement an absence of those 
relationships.  It follows that those who don’t have family on which to rely 
are impaired in their ability both to access, feel secure in and benefit from 
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using the internet. The importance of third sector and voluntary groups that 
contribute to older users’ digital literacy by holding weekly sessions is clear. 
These informal networks of security function to establish alternative or 
supplemental sources of ‘collective efficacy’ in managing concerns and 
supporting the development of ontological security in a techno-social society.  

So far, I have discussed the way interactions with younger people and the 
underlying cultural contradiction between being older and feeling 
technologically competent played into older users’ ways of thinking and 
feeling about cybercrime. There was also a symbolic connection between 
what cybercrime inferred about the changing nature of society as a result of 
technological change. For some older users, this was a challenge that needed 
to be conquered but for others it forced them to confront sometimes ‘weird’ 
and ‘wonderful’ changes in the way people lived and how they 
communicated with one another. In many ways the technological 
transformations of the familiar social interactions they were comfortable with 
operated like a ‘breaching’ experiment in Garfinkel’s sense (Garfinkel, 1967). 
The interview and focus group data seem to shed light on how technology 
‘violates’ or ‘breaches’ their commonly held sensibilities towards everyday 
social life and its normative behavioural imperatives. It seems to shed light 
both on the pre-internet era’s valued social organisational characteristics, and 
equally the components of contemporary life they found difficult to accept. 
Often, this was difficult to articulate beyond suggesting they prefer ‘going 
into the bank’ and getting to ‘talk to someone’ (Group interview, older 
users). It was evident that many of the participants preferred to do things the 
‘old’ way, a preference that was rooted in their sense of mastery of the 
technology and what could ‘go wrong’. Billy expresses a strong distrust of 
phone banking in the following quote. As he explains further, it becomes 
increasingly clear that the foundation of his worries and concerns is bound 
up with technology and its effects of the nature of social order:  

Billy  […] There’ll be someone in the next few years will devise a 
programme that will totally ruin the whole banking commercial 
system. And I think that’s the fear, not war… people worry about the 
war but, it’s cybercrime is what’s going to destroy the place and if you 
phone the bank, like I met somebody from London the other week in 
the bank because when you phone the bank if you want to speak to 
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someone they want your bank details over the phone and you get this 
mechanical voice which enrages me, and I refused. I wrote quite a 
strong letter of complaint and this man was up from London, he was 
one of the top men, and I said, how can anybody trust a bank on the 
phone when they won’t let you speak to anyone, and yet you’re 
arguing with this mechanical voice, and eventually, you know, one 
thing you always do is get upset. It’s the same with the phones, you 
keep getting these phone calls. You talk to phone company, ya we’re 
gonna deal. And all that happens is, I’ve got 22 callers blocked, but 
people are trying to say who they are, and you’ve no sooner blocked 
one than…. And many are from outside Britain which makes it 
difficult… but… I think with our age group especially we’re still used 
to seeing the manager, the manager with his suit, and pen and cuppa 
tea, and they knew you. And now if it’s not on the computer, you’re 
lost. I think banks are beginning to realise, it’s likes cheques, I don’t 
see them getting rid of cheques for a long, long time. So between the 
phone and the bank, I certainly don’t trust the modern system from 
experience. It depends on your experience. 

[Older User, Focus Group]  

Billy’s feelings are undoubtedly shaped by his previous problematic 
experience, but in reflecting on them he makes clear the way in which 
technological change challenges his capacity to trust. Ultimately this feeds 
back into his understanding of cybercrime, in which he truly catastrophic 
potential. Where Isla and Jolene are concerned about their own ability, Billy 
is more concerned with the negative effects technology has on interactions. 
He wonders how he can establish trust in a system devoid of the co-presence 
he values. The ‘cyberdoom’ scenario Billy envisages is revealing about the 
wider concerns with which cybercrime can be bound up. Billy’s first 
statements illustrates the connection between cybercrime, technology and 
social change. The sentiment is a dystopian and anxious one, not necessarily 
about cybercrime, but with the consequences societal dependence on the 
internet. He is clearly resistant to the techno-social order, preferring the way 
things were. Billy’s cybercrime imaginary is bound up in the way technology 
has transformed the conditions of social relations, from which he learned to 
derive a sense of trust and security. The values and ideals he embodies are 
challenged by the mechanical voice on the phone symbolising a technological 
intrusion into the evidently meaningful relationship he once had with the 
manager ‘[…] with his suit, and pen and cuppa tea, and they knew you’.  
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Billy values the ability to interact with people co-presently, and his ability to 
trust the institution is undermined by the way it has forced him to interact 
with technology. This strong reaction wasn’t common, among the 
participants and other respondents articulated less resistance to techno-social 
change. Nevertheless, their traditional values and ideals of how one ought to 
conduct oneself still played into the way they understood and used 
computers and the internet. In the following discussion, we can see that Isla 
and Jolene are more open to the affordances of technology, but their 
sensibilities about giving out information shape their online activity. While 
they are open, their use is restrained by beliefs about personal information 
and the value of privacy; things one ought and ought not share, and how 
they differ from ‘younger people’:  

Isla […] We’ll buy the occasional things online. We don’t do banking 
online because we’re very wary of that.  We’re quite wary of giving a 
lot of information over the internet. And on the telephone 

 

Jol I suppose our generation; you were … more security conscious. And 
more secretive with the things you would tell people. Whereas young 
people now, it’s… 

Isla They’re more open 

Jol You know they’ll say ‘oh I’m on such and such a salary’ whereas with 
our generation you didn’t discuss salaries or things.  

Isla Yeah that’s true. 

[Older User, Joint Interview] 

 

For Isla and Jolene, the openness younger people display is illustrative of the 
changing nature of what ought to be ‘private’. They base their concerns 
about giving out information in the context of divergent sensibilities older 
and younger users have towards the sharing of things like ‘salaries’. The 
sharing of data is an inevitable feature of contemporary life, and it is in this 
context we find another set of cultural beliefs representative of barriers to 
older users’ engagement.  

The ‘digital divide’ in addition to its firm entrenchment along the lines of 
rich and poor evidently has a further cultural dimension connected to 
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collective understandings of what it means to be an older Internet user. As 
this section illustrates, the exclusion or disadvantage of certain groups in 
relation to internet use is not just about the monetary and local preconditions 
of access, but also about the propagation of sensibilities around technology, 
younger people, and the challenges older users encounter. These sensibilities 
play into older users’ beliefs about what it is safe and unsafe for them to do 
on the internet. Many of these users would profoundly benefit from internet 
use, particularly those with impaired mobility. The interactional and cultural 
dimensions of digital exclusion discussed here may represent possible 
explanatory factors as to why older users make up such a high proportion of 
non-users in Scotland (Scottish Household Survey, 2017).  

Overall, other groups in this study tended to emphasize the unimaginable 
nature of living without the internet. Older users’ accounts present a 
different story. Their stories convey the challenges of adapting to a new way 
of life and about the difficulties presented by the skills and knowledge that 
life demands. This includes being able to acquire those skills safely and as 
well as not ‘getting left behind’. Far from the spectre of the hacker or 
cybercrime, the object of older users’ worries centred around themselves, 
their abilities to use the internet, to identify and mitigate crime and risk, and 
to not do the ‘wrong thing’. Their talk reveals the conflict between their 
values and beliefs cultivated in social and moral orders without the internet, 
and the open, sharing, risky networked society they sometimes suggested 
they were chasing. For the older users interviewed here, their feelings 
towards cybercrime are bound up in a complex way with how they manage 
living in techno-socialised society, at least as much as they are with digital 
transgressions of law and order.   

 

6.4 TRANSFORMING THE EXPERIENCE OF CRIME AND JUSTICE: 

‘ONLINE IT’S A NOBODY’ 

A noticeable and discernible feature of the talk which is manifest and cuts 
through many of the discussions both in this chapter and the one that follows 
is that while there are certainly some continuities between conventional 
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forms of crime and cybercrime, cybercrime exhibits some important 
differences. One of the most notable theorisations of crime and technological 
change is the ‘Transformation thesis’ (Wall, 2007), discussed previously in 
chapter 2. These transformative effects of ‘automation’ and ‘dis-embedding’ 
have obvious consequences for the ways in which risk, victimisation, 
policing and justice is experienced by members of the public. Goldsmith and 
Brewer (2015) highlight the importance of the ‘criminal interaction order’, 
and the effect of mediated communication on the nature of offending. This 
equally applies to the experience of crime and victimisation itself. Evident 
from the participants’ talk are a number of ways in which these 
transformations are particularly felt. The transformation of crime by 
technology equally transforms the experience of risk and victimisation. The 
risk rationales set out above provide the first clue here. There is something 
more intangible about the nature of cybercrime victimisation, and one way in 
which this can be explained is through the material conditions in which life 
plays out. There were a number of both subtle and obvious ways in which 
this appeared in the participants’ accounts. The following quotes from Chloe 
and Phillis begins to get at this theme:  

Chl Em... I don’t think so... I remember at one point being worried that 
someone had hacked something. But I don’t think... My mom got an 
email form someone with my name but it was from a different email 
address, but then I freaked out that someone had my email. But it was 
actually, someone must have had her information and see me as a 
contact, and used that to try and get her to click on some link with my 
name. Apart from that I can’t think of anything.  

[Student, Interview] 

 

Chloe’s uncertainty is revealed in both her unsure tone and the way she 
states ‘I don’t think so’, she is not certain whether she has or has not 
experienced cybercrime herself. The incident she describes with her mother 
resembles a commonplace spam email, but she isn’t certain if this constitutes 
an experience. A comparable uncertainty can be seen in Phillis’ response to a 
similar question: 

SH  Have you ever had any experiences of it [cybercrime]?  
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Phi Not really? I don’t think […] I don’t know if I did. I think I had a virus 
but my anti-virus caught it. I don’t think it did anything to my laptop 
or anything, I think I got lucky. 

[Student, Interview] 

 

The social and material conditions of cybercrime contrast with conventional 
forms of crime.  At least in the case of ‘true cybercrime’ they can be both 
intangible and immaterial. It should be noted that none of my participants 
had experienced a more visible or obvious form of true cybercrime, such as 
ransomware. By virtue of the fact cybercrime can occur within and across 
technological infrastructure means that an encounter may go both unnoticed 
or untended. This is a well discussed point in the literature, as it has 
implications for reporting and the recording of cybercrime (Levi, 2016; 
Tcherni et al., 2015; Yar, 2013; Wall, 2007). Here the phenomenological 
contours of mediated crime experiences have evident implications for the 
way people feel it generally. In one focus group with older people, a 
volunteer described a similar experience that also captures this point:  

Vol4 […] when I go into email and up comes a link, I now recognise that 
this link in the email is attached to some kind of virus and I know not 
to open it. But when the very first time I got one, I did open it. But 
nothing really happened and I suppose it’s the fact that you don’t 
know, your lack… my lack of understanding of how that works does 
make me feel uncomfortable. But that’s like about three years ago and 
nothing has happened but I gather it’s like a worm that goes into all 
my address book and then all the address books of the people who are 
in my address books get the same thing. 

[Volunteer, Group Interview] 

 

As the volunteer’s quotes illustrates, the experiential dimensions of effected 
users can be imperceptible. There are a range of possible technological 
explanations for what occurred in this particular case, but as the volunteer 
points out ‘my lack of understanding of how it works does make me feel 
uncomfortable’. This experiential uncertainty then can be a source of concern 
as she is unaware if she has been truly victimised in this instance or if the file 
was harmless. On the other hand, phenomenological uncertainty also 
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emerged as something that mitigated worry. When Darren realised his 
computer was running slowly, he took it to a computer repair store. The 
clerk suggested his computer was infected with a virus, and asked if he’d 
‘annoyed’ anyone. When I asked him what his experience was like he offered 
the following description:  

Dar […] I said no there's no one in particular I could have really annoyed. 
He said maybe it was some computing science student having some 
fun. [SH: Wow] ... well that's what he said. I wasn't too bothered about 
it really to be honest. It was just a bit strange to hear that someone 
had, you know, accessed my webcam.  

[Student, Interview] 

 

Darren’s response indicates that he is relatively untroubled by the 
experience, so I probed further to explore his reasoning:  

SH It doesn't bother you?  

Dar I guess if someone’s looking in your window... because it's not visible, 
because there's not somebody there, you're kind of not conscious of it, 
so maybe that's maybe why it doesn't bother me as much. But I did, 
start putting Sellotape over my webcam after that. 

[Student, Interview] 

 

That ‘it’s not visible’ and ‘there’s not somebody there’ clearly alludes to a key 
qualitative difference between cybercrime and conventional crime: its 
immateriality and dis-embedding of the offender. In this case, Darren 
suggests he’s ‘kind of not conscious of it’ as a result of these material 
differences in the nature of experiencing cybercrime. This is undoubtedly 
connected to the previous theme which discussed people’s perceptions of the 
consequences of cybercrime victimisation. In addition to the intangibility of 
experience, the consequences are sometimes equally intangible. Furthermore, 
this might also help explain why it is that banking offenses were the kind of 
cybercrime that emerged both in this research, and others that tended to 
evoke a worrying experience. In those cases, the consequences are clearly 
tangible and indeed quantifiable, however in the case of malware (malicious 
software) the outcome can remain persistently unclear and immaterial. In the 
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following quote from Isla, she contrasts cybercrime to a physical crime and 
why it is she felt conventional crime was more concerning:  

SH Why is it that normal crime like break ins and walking home at night 
would worry you more than cybercrime?   

Isla Because somebody is going to be right in your face. Online it’s a 
nobody. […] And you’d probably be unaware of what was going on. 
If someone’s attacking you that’s a totally different thing.  

[Older user, Group interview] 

 

As Goldsmith and Brewer point out, the mediation of criminal interactions 
has important implications for understanding offending. As we can see here, 
also the case for public experience in which the reconfiguration of 
interactions with crime figures into personal assessments of risk. The lack of 
a physical offender and the uncertainty and intangibility of the 
consequences, in particular in the case of ‘true’ cybercrimes, can function to 
mitigate the possible imagined consequences that might follow. Stuart in 
discussing how he feels about cybercrime offered the following suggestion 
which neatly summarises this point:  

Stu I guess actually computers are pretty unrisky. Most of the things that 
they do in terms of the kind of physical danger […] I’m being a little 
bit glib about this, but the computer box itself is unlikely to kill you.  

[Parent, Interview]  

 

Beyond the material and physical discontinuities, there is also a marked and 
notable change in who responds to individual cases of cybercrime, but fraud 
in particular. The conventional pillars of criminal justice that might figure 
into discussions about crime victimisation were notably absent. In one focus 
group, two members had experienced large amounts of money being 
removed from their bank accounts without their knowledge, which Bob and 
Molly discuss: 

Bob  I saw it on my bank statement and went ‘that wasn’t me’. I didn’t 
really look what it was for and then. When the person on the phone 
asked me what it was for I had to tell them and actually it was 
pornography of some sort. So it was 400 quid and I was like ‘how did 
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you spend that much money?’ ... [laughter]. I just couldn’t believe it. I 
had to explain to this person on the phone that it wasn’t me. It was 
quite difficult. But ya, first-hand experience of someone taking a lot of 
money out of my account. 

 

Mol  I had a kind of similar experience actually, but it was through PayPal. 
But I guess I think of that as slightly different. Because you make 
yourself your own PayPal account and because you put your credit 
card details into it. It was similar, like 300 pounds or something got 
taken out of that, but then… Same, soon as I phoned up the bank and 
spoke to PayPal, like it was sorted within a few days and they were 
really nice about it. So it didn’t, well when it initially happened like 
the fear was incredible, like I thought oh my god this is so much 
money that’s been taken, like I didn’t really know what the protocol 
was to fix it, but then because it was solved so easily and quickly it’s 
not really stuck in my head as like a big horrifying moment  

 

Bob  That’s what surprised me actually, they basically said that there’s no 
repercussion unless once we investigate this and we find out if it was 
you then there will be as long as you’re telling us now that you’re not 
lying then that’s fine but if we find out that you are then just to let you 
know you will be … full force of the law blah blah blah. It was a 
couple days, money back. Everything. There was no problem with it 
and it was fine so. Not pleasant, but hardly a bad experience either. 

[Student, Focus Group Interview] 

 

As online financial transactions are further mediated by financial institutions, 
banks and other similar institutions tend to be the primary first responders to 
these common forms of crime. Neither Bob or Molly suggests that their 
experience was entirely negative. For Molly the people she spoke to ‘were 
really nice’ and because of the ease with which the incident was resolved ‘it’s 
not really stuck in [her] head as like a big horrifying moment’. Equally, as 
Bob points out, despite being somewhat interrogated on the phone, he 
suggests the experience was ‘not pleasant’, but ‘hardly a bad experience 
either’. The ‘nodal architecture’ of internet policing draws people into contact 
with a different range of actors beyond the public police. Far from the police 
station, how individuals are required to engage with responders after 
experiences of crime are transformed in ways that perhaps further distance 
the people from crime itself, both by virtue of the impact and with whom 
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they are required to interact. The consequences of cybercrime are remedied 
over the phone and far from the court. Representing a different configuration 
of the privatisation of policing (Johnston and Shearing, 2003), the above 
experiences constitute a further consequence of technological transformation: 
‘criminal justice’ may be increasingly replaced with ‘customer service’.  

 

6.5 CONCLUDING REMARKS 

In this chapter I have drawn extensively on the participants’ accounts to 
provide an overview of the ways in which the participants made sense of 
and felt about cybercrime and cybersecurity. In the first section I established 
an empirical parallel between the nature of the experiences they relayed and 
those established in the fear of crime literature as some of various emotional 
and cognitive dispositions that fall under its conceptual bandwidth. I then 
illustrate that when we look beyond fear, the ways in which the emotional 
feelings are connected to the social and cultural construction of cybercrime 
and individuals’ understandings of themselves are revealed.  These 
connections only become clear when ‘fear’ as an analytical object is 
decentred. The sensibilities here have clear implications for the ways in 
which the participants thought about and enacted cybersecurity practices. 
The next chapter will selectively draw on some of the findings reported here 
but takes as its primary subject matter the second research question: how 
people manage cybercrime in their everyday lives.   
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Chapter 7 

Everyday Cybersecurity  

 

7.1 INTRODUCTION  

In the previous chapter, I outlined a range of ‘ways of thinking’ and ‘feeling’ 
about cybercrime and its control that emerged from my discussions with 
different groups and individuals. This rendered visible the variable and 
individualised nature of risk interpretation and assessment, but equally their 
roots in wider cultural patterns and social structures that contribute to their 
reproduction. Far from some homogenous sense of fear, worry or anxiety, 
evident in what the participants relayed was a complex interplay between 
interpretations about individual identity, cybercriminals and their interests, 
cybercrime and its effects, and technology itself.  

In this chapter, I draw extensively on the participants’ accounts to provide an 
answer to the second research question: How do people go about managing 
cybercrime in their everyday lives? I will explore the ways the participants 
talked about how they secured themselves in their everyday lives. This 
process inevitably draws on a range of sensibilities about crime, security, 
technology and late-modern life. I will attempt to ‘map’ security 
considerations and practices onto the mundane and banal features of 
everyday life. As Girling et al. (2000) highlight individual security or risk 
management is not always a conscious motivation, but in many ways 
inhabits and shapes routine practices and decision making. Drawing on my 
conversations with the participants about their security efforts, I will describe 
a range of ways in which they approached the task of managing cybercrime. 
I argue that at this level of analysis, it becomes clear that cybersecurity is the 
product of interplay between demands for security, wider sensibilities, and 
routine needs, desires, and practices.  

Here, I also make use of Crawford and Hutchinson’s (2016) ‘Everyday 
Security’ framework outlined in Chapter 4, which emphasizes the disconnect 
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between macro-level national or supranational security projects, and the 
reality in which those projects prescriptions are played out by those that fall 
within their remit. As Bigo (2016: 1081) highlights in the same issue, 
‘mapping the everyday’ in this way is necessary to ‘avoid the strategization 
of the everyday’. Thinking about the ‘real-life’ (as opposed to those imagined 
at the policy level) practices of security focuses us on individual actors and 
the potency of their agency in shaping their ‘security’ outcomes. The 
interactional level, cyber mediated or not, is the level at which social life 
actually plays out.  

It is also necessary to take account of the socio-structural and cultural 
topography within which individuals navigate, negotiate and resolve 
conflicts if we are to better understand online life (Gotved, 2006), and 
therefore the everyday production of cybersecurity. This is especially 
important in the context of responsibilisation, and the increasing nodal and 
networked interdependency of individuals, organisations and institutions 
(Amicelle, et al., 2017; Carr, 2016; Wall, 2007; Dupont, 2004). Where the 
responsibility for security is being placed on individuals by informing them 
about what they must do to maintain their safety, it is necessary to see how 
people enact or resist those behavioural demands, and how their security 
practices are shaped by the particularities of subjectivity. It is argued that 
problems responsibilisation strategies may encounter are manifest in the 
participants’ accounts. Crawford and Hutchinson (2016) argue that by 
mapping the temporal, spatial and affective/emotional contours of everyday 
security, we can explore the more mundane intuitive acts and strategies 
people adopt in the name of security, which may go unnoticed from a top 
down perspective. This sheds light on how official prescriptive security 
advice may get lost in everyday translation.  

Ultimately, this chapter aims to establish that individuals’ cybersecurity 
practices need to be understood as a synthesis of physical and virtual efforts, 
strategies and ideations about what is risky, who is risky, what is secure, and 
how to maintain a sense of security. Equally, the outcomes of this collection 
of acts that have some security related component is a negotiated one. Whilst 
being high on the agenda of many of the individuals and groups I spoke to, 
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security projects do not operate in a social or cultural vacuum (Crawford and 
Hutchinson, 2016; Valverde, 2011). Security and the way people go about 
‘doing it’ is bound up in social organisational features and cultural patterns 
which figure into and mediate their will to be secure. This then illustrates the 
real need and importance of sociological and criminological analyses of 
cybersecurity. What the participants do for security is the result of a fluid 
and delicate balancing act that emerges in real time. Individuals in their 
everyday lives balance the cultural pressure and emotional demand for 
security with other more practical demands and desires of modern living. 
Equally they have to fit those practices within the social structures they 
inhabit; their work, home, or family life. Similarly, security and the demands 
made of people to generate it come into conflict or compete with other social 
and cultural values. I try to draw out here, focusing on the parents I spoke to, 
that there is only so much they are willing to give up or compromise in the 
name of security.  

First, I will discuss older users, as what I can say about them is limited by the 
nature of the discussion of risk in the previous chapter. I suggest that this 
group of people relied on their informal networks of security, and overall 
manage risk regularly through its redistribution or avoidance. Second, I will 
discuss what the parents and students tended to describe as the ‘common 
sense’ ways they managed cybercrime. I explore both the more formal and 
informal strategies and tricks they routinely deployed. Finally, I will map the 
‘domestic cybersecurity projects’ that the parents relayed to me in our 
discussions along their spatial, temporal and affective planes. Here, it should 
be remembered that while the dimensions are separated in the analysis, they 
are intimately bound together in everyday practices.  

 

7.2 THE CYBERSECURITY OF OLDER USERS: STAYING SAFE 

The older users I spoke to for this study all engaged with technology and the 
internet, which is an inevitable consequence of the mode by which the 
participants were recruited: through groups dedicated to supporting older 
users to learn about and become comfortable using technology and the 
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internet. It can be seen from the previous discussions with older users set out 
in Chapter 6 that the internet posed a profound challenge to both their 
sensibilities and perceived abilities. They saw the internet as a catalyst for 
change, transforming and unsettling modes of life with which they were 
intimately familiar and comfortable and challenging their abilities to learn 
new skills and build up the knowledge necessary to ‘keep up’. The problem 
of establishing a sense of cybersecurity then is an interesting one, in that the 
risk they tended to identify as so palpable and salient was that arising from 
their own sense of inadequate ‘mastery’, which as Warr (1990) points out in 
relation to conventional crime, is an essential feature of navigating a world of 
crime risks and managing crime ‘fears’. The question of how they kept 
themselves safe and derived a sense of security online was an analytic 
challenge. 

However, there was a clear general theme that emerged from their talk and 
discussions and which has a basis in the earlier discussion of the sensibilities. 
As was shown, for the older users I spoke to, ‘social capital’ functioned as a 
significant advantage. By having the ability to rely on friends, family, or 
indeed the community of users they came into contact with at these 
computer groups, they were able to share and spread the possibility of 
exposure and sense of risk as well as finding support. As Angus explained in 
the rare occasion where he would need to buy something on the internet, he 
was able to ask his son to make the purchase for him. Many of the older 
users I spoke to, relied on their ‘informal networks of security’ (Dutton, 2017) 
to redistribute and lateralise risk. There are clearly certain elements of online 
life and the process of assimilating that are deemed risky, whilst others were 
not.   

One way this can be understood is with reference to the bounded place the 
internet occupied in the everyday lives of older users, which can be drawn 
by contrasting commonalities in their account about how they use the 
internet with the way students talked about the same. I begin this section, by 
providing such an example. The students and parents tended to see some 
redundancy in my asking how the internet fit into their everyday lives. In 
some cases, this was even humorous. For the students I spoke to the internet 
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was ‘everything’, playing into the most minute facets of their lives. The 
following quote from a focus group interview with students captures a 
typical response when I asked them about the internet and how they used it: 

SH So what kind of things do you use the internet for? 

Eve …Everything! [group laughs] Everything from work, so I guess you 
use email a lot for work and to research for articles and reading, 
shopping from food shopping to clothes shopping. I also do a lot of 
banking online, internet banking. Mm I don’t know, what else... most 
things really.  

Bob  Socialising I guess, Facebook twitter, anything like that. All of the 
above really... 

Ali  Planning the events like holiday planning, [group agreement], oh eh... 
ya.  

Cha Any sort of information you need to just Google, a sort, it’s a huge 
part of life ... 

[Students, Group interview] 

 

Eve provides a rough list of the various things that come to mind, from the 
question, which was purposefully broad. By allowing people the freedom to 
describe their online lives in the way they thought about it, it rendered 
visible the extent of its everyday saturation. In stark contrast to the students, 
older users’ practices were ultimately shaped by their feelings towards 
particular activities, and their comfort using the internet. In understanding 
themselves as insufficiently skilled or able, they had strict boundaries they 
drew around what they would and wouldn’t do, or what they were willing 
to try. The quotidian habits and routine practices that older users described 
contrasted with the other groups in that they were clearly defined. They had 
erected boundaries around certain activities they felt able to master, but 
outside them resided a world of uncertainty and risk where things could ‘go 
wrong’. Online banking became a prominent flashpoint for the emergence of 
these sensibilities in older users’ talk. In one focus group, before I could 
properly engage in the interview schedule (and before the recorder could be 
turned on), the participants began a discussion which I then immediately 
followed up:  
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SH  Thank you all, and nice to meet you again! [pause] You were saying 
you’d choose not to use online banking.  

Sha  Well I haven’t really gone into it… in great detail. I just feel I’m still 
able to get out to the bank. But maybe someday I’ll have to change.  

SH  Do you prefer… 

Sha  […] I prefer going and dealing with a person.  

SH  Why is that?  

Sha  Because… I’ve got a fear… at my age group… I have a fear of putting 
personal details down. I use my card, but that’s different. To me it’s 
different. I give my number to some of the things.  

SH  Does that resonate [Bridget: yes] with… [Group: Yes] 

Bri  I feel exactly the same.  

Bil Yes… uhuh… I agree with that  

[Older Users, Focus Group] 

 

While Sharon first suggests that as she ‘is still able to get out to the bank’ and 
prefers ‘dealing with a person’, she then reveals that her reasoning is rooted 
more in a ‘fear of putting personal details down’. A similar collection of 
utterances emerged in another focus group at a different computer club 
while discussing ordering prescriptions online.  

Vol1 I wonder do any of you order your prescriptions online? 

[Group members talk over one another loudly… Pause] 

Mar No, I’ve been asked to do so but, its’ easier to go in or use the phone. 

Vic I prefer the phone  

SH And why do you prefer the phone?  

Vic It’s simpler I think? 

Ang You talk to someone! (laughs) 

Mar In my case you know, you know I don’t know enough about it. Where 
I can understand maybe somebody that knows a lot about it, that can 
do more than I do. […] 

[Older User, Focus Group] 

Older users then avoided engaging in online activities that required 
revealing things about themselves, having to commit their personal or 
banking details to a webpage. Overall, this strategy was a primary way in 
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which they managed risk, and which can be understood as a core component 
of the everyday security behaviours they engage in. This was consistently 
related to their understanding of and sense of risk that emerged from their 
perceived ability.  

This kind of strategy has an important negative consequence worth 
highlighting. By managing sense of risk in this way, older users excluded 
themselves from many online activities, some of which would arguably have 
a significant positive impact on their quality of life (for example, the booking 
of flights mentioned in the previous chapter). By excluding themselves from 
online shopping or prescription services, they are forced to make physical 
journeys, which for some would be especially difficult. In the long term, this 
could reduce their autonomy and independence as their mobility declines. In 
a focus group with weekly volunteers at one of the computer clubs, they 
reported that they encountered this sensibility towards personal details 
regularly. One volunteer had begun to develop strategies that could help 
older users manage their feeling of risk about bank details and engage with 
the wider opportunities the internet presents: 

Vol3 Ya, I find that some of my learners are nervous about things like 
putting their credit card details into a computer. I usually try and talk 
them through ‘well there is other ways to do this’. So if you want to 
buy from Amazon, you can buy an Amazon gift card, load the gift 
card on and then spend the money form the gift card. So the biggest 
thing that could happen is the whole of that gift card could get used 
up. But they never did have your bank details and therefore could 
never take anything out of your bank. Same with Apple, Apple have 
giftcards, the big stores have giftcards so it just gives them an option 
that they feel is more safe. […] A lot of our learners are very nervous 
about giving their bank details, and you also get people saying, what 
if they charge me? Did you ever tell them your bank details – well 
what are they going to charge you with. And they say – ‘oh right 
enough’. They think they’ll have pressed something that will charge 
them, and I say to them if you haven’t ever told which bank you’re at 
how are they going to get the money?  

[Computer Club Volunteer, Focus group]  

 

The volunteer’s strategies suggest a number of points of interest. First, 
overcoming the uncertainty older users feel about online payments and the 
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entering of payment information is a challenge, which inhibits their 
willingness to use various amenities the internet offers. Their fear appears to 
be rooted in the lack of knowledge about how those details are used, which 
could lead them to be charged for things they don’t want. In order to 
overcome that fear, she employs procedural explanations that remind the 
older users about how their exposure can be limited, as well as offering them 
ways to purchase that allows them to use online services without sharing 
their payment information through a medium they are uncomfortable with. 
This also highlights a key feature of these computer clubs. In addition to 
serving as a place where older users can develop their skills, they also 
function as a node in their informal security networks. The volunteers 
function as ‘knowledge brokers’ of secure practices and security strategies 
that align with needs and wants of the older users. They are especially useful 
in that they do so in a way that directly addresses the concerns of the older 
users one-to-one, in a personal and reassuring physical co-present 
environment. However, the extent to which the older users retained and 
operationalised these suggestions is hard to say.  

Drawing together the above discussion with that of the previous chapter, the 
community of users that grew around these weekly club meetings served as 
key mechanism from which older users could develop a greater sense of 
confidence in their abilities. As their sense of self-efficacy was bound up in 
their risk perceptions, it equally served as a building block of their security. 
By offering advice and talking older users through tasks they found difficult 
and risky, the volunteers and fellow club members acted as ‘knowledge 
brokers’ of security and risk information (Haggerty and Ericson, 1997), but 
equally as pillars of support as they gradually conquer the transformations of 
crime risk and everyday life prompted by techno-social change. Together in 
these clubs, they support each other through struggles and triumphs that the 
‘weird’, ‘different’ and ‘challenging’ technological world confronts them 
with.  
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7.3 ‘COMMON SENSE’ CYBERSECURITY AND ALARM SIGNALS 

In the focus groups and interviews one of the central questions I asked the 
participants was about the kinds of things they did to secure themselves. 
This question was sometimes met with surprise, sometimes with resistance, 
and sometimes with indifference. As was illustrated in the previous chapters, 
in many ways active decisions to secure oneself from particular threats 
necessitates that you are both aware of a threat, believe you can take a 
particular action to secure yourself, and that doing so is worth the effort. 
However, as Girling et al. (2000) have pointed out, the things people do 
aren’t always necessarily a conscious effort at crime prevention. A frequent 
theme that emerged from questioning the different groups about their 
security practices was the matter of ‘common sense’. In probing this common 
sense, the participants relayed a number of assumptions and beliefs that 
mirrored officially endorsed security practices, but also deviated from them. 
Many of the students and parents I spoke with also employed a more 
intuitive way of thinking about risk management online. This was 
represented in their discussions by a combination of assessments, 
judgements and gut feelings about what appears ‘dodgy’, what ought to be 
avoided and what can be trusted. A key part of this ‘common sense’ then is 
picking up on signs that communicate to the user ideas about the 
trustworthiness of a given website. In this section I explore ‘common sense’ 
and how people talked about it. I will then delve deeper to explore the kinds 
of assumptions, beliefs and ways of thinking about online activity discussed 
by the participants to understand better the nature of this ‘common sense’. 
To do so, I will draw and develop both from the work of Erving Goffman 
(2010[1971]) which explores normal appearances, and from Martin Innes’ 
(2014; 2004) ‘Signal Crimes’ perspective in order to apply it to the digital 
dimensions of ‘disorder’.  

 

7.3.1 JUST PLAIN ‘COMMON SENSE’ 

Despite the transformation of experience of cybercrime in a way that made 
its consequences more intangible and uncertain, the participants still spoke at 
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length about various ways they went about avoiding it. While lists of ‘rules’ 
were common, it was often with some difficulty that participants described 
what they actually did to keep themselves safe. In probing the security 
decisions and actions the participants had taken, ‘common sense’, ‘basics’ or 
being ‘sensible’ were frequently deployed terms. This is doubly interesting; 
in that it suggests that cybercrime is far from some novel insidious threat that 
people experience difficulty in managing. On the contrary, it is a banal 
feature of living in a networked society that has embedded itself in the 
routines or everyday life. Second, avoiding it then becomes something of an 
obvious and mundane task; something that people should just ‘know’ how to 
do. The following quotes from a variety of interviews illustrate a number of 
ways ‘common sense’ manifested. In the following quote, Chloe plainly 
suggests that beyond the stories one hears, staying safe online is really just 
‘common sense’:  

SH  Where do you learn about this [cybercrime]?  

Chl  Word of mouth or news stories, but I don't know, also just the 
common sense of it. Where you clearly see ads that are dodgy coming 
up that you don't want to click on. Or you get spam emails that are 
trying to get you to click on links or call a number.  

[Student, Interview] 

*** 

SH  Have you ever gone to those [cybersecurity advice] kinds of websites 
for advice or information?   

Pop  I don't think so. I may have looked once at anti-virus protection 
advice, so possibly while doing that, but it's not really... it wouldn't be 
my first port of call. Because I guess a lot of the stuff, arrogantly 
probably, a lot of the stuff they have to say is common sense. Like 
change your passwords, don't put anything weird online, get virus 
protection.  

[Student, Interview] 

 

Chloe emphasizes there are things that are ‘clearly’ seen that are ‘dodgy’. In 
asking about whether Poppy had used official websites for advice on 
security, the notion that all they had to offer was ‘common sense’ advice 
rendered them redundant, although she does reflexively acknowledge that 
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this may be ‘arrogant’. The steps towards security that the websites 
suggested people employ seemed to be things she figured were already well 
established, and therefore awareness materials were not ‘the first port of call’ 
when she needed advice. Similarly, in discussing the kinds of things she 
imagined would worry her, Ella outlines that imagines herself telling her 
future children what to do to avoid those risks, which she categorises as the 
‘basic common-sense things’;  

Ella […] I think my fear would be things like… lecture them ‘if you are 
going to shop online, please look for the little lock sign, please be 
careful, don’t set your password as 1234... just like the basic common-
sense things.  

[Student, Focus Group Interview] 

 

In Ella’s quote the ‘basic common-sense things’ captures a variety of 
practices, a catch-all phrase for the expected steps one ought to take to be 
secure online. A further example can be seen in a discussion with Sam, a 
parent. While discussing changes to the security policies enacted in her 
workplace, I ask if this has impacted on her security in her home life. Sam 
makes a distinction between her own data and the data she processes at 
work. She identifies a collection of ‘obvious things’, notably in this case 
online behaviours that people shouldn’t do, and argues that this more 
‘casual’ approach is sufficient for her personal data.  

SH  Has what’s happening at work [increased security demands] affected 
your home life?  

Sam  Em... No, I think I’m probably more casual with my own data than I 
am with work data. You know I don't do the sort of obvious things 
that you shouldn't do, you know? Like I don't write things down, I 
generally don't tell people on Facebook I’m going on holiday. I would 
do the sensible thing and share snaps once you're back. I don't tend to 
put up personal data for the sake of it. Like my life is fairly private, I 
don't celebrate every moment of it online... [SH umhmm].  

[Parent, Interview] 

 

In Sam’s quote, the intermingling of ‘real-world’ and cybercrime risks, but 
also how practices more related to privacy and sharing information 
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unnecessarily also inhibit efforts at risk management. These quotes illustrate 
that there is indeed a characteristic ‘common sense’ shared set of 
assumptions involved in the way the participants understand securing 
themselves from cybercrime. There is a certain banality to the steps that 
people take which are perceived as basic expected things they naturally 
ought to be doing. The common sense to which people often referred is 
represented here as a set of beliefs or rules about online conduct which if 
followed provide a way both to avoid being a victim of cybercrime, and a 
way in which people foster a sense of security. There is also a subtle element 
of normative imperative to the participants’ talk about avoiding becoming a 
victim. It is perceived as an essential and normal behaviour which people 
expect. There are ‘obvious’ practices a person ‘shouldn’t’ do if they care 
about their online safety. Equally, Sam’s quote illustrates a connection 
between being private in one’s online behaviours and feeling more secure. In 
the interviews, I attempted to probe this ‘common sense’ more in order to 
make sense of this underlying set of cybersecurity assumptions. As is evident 
from Poppy’s quote above and in the following quote from Lily, these rules 
are often clearly discernible, although their origin less so. Equally, they tend 
to fall into two categories. On the one hand, there are pseudo-formalised 
(consciously or subconsciously) learned rules which mostly parallel official 
guidance on secure online conduct, although these practices seem to have 
been embedded socially rather than through any particular intervention. 
That is not to suggest that awareness campaigns haven’t had an effect, but 
more that the recommendations and advice that they offer percolate and 
embed themselves everyday social practices. The following quote comes after 
I asked Lily what they meant by being ‘sensible’. They go on to list their 
beliefs about what constitutes this sensibleness, which captures this semi-
formalised set of rules:  

SH You mentioned that if you’re sensible you can avoid it…  

Lily So I think by sensible I mean that if you… There's even adverts about 
it now. Don't use simple passwords. Don't use things that people can 
find out about you. So your address, your street name, because 
someone can find that out. Use really quirky unique things and don't 
use the same one for everything. Don't use [risky] websites, don't put 
your card info in a website you don't trust. Or use a credit card 
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instead of a debit card, ‘cause with a credit card you can get money 
back. As far as I know credit cards are more guaranteed than debit 
cards, I think. And don't give out your bank details to people you 
don't know, and things like that. It's like when you were little it was 
like don't take things from strangers but now it's don't give out your 
bank details to strangers. It's changed…  

[Student, Interview] 

 

For Lily, who is clearly familiar with official verse, they represent the 
underlying assumptions that ought to guide everyday online life, its 
‘common sense’. For her, they represent an equivalent of the old security 
folklore of not taking things from strangers, the old wine of security 
discourse rebottled for digital consumption. The commonality between these 
statements suggest that at least in this sample, there is evidence that the 
awareness-raising campaigns aimed at developing the population’s 
cybersecurity through behavioural change is being heard to some extent. 
However, the routes by which these messages arrive are far less clear, as 
many of these participants articulated an awareness of their existence, but do 
not identify them as core knowledge brokers for the purpose of internet 
safety. 

On the other hand, the second kind of ‘common sense’ evident in the data 
represents more informal and intuitive assessments of various elements of 
online interactions and environments which could be interpreted as 
communicating something ‘obviously dodgy’ or untrustworthy. For many of 
the participants, they suggested these rules guided much of their online 
activity. In our conversations, these rules could be freely listed off by many 
students and parents. Interestingly, the content varied from person to person. 
Nevertheless, their common sense nature undercut any perceived 
significance of their enactment as ‘security steps’, instead representing 
something people ‘just do’. The following quotes represent the more intuitive 
set of beliefs, ideas or assumptions about the cyber-milieu; how websites 
ought to look, ‘feel’ and ‘work’. In the following quote, Chloe suggests this 
slightly different take on what ‘common sense’ is;  
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SH  So you also mention this idea of common sense, what did you mean 
by that?  

Chl  Well there are just some things that you evidently just shouldn't click 
on. Like they try and use clickbait and like something that they think 
you might be interested in but they just... some links just evidently...or 
ads look dodgy or the ones that pop up on your screen. I used to be 
quite bad for trying to watch TV online. I don't do it anymore because 
I just think it's bad for your laptop. And there'd always be loads of 
links popping up. Ones that would tell you you've just downloaded a 
virus and tell you that you have to click on this link. I think those ones 
are especially kind of, ‘cause they make you freak out and so you click 
on the link but actually that's when you get the virus. So, it's quite 
evil.  

[Student, Interview] 

 

For Chloe, common sense is representative of semiotic receptiveness, seeing 
‘obvious’ artefacts in everyday internet use that ‘evidently shouldn’t [be] 
click[ed] on’. These ‘signs’ have come to embody and represent ‘dodgy’-ness. 
In Chloe’s case, these are both aesthetic in that there are visual cues that 
signify ‘dodgy’-ness and behavioural properties that emerge from 
interactions with websites (e.g. pop-ups). Websites and their content ought to 
‘look’ and behave in particular ways, and deviations from these expectations 
arouse suspicion. Interestingly, in Chloe’s case she suggests that these signs 
ultimately led her to stop using particular websites, believing that they were 
‘bad for your laptop’. In discussing what Stuart tries to avoid, he describes a 
similar style of interpretive security work. He has a particular conception of 
safe and ‘dodgy’ online spaces, an equivalent of the kinds of work we do 
when walking down the street. In asking about what kinds of things make 
him feel confident in a website or service, he articulates this interpretive 
work in a detailed way, later characterising it as a ‘gut feeling’ and the 
‘quality of the whole experience’;  

SH … So when you say a degree of confidence, what s makes you be 
confident in a particular website or company.  

Stu Emm… does it have its address. Is it well known, you know. We can 
kind of forget things like Tesco’s and Sainsbury’s, ones we know 
which are physical stores and they have their web presence. I don’t 
have a problem with any of these. It’s when you start looking at 
stuff… especially if you have kind of hobbies where’s there’s like little 



 - 237 - 

companies that will sell you a widget or something, I dunno. And it 
probably is just some guy in his attic with a collection of stuff bought 
from China. So I don’t know. I think if they don’t allow PayPal 
transactions or that kind of transaction, they want your credit card 
number and they’re not based in the UK. I’m kind of like… oh ok, 
what’s all this about, you know? That kind of thing. Are they trading 
through eBay? You could look at customer reviews. Have I heard of 
this kind of company or whatever, that sort of thing.   

SH  yeah  

Stu And plus, ok I will tend to try and place only a small order. If I was 
going to buy something small from a company and I’d be like ok that 
came it’s alright. I’m making out like I’m some sort of internet wheeler 
dealer, most of the time this is moot, ‘cause you’re ordering stuff off 
big companies ‘cause you can’t be bothered to go down the shops to 
get the thing you need. [Laughing]  

SH OK  

Stu Occasionally you have to, so, specifically kind of things like bicycle 
parts, ‘cause I cycle to work and so on, and sometimes you want a 
specific thing, and it can be something that was only manufactured 
until like 1986, that’s not a good example but, it can be difficult to get 
hold of. And so you have these various specialist sort of things. I’d 
like to think you can usually tell a fake, but obviously you probably 
can’t. I suppose to a certain extent it’s a gut feeling. It’s the quality of 
the whole experience, what they’re asking you to provide, what 
details they’re willing to give you about their services, and basically, 
have I heard of them.   

[Parent, interview] 

 

In Stuart’s case, he feels that due to his cycling to work, he necessarily 
engages with sites that offer him less of a sense of safety. As a result, he takes 
steps to minimise his loss in the event the site proves untrustworthy. By 
‘placing a small order’, he feels he places limits on the extent of possible loss. 
To conclude he returns to a checklist of criteria, another rendition of the 
‘common-sense’ cybersecurity in which people routinely engage.  

This collection of utterances from various students and parents indicate some 
of points of interest. Under closer scrutiny, the ‘common sense’ nature of 
security with which people approach online interaction is a complex 
amalgam of assumptions and expectations about how websites ought to 
look, ‘feel’ and function. However, these assessments aren’t solely a product 
of the virtual, but are inherently socially patterned. The assumptions and 
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expectations of common sense security are in a complex way bound up in the 
visual characteristics of online interaction, and with the social actors and 
relationships people have which are tangible and familiar in everyday life. 
There is then an emergent order to which people are attuned, deviations 
from which prompt suspicion. I now turn to examine those signs that prompt 
suspicion, and explore one way of interpreting them.  

 

7.3.2 ALARM SIGNALS: ADAPTING THE SIGNAL CRIMES 

PERSPECTIVE AND DISCERNING ‘NORMAL APPEARANCES’ 

Lay risk assessments play a fundamental role in shaping these participants’ 
online behaviour and represent a core feature of the everyday security work 
they engage in. This represents a less acknowledged perceptive element of 
the cybersecurity work we do for ourselves in looking, sensing and 
interpreting. The way this functions in the physical world of co-presence has 
been interestingly and usefully described by Erving Goffman in ‘Relations in 
public’ (2010) which I will draw upon here, to deepen my analysis. 

Goffman (2010: 238) argues that individuals engage in two ‘basic modes of 
activity’. On the one hand, individuals ‘go about their business’ tending to 
routine matters without distraction. On the other hand, they ‘fully mobilise’ 
upon sensing an ‘alarm’ which signals to them that they must be ready to 
flee a danger and take some form of evasive or confrontational action. 
Goffman points out that individuals have the ‘very pretty capacity for 
dissociated vigilance’. People constantly assess their ‘territories’ for signs of 
danger with minimal effort, and in a way which leaves them able to go about 
their routine activities at the focus of their attention. Giddens understands 
this process as the reflexive monitoring of behaviour. He argues this happens 
at the level of ‘practical consciousness’, defined as the ‘tacit stocks of 
knowledge which actors draw upon in the constitution of social activity’ 
(Roberts, 2006: 128; Giddens, 1991; 1990; 1979). These tacit stocks of 
knowledge are accumulated through interactivity beginning with the 
processes of socialisation and serve to keep insecurity at bay. The practical 
consciousness functions as the ‘anchor of feelings of ontological security’ 
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(Giddens, 1991:36). Giddens, who draws heavily on Goffman’s theorising of 
the micro social contexts, points out that this mundane sense-based action 
while appearing trivial, separates the individuals from ‘chaos’.  

Goffman (2010: 254) describes ‘normal appearances’ to capture the partially 
innately sensed, partially socially constructed characteristics of our 
surroundings which enable us to proceed in our everyday lives without a 
sense of alertness. Giddens (1991:127-131) developed these ideas in relation 
to risk management. In going about their everyday lives, individuals develop 
an understanding of normalcy, the elements both aesthetic and behavioural 
that lie at the root of ‘basic trust’, and whose absence may indicate something 
risky or dangerous. Giddens argues that the sense of comfort with normalcy 
comes at ‘great effort’, whereby in constantly putting our corporeal bodies at 
risk over the course of our everyday lives, it is only with ‘skilled 
watchfulness’ that we remain safe. For Goffman (1971: 248), and later 
Giddens (1991:127), this is ultimately about the ways in which individuals 
manage risk, seen by these theorists to be an underlying process of ecological 
interpretation. Goffman suggests we build up coping skills that allow us to 
manage situations of unease and risk in which our sense of ‘mastery’ is 
challenged. However, this work is also not left solely to our individual 
abilities. Much of this work in modern life is ‘institutionalised’, left to ‘expert 
systems’ of minimum standards and operating procedures who dis-embed 
the scanning work, and perform it for us (Giddens, 1991: 17; Goffman, 2010). 
Today, there are universally established signs of danger or indications of 
places where caution is required (e.g. the symbol for radiation). Furthermore, 
codes of practice oriented towards risk management are embedded in 
institutional and organisational contexts that may produce everyday dangers 
(for example, health and safety regulations and minimum operating 
requirements). This process of alarm signalling can be understood then as a 
social one, bound up in larger social structures and institutions on the one 
hand, and the intersubjective experience of the individuals and groups on the 
other. This process enables us to ‘go on’ relatively unencumbered by the 
fragility of order in everyday life. 
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‘what makes a precipice a precipice is the physical limits of sure-footedness 
and the tendency for organisms to splatter when they fall from heights; and 
what makes a precipice merely a precipice is the adaptive competency of 
animals and men in dealing with paths and footings – whether this 
competency comes from natural selection, learning or various mixtures of 
both’ 

(Goffman, 2010: 251) 

Fundamental then is the ability of individuals to pick up on ‘alarms’, to scan 
for ‘normal appearances’, and recognise dangers when they appear. To do so 
we are constantly engaged in the scanning of what Goffman terms the 
‘umwelt’: ‘the region around him [the individual] within which such signs for 
alarm he is alive to can originate and within which the sources of alarm are 
also located’ (2010: 253-254). While Goffman was writing long before the time 
of the internet, he accounts for the variability in size of the umwelt and its 
social contingency as it moves through space and varies with context. He 
draws on the example of the air traffic controller whose umwelt is 
‘uncomfortably’ large. He also acknowledges that even in the case of co-
presence, threats can come from well outside the area individuals are 
ordinarily concerned with, an apt extension through which the internet can 
also be understood;  

‘The upsetting thing about snipers with telescopic sights is not the general 
fact that they constitute a danger but that they extend markedly the area over 
which a human target must show active concern’ 

(Goffman, 1971: 254) 

Goffman was alert to and acknowledged the role of technology in 
transforming the nature of the umwelt (2010:254). He makes use of nuclear 
weapons as an example which creates a single planetary umwelt, where 
everyone is simultaneously alarmed. Overall, the processes he describes can 
also be observed in the ways people go about their online lives. It is clear 
from the previous discussion that a similar interpretive process is at play in 
the online routines of the participants. Their interactions with websites and 
the internet generally are shaped by a ‘practical consciousness’ that emerges 
from somewhere intangible and yet is profoundly affective, in that it 
supports a virtually adapted sense of ‘ontological security’ (Giddens, 1991: 
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36). There are a set of ‘normal appearances’ from which the participants can 
derive a sense of ‘basic trust’ and safety.  

Equally, an absence of these characteristics and behaviours, or overt 
deviations from them, serve to constitute a signs of alarm. Arguably, normal 
appearances are alive and well in online interactions, the umwelt now 
extends to the areas of the internet with which people are willing to interact. 
In online life the people I’ve spoken to report a set of criteria which are used 
to evaluate both websites and the actors. Trevor Pinch (2010) has been 
developing Goffman’s sociology in a way that pays close attention to 
technologies present in his analysis. He argues that his theorising is a 
plentiful resource for the analysis of online life, suggesting that our social 
media accounts, can be understood as a techno-social versions of face’ and 
‘facework’. He suggests they can still be understood as performances of 
selves on the internet, from which we leave ‘traces’ behind (Pinch, 2010). We 
can thus extend Goffman’s (and Pinch’s) ideas to help explain this mundane 
element of everyday cybersecurity. Online actors are engaged in ‘tracework’ 
– the online traces left behind in the form of a website of textual and visual 
interaction which serves a performative function (Pinch, 2010; Welsher et al., 
2008). They are required to convey trustworthiness, legitimacy and security. 
If those traces aren’t present’, or the entity’s ‘face’ is compromised by some 
other means, users are prompted to question whether they want to engage 
with it or not. 

Returning to Stuart’s quote then we can see a number of illustrative 
examples of ‘alarm signals’. First, much of his activity is done on websites 
like Tesco or Sainsbury’s. He suggests these require little sense of alarm, 
since these websites represent the institutional actors who bear the burden of 
risk management for their services users. Their occupation of this position 
rests on Stuart’s familiarity with them, their famous brand and 
trustworthiness, and their localised presence. Resultantly they can (normally) 
be disregarded as potential sources of alarm that necessitate suspicion and 
caution. However, geographically located and commonly trusted businesses 
aren’t immune to the effects of risk perception.  As Giddens argues (1991: 
120), trust relationships, expert systems included, are subject to constant re-
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evaluation and confirmation. This illustrates the relevance of the ‘signal 
crimes’ perspective for these established relations of trust and safety. Signal 
cybercrimes then can communicate information decreasing trustworthiness 
and perceived safety of a particular site or actor. It undermines the 
‘facework’ and ‘tracework’ which then redraws individuals’ ‘protective 
cocoon’, or as Breda referred to it, their ‘security bubble’ [Student, Interview]. 
Data Breaches are increasingly common newsworthy cybercrime stories (e.g. 
The Tesco Bank Data Breach, see Parnell, 2014). They represent a costly event 
for large businesses, which damages customer trust and overall share value 
(see Goel and Shawky, 2009). They can also lead individuals to question the 
integrity and certainty that emerges from their own security practices: 

Pop So I think also, quite a lot of, you hear about big companies not like 
Google, but like similar to that, having their details stolen, so you 
always wonder like where have your details ended up and if they 
could be taken... Does that make sense?  

[Student, Interview] 

 

For Poppy, these events prompt concern about the availability of her details 
online and what might happen as a result. In contrast, for Stuart it is when 
you go off this beaten track that vigilance is necessary. He alludes to a 
number of factors that might prompt alarm: for example, does the seller have 
an address, does the seller allow PayPal or not, what are their reviews like, 
and has one heard of them before or not? Stuart articulates a way of thinking 
about normal online interactions which is bound up in the functional 
properties of a website itself, but also in the physical realm of geo-location, 
nationality and familiarity. Appearances of normality seem to emerge from a 
socio-technical interplay between the designer determined characteristics of 
the mediated interactive space, and the located social contexts of the actor 
and his or her networks. I ask Stuart for examples. He suggests that many 
software websites seem ‘pretty ropey’, pointing in particular to the ‘low 
production value of websites’:  

Stu Yeah, most of the sites that seem to be selling software for PC’s online 
seem to be pretty ropey. Not most of them but some of them certainly 
do. You’ve got like… you Google something like how do I get my 
computer to do this, and then you see oh there’s a programme for 
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that. You go and look at this thing and you think, oh there’s 
something really not right about this. It doesn’t say where it’s from, 
I’ve no idea. I’m always pretty sceptical about those kind of things. 
And even if they’ve got some sort of demo version, it may have some 
sort of thing in it. So those sort of things stand out, low production 
value of websites. It’s not always a bad sign but it can be. But places 
that are unwilling to say where they are, what their address is, those 
that aren’t part of some bigger corporation. That kind of thing. Plus 
also anyone on eBay. I’m a little bit more laid back about that though, 
because they have their various buyer protection schemes. 

[Parent, Interview] 

 

These assessments inevitably involve a degree of imagination as to who the 
seller might be as they lack any tangible or physically familiar reference 
point. There are implications then for failing to perform and display the 
expected characteristics of normalcy, in turn signalling the need for alarm. In 
terms of ‘low production value’, the aesthetic qualities of the websites are 
involved in communicating something about the sellers’ or services’ 
intentions. They provide information about their safe or risky nature where 
they lack the institutional or reputational building blocks of ‘basic trust’ 
(Giddens, 1991; 1987).  

Goffman was interested in understanding the mundane but important 
relational characteristics of everyday interaction, and his ideas have been 
taken forward and developed more specifically to think about the visual 
remnants of crime. Martin Innes (2014; 2004) draws on Goffman’s (1972) 
ideas and the semiotic perspective of Umberto Eco (1976) to explore the 
process by which particular crime events (and crime related but ‘sub-legal’ 
events) communicate or signal something to individuals and collectives 
about the danger and safety of their environments (2014: 1-3). He suggested 
that three ‘species’ of event are present; ‘signal crimes’, ‘signal disorders’ and 
‘control signals’. Of particular interest here are ‘signal disorders’, events and 
their remnants in people’s environments which are not recognised by the 
criminal law, but nonetheless communicate something to the receiver of the 
signal about the nature of local social order and the riskiness or safety of that 
particular place (2014:12). Innes studied various towns and emphasised the 
localised nature of these disorders: ‘people’s cognitive maps of their 
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neighbourhood and areas together with the ways that they thought about 
disorder more broadly, were structured by an understanding that there are 
particular places, spaces and times where disorders coagulate and 
concentrate’ (2014: 12-13). Innes argues that signal events and disorders are 
especially important in terms of the impressions people form of an area they 
aren’t familiar with. As was mentioned earlier in the Chapter 3, there is a 
lengthy literature that has made connections between physical and visually 
manifest signs of crime and people’s sense of safety, as well as how they 
think about a ‘place’ or ‘space’. Common examples of these signals include 
graffiti, loitering, vandalism, or anti-social behaviour, and people’s 
perceptions of these signs figure into assessments of the areas they find 
themselves in and those they ought to avoid.  

Arguably, based on the findings set out here this perspective is also 
applicable or at least relevant and useful in making sense of the ways people 
navigate the internet. People seem to approach ‘online’ and ‘offline’ 
interactional settings in similar ways, drawing on the sensibilities about how 
particular things ought to look, feel and be inhabited by people or objects. 
There is a collection of signals that frequently emerged, and they represent a 
key way in which the people I spoke to maintained their safety. However, 
there is clearly an important difference here; the lack of a physical place and 
group or groups of people with whom risk, disorder or safety can be 
cognizantly connected. That is not to say the position is untenable, but rather 
that Goffman can perhaps be more heavily relied on to emphasize the 
emergent nature of people’s locale, the travelling umwelt that encapsulates 
the social actor, both co-present and mediated. The Internet necessarily 
broadens our interactional horizons and transforms the relational conditions 
of ‘scanning’ and the ‘umwelt’.  

There is a transformation of the environments that people occupy, and there 
are necessarily transformations to signs of crime, and the disorders people 
interpret as signalling the possibility of its presence. The signs and signals 
evident in my participants’ accounts only partially match up to the ‘signal 
disorders’ Innes has described. For Innes, signal disorders are events that 
have occurred and left material traces in the local environment. However, the 
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participants in this study do not have perceptual access to those events, but 
nonetheless continue to scan and assess the interactive environments they 
occupy for signs of safety or danger. Rather than particular events or 
disorders, what may be termed ‘alarm signals’, represent deviations from the 
‘normal appearances’ of websites visitors are familiar with and have used in 
the past or have a reason to trust. In addition to the longer-term processes of 
interpretation and signification Innes describes, ‘alarm signals’ refers to the 
emergent sense of social order or disorder presenting in an individual’s 
‘umwelt’. In my interviews, there were clear patterns to what is considered 
orderly and safe, and where disorder manifests it appears contingent on the 
person’s direct and indirect experiences of the website as safe and reputable, 
their expectations of how that kind of website ought to look and function, 
and what it should communicate:   

SH   You talked about ‘dodgy’ websites... what makes a dodgy website for 
you? 

Pop  (laughingly) This is going to sound stupid but if all like the graphics 
and stuff... if it's like a really outdated website, I'm like, that doesn't 
look right. If it's not a company I'll recognise, like I said a lot of places 
have stores, so like Topshop, so there's a couple like ‘Missguided’ that 
don't have a shop but they’re really reputable, so like my friends shop 
there too, but if it didn't have a physical store, apart from Amazon... 
‘cause everybody knows Amazon, then I would think it looked a bit 
odd. 

[Student, Interview] 

*** 

Phi  Oh like if they look kind of sketchy?  

SH  Sure  

Phi I mean, I dunno, if it's a new website and it’s not well known well 
what I'll do is I'll Google it and have a look around and see if it’s legit, 
if they're good. Like I remember before Christmas there was like a 
cutesy Christmas jumper I was looking at and it came up and, I don't 
know what the website was, but it wasn't one I known. So I Googled it 
and they were like ya, they didn't send me it, it was really poor 
quality, so I avoided it. So I'll look through reviews. 

[Student, Interview] 

*** 
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Pen In hindsight the website that they went on looked reasonably 
professional, but there was somethings that I probably would have 
picked up on if I had been the one looking at it, just some very subtle 
thing about the website and the reviews and that sort of thing. I also 
see some red flags when they say transfer the money straight in. It’s 
not from bank to bank, it’s not things like pay by visa, or protected. So 
that obviously was an obvious incident of online crime that we were 
exposed to. But as I said that’s in my life. As for the kids, I’m not yet 
thinking about it. Although I’m sure I will. 

[Parent, Group Interview] 

There is evidently a graphic component to this perceptual process of 
identifying alarm signals. Whether the ‘graphics’ of websites looked ‘new’ or 
‘professional’ were important signals of normalcy. A second component is 
the apparent presence of particular components of a website, either aesthetic 
or functional that communicate something about the riskiness of interacting 
with it, and how the absence of those characteristics can function as an alarm 
signal. For example, the absence of a mailing address, the ability to pay in 
certain ways, the kinds of reviews that are present, or a lack of mode of 
redress or complaint are all expectations that signal order and normalcy. 
When these features are absent from websites, it communicates something 
about the riskiness of those sites and whether they are best avoided:   

Lily So there's this... Oh, I'm going to get this so wrong: there's an 
accreditation that websites can have and I know Amazon can have it 
and I know it’s at the bottom of a page. I don't know what it is, but it's 
like Norton for websites. Like it's a security thing. So I know that 
Amazon, if you’re using any major retailer or things like that, but if 
you’re looking for something and you Google it, say you’re looking 
for like a top or something, and you'll find this odd little website that 
wants all of your bank details but it doesn't look as safe... it doesn't 
look as official. No... not official, it’s like… it doesn't look verified. 
Whereas I know that places like Amazon have to guarantee the safety 
of your personal information. So, when there were all those leaks 
from, I can't remember which company, they all sent out an email 
saying change your passwords, and they would, you know, pay 
compensation and things like that. Like if RBS lost your bank details 
they would, they would recompense you. Whereas dodgy little 
websites you just wouldn't use, you just wouldn't trust them.  

SH OK. It seems to me that it’s not just about the ‘look’ for you?  

Lily Yeah, the functionality of it as well, when you're using it, it's, you 
know, working and there's lots of graphics and it has…[pause] I think 
the more info there is on a website. ‘cause Amazon has so many 
words on it. I think the more text there is, I don't know why, just feel 
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like they've spent more time on it and I trust it more. I just don't know 
why. 

[Student, Interview] 

 

This prompts the question, from where do ‘normal appearances’ emerge? We 
can hypothesise about this with reference to the kinds of sites that 
participants drew upon when providing examples. ‘Amazon’ (amazon.co.uk) 
presents across a number of respondents’ accounts as an ideal example of 
‘normal appearances’ from which the user can derive a sense of order. The 
aesthetics of orderliness online seems to be inherently bound up with 
corporate branding, reputation and website design. The dominant and well-
known outlets serve as a baseline indicative of how websites ‘ought’ to look 
if they are to be trustworthy or legitimate. However, it is important to 
remember that this legitimacy is bound up in the collective consciousness of 
both material and virtually mediated sociality. The endorsements of friends 
and family, but equally those available for scrutiny online (e.g. ‘reviews’), 
inform people’s assessments of a particular website – the virtual places and 
spaces mediating online interactions. Appearances of normality in the online 
world seem to be associated with ‘professional’ website construction, and 
dictated by the website design of major online actors. 

Here, I have attempted to explore the nature of ‘common sense’ 
cybersecurity, and make sense of ‘dodgy’-ness. I asked participants what 
kinds of things they identified as risky or unsafe on the one hand, and what 
kinds of things were indicative of safety on the other. In asking those 
questions a clear pattern emerged from the participants’ accounts. There is a 
clear confluence in online and offline interaction in that there is a similar 
process of scanning at play which draws on visual and behavioural 
characteristics of websites that communicate something about the intentions 
of the actor they represent. Furthermore, these assessments are not purely a 
product of the Internet and the form it takes, but are socially contingent. 
Overall, this represents a mundane and routine element of everyday 
cybersecurity practice. People engage, much like the real world, in subjective 
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assessments of the aesthetic and functional experiential qualities of their 
interactional contexts. The umwelt has an evident digital dimension.   

 

7.4 DOMESTIC CYBERSECURITY PROJECTS: THE EVERYDAY 
CYBERSECURITY OF FAMILY LIFE  

In this section, I will explore the range and complexity of security strategies 
that participants described employing in and around the home, and the 
various factors that played into their approach to securing their homes and 
children from digitised risk. Parents represent an interesting population in 
the context of this topic for a number of reasons. Despite the current 
comparative safety of the western world (Beck, 1992), parents, and the 
population generally, are required to be aware of and manage a more 
expansive number of risks. Garland (2001) and Simon (2006) explore this risk 
management in relation to crime and its governance, but it can equally be 
found elsewhere (see Lupton (2003) for a description of public health as risk 
management). As was argued in Chapter 4, cybersecurity and cybercrime are 
emergent areas of responsibilisation in government policy, and parents are 
key targets of these strategies. The responsibility to manage crime risk sits 
alongside many others in relation to the Internet and technology. One such 
issue lies in the potent folklore surrounding the impact technology use itself 
has on child development, in particular the length of time spent using 
devices, as well the damage occurring from the kinds of activities children 
might engage in. For example, the case of video games have drawn much 
concern in relation to their ‘addictiveness’ which is deeply contested in 
medical and psychological discourse (see van Rooij et al., 2018). Similarly, 
another and perhaps a much older concern, is related to the decline of ‘real’ 
conversation that results from greater use of phones or computers (see 
Turkle, 2011). Another frequently reported concern in news media is the 
effect internet exposure has on children. As the internet is increasingly 
renowned for its illicit and violent content, and is understood as having the 
potential to corrupt and condemn children to life with a disfigured moral 
compass.  
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Yet another pressure can be seen as a continuation of that previously 
established by Jonathan Simon (2006). Simon (2006, see Chapter 6) illustrates 
with great detail the ways in which crime has been operationalised to govern 
‘domestic relations’, in particular the ways in which parents are responsible 
for guarding their children from crime risks, but also for ensuring those very 
children don’t become crime risks themselves. Perpetuated by both the 
hacker stereotype and media coverage of major cybercrimes involving young 
offenders, today, arguably this process is gradually extended to the realm of 
cybercrime risk. Crime events appear to be flashpoints for groupings of 
sensibilities, where many of the previously described concerns about 
technology and its impacts are condensed and concentrated into singular 
‘case in point’ examples. These events can equally be understood as signal 
crimes (Innes, 2014). However, rather than simply communicating something 
to us about a particular ‘place’, they also reflect wider social concerns about 
technology itself and its potentially damaging effects.  

This is captured well in news coverage of the ‘TalkTalk’ incident in 2015. 
Police had arrested a 15-year-old boy in Northern Ireland for cyber-offenses 
committed against the telephone and internet service provider ‘TalkTalk’. 
The boy’s characteristics saturated the media reporting, serving both to 
perpetuate the hacker stereotype (Steinmetz, 2015; Wall, 2007; Taylor, 1999), 
and make a connection between his behaviour and his mother; ‘a single 
parent’. One headline in particular presents an ideal example of the 
condensation process discussed above: ‘Babyfaced hacker who paralysed 
phone giant: Son of single mother, TalkTalk suspect, 15, is a violent 
videogame addict who rarely leaves his bedroom’(Daily Mail, 2015). Such 
reporting prompts uncertainty not only about crime but about the nature and 
challenges of contemporary parenting in a world where parents’ capacities to 
‘control’ are constructed as limited. The pressures parents may experience 
are further propagated by some official awareness campaigns. In the same 
year, the National Crime Agency launched a campaign ‘targeted at young 
people’, although under closer examination parents emerge as the more 
likely subjects of interest. Under the hashtag ‘#CyberChoices’, the campaign 
sought to help guardians identify particular behaviours that may indicate 
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children’s involvement in cybercrime related activity. The campaign which 
used a variety of methods of dissemination, employed a video of an 
imagined scenario depicting two parents describing the kinds of things their 
child does online to two NCA officers. The video’s narrative constructs these 
parents as naively proud and unknowing of nature, implications, seriousness 
and consequences of their child’s actions (NCA, 2015).The fear-based 
message it sends is clear; parents may not comprehend what their children 
are doing online. They must enable their children to ‘make the right choices’, 
supervise and guard them so that they themselves don’t create crime.  

All of the various risks mentioned here emerged at one point or another in 
my discussions with parents. The emphases varied across the sample, with 
each parent negotiating these contemporary challenges in their own way, 
which reflected a number of shared understandings and beliefs. They drew 
on a range of sensibilities towards the internet and cybercrime, 
understandings of particular activities and the risks they entail, as well as the 
nature of parenting itself in their assessments and talk. Parents had by far the 
most complex and elaborate collection of security techniques and strategies 
that transcended and combined social, technical, and material tools. They 
illustrated a finely tuned mastery of adaptive social control tactics. Domestic 
family life involved a complex set of internal and external advanced social 
control practices geared towards the management of technology and its side 
effects, of which crime risk is one. Parents employed a patchwork of techno-
social techniques to mitigate a wide variety of risks and concerns, whose 
significance are revealed when they are thought through in the context of the 
everyday. It is this collection of mundane habits, decisions, strategies, 
routines and inclinations that I refer to as ‘domestic cybersecurity projects’.  

In the following analysis I will work through three dimensions of everyday 
security—namely Space, Time and Emotion—in order to map out the 
contours of the ‘security projects’ these parents relayed to me (Valverde, 
2011). What becomes clear from their discussions is that the security work in 
which they engage is a product of negotiation and interplay. It is the 
outcome of subjective domestic metabolisms, through which the goal of 
security is thoroughly digested. The spatial mapping of risks, the temporality 
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of their nature and the values and emotions parents draw on in their talk 
plays into the way they experience and practice everyday cybersecurity.  As 
Valverde (2011: 4) points out, security projects even ‘within the same field’, 
are ‘fraught with contradictions’. Everyday life is filled with practical 
demands and social pressures that may support but also contradict and 
compete with security. Loader et al. (2015) have illustrated clearly that the 
consumption of security competes with embedded subjective social and 
cultural values and beliefs which can take priority. While these parents 
actively seek to embed cybersecurity imperatives and behaviour necessary 
for their safety, ultimately a compromise is necessary. In making such 
compromises these parents enacted, adapted or actively resisted being 
cybersecure in ways that fit with their everyday routines and value 
frameworks. Ironically, it is reasonable to think of parents as akin to 
domestic ‘white-hat hackers’ engaged in techno-social innovation work in 
which they aim to identify and forestall potential vulnerabilities the children 
in their care could potentially face online. They reimagine, and work with 
and around material and virtual technological forms, to balance 
cybersecurity with everyday life as a parent today.  

 

7.4.1 THE SPATIAL DIMENSION: RE-TERRITORIALISING THE 

GEOGRAPHY OF SAFETY AND DANGER WITHIN THE HOME 

Cybercrime and cybersecurity are often discussed in terms of their 
ephemerality, their seeming transcending of geographical constraints and 
their reconfiguring the phenomenology of time (Stevens, 2016). This sits in 
contrast to conventional crime which has been seen by researchers as 
involving an intimate connection with particular communities, 
neighbourhoods and people and at particular times (Girling et al., 2000). 
Understandings of crime have been shown to be interconnected in a complex 
way with how we conceive of particulars places, places of high crime, high 
risk or relative safety.  

Despite the globalised and ephemeral nature of cybercrime and the internet, 
these kinds of connections are arguably equally useful for understanding the 
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online world. Particular online ‘places’ come to be understood as risky or 
dangerous requiring greater control or avoidance. As is evident from the 
previous discussion of aesthetics and functionality, this is mirrored in the 
accounts of other participants. In examining the parents’ accounts of risk and 
cybersecurity, there emerged an inherently local and spatial dimension to 
both the strategies they employed to manage the risks posed by the internet 
and technology, but also the material form of technology itself. As Valentine 
and Holloway (2001: 77; 1997) show, in the earlier days of the internet’s mass 
adoption parents employed ‘micro-geographies of surveillance’ in the home 
to exert control over their children’s internet use. The strategies of 
surveillance they identify are facilitated by the material form of technology at 
the time; a large piece of hardware spatially restricted to a particular room of 
the home, tactically positioned for its visibility. In the years since that study 
was completed, the direction of technological development has led to devices 
becoming smaller and increasingly mobile, complicating the problem of 
securing how children use computing devices within the home, and what 
they use them for. The parents I spoke to had necessarily moved beyond 
static visual surveillance to exploit physical and virtual lines of sight and 
audibility around and beyond the home in concert with social rules and 
technical features. This is a necessary and practical response to an 
increasingly complex risk management challenge.  

In coming to rely on these strategies of control, techno-social risk serves to re-
territorialise the geography of safety and danger within the homes’ 
boundaries. Technological advancements reconfigured parents’ 
understandings of where their children might be safe and at risk; ‘the 
upstairs’, ‘the bedroom’ and generally when they are out of sight. The size 
and mobility of contemporary devices enabled risky possibilities to travel, 
illustrating the inherent connection between the direction of the development 
of information communication technology, and the sense of safety and 
security people can derive from their homes. This process leads to a revision 
and reclassification of places and processes previously understood as 
relatively safe to potentially risky and worrisome, requiring innovative 
responses.  



 - 253 - 

Equally clear from some of the parents’ discussion is the way in which 
particular commonly held sensibilities towards appropriate content and 
controls for children online play into the way they make sense of online risk. 
It is here that the connections between online risk are in a complex way 
bound up in wider sensibilities; in this case the nature of ‘good’ and ‘bad’ 
parenting. Their accounts allude to possible ways in which these sensibilities 
are reproduced, as well as the very situated nature of the online risk 
landscape.  

 

Risk management as techno-social control 

A central feature of parents’ discourse about managing online risk in their 
home was the clear articulation of a set of rules and ideas that represented 
somewhat definitional principles of the domestic cybersecurity projects they 
constructed and operated. In the following quote one parent provides a brief 
list to begin with:  

Stu Their access to it is mediated by a set of rules we have agreed with 
them. And also the kinds of things they can and can’t do. It’s 
sometimes by their own, by rules that we’ve told them they have to 
enforce but actually they could probably get around if they were 
smart enough. They’re probably not. And other times by actually 
having… restrictions on the Wi-Fi in our house. There’s no way 
they’re using the internet anywhere else except under our control.  

[Parent, Individual interview]  

 

Stuart mediated his children’s access to the internet by employing a ‘set of 
rules’ he established, some formal and some informal. These shape the kinds 
of things his children are allowed and not allowed to do. As Stuart illustrates 
these rules are on the one hand sometimes articulated by parents themselves 
who act as an enforcer, but on the other hand the rules are sometimes 
entrusted to their children to enforce upon themselves.  Equally, rules aren’t 
necessarily social. Some rules are technological in nature, enforced by the 
software and hardware parents employ to mediate their children’s internet 
use. They represent hard and, at least at face value, non-negotiable technical 
rules enforced by the systemic properties of internet access. Stuart finishes by 
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making clear the central characteristic of domestic cybersecurity projects. 
They are about managing vulnerability and risk through the control of 
behaviour. That control is established through a concert of socio-technical 
security features working in harmony with one another.  

Overall, these rules (both spoken and unspoken) seem related to established 
sensibilities about ‘appropriate’ and ‘inappropriate use’ uses of the internet 
by children: 

Stu Right, basically they don’t have any passwords that allow them to 
spend any money. Em, and they have to ask if they want to download 
stuff. They pretty much do. They’re not allowed to look at things that 
are clearly inappropriate, and they kind of know what that is. They 
know what swearing is, they’re not… they’ve heard it before 
(laughing), they know what inappropriate sites are.  

[Parent, Individual Interview] 

 

This is doubly telling. Control strategies must account for at least two kinds 
of risk simultaneously. There are risks the internet itself poses to children in 
terms of crime and content, and the access it lends potential criminal actors 
(strangers) to children. On the other hand, there is the risk children pose to 
themselves and one another in terms of potential lapses in their own self-
policing through deviance or ignorance.  

The hard technical security features of websites (e.g. passwords) acted like 
fences around children’s behaviour. Parents felt this prevented the children 
from ‘spending money’ outside of their control which ensured the security of 
the parents’ own resources. At the same time, more informal rules about 
appropriate content function to maintain an internet experience that has been 
sanitised sufficiently to render it appropriate for children’s consumption. The 
parents’ domestic cybersecurity projects managed risks facing, but also 
potentially caused by their children simultaneously. Often, parents had 
identified particular websites or activities (e.g. using Google to search for 
something) as ‘risky’. These activities or virtual spaces were constructed 
through the stories they had heard or their own experiences as sites that 
required special attention and control efforts. ‘YouTube’ 
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(www.youtube.com) emerged in many of the parents’ talk as a site that 
posed a challenge to their security abilities.  

Kate So I’ll tell you one thing as a parent, the bane of our lives is YouTube. I 
hate YouTube. I think it’s too easy for the kids to click on one link, and 
then to just watch the next video and the next video. And it’s very 
hard for parents. If you’re not actually actively monitoring it to 
understand what the next thing is, and whether there’s swearing in it 
and what the content is.  

[Parent, individual Interview] 

 

As Kate mentions, the ‘scrolling’ feature of YouTube is a particular concern 
in this context, and illustrates how technological innovations can reverberate 
and unsettle the sense of security of individuals and families in 
undetermined ways. This function of ‘YouTube’ employs the algorithmic 
selection of recommendations for its viewers. Unless turned off manually, its 
‘autoplay’ function will automatically play one video after another with only 
a brief loading time between segments. Beyond the sheer amount of time 
parents believed this led their children to spending online, its automated 
selection process has the consequence of producing a sense of risk and 
uncertainty via the possible content their children may be presented with. 
This is a core technological risk domestic cybersecurity projects are required 
to manage. This algorithmic uncertainty challenges the established regimes 
of parental control and the formal, informal, technical rules that supports 
them by removing the child’s agency to choose what to click on. By 
algorithmically inserting uncertainty, the YouTube ‘recommended videos’ 
feature undermines a central pillar of domestic cybersecurity projects, 
namely the relations of trust and surveillance on which projects are built, and 
the sense of total control and security that emerges from their routine 
functioning. One parent noted their own role in the production of this 
uncertainty, resulting from the sharing of devices across the family. This 
practice was common for a number of reasons. Parents would sometimes 
acquire a new device for their own use and their children then requested to 
use it. Other parents had devices which the children used routinely. 
However, this led to a concern about the nature of recommended content. 
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Device sharing meant that the recommendations their children received 
while using their devices might be contaminated with recommendations for 
the parents themselves: 

Ted Since the iPad is for my wife, she gets recommendations from the 
things that she watches on YouTube. So when she’s on the site you not 
only see cartoons recommended but other stuff. So we need to be very 
aware that he is maybe exposed to things that are not appropriate so 
we are sitting next to him all the time and controlling it.  

[Parent, Focus Group] 

 

The possibility that Teddy’s wife’s viewing habits may expose their child to 
inappropriate content requires a more intensive approach to control. In 
Teddy’s case their children were younger, and therefore tended to be 
perceived as easier to control across the sample. A result of device sharing 
meant that parents were required to police device usage more vigilantly. 
Another way some parents negotiated with this problem was through the 
vetting and acceptance of particular sources of YouTube content. Kate 
discussed the viewing habits of her children. They used YouTube for 
entertainment, but also followed particular ‘vloggers’ (video bloggers, also 
often referred to as ‘YouTubers’, many of whom today are hugely popular 
with children) who produced gaming videos:  

Kate I think if you’re watching someone that’s got like a big YouTube 
presence like DanDMT, you see it tends to just go from one of his 
videos to the next and so on, but if you’re watching someone more 
obscure then I think it skips about. So it sort of pulls in what they 
think might be loosely related to what you’re watching. They’re 
searching something like ‘top 10 facts on Harry Potter’, or ‘things you 
didn’t know about Harry Potter’… that could bring up God knows 
what. That’s the worry… 

[Parent, Interview] 

 

Certain actors were known producers of YouTube videos that their children 
liked to consume. These vloggers (like ‘DanDMT’ mentioned above) came to 
be trusted by parents as a reliably ‘appropriate’ vlogger who appeared wise 
to the nature of his audience. It was often accepted that it was impossible to 
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monitor children’s behaviour all the time, and therefore finding technological 
or virtual modes of minimising risk, such as the selection of particular 
sources functioned to alleviate the sense of risk emerging from the finite 
nature of physical surveillability. Equally, blocking YouTube entirely was 
not seen as a viable option. While YouTube presented a risk, overall the 
platform was felt to contain a variety of useful resources and entertainment 
that parents saw as legitimate for their children’s consumption. Parents are 
clearly adept at control, and innovative in their responses to the variety of 
risks the internet poses. They necessarily balance the limits of their capacity 
to exert total control with their children’s desires and needs, as well as the 
benefits the internet is perceived to offer. It is interesting to note that 
removing the internet from the equation entirely was never seen as an 
option. The parents understood it is a valuable and essential feature of their 
children’s development and learning, which could not simply be dismissed 
removing their access.  

  

Re-territorialising safety and danger 

Changes to the ways children can consume online content, and the features 
of the websites on which they could consume it necessitate that parents 
adapt. The range of devices that have permeated family necessitate a 
reimagining of one’s home as safe place free from outside dangers. In a form 
or social osmosis, the exterior social patterns and trends that emerge outside 
its boundaries create a porousness manifesting in the digital devices on 
which domesticity becomes reliant.  

Stu No it’s a different sort of environment. I guess the trap is, the 
computer sits inside your house and you think it’s very much a part of 
your protected orbit. But it’s not, it’s a free space I guess… 

[Parent, Interview] 

Everyday digital practices are constantly emerging, and domestic life is a site 
where their benefits and disadvantages, in particular in terms of security, are 
negotiated metabolised. Naturally, websites change and develop (the 
‘autoplay feature’ presenting one example), and therefore it should be 
acknowledged that security projects aren’t static either. Rather they 
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continuously emerge in response to the nature of the risks and challenges 
parents perceive. A number of these practices came up in discussions with 
parents. They devised and employed various compensatory social control 
innovations that exploited the material characteristics of the technologies 
they used in the home, in tandem with rules about how to use that 
technology, to extend and enhance their capacity for control. Kate and her 
family were predominantly users of Apple products. They owned a number 
of ‘Apple TV’ devices for different rooms of their house. The devices allow 
users of other Apple products to play content from their iPhones, iPads or 
laptops on more stationary and fixed output devices (e.g. a main television 
set with speakers). Kate incorporated the Apple TVs in to her strategies of 
control in order to enhance her ability to surveil and overcome the perceived 
threat YouTube posed:  

Kate So in our house we use a lot of Apple TVs, so for my kids the rules 
are, if they want to watch YouTube, they watch it on Apple TV so it’s 
on the big screen that I can hear and I can see. 

 [Parent, Individual Interview] 

 

By exploiting the material properties of her technological home, Kate finds a 
way that allows her to continue to exert surveillance, therefore adapting both 
the mobility of risk and the algorithmic uncertainty YouTube presents her 
with. In using the various possibilities given to her by these devices, she 
finds a way to exploit their material characteristics and functions to re-
anchor risk to a fixed point, where it is at best visible or at the very least 
audible. Sam’s son also enjoyed watching the YouTuber DanDMT’s videos, 
however she expresses a similar set of concerns about the unpredictability of 
YouTube content: 

Sam I worry all the time about where he’s clicking because he’s on normal 
YouTube. And you’re only two clicks away from some snake taking 
off a child’s face, or some Isis beheading.  

[Parent, Interview] 
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Sam suggests that algorithmic uncertainty is a key source of concern for her, 
where she sees it bring the possibility of her son’s exposure to traumatising 
content closer and in a way that is more difficult to control. She has a similar 
set of rules that enables her to maintain watch over his online activities: 

SH So how do you manage that?  

Sam So the way I manage that is that he plays video loudly with thevolume 
up and never has headphones on. So wherever I am in the house, like 
in here, I can hear that it’s DanDMT’s voice taking them through 
Minecraft and usually I’ll be able to hear if he’s not on that site.  

SH Is that something you talked to him about or agreed with him?  

Sam No… I don’t think he knows that’s my sneaky trick. But he just thinks 
that I don’t want him to damage his ears, so I don’t want him to have 
headphones in, but it’s just so that I can hear. And I think a lot of the 
mums have done that, they always say just keep it on and keep it 
loud. And that’s another way you can monitor. 

 

Sam uses the material properties of technology – the iPad’s speaker and 
volume control – in tandem with rules about the way her son is allowed to 
use the device to maintain audio surveillance at a distance. We also see an 
added value that Sam derives from this technological form of control – the 
reframing of the control strategy to be more positive and less coercive. Sam’s 
‘trick’ allows surveillance to be maintained, but under an alternative guise of 
health and welfare, and in a way that isn’t perceptively directed from her 
son’s perspective. Technology and its capacity to define hard rules also 
functioned to mitigate any conflict that might emerge from policing how 
much time her son her son spent online:  

Sam So you set it as a child account on iMac and it gives them an hour 
warning – it tells them to come off at six o clock – it says you’ve got 
like an hour left of time. He really likes that because he thinks it’s fair, 
he knows it’s getting late and that he’s been on it for two hours. 

Instead of negotiating verbally, employing parental controls that use 
measures of time, the technology itself can act as a buffer for potential 
conflict and negative relations between her and her son. It does so by 
offering an impartial or ‘fair’ arbiter of social control.  
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It was common that parents in the sample included rules about the kinds of 
interactions their children could engage in on the internet as well as with 
whom. Certain popular uses like gaming (e.g. Minecraft) were resultantly 
seen as risky as they produced opportunities for people outside the confines 
of the security project (strangers) to interact with their children. Mel, Sam 
and Stuart operated strict rules on games with that feature, which were 
either banned or only to be played offline or locally with a friend through a 
directly connected device. In Kate’s case her children liked to play a game 
that wouldn’t function without an active connection to the game’s servers. 
This meant unavoidable exposure to other players online, who could instant 
message their children: 

Kate […] They’ve got some games they play that work off servers and 
won’t work offline. Such as… ‘Clash of Clans’ is one of them. And 
that’s where potentially people can chat to the kids in the clan. So 
that’s one that… how we get over that is that my husband is in the 
clan, so he watches. Looks at all their chat. And he’s aware of who 
joins the clan, and he’ll ask them so who’s this person that’s just joined 
the clan and they’ll say it’s a class mate or we don’t know who it is, 
and then that person gets kicked out if they don’t know it is.  

[Parent, Interview] 

 

In Kate’s case her husband extends the reach of their surveillance to include 
the virtual spaces outside of their visual control by joining his son’s ‘clan’ 
and enforcing rules about who can join, and who needs to be removed. The 
‘clan’ is established as a further place over which the parent has visual 
control as well as decides who enters and doesn’t. This is bound up in the 
child’s friend circles within the real world, and what their friends at school 
are interested in. In saying that, the security projects of parents are inherently 
shaped by the values and desires of what is popular amongst their children’s 
friends, with the challenges to security projects inevitably being influenced 
by the fluid nature of popular culture, an issue that will be discussed further 
in the next section.   

There were certain places that were especially problematic for these parents 
both inside and outside the home, and outside of the control of their security 
projects. For some, the ‘bedroom’ became a risky enclave. ‘Bedrooms’—long 
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a room in which children have sought some privacy, especially as they get 
older—today represented places that (even young) children could come into 
contact with inappropriate content and be exposed to images, language and 
ideas that were deemed unsuitable. The security regimes and flexible modes 
of control illustrate the re-mapping of safety and danger in and around the 
home in a way that is fluid and requires constant adaptation in the form of 
socio-technical innovations in control. Security projects can be understood as 
being responsive to wider trends and patterns in the evolution of devices we 
use daily. As the line between personal computers and mobile devices has 
become blurred, the internet and the risks it presented to family take on new 
spatial properties. Two parents in particular gave interesting descriptions of 
the nature of this concern. In the following quote from Sam, we see the clear 
allusion to the bedroom as a place of concern. A second interesting feature to 
note here is the emphasis placed on visiting friends’ houses and the signal 
disorders that emerge from what are perceived as lapses in other parents’ 
security regimes:  

SH Have you ever had problems where you’ve disagreed [with other 
parents] or something has happened when your kids have been 
visiting somebody else’s house? 

Sam Not from me, like I’m not very easily offended. But I know in other 
people’s houses, they’re watching YouTube videos like pop videos, 
which are all really sexualised. So they’re watching like Nicki Minaj’s 
‘Anaconda’ with bums going in cameras. And Miley Cyrus on a 
wrecking ball, and my son came away and just was like ‘that is 
disgusting’ and was completely horrified by the nudity and…. He was 
quite puritanical about it (laughs)… So for him it’s not an issue, 
because he kind of self-censors. But yeah, I know other people’s kids 
are watching that in the bedrooms on iPads – so that’s where they’re 
picking up a lot of that stuff is YouTube videos.  

[Parent, Interview] 

 

There are a number of connections made in Sam’s account. Starting with the 
final element she mentions, YouTube is a vector through which children 
‘pick up’ undesirable ideas and language. For Sam, sexualised content is 
problematic and needs to be carefully controlled, and in particular here she 
refers to the ‘nudity’ that populates contemporary popular music videos. She 
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suggests in the case of her son ‘he self-censors’, taking comfort and 
reassurance from the reaction he relayed to her after witnessing the music 
videos for the songs ‘Wrecking Ball’ or ‘Anaconda’. Of critical relevance to 
the evolving geographies of safety and danger in the home is the connection 
made between children’s reproduction of behaviour or language that parents 
view disapprovingly. Children’s visits to ‘other people’s houses’ emerged as 
a situation identified as a contentious one for some of the parents. These 
were events during which children may be exposed to disapproved content, 
and symptomatically bring it home with them. This seemed to revolve 
around what the parents believed was appropriate activity for children, and 
how that should be facilitated by other parents. These potential breaches 
were understood to emerge from lapses in other parents’ sensibilities 
towards technology and in their regimes of controlling their children’s online 
behaviour.  Sam’s quote captures this understanding of ‘other people’s 
houses’ nicely. Kate’s talk about the problem also illustrates a connected 
moral issue with which the mapping of risk is connected. This came up in a 
variety of ways in the focus group and individual interviews in discussions 
regarding appropriate ways of incorporating technology into everyday 
family life as a parent. Like Sam, Kate felt that her children were resilient to 
the risk because she believed they held negative sensibilities towards the 
content that reflected her rules. However, she articulates this with reference 
to other parents and how they use technology in the family:  

Kate So no swearing, anything that looks like it might lead to adult themes 
or views… But like I said. They have their own way of thinking which 
is very much – “I’m not into that kind of thing” – but their friends 
may not feel the same way. And parents…everybody regulates their 
children differently. So our biggest problem to be very honest with 
you, is that some parents use iPads as baby-sitting devices. So they 
say, here’s the iPad and go. […] Thinking that it’s the path of least 
resistance, where they bug them less, you know that kind of thing. 

[Parent, Interview] 

 

Kate’s statement about ‘our biggest problem’ alludes to two important 
points. First, that identification of risks and challenges to maintain secure 
control over their children’s online behaviour is a collective process that 
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draws relationships and discourse with other parents into her sense-making. 
Second, it clearly points to the connection between the exposure to content 
she sees as inappropriate and therefore risky to her young boys, and other 
parents’ approaches to managing this problem in the boy’s circle of friends. 
When I asked her if this is something she discusses with other parents her 
response makes this collective process of risk interpretation clearer: 

Kate We do in the sense that we’re a group of mothers, and we do discuss 
the different parenting techniques, a lot of us do feel the same way 
about swearing which is obviously, it’s a no-no. Em… a lot of us do 
find that if we are talking about our kids being introduced to a certain 
word or a certain theme, we find that the culprit is normally the 
common denominator – who the culprit is. And like I say it’s the 
parents who tend to use the iPads and that’s why I’m very against that 
– they {point to her boy} don’t use headphones at all, at home. The 
only thing they use headphones for is to listen to audio books and 
that’s it. 

 

She identifies herself as a member of a community of mothers. This 
community is an important factor in the identification and interpretation of 
risks to her children as well as in assigning blame for deviations in those 
values and practices which manifest in their children’s behaviour. They share 
similar sensibilities towards ‘swearing’ and the best ways of securing their 
children from it. She suggests that in their discussion they make a clear 
connection between the approach to the management of access to social 
media content and the exposure of their children to unwanted ‘words’ or 
‘themes’. A labelling process is clearly at play here in that groups of parents 
can communally identify and share a particular set of values towards 
technology and its control.  In doing so, they make connections between 
deviations from those sensibilities towards content and security, and the 
‘culprits’ responsible for exposing their children to inappropriate content. In 
their group, the community functions both to reaffirm those collective values 
and identify deviance for the purpose of risk management. Warr and Elison 
(2000:552) argue that ‘altruistic fear’ – ‘the fear for others’ – motivates much 
of what is considered ‘self-protective behaviour’. Here, that altruistic fear 
appears to have a basis in wider social organisation of parental communities, 
and collectively felt emotions and risk perceptions. The importance of this 
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will be discussed in more detail later in this section. This theme also emerged 
in the focus group interview in relation to the policing of the time children 
spent online: 

Em Ohhh, it’s [the issue of time spent on the computer] quite a 
contentious one amongst parents, because I think to an extent we all 
say one thing and probably do something near or near enough to that.  
We’re all parents, and obviously you want your child to be interacting 
with things that are around them, so if they’re sitting in front of an 
iPad or a screen, they are just having an interaction with that screen. 
And I think we all feel that tends to make children jumpy and it 
makes them bad-tempered actually. It stops them doing other things 
like their puzzles, or playing with their sister, or their toys. So I think 
most parents you talk to will say that they let their child have a set 
amount and it will depend who’s who. I think when they’re younger 
as well, parents tend to be stricter about it. It’s really about trying to 
get children to have a balance of doing stuff online but also being 
familiar with that. Have a bit of downtime as well. Recognising that 
sometimes we just want to watch a boxset and they want to watch 
something that’s going to be relaxing for them. Particularly when 
they’re at school and they’re exhausted at the end of the day. But 
equally one wants to make sure they don’t just watch telly. And we 
were talking about making sure they move around, they’re physically 
fit and they do other things as well. So I would say we were very, very 
strict about that with our first child, and now we have two. We’re 
probably a bit more relaxed about it, we let them watch a bit of telly 
on the iPad. They don’t actually watch television, they watch specific 
shows on the iPad, so they’re not watching adverts. We let them 
watch a couple of shows after school, but we also make them stop and 
go and play. And if they have friends around, then we generally don’t 
let them have it. Minecraft is a big thing for primary school children, 
they love Minecraft. So they will try and sneak the iPad. See the iPads 
are portable which was not really an issue before, in terms of even 
laptops which are massively portable but iPads, children can just sort 
of potter off with, so making sure they’re not just disappearing off 
with them and looking at different stuff, or playing Minecraft, 
incessantly. (Laughs)  

Alex That’s actually, yeah for us, we… it seems to be kind of drilled into 
you as parents… 

Em Ya it’s like… you just don’t say I let my child watch whatever they 
want… 

Alex Ya… bad parents allow their children to indiscriminately watch TV. 
And then if you went to a parent-teacher meeting or you’re just at the 
playground dropping the kids off, and you said ‘yeah I just let them 
watch it’, you’d get the “SSch [tongue click – looks upwards] … Pfff, 
terrible (under breath)’ [Parent, Focus Group] 
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The above discussion helps to further illustrate the expansive set of 
cohabiting understandings of risk that play into parents’ security projects. 
This group of parents had established that they operated a similar set of 
controls found in the other interviews, however their discussion reveals the 
extent to which these controls are bound up in common understandings of 
what’s good and bad for children, what they need to be protected from, and 
the moral expectations and pressures parents experience to manage those 
risks.  

In a way, children seem to act as vehicles for those sensibilities, which can 
come in conflict through their social interactions with their friends. Emma 
explains why technology is seen as something that needs to be controlled, 
and in this discussion the parents move freely between the internet and 
television. It is not about the content available online here in particular, but 
about techno-human interaction generally, and the importance of regulating 
children’s engagement with technology in a way that balances their screen 
time with non-screen time. Alex echoes these sentiments, highlighting that 
this is something that’s ‘drilled into you as parents’ to the extent that ‘you 
just don’t say: I let my child watch what they want’ for fear of being labelled 
a ‘bad parent’. Alex’s final contribution illustrates a mechanism by which 
these sensibilities are reinforced. The parent-teacher meeting or the 
playground are venues in which the disapproval of deviation from these 
commonly held assumptions and norms might be highlighted and asserted. 
They represent sites of value reproduction which reinforce commonly held 
sensibilities about what ‘good parenting’ in a technological age means and 
function as a site of social control of parents themselves. It is clear from 
Alex’s quote that this is an imagined scenario, but nevertheless resonates 
with and impacts the group and their approaches to maintaining the security 
of their children.  Interestingly, these sensibilities aren’t simply accepted 
without reflection. Later in the discussion, Emma is critical of what this 
actually means:  

Em The risk is very, very abstract. It’s this idea that we have and if you 
had to go and say why it’s risky, it’s probably harder to unpack but 
we all think… it’s drilled into you as parents that the child shouldn’t 
be watching the telly for too long. And as you [Alex] said, it’s this 
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kind of binary thing… a parent who says they can watch whatever 
they want equals a bad parent. […] I suppose the risk… the risk we 
are talking about is the risk that that child will not achieve their full 
potential as a child because they have watched too much telly, which 
sounds ridiculous when you say it. Because actually, when we were 
growing up, it was a different sort of thing. As you said you come in 
the door and then you’d be watching and no one would think 
anything of it. And parents didn’t think. There would be lots of things 
our parents would be anxious about but not that. But it’s interesting, I 
think that it’s very engrained now. I mean I think it’s because, you 
know it’s sensible things in terms of children’s physical activity. But 
the reality is, all of these children we’re talking about in particular all 
spend their weekends being taken on walks and do football and 
rugby. So their chances of watching a bit of telly limiting their life 
chances it… [sighs]… because that’s fundamentally what we’re 
worried about, isn’t it? That watching too much telly is going to limit 
their life chances. 

[Parent, Focus Group] 

 

Emma articulates some difficulty in defining clearly what is actually risky 
that needs to be policed, highlighting again that this is something ‘drilled 
into you as parents’. She suggests that there is something about the risk 
related to physical activity, but later concedes that actually the activities of 
her children seem to negate that risk. This quote serves to illustrate the 
inherently social nature of risk management practices; they are inherently 
bound up in wider sensibilities towards technology, the internet and in the 
case of children, parenting. This quote also illustrates a second dimension the 
everyday cybersecurity framework directs us to explore; that risk and 
security practices are related to the experience of time and temporality. 
Parents draw on their own experiences of childhood in making sense of risks 
posed by technology. In this case Emma reflects on banality of the practice of 
watching TV was when she grew up, and while other risks were present, this 
wasn’t one of them. Risk, and it seems especially so in the case of technology 
related risk, is bound up in particular places and times, and the social and 
cultural features that define them. In the following section, I will explore the 
temporality of everyday cybersecurity in more detail.  
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7.4.2 THE TEMPORAL DIMENSION: TEMPORALITIES OF DOMESTIC 
CYBERSECURITY PROJECTS 

Domestic cybersecurity projects are influenced by time and shaped by the 
rhythmic patterns of routine family practices. This manifested in a number of 
ways in the parents’ discussions risk and security.  

First it should be highlighted that the practices and strategies with which this 
analysis takes interest is itself a collection of temporalities: ‘the everyday 
implies a multiplicity of temporalities, some incidental, some routine, some 
rare, some shared, some personal, some notable and some distinctly 
mundane’ (Crawford and Hutchinson, 2016: 1192). Many of the practices 
outlined in the previous section are indeed both routine and mundane, 
where security represents a structuring feature of the family practices. The 
security and control measures outlined are related to the temporal rhythms 
of the families who operationalise them: the working/school week, the work 
day or school day. The routines of everyday life shape and are shaped by the 
online life and its security needs. These rhythms can be useful in explaining 
moments in which social control is relaxed, and where a balance between the 
nature of everyday need and desire functions as a security filter – there are 
moments where internet policing work requires discretion that accounts for 
the everyday. We can return to a portion of Emma’s earlier quote in the focus 
group discussion which captures this:  

Em And I think when they’re younger as well, they [Parents] will tend to 
be stricter about it, em so it’s really about trying to get children to 
have a balance of doing stuff online but also being familiar with 
that…[pause]…you need to have a bit of downtime as well. 
Recognising that sometimes we just want to watch a boxset and they 
want to watch something that’s going to be relaxing for them. 
Particularly when they’re at school and they’re exhausted at the end of 
the day. But equally one wants to make sure they don’t just watch 
telly.  

[Parent, focus group interview] 

 

The school and working week is tiring both for parents and children, and this 
is a routine part of everyday life. It resultantly strains the pressures and 
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abilities of parents to exert control over online behaviour. Emma illustrates 
this with reference to a typical evening in which she and her partner and 
their children have different wishes as to how they’d like to spend their 
‘downtime’, and what they’re interested in watching or doing. The 
opportunity for both to engage in these banal but important activities 
represents a moment in which these social controls and surveillance practices 
can be relaxed to accommodate this everyday need. As can be seen from the 
quotes in the previous section, and indeed Emma’s point above, domestic 
cybersecurity projects are by their very nature a product of the daily and 
weekly routines of their constituents. Surveillance practices of watching and 
listening are produced and constrained by the tasks embedded in everyday 
life and managing a domestic household.  

Domestic life represents a site in which the macro-level tensions between the 
will to greater security and social organisational contours of late-modern life 
are negotiated and translated. The limited nature of time as a resource means 
that parents can only survey behaviour at particular times and with a limited 
degree of focus or directedness as their attention is often required elsewhere; 
another child or another task beckons. These temporalities play an important 
role in the overall cybersecurity behaviours people engage in, and need to be 
taken into account or at least acknowledged in the development of 
behavioural change campaigns, or risk being side-lined due to their 
indigestibility. When thought about in everyday life terms, the social and 
technical components of everyday cybersecurity strategies are limited and 
negotiated on temporal terms. The instantaneity of technical measures is 
fundamentally limited by the time it takes to procure, install, operate and 
manage them. Equally, the social elements of cybersecurity (the ‘rules’ about 
changing passwords and pressures to maintain surveillance) are also enacted 
within the temporal confines of the things families like and need to do 
routinely. It is at this everyday juncture that the ‘reality’ of cybersecurity can 
be shown to be at odds with the wider demands, desires and values that 
figure into everyday life. At the same time, the risks parents perceive to their 
children and domestic life are just one element in a long list of risks that they 
need to account for. Later in the focus group, Alex returns to this issue. The 
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following quote captures this point nicely in what Alex terms ‘crowd 
control’, but also highlights the interwoven nature of concerns about risk on 
and offline, and how they manifest in cybersecurity projects:  

Alex I just wanted to pick up on one point here, which is, quite often we’ll 
see it [time on the computer] as yes a reward… but also sometimes as 
crowd control. Just acknowledging it, we didn’t do this with our first 
born but now we have two, it’s absolutely a thing. So in the morning if 
we have a perfectly sorted breakfast, morning preschool routine and 
the kids get themselves ready and the boy goes off puts his uniform 
on, eats his breakfast properly, if he does all that stuff… has his bag 
packed, then he can go and watch a 15 or 20-minute TV show. And 
that is our mini crowd control because that is when either my wife or I 
jump in the shower, if we’re able to do so. He’s watching TV through 
the app so it’s unsupervised so we know what he’s doing. But that is 
purely for our convenience, that’s saying: sit still for 15 minutes, try 
not to start a fire. 

[Parent, Interview] 

 

The internet and online activities in this example are deployed as a form of 
passive micro-social control acting as an anchor of children’s physical 
activity. In the temporality of the quotidian, the desires of children to watch 
TV and use the internet can be mobilised in an effort to manage the risks 
Alex sees present if they are both unoccupied and unsupervised. Amidst the 
pre-school rush, the constrained form of the internet represented by the ‘app’ 
functions to control the children, thus allowing the parent time to have a 
shower before work. The infrastructure of the app limits the possibility for 
the child to go astray on the wider internet, whilst also providing 
occupational material that limits the possible manifestation of material and 
physical world dangers and risks: it allows parents both to know where their 
children are and what they’re doing, thus allowing them the physical and 
cognitive space to address their own needs conveniently. 

The ‘times’ at play equally extend beyond the everyday into the distant 
future and draw openly on the past. Domestic cybersecurity projects then 
operate at multiple temporal scales, and with characteristic periods defined 
by the nature of parent’s perception of child development. As is evident from 
Emma’s previous point, we can see that the risk she is managing, far from 
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crime, is one about the potential negative impacts of technology on the 
child’s successful passage through life. In the parents’ discussions these 
extended temporalities could be seen in relation to the ways in which parents 
conceived of their children’s development at a point in time. This was 
evident in two ways. First, the parents frequently referred to a particular 
time in their futures when they felt that the security task would grow 
significantly harder. Their talk revealed that their children were at a 
particular age now where security and control was easier, both as a result of 
what their children were interested in, but equally how at that age they 
represented more ‘docile bodies’ susceptible to surveillance and control.  

Stu […] I think probably, broadly everybody is in the same ball park of 
those I speak to regularly about things. On the other hand, we all have 
quite young kids. When they start moving on and there may be more 
conflict, it could be different… 

[Parent, Interview] 

 

*** 

SH Is that a cause of concern for you? 

Moi Oh yeah… it’s alright now, because I have a reasonable amount of 
control over what they do. Of course when they get to be 
teenagers…[…] they’ll get older and they’ll be looking at sites that I 
don’t want them to look at, and teenage boys, who knows what they 
look at. And that’s just something that to an extent will be their 
business. 

[Parent, Interview] 

 

Stuart highlights that his kids are quite young, which was a common theme 
emerging from the data. For Moiran, at the current point in time it’s ‘alright’, 
however adolescence is understood as a time when this degree of control will 
no longer be viable and therefore represents a cause for concern. There was a 
recurrent reference to a future time which would in some way be different 
and more challenging. The future appeared to be a time of threat both as a 
result of the changing behaviours their children would engage in as they 
developed, but equally the collection of threats to which they might be at 
risk. Conversely, this sensibility also functions as a risk rationality, in that the 
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parents don’t have to worry about cybercrime ‘yet’, as their children haven’t 
reached the appropriate age. 

SH How do you secure or manage your children’s behaviour? 

Mel With my son, because he’s the only one that goes on the internet 
unsupervised at the moment and I think this will… I still need to learn 
quite a lot about that. Because until recently, I haven’t felt the need to 
regulate behaviour that much. I knew which websites he was going to 
and what he was doing. Since he started being interested in using 
YouTube, I realised I had to put a parent lock on YouTube. Our 
wireless comes with an automatic parent lock anyway so certain 
websites cannot be accessed on the network. But I had to add 
something to YouTube. I haven’t added any local parent control to 
things like the general browser. I haven’t done that yet but it’s 
something I should probably look into. My children aren’t allowed to 
use online chats. They don’t use social media, it’s not something they 
are into at the moment. They can look at my own page but they don’t 
have their own yet. They will get to the point where they will have 
their own and that’ll probably come soon. They don’t use apps like 
WhatsApp or anything like that. They don’t do online chats and my 
son knows that he’s not allowed to. He plays Minecraft and some of 
the platforms allow you to play against other players with chat 
functions so you can communicate with them at the same time. He’s 
never been allowed to do that. That’s about it really. With my 
daughter she’s not that interested in technology that much at the 
moment so it’s not a worry. 

[Parent, Interview] 

 

For Mel, it’s clear that her young boy is at an age where the threat landscape 
is changing and to which she needs to adapt. In contrast, her younger 
daughter is not yet at an age where her interests necessitate extensive risk 
management. The particular point of a child’s life appears to play an 
important role in shaping both the sorts of things parents felt the need to be 
concerned about and take action, but also was related to the kinds of things 
that kids at various ages actually do. In addition to shaping the risks parents 
imagined the children were susceptible to, time was equally a reflection for 
them of their children’s’ ability (or inability) to recognise and protect 
themselves from danger. Moiran’s account of assimilating various 
technologies into her home is revealing of a number of overlapping related 
themes. To begin, in the following quote Moiran articulates that she had 
decided when the children would get an iPad. She had decided this time in 
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the future when they might be ready following Steve Jobs’ own rules. 
However, her intentions were not so easily enacted: 

Moi Well, Steve Jobs wouldn’t let his children have iPads until they were 
12 and you won’t either…I did crack, I gave in. Because I wanted an 
iPad! I need an iPad, I mean everybody has iPads…  and soon as I got 
one the kids leapt on it. 

[Parent, Interview] 

 

The competition to remain current, and keep up with the social patterning of 
particular devices is a value that comes into conflict with Moiran’s security 
project. She has avoided getting an iPad because she knew her children 
would want to use it. Ultimately, she makes a compromise rooted in the 
social and cultural values of the time. Moiran goes on to explain in more 
detail about her experience of ‘giving in’. In this case, her children wanted to 
play a particular game which further illustrates the very social ways in which 
people negotiate with the risks posed by technology. This also draws 
attention to the value of the ‘everyday security’ perspective as a tool to 
explore and make sense of the ways people go about managing the risk of 
crime in real life. It is only at this level of analysis that such detailed 
connections can be made between wider social and cultural practices and 
values, and the ways they play into cybersecurity behaviours. 

For Moiran, her children while being ‘tech savvy’ are unaware of the reality 
of what she perceives as developers’ intentions. She believes her children 
haven’t yet developed the ‘psychological resources’ necessary to manage and 
control the ‘addictive’ properties of contemporary online games: 

 

Moi Again, I don’t know what I was thinking. The problem is… as a parent 
you don’t know what you’re getting into. Unless you’re a gamer, or 
you use the internet recreationally, you don’t know what you’re 
getting into. I said alright, what’s this Minecraft thing. A friend of 
mine… who is also quite strict said ‘oh my little boy plays it’, so I said 
ok, I’ll let them play it. And then I discovered that it’s this mind 
sapping game that sucks them in, and they can’t get out of it. They 
don’t have the psychological resources at a young age to pull out of it 
and switch off. So they have the tantrums, and the obsessing about it, 
the talking about it constantly, and they don’t understand things like 
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clickbait and stuff like that, they have no idea. They don’t understand 
that if you answer an advert, you’re going to get lots of emails. They 
have no idea. And a lot of their friends don’t, I’m sure other children 
might do. I’m sure there might be other kids that do, the group of 
children that they know, have no idea. […] 

[Parent, Interview] 

 

Equally, this quote nicely illustrates another pressure to which parents are 
subject to and which can compete and conflict with security. Children’s 
social groups play an important role in shaping what children like to do in 
their spare time. As Moiran relayed at the start of the interview in describing 
the internet’s role in her children’s’ lives: ‘It’s a part of their lives in that all 
their friends have iPads and various devices and mine were the last in their 
circle to get iPads. Increasingly the routine leisurely activities of children are 
bound up in information technology and the internet; playing games or 
watching YouTube. So while there are various sensibilities at play both in 
terms of security from crime risk, but also from the very presence and 
engagement with technology itself, there is a social pressure exerted on 
parents to ensure their children aren’t excluded. To exclude them from those 
activities could have a profoundly negative impact on their children’s social 
lives at school. Relatedly, the trends in question appear rapidly, and 
disappear and are replaced with equal momentum. Time further acts as a 
constraint on the ways in which parents can manage risk both in a physical 
sense of the cost in time of surveillance, but equally in terms of threat 
awareness. The speed that new games emerge at posed a problem for 
Moiran, ‘As you know, software moves on so fast that it’s difficult to keep 
up’. A final point from her worth stating as it relates to the campaigns 
mentioned at the beginning of this section, namely the pressure to ensure 
children themselves don’t become crime risks. This for Moiran was equally 
bound up in a temporality that dwelled on the future, but contrasts with the 
previous sections which were about the protection of children from crime.  

Moi You hear about things like, hacking, which is a different sort of 
internet security. My youngest child in particular… when he discovers 
hacking, I dread to know…. So there’s all sorts of issues. I mean my 
problem is that I am not techy enough. I’m not interested enough in 



 - 274 - 

tech, and I’m too busy and too tired, to really take account of all this. 
Plus, tech is always one step ahead of me anyway. 

[Parent, Interview] 

 

For Moiran, ‘tech is always one step ahead’, this is a problem in the context 
of managing her children’s online behaviours in the future. The lack of time 
she has to keep up, and the technical skills of her children that she perceives 
as superior, leads her to worry about a time in the future when her son 
‘discovers hacking’. She emphasizes that there are all sorts of issues, and the 
constraints of time that encloses this whirl of possibilities seems to leave her 
feeling consistently behind.  

Overall, both parents’ security sensibilities and cybersecurity projects are 
held hostage by the social in a way that is rhythmically bound up in time. At 
the most practical level of operational security, the strategies parents employ 
are shaped by the routine practices on which everyday family is built. This 
means that compromises and negotiations with security are necessary. The 
security that emerges from the control of domestic security projects is 
constrained by the demands and finite nature of time. Other desires such as a 
‘downtime’ or a ‘shower before work’ are at odds with regimes of total 
control for cybersecurity. Parents memories and experiences of growing up 
with technological change plays into their imaginaries of risk of technology 
today, both highlighting the lack of awareness of risk of their own parents, 
but equally there is a relief to be taken from the fact that they ‘turned out 
alright’. Equally, cybersecurity projects are a product of a particular point in 
time, and cautious of the future. They are oriented towards current and 
future risks in the form of strangers, but also the long term negative impacts 
of technology itself on their children’s potential life chances. The future 
represents a time of uncertainty as they acknowledge the looming limitations 
of the control they exert. The current point in their children’s’ lives is a 
bastion of control, but beyond its walls, insecurity awaits. 
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7.4.3 THE AFFECTIVE DIMENSION: EXPLORING THE AFFECTIVE 
ELEMENTS OF DOMESTIC CYBERSECURITY PROJECTS 

Singling out this section as ‘affective’ is a somewhat reluctant but necessary 
move for the purpose of the chapter’s organisation. The isolation of ‘space’, 
‘time’ and ‘emotion’ here is purely an artefact of the analytical process and 
framework. In reality, these dimensions are interlaced together in a complex 
way which appear simultaneously across the participants’ accounts. Across 
these sections then, it is unavoidable that the conceptual remnants of the 
other dimensions are manifest. Here, I will divert your attention back to 
certain moments in them briefly in order to build a better account of the 
affective, while also drawing on other quotes to draw out its importance.  

Crawford and Hutchison (2016: 1196) highlight that ‘people’s everyday 
routine security practices can be infused with affect and emotion’ (e.g. 
circumventing a particular place on a late night walk home). They argue that 
this aspect of security processes cannot be ignored or disregarded as it risks 
ignoring the ‘human passion’ and how it comes to shape our everyday 
behaviours. It should be remembered however that that feeling is bound up 
in cultural processes that shape both thoughts and emotions. Characterised 
by Garland (1990) as ‘ways of feeling’, he argues that thought and feeling are 
‘closely intertwined’, and so:  

‘when we talk of culture we refer not just to intellectual systems and forms of 
consciousness, but also to structures of affect, what might be called 
emotional configurations or sensibilities’. 

 (Garland, 1990:195) 

Ways of thinking and feeling then can be understood as patterned and 
located within a particular social and historical context. In Garland’s 
analysis, this constructive work plays into how we think about offenders, 
and the appropriate or acceptable forms and intensities of punishments that 
can be distributed: a ‘civilised form of punishment’ (1990: 197). Garland’s 
understanding can be used to extend the affective dimension concerned here. 
In addition to understanding the affective components of everyday security 
practices, that understanding ought to be situated within common streams of 
consciousness and socially structured ways of thinking about security. 
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Feelings can be traced to the common ways of understanding cybercrime and 
security risk generally, as well as to the wider cultural forms that play into 
our everyday actions.  

Security has been demonstrated by Loader and colleagues (2015) to be 
consumed begrudgingly; it is ‘grudge spending’. They argue that while 
security products and projects may align with one set of agendas (e.g. the 
insurance company), they conflict or collide with one another (e.g. the 
monthly budget, what a ‘home’ should look like). People negotiate and 
reconcile an amalgam of values and perceptions, only some of which are 
crime-related, as they chose to engage (or not) in security practices. Garland 
(1990:197) argues that the points where sentiments collide with or depart 
from political interests or ideological projects is where they are best revealed 
as a ‘genuine social force and not just ‘incidental music’’. That is to say that 
the way people feel about everyday things is bound up with cultural 
assumptions about the world, and that this has important implications for 
domestic cybersecurity projects that need to be acknowledged. Here, I 
present a brief coupling of examples that emerged which lend support to the 
affective dimension of Crawford and Hutchinson’s framework (2016). 
However, I move a step further by incorporating Garland’s (1990) conception 
of sensibility and culture, linking these emotions to the social construction of 
childhood, and values surrounding ‘family life’. Beyond understanding the 
emotional topography of the security projects, it is also important to 
recognise the culturally patterned nature of those emotions and sentiments. 
There are numerous examples of the affective consequences of parents’ 
cybersecurity projects scattered in the previous sections. One example is the 
emotional sense of safety parents derive from the security projects 
themselves. This is particularly evident in talk about not needing to worry 
‘yet’, but the concern that emerges when their capacity for control declines in 
their children’s later years. Another perhaps subtler example lies in Moiran’s 
discussion of the controls about her children’s online activity, and the 
frustration evident in her account when describing the situation that her 
children don’t understand why ‘mommy says no’. Here I will explore the 
more immediate effects of ‘feeling’ with reference to how parents conceived 
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of and felt about the nature of childhood experience, and what one parent 
termed ‘family life’.  

The previous discussion of ‘time’ persistently alluded to the importance of 
childhood and this is a point that can be taken further in the context of 
emotion and sensibility. The parents naturally made reference to children, 
and underlying many of their points was a set of assumptions about what 
they understood the nature of children and childhood to be. It was assumed 
that children of particular ages growing up with the internet are interested in 
doing some things and not others. By virtue of those interests, they are 
exposed to particular risks parents are aware of and need to control. It is 
worth noting the very limited perceived agency of children themselves to 
manage these risks, and the absence of their voices in this story is sorely 
missed. Valentine and Holloway (2001: 78-80) also found significance in the 
meaning of childhood but in relation to children’s ‘superior’ technological 
skill over their parents. This challenged the boundaries of parent-child 
relationships and served to alter pre-existing lines of power. In contrast, the 
parents I spoke to, who too acknowledged the skill and savvy of their 
children, appeared instead to draw ontological boundaries around them, in 
terms of what they know, don’t know and ought to know. We can return to a 
fragment of one of Moiran’s quotes, but this time with the addition of a final 
statement to begin to develop this point.   

Moi They have no idea [about online dangers]. And a lot of their friends 
don’t. I’m sure other children might do. I’m sure there might be other 
kids that do, the group of children that they know have no idea. They 
don’t know what they dangers are out there… and I won’t tell them. So.  

[Parent, interview] 

 

Moiran highlights that her children aren’t aware of the risks and dangers 
they are exposed to by engaging in various online practices. As she 
mentioned earlier, she felt they didn’t yet have the ‘psychological resources’ 
to manage technological risk or the enticements of ‘addictive’ app 
developers. Equally, she sees that the social groups they belong to are 
equally unlikely to have any greater knowledge about these dangers. By 
virtue of their age they are seen as not yet ready to manage the ‘dangers out 
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there’. Interesting then is Moiran’s suggestion that she ‘won’t tell them’. 
There is an affective barrier that limits what she is willing to tell her children 
in the name of more security. Put simply, there are certain things she doesn’t 
want them to know.  In my interview with Sam, a similar point emerged 
which captures this nicely:  

SH So you keep visual and audio watch over them, you use parental 
controls to restrict content, you talk to other people… Do you talk to 
him? 

Sam What I mostly talk to them about is that I don’t want them talking to 
strangers. And my 9year-old just sort of rolls his eyes at me and says 
‘mom we’ve done internet safety in primary’. They brought home a 
little hand with an acronym on saying SMART – so they’ve obviously 
done workshops in schools, so he seems pretty clued up. All the 
conversations about strangers, the conversation I’m not going to have 
with him is about paedophiles. Cause you know, I think, they’re nine 
and seven, and they just don’t need to know.  I mean I’ve not even 
had the sex chat with them, I’m waiting till they’re a bit older to do 
that. And only when you’ve had that chat can you then have the 
second chat about paedophiles. So I will talk to them about that 
eventually. But at the minute I wanna keep them completely innocent, 
of the kind of people who are out there. Other parents have done the 
whole thing, they’ve had long discussions, they’ve had the whole sex 
chat way before school in p6 – and they know about paedophiles and 
kidnappers and people online, and I just…. I don’t… I’m not ready.  

[Parent, interview] 

 

Sam’s quote is revealing of the boundedness of time and emotion, and the 
ways this comes to shape security practices. Clearly, it also places constraints 
on how far she is willing to go, and indeed what she is willing to 
compromise for greater security. In contrast to Moiran, Sam feels that her 
children are relatively ‘clued up’ about what they ought to do, in which the 
school plays an obvious roll. However, there are certain dangers that even 
mere talk about presents an imposition on childhood innocence which both 
Sam and Moiran evidently value and want to protect. The sanctity of 
childhood innocence, and the limited worries and knowledge children 
should have, is something to be treasured and prioritised. The ‘dangers out 
there’ fall outside their realm of responsibility, where parents need to both 
protect them from their empirical and ontological reality. This emotional 
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attachment to a kind of childhood freed from the ‘horrors’ of the 
contemporary world is intertwined with social and cultural assumptions 
about the nature of childhood and parenting in the 21st Century. The salience 
of ‘sex’ and ‘sexuality’ as something from which children must be shielded 
has emerged elsewhere in interviews about ‘appropriate’ content, but it is 
here at this juncture that it is most noticeable. In addition to protecting 
children from illicit content, for these parents there is an appropriate and 
inappropriate time at which the children can know, or at least ‘be told’, about 
the spectre of the paedophile and the nature of their intentions. These 
parents attempt to regulate the affective dimensions of the children’s’ online 
experiences by limiting their knowledge of risks which might induce fear. 
However, this isn’t a purely altruistic gesture. Sam clearly articulates that she 
isn’t ready to have ‘those’ (about sex) discussions yet, which are necessary 
precursors to any conversation of the dangers of online (and offline) 
paedophiles, and thus avoids what is perceived as an awkward conversation. 
The affective dimensions of security are revealed here in an attachment to, 
value and importance placed on their children’s experience of childhood. 
Equally so is the way in which such feelings about security and intimately 
connected with and shaped by mentalities and sensibilities towards 
childhood and parenting.  

A final connection between feelings, security and its limits can be made with 
the parents envisaging and understanding of what ‘family life’ ought to be 
like. This includes the sorts of relationships they want to have with their 
children and the kinds of surveillance they want to exert:  

Stu […] And you know, you don’t watch everything they do over their 
shoulder because that would be intrusive to them and also, you know 
almost impossible. But on the other hand they are not allowed to 
search the internet in a room and say actually I’m not looking, “you’re 
not allowed to watch this”. A couple of times that they’ve got into 
trouble for this. When they… you come in the room and you know 
they’ve just flicked over onto something else and you say, you know 
that’s not what we do, we share what we do on the internet here. It’s 
not acceptable to be hiding what’s going on. 

[Parent, Interview] 
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Beyond the sheer impossibility of exerting constant intensive surveillance, 
Stuart is equally concerned with granting children a degree of privacy. To 
‘watch everything they do over their shoulder’ would be ‘intrusive’. At the 
same time, he clearly also values openness and transparency, where ‘hiding’ 
something is considered unacceptable and deserving of reprimand. This is 
fundamentally shaped by what Stuart envisions as what his family’s online 
life ought to be like and the values that guide it, hiding is ‘not what we do 
here’.  

Stu That’s what we sort of watch out for, perhaps we could be a bit more 
organised and systematic than that but then you know family life is 
not always organised and systematic, it’s not a boot camp, and nor 
should it be.  

[Parent, Interview] 

 

Stuart captures a common sensation that emerged across both parents and 
student groups of participants. There was the perceived necessity to do 
‘more’, to be ‘more systematic and organised’ that appears to emerge from 
the very incidence of a discussion about cybercrime and security itself. There 
is a roughly audible echo of the awareness campaign, but distant enough that 
its origin is imperceptible. What Stuart’s quote reveals, providing another 
triangulatory point for this theme, is that there can be a tension between 
understandings of how family life ought to be and the stringent regimes of 
social control that feature in everyday cybersecurity practices. Ultimately, 
family life ‘isn’t always organised and systematic, it’s not a boot camp, and 
nor should it be’.  

 

7.5 CONCLUDING REMARKS 

Here, I have drawn on the works of Goffman, Innes, and Crawford and 
Hutchinson to provide a set of concepts that enabled me to make sense of the 
vast array of strategies and sensibilities the participants relayed. I first 
discussed the cybersecurity of older users, who navigate the contemporary 
online world with a great degree of caution. How these older users go about 
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securing themselves from negative online experiences, crime related or not, 
is demonstrated to be bound up with their understandings of themselves as 
‘older people’, the risk that entails and what it means to be older in a digital 
world. They experience a difficult but worthwhile challenge when they 
engage with the internet. To do so, they draw on their social networks and 
community groups as a source of security advice, but also as a way of re-
distributing the risks they face. The primary risk and limiting factor they 
tended to identify seemed to stem from their self-conception as incompetent 
or vulnerable internet users. 

In contrast, parents and students employed a diverse ‘common sense’ range  
of formal and informal security strategies and insights to manage the risk of 
cybercrime victimisation. While they had adopted many officially endorsed 
recommendations, they also navigated the online world with risk 
management in mind. They drew on common understandings of the visual 
and functional qualities of the sites with which they interacted. Like the 
streets and neighbourhoods of the physical world, they scanned and made 
judgements about what they deem trustworthy or not while traversing the 
internet. Across these groups many of the participants relied on similar 
indicators of safety and danger, which were argued to be rooted in the 
professionalised aesthetic of major and reputable business. This suggests that 
the aesthetic of online order is one heavily influenced by corporate website 
design decisions, and those online actors with whom people associate safety 
and trustworthiness. These aesthetic and functional judgements acted as a 
core security activity which shaped the ways the participants engaged and 
interacted with the online world.  

Finally, I began to map the contours of the ‘everyday cybersecurity projects’ 
of the parents I interviewed. An analysis of their accounts through the lens of 
‘everyday security’ revealed the extent to which cybersecurity is a techno-
social practice that emerges from an interplay between the virtual and 
material qualities of technology, and the material and social structures of the 
physical world. The analysis shed light on the very physical and spatial 
nature of domestic cybersecurity, and the temporalities upon which these 
routine practices were contingent. Cybersecurity both shaped and was 
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shaped by the families’ homes, their routine everyday practices and the 
sensibilities towards the internet, cybercrime and technology parents held. 
How they felt about particular online dangers, and indeed particular 
technologies figured into the security strategies they employed to control 
risk, but equally, these values and sensibilities also constrained their 
willingness to engage with security. Ultimately, along the dimensions of 
space, time and affect points of tension with security were found. The 
materiality of the home, the finite nature of time, and the values parents 
place on particular concepts like ‘childhood’ and ‘the family’ played into a 
careful balancing act with security. In the following, chapter I will draw on 
both findings chapters to make connections between the themes and what 
they might suggest about the direction of cybercrime prevention policy and 
criminological theorising of cybercrime and cybersecurity.  
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Chapter 8 

Discussion and Concluding remarks  

 

8.1 THE STORY SO FAR  

In this chapter, I will bring the thesis to a close by drawing together some of 
the themes and findings presented in Chapters 6 and 7 with the theoretical 
perspectives outlined in Chapter 4. First, I will briefly summarise how this 
story began. I will then move into a discussion of the findings in relation to 
both the research questions and the theoretical perspectives outlined earlier 
in the thesis. Third, I will explore how some of the findings speak to the 
problem of public cyber-insecurity, and what it might suggest about the 
current direction of the United Kingdom's Cybersecurity Strategy in relation 
to individual users themselves. Finally, I will conclude with some brief 
reflections on how this project could provide a foundation for future work. 

The purpose of the thesis has been to explore public sensibilities towards 
cybercrime and cybersecurity, and it has done so empirically through the use 
of focus groups and individual interviews. It has focused on a sample of 
three groups of ‘lay' users of the internet (university students, parents of 
school-aged children, and older users), and in doing so has brought to light a 
range of ways people think and feel about cybercrime and how it figures in 
their everyday lives. One aim of the thesis was to document some of these 
sensibilities and to identify some of the social and cultural factors that play 
into public understanding. A second aim was to understand how people felt 
about cybercrime beyond the confines of ‘fear', and to map some of these 
experiences and their nature. These aims culminate in the first research 
question which has been answered in Chapter 6. The third aim of the thesis 
was to explore the ways in which the participants actually managed and 
responded to cybercrime risk in their everyday lives. In Chapter 7, I 
discussed these strategies at length and situated them within sociological and 
criminological theory. 
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In Chapter 2, I outlined the cybercrime phenomenon, through its emergence 
as a culturally contingent societal experience bound up in the controversies 
and concerns that follow the modern project's trajectory of innovation (Yar, 
2014; Giddens, 1991). I drew heavily on the core cybercrime literature (Holt, 
2015; Yar, 2013; 2006; Yar, 2007; McGuire, 2007; Wall, 2007) to identify and 
discuss the ways in which crime, or at least a proportion of it, has been 
transformed by socio-technical evolutionary progress that coincided with the 
assimilation of the internet into western society. In challenging the capacities 
of traditional pillars of policing and criminal justice, the individual user has 
come to be a central task-bearer in the production of their own security. 
What emerged from this review were questions about the ways in which 
individuals feel about the nature of such drastic reconfigurations of everyday 
life in relation to crime, and the emergent opportunities for victimisation it 
presents. The literature broadly suggests that such changes, fuelled by their 
dramatic, sensational and fictionally bound representations, instil and 
perpetuate the public's ‘fear' (Wall, 2007). Furthermore, these fears are 
subject to exploitation not only by the entertainment and news media (Wall, 
2012) but also by the private providers of cybersecurity products (Banks, 
2017: 110; Yar, 2008). Banks (2015) suggests the social construction of high 
profile cybercrimes and the dangers they pose fuel the fears and anxieties of 
the public, whose search for safety supports the commercial growth of the 
cybersecurity industry. 

As a result, in Chapter 3 I explored the ‘fear of crime' literature and 
attempted to situate cybercrime within its vestiges. The purpose of this was 
to highlight lines of similarity and difference, to prompt possible lines of 
inquiry in the focus groups and interviews, but also to explore frameworks 
that could be deployed for analytic insight. However, in doing so, this 
generated questions about the evident discontinuities between cybercrime 
and the co-present material nature of conventional crime. In this chapter, I 
called ‘fear' itself as an object of both analytic specificity and utility into 
question. I did so by drawing on the qualitative turn in research on crime-
related public feeling and sentiment (most notably Sparks et al., 2001; Girling 
et al., 2000). I suggested that while the scope of ‘fear of crime' was appealing, 
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I found it conceptually difficult to reconcile ‘fear' with the way my 
participants talked about and responded to cybercrime. I was also concerned 
with exploring how people made sense of cybercrime, and how it figured 
into their everyday lives. For this exploratory endeavour, the term ‘fear' was 
suggested to be too restrictive. I proposed, for the purposes of this project, 
that adopting the concept ‘sensibilities' as an object of analysis would be 
more fruitful. Doing so enabled me to explore not only the feelings and 
sentiments rendered visible in people's talk about cybercrime, but also how 
their responses interact with and play on wider cultural forms. Approaching 
the accounts generated with the participants in the ways outlined in Chapter 
5 then moved the inquiry to a position that allowed it to be sensitive to the 
cultural inflections that accented their lay-assessments of cybercrime risks, 
and render visible the subtle ways cybercrime infiltrates everyday life. 

 

8.2 RETURNING TO THE RESEARCH QUESTIONS 
 

How did people think and feel about cybercrime?  

Chapter 6 provided a detailed analysis of how people articulated what they 
thought and felt about cybercrime and cybersecurity (RQ1). It is hoped that it 
is now clear that the ‘feelings' people have in response to particular 
cybercrime events and in abstract terms, are neither uniform nor neat or 
easily taxonomised. The complexity of what has been bound into the ‘fear of 
crime' is evident from this variety of intense, humorous, momentary, 
background, and indifferent cognitive and affective experiences. More 
analytically interesting is the range of imaginaries that people drew on to 
make sense of cybercrime, and its relevance to themselves in their everyday 
lives. The situation is one filled with both sense and paradox. 

The students I spoke to were the most ‘exposed’ in terms of their ‘routine 
activities’, which are a popular explanatory framework for cyber-
victimisation and offending (Williams, 2016; Leukfeldt and Yar, 2016; 
Vakhitova et al., 2015; Pratt et al., 2010; Hutchings and Hayes, 2009). 
However, they were also the most confident in their secured position. 
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Underlying their accounts of cybercrime and risk were a ‘plurality of 
rationales' (Tulloch and Lupton, 2003). These culturally informed sense-
making processes functioned to ‘neutralise' risk in a way not dissimilar to the 
neutralisation techniques outlined by Sykes and Matza (1957). Emerging 
from their individual experiences, common assumptions and beliefs, their 
interpretations of cybercrime supported a continued sense of ‘ontological 
security' in a world of globalised techno-mobilised risk (Livingstone, 2009; 
Giddens et al., 1991). Students' assessments of themselves and their lives 
offered a buffer for risk which kept worry, concern and ‘fear' at bay. In 
contrast, the older users used the Internet less and yet embodied a more 
concentrated sense of risk and vulnerability. Under closer scrutiny, this was a 
heavily ‘expressive' concern (Farrall et al., 2009; Jackson, 2004). Their ‘fears' 
were clearly entwined with resonant beliefs about their age and what that 
suggested about their ability to use technology. To be older was to be 
somewhat at odds with the dominant technological order in which they 
found themselves. The risk of cybercrime victimisation then was intimately 
connected to beliefs they held about themselves as risky users, and their 
ability to safely navigate the internet. Nevertheless, their direct concerns 
about cybercrime were again mitigated by its tangential nature to their lives. 
The boundaries, into which their age also figured, they had erected around 
safe and unsafe online activity served to insulate themselves from risky 
situations where things might ‘go wrong'. 

Parents’ concerns were dichotomised along the lines of risks posed to them 
as internet users and risks to their children. They were concerned, 
undoubtedly, but not in a way that resonated with a negative rendition of 
fear. Their concern both motivated and was mediated by a constantly 
emerging range of risk management and social control strategies deployed in 
their family homes and lives, serving as a safety net which supported 
vigilance in the now risk-porous borders of their digitised dwellings.  

Culture's inhabitation of the ‘risk rationales' identified in the participants' 
accounts sheds light on a problem outlined earlier in Chapter 2. To briefly re-
capitulate, while the Eurobarometer (European Commission, 2013) found 
that people in the European Union were increasingly concerned about being 
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victimised by cybercrime, existing academic research had found little 
presence of ‘fear' (albeit in a different place) (e.g. Roberts et al., 2013; Hensen, 
et al. 2013). Two sociological explanations can be suggested to come from the 
results set out above. The students’ self-evaluations offer one. Students' 
imaginaries and rationalisations served to diminish any tangible ‘fear' that 
might have been recorded with survey instruments had I attempted to 
measure ‘fear'. Equally, the absence of fear in these studies, whose samples 
are dominated by students, may be an artefact of the population under 
research. Students' beliefs about the limited value of data and financial 
income led to beliefs that they were neither a useful nor interesting target for 
attackers. Furthermore, this lack of fear may also reflect the mundanity of 
cybercrime experiences today, and the increasing prominence of ‘cyber risk' 
in the socialisation of ‘digital natives'. As Livingstone (2009) points out, the 
‘risk society' described has moved online and reverberates family life. The 
world children and younger people now inhabit is one in which cybercrime 
is a ‘normal social fact', or as Darren described it in chapter 6, ‘part and 
parcel of using the internet'. Children and young people's socialisation into 
the online world, as well as their navigation of it, is framed by awareness 
campaigns and school supported programmes which in Lilly's point of view 
equated to the new ‘stranger' to be avoided.   

These changes may also be linked back to Chapter 4, where I discussed the 
theoretical foundations of sensibilities. Elias (2000) argued that the changing 
material and social organisation of society helps to explain its psychological 
constitution. Changes in the nature of government, industrialisation, and 
urbanisation prompted transformations of the way the public felt about 
various bodily behaviours (Elias, 2000). Through the slow generational 
transmission process, these sensibilities are infused in socialisation and their 
origins lost - the taken for granted behaviours we learn from birth (e.g. social 
etiquette at the table). The networking of society may equally be credited 
with such transformative effects that figure into ‘security’. Arguably there is 
scope for a more theoretical account drawing on Elias’s work, from which we 
can map common security sensibilities. Many accounts of the technological 
reconfiguration of the social relations and social organisation have already 
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been provided (see Castells, 2011; Cavanagh, 2007), and equally Garland 
provides an account of how changing structures and ideological bases of 
crime control can filter into the public consciousness. The technological 
structures we inhabit, in undermining previous modes of policing render 
individual efforts at crime prevention increasingly necessary. As online risks 
become a normalised component of the everyday life in which individuals 
are trained to be ‘aware’ and ‘secure’, it may be that the presence of 
cybercrime and the behaviours we use to manage it are equally normalised 
to the extent of banality; an ongoing ’securitising’ process that is a function 
of, and catalysed by, a neo-liberalised networked risk society. Where Elias 
took the etiquette manuals of the early French courts, the security advice 
with which we are now bombarded may represent this century’s equivalent. 
While such an analysis is beyond the scope of this thesis, the author hopes to 
pursue it in future projects.  

Returning to the Eurobarometer problem, as Jackson (2004) highlights, the 
measurement of ‘fear of crime' can be exaggerated by the expressive 
dimensions of ‘crime'. Beyond the communication of some experiential fear, 
survey instruments also capture the imaginaries of individuals and the wider 
social concerns to which crime becomes attached. The high reporting of 
concerns in the Eurobarometer likely includes both these negative and 
positive elements described by Jackson and Gray (2010), thus capturing 
under its auspices myriad, ways in which the experience and expression of 
‘concern' might manifest in a respondent's answer. By limiting the scope of 
the participants' answers, surveys fail to access the nuances of these feelings 
and their social and cultural antecedents. The findings presented here 
suggest that the stages of life the participants were at appeared to heavily 
influence their imagination of cybercrime and its consequences. Simply put, 
some people (and rationally so) feel they have a lot or little to lose or are 
sufficiently guarded from loss. Overall, and following previous critiques of 
the ‘fear of crime', I would argue that claims of ‘high public fear' about 
cybercrime need to be interrogated critically, especially were they to be used 
to justify reactive policy.   
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The literal places to which the crime sensibilities have been so prominently 
connected didn't figure strongly into the discussions (Farrall et al., 2009). 
Where this study was conducted - the City of Edinburgh - did not manifest 
itself in the participants' ‘crime talk' in the same way it might have if I was 
discussing nighttime disorder or bicycle theft (Girling et al., 2000). As some 
participants highlight, cybercrime is not ‘visible' in communities or places 
beyond rumours of its victims. 

There is a related final point worth mentioning here that has relevance to 
cybercrime prevention strategy. As I argued in Chapter 7, for both students 
and parents in this sample, managing the risk of cybercrime was epitomised 
by the phrase ‘common sense'. The banality of cybercrime avoidance could 
not be more evident than here. However, while the participants' ‘common 
sense' was constituted by a surprisingly homogenous set of beliefs and 
sensibilities, in particular towards the aesthetic and functional characteristics 
of cyberspace, there was some variability. John Brewer's (1984) critique of 
sociologists' use of ‘common sense racism' is useful here to interrogate what 
the implications of these ‘maxims' might mean. He argues that ‘common 
sense' is often deployed, yet the true extent of its beliefs’ coverage is hardly 
ever evidenced empirically. Furthermore, when ‘common sense' is 
deconstructed, it refers not necessarily to common knowledge, but to 
knowledge the knower has, and to the knower's assumptions about who 
holds this ‘accepted' wisdom. In the context of the ‘responsibilisation 
strategy' and the governmentalities evident in governing cybersecurity, this 
security project may have unintended consequences related to ‘common 
sense'. 

Those who lack ‘common sense’ are subject to scrutiny, and such scrutiny 
can be stigmatising and alienating. Button and Cross (2017) have illustrated 
how older online fraud victims are constructed as ‘naïve’, ‘stupid’ and 
‘ignorant’ both in the accounts of members of the public and in their own 
accounts of victimisation. This labelled process may be one such consequence 
of security as ‘common sense’. Following this, if pressure mounts on 
individuals to be the arbiter of their own security, and are left to deal with 
their own injustices, responsibilisation strategies may further alienate 



 - 290 - 

vulnerable users. Beyond the social construction of old age, which as was 
shown in Chapter 6 proved a disadvantage, internet users’ ‘capital’ played 
an important role in their security. Older users’ feelings and strategies of 
security were bound up in their informal networks of security (in this case, 
family members and computer clubs), but these networks were also sites that 
perpetuated their sense of technological uncertainty. Furthermore, access to 
informal networks of security is not evenly distributed, nor is security 
information equally available if one is less comfortable using the internet. 
This raises questions about the viability of awareness campaigns to both 
reach and help secure those on the margins of the digital divide, as well as 
highlighting the potential role of ‘social capital’ (Field, 2003) in cybersecurity 
production. Furthermore, the shame and stigma surrounding cybercrime 
victimisation, in parallel with governmental pressure on responsibility may 
serve to reframe the notion of deviance. The cybercrime offender is decentred 
as an object of focus. Instead, the population of possible victims, over which 
greater control is possible, takes centre stage. It could be argued then that 
social reactions to cybercrime run the risk of reconstituting the designation of 
deviance: where to allow oneself to be vulnerable and victimised constitutes 
social transgression.   

A proposed solution to the public insecurity is to address ‘the perceptions 
gap' (Home Office 2018: 6). In a somewhat ironic inversion of the ‘risk/fear 
paradox', the report argues that embedded in the public consciousness are a 
collection of misperceptions of cybercrime, and therefore the public fail to 
appreciate both its risky reality and implications. These ‘misperceptions' are 
used to explain cybersecurity weakness, reinforcing the construction of 
individuals themselves as a cause of cybercrime. The report argues that what 
is often (annoyingly) termed ‘simple steps' need to be encouraged and 
fostered if the state is to be ‘cyber-resilient' (HM Government, 2018). 

Beyond potential stigma, correct and total knowledge and even changes in 
attitude do equate to behavioural change (Large, 2014). Security demands are 
subject to everyday life translation. Questions of rational judgement aside, 
which have been sufficiently critiqued elsewhere (see Kahneman, 2003), 
while following guidelines, people may do so in ways which fit their needs 
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and ability, as well as varying those practices over time. As Loader and 
colleagues (2015) illustrated, the consumption of security products can be 
constrained by more potent or powerful cultural sensibilities. As illustrated 
above, similar steps are at play in the participants' risk assessments and 
cybersecurity practices.  Taking parents as an example, there was only so far 
they were willing to go in the name of securitising and surveying their 
children's everyday lives. Bada et al. (2015:122) argue that culture represents 
one of the most important factors that plays into the success of awareness 
campaigns. They point out that cybersecurity messages are less likely to be 
effective if they fall outside the ‘cultural system' of a society and the 
cognitive frameworks it imbues. For parents, the values they attached to 
‘childhood' and ‘family life' were constraining factors shaping how they 
implement everyday cybersecurity practices. The necessity of knowledge of 
danger is weighed up against the totemic nature of childhood experience and 
its engrained characteristics. 

Overall, this suggests cybersecurity awareness campaigns ought to exercise a 
degree of caution. The construction of ‘security' as an individual's default 
setting may have potentially negative impacts on their lives in a digital age. 
Second, and in line with other evidence (Bada et al., 2015) the extent to which 
awareness campaigns can truly influence behaviour is questionable. What 
the evidence presented here suggests is that the success of these security 
imperative rests on their further engagement with the social and cultural 
contexts in which they are intended to play out. 

 

How do people go about managing the threat of cybercrime in their 
everyday lives? 

Chapter 7 provides a detailed description of the numerous techno-mediated 
and inherently social and physical ways in which cybercrime was managed 
by the participants. What this chapter illustrates most vividly is the ways in 
which cybercrime and cybersecurity come to inhabit routine practices at the 
micro-sociological level. The participants relayed a diverse range of signs, 
symbols and behaviours which communicated safety or danger, in ways 
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similar to physical ‘disorder’. The perceptual dimension of cybersecurity 
practice is seldom acknowledged, but in this study was a core element of 
individuals’ safe navigation of the World Wide Web. However, these 
virtualised elements represent only a partial answer. 

The mapping of parents ‘domestic cybersecurity projects' across their spatial, 
temporal and affective dimensions illustrates how cybersecurity in everyday 
life is constituted by a range of techno-social practices which further blur the 
line between ‘cyber' and ‘real'. While the exterior walls of the house go 
unspoken, the transience and mobility of risk enabled by the internet and 
mobile technology through its rooms and floors are palpable. The parents, in 
recounting security strategies, revealed themselves to be masters of social 
control, negotiating with the material and virtual manifestations of risk in an 
inherently spatial way. They deployed complex assemblages of social rules, 
technological configurations, and audio-visual lines of surveillance which 
served to re-anchor an increasingly mobile collection of cyber-risks to the 
physical spaces of their homes. They melded the material properties of the 
technologies their children used with rules about how they ought to use 
them in order to reduce their security blind spots. Here it seems in the 
technological age, individuals can harness the material properties of their 
own homes to create a cyber-sensitive ‘defensible space' (Newman, 1996), 
whose capacities for control are extended via a socio-technical synthesis of 
technology, rules, and values. The findings also revealed a number of ways 
in which cybersecurity was tied to physical, local and social spaces. 

Despite the absence of ‘Edinburgh’ in the data, I have tried to be ‘sensitive to 
place’ by dissecting the impacts of more abstract social spaces. As Rader and 
Wash (2015) highlight, the informal social networks of people heavily figure 
into what I refer to as ‘sensibilities’ towards cybercrime. Adding to this, 
based on the findings presented here it is argued that the meaning and place 
of cybercrime in people’s everyday lives is to some extent conditioned by the 
social and cultural contexts in which people find themselves. The computer 
clubs older users attended represent ‘real' places which figure into their 
sense-making and arguably act as a substitute for ‘collective efficacy' when 
crime concerns are devoid of attachment to particular neighbourhoods 
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(Sampson et al., 1997). Communities of users are anchored communally, and 
through instruction and discussion begin to foster a sense of security. A 
related example from the fieldwork illustrates how informal networks of 
friends and family are sites in which risks and their meaning are constructed. 
One parent discussed how in dialogue with her group of friends she came to 
identify novel online risks, and parents who were too risky by virtue of their 
lax security regimes. In another focus group, parents identified the 
playground as a place where they could be stigmatised for this security 
transgression. They make connections between maintaining security, and 
wider sensibilities towards parenting styles, and what constitutes a ‘good' 
and ‘bad' parent. Further, it illustrates how domestic cybersecurity projects 
maybe socially reproduced in very real and local spaces. Two further points 
can be extrapolated from these findings, one theoretical and methodological.   

First, these findings can also be related back to Chapter 4’s discussion of the 
culture of fear. Domestic cybersecurity projects reveal the extent to which 
security and its imperatives are filtered through the more mundane practical 
demands and desires that shape individuals’ everyday lives. This is a feature 
often missed in macro-theoretical narratives of risk. As Mythen points out, 
grand theories are awash with ‘theoretical blindspots’ (2014: 137). He 
suggests that: 

‘in as much the spectre of the global ‘bads’ of the risk society […] may 
occasionally flitter across consciousness, many people are bound up with 
managing more humdrum risks’.  

(Mythen, 2014: 138) 

In the case of these participants, risks that emerge from the internet clearly 
play into, and to an extent, reconfigure their everyday routines. However, 
beyond the operation of social controls, parents are first and foremost just 
that: parents. These parents' primary goal was ensuring the well-being, 
happiness and future success of their children. Cybersecurity practices can 
momentarily or more consistently compete with these priorities, especially 
when they are seen as excessive or inhibiting. Amidst this ‘humdrum', the 
goal of security is metabolised, and circumstances in which competing 
mundane demands of life win out emerge (e.g. needing a shower). 
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The choices on display in these accounts serve to bolster the critique of the 
‘culture of fear’ set out in Chapter 4. Grand theories of risk and institutional 
applications of risk theorising take as their human subject one that is 
remarkably distant from lived experience (Walklate and Mythen, 2010). The 
Foucauldian ‘docile body’ and ‘prudential citizen’ (Mythen, 2014; O’Malley, 
2009; Kemshall, 2006), or the helpless neurotic citizen (Furedi, 2006) are ones 
for which the reality of human agency and cognitive and affective capacity is 
theoretically diminished – they rely on ideal types (Mythen, 2014: 137-8). In 
failing to account for the experiences of individuals, only a partial and 
idealised view of how risk management techniques can be achieved.  

Second, the methodological point relates to the recent introduction of 
internet security questions to the Scottish Household Survey (Scottish 
Government, 2017). In 2015, the Scottish Government launched its ‘cyber 
resilience' strategy. The report presents the government's key objectives in 
terms of ensuring Scotland's cybersecurity and paralleling its London 
counterpart, emphasises the central role individual citizens play, and 
prioritising ‘access to learning and skills to help keep them safe'. One of the 
reports' findings was the limited effect security concerns had on younger 
people's internet behaviours (2016: 137). The findings described above shed 
light on why that might be the case. The methodological point, however, lies 
again in the limitations of the survey question. Participants were asked 
whether they engaged in a range of security behaviours (e.g. ‘avoid opening 
emails from unknown people', ‘use different passwords for different 
websites', ‘set complex passwords'). At face value, these measurements 
provide a rough estimate of people who engage in security behaviours, but it 
tells us little about the reality of security. As we saw above, how people 
engage in security behaviours changed over time, as worries or concerns 
consciously glimmer briefly. Equally, especially in the case of passwords, 
people make compromises on the extent to which they fully engage with the 
spirit of a security measure. This argument is supported by research in other 
fields (see Furnell, 2016; Furnell and Thomson, 2009). At least two 
participants in this study adapted advised measures to fit with their needs, 
which have obvious implications for their cyber resilience. Overall, this 
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suggests that caution be exercised in taking these statistical results as being 
indicative of some objective level of security or resilience, as they fail to 
capture the nuance and complexity of engaging in cybersecurity practices. 

 

8.3 CONCLUDING REMARKS 

In this final section, I offer a brief consideration of the meaning of this thesis 
for the criminological study of cybercrime and cybersecurity. Second, I 
provide some aspirational reflections on the future directions of my own 
work and work in this area.  

The discipline  has  been slow to buy into the study of cybercrime. That lull 
now appears to have passed, and ‘cybercrime’ focused articles are 
increasingly common in the (web)pages of the discipline’s major journals. As 
was mentioned earlier, a common thrust of this work is to provide a robust 
theoretical explanation for online offending. There has already been some 
very profitable interdisciplinary movement in this direction. For example, 
Paquet-Clouston, Haslhofer and Dupont's (2018) novel study of ransomware 
related bitcoin payments using cryptocurrency analytics software. Another 
interesting example of criminological innovation can be found in Pastrana, 
Thomas, Hutchings and Clayton's (2018) study of ‘underground forums' 
using ‘crimebb', a form of ‘bot' designed to address the limitations of 
conventional data collection methods. However, empirical criminological 
research on the experience of cybercrime victimisation is in relatively short 
supply (see Button and Cross, 2017; Cross, 2015; Holt and Bossler, 2014). This 
thesis  makes an important criminological contribution by beginning to 
address this gap. 

Theoretically, the thesis contributes to both the ‘fear of crime’ and 
‘cybercrime’ literatures by offering a critical synthesis of both. Furthermore, 
it extends the coverage of the concept of ‘sensibilities’ to contemporary and 
timely topics: ‘cybercrime’ and ‘cybersecurity’.  An important contribution to  
the criminological study of cybersecurity is the adaption and application of 
the ‘everyday security’ perspective (Crawford and Hutchinson, 2016), to the 
online context. As evidenced in this thesis, the perspective represents a 
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valuable tool for cybersecurity research as it focuses the analyst on the 
implications and shortcomings a security project might encounter in its 
application to spaces that involve human agents. In particular, the 
perspective helps analysts move beyond the ‘cyber-real dichotomy’ by 
rendering  technology visible in its everyday context. Furthermore, it 
represents a toolkit for the analysis of how security behaviours are shaped by 
(and shape) the spatial, temporal and affective dimensions of its quotidian 
and routine practices. 

Looking to the future, two of the groups examined here (parents and older 
users) would arguably constitute worthwhile studies in their own right. Each 
articulated an interesting set of sociological dimensions to their cybersecurity 
routines, understandings of which could be developed further with a more 
focused and extensive sample of each. However, as the account stands, it 
illustrates some important practical shortcomings of contemporary 
cybersecurity awareness campaigns and their sociological deficiencies. 
Equally, a study of the social, temporal, and effective dimensions of 
cybersecurity would arguably benefit from empirical research in situ. 
Ethnographic work has been usefully employed to make sense of how 
particular places come to shape the use of the internet and social media (see 
Miller, 2016). It is surely the work of criminologists to explore how 
cybercrime might figure into particular places, or inversely how particular 
places may influence or shape local collective cybersecurity oriented 
responses.   

‘Everyday security' could also be usefully applied to more specific and 
contained social environments, such as an organisational setting that is 
subject to a strict or complex set of security demands. As Sasse and Flechais 
(2008) highlight, security users are employees first, paralleling the parents 
and students presented here. The ‘everyday security' perspective represents 
an ideal point of entry for criminology to the ‘usable security' conversation, 
to which it could contribute a sociologically informed account. Arguably this 
may be an important way cybersecurity might be socialised.  The increasing 
cybersecurity demands made of businesses and organisations of all sizes – in 
particular in the context of GDPR – will necessitate intentional shifts in social 
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organisation and occupational culture, or at the very least challenge, conflict 
with and reshape them. The current moment represents a critical window of 
opportunity to explore the impact of globally felt privacy, crime prevention 
and security oriented legislation on the late-modern world. By extending 
these findings to a more specific context, possible solutions to the problems 
this thesis identifies may be rendered visible.  

Each of the groups examined in this work also present their own set of 
challenges for security experts. To take the seniors' computer clubs as an 
example, the barriers to their security are somewhat distinct from those of 
university students or parents. This observation serves to somewhat 
undermine the prevalent ‘one-size-fits-all’ approach to cybersecurity 
awareness that currently characterises many major campaigns in the United 
Kingdom and United States. Equally, as the thesis shows, more information 
and advice will not necessarily have an ameliorative  impact on the 
cybersecurity of certain groups, particularly if it perpetuates a hostile climate 
for victims. The area requires further inquiry that is both sensitive to and 
appreciative of the cybersecurity experiences, concerns and needs of 
particular groups. Arguably, such an inquiry would also benefit from 
interdisciplinary conversation with the technically oriented disciplines to 
support the development of a more sociological socio-technical 
cybersecurity. Such work would help address a deficiency of the thesis; the 
identification of a problem, without offering a tenable solution. It also 
represents the logical and essential next step in this area of inquiry.  

The findings of this project are generally supported by and build on other 
research in this area (for example see Stanton et al., 2016; Wash, 2010). There 
is a broad literature in computer science and cybersecurity that engages 
roughly with these phenomena, however, it is beyond the scope of this work 
to lay the interdisciplinary groundwork. However, what is evidenced here is 
that this is a prime area for such interdisciplinary work, both empirical and 
theoretical, to take place. What is somewhat absent from the computer 
centred disciplines’ discussions is an engagement with the sociological 
dimensions and cultural contingency of people's understandings of security 
and crime, as well as the implications and reception of various policies in 
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practice. This is an area criminology is well equipped both theoretically and 
methodologically to engage in productive discussion. In doing so, it can 
expand its methodological horizons and further adapt to the transformations 
of ‘the social’ by information communication technology. 

 

 

  

 

 

 

 

  



 - 299 - 

BIBLIOGRAPHY  
Amicelle, A., Côté-Boucher, K., Dupont, B., Mulone, M., Shearing, C., and 
Tanner, S. (2017) ‘Criminology in the face of flows: reflections on 
contemporary policing security’, Global Crime, Vol. 18(3): 165-175 

Arksey, H. and Knight, O. (1999) Interviewing for Social Scientists: An 
Introductory Resource with Examples. London: Sage  

Bada, M., Sasse, A. and Nurse, J. (2015) ‘Cybersecurity Awareness 
Campaigns: Why do they fail to change behaviour’, Proceeding of the 
International Conference on Cyber Security for Sustainable Society, 26/02/2015, 
pp. 118-131 

Balzacq, T., & Cavelty, M. D. (2016). ‘A theory of actor-network for cyber-
security’, European Journal of International Security, Vol.1(2), 176-198. 

Bank of Scotland (2018) Online fraud Guarantee [Internet] Available from: 
https://www.bankofscotland.co.uk/securityandprivacy/security/#collapse
2-1488812536489 [Accessed: 22/05/2018]  

Banks, J. (2017) ‘Radical Criminology and the Techno-security-capitalist 
complex’, in Steinmetz, K. and Nobles, M. (eds) Technocrime and 
Criminological Theory. Oxon: Routledge 

Banks, J. (2015) ‘The heartbleed bug: insecurity repackaged, rebranded and 
resold’ Crime, Media, Culture: An International Journal,  Vol. 11(3): 259-270  

Banks, M. (2005). ‘Spaces of (in)security: Media and fear of crime in a local 
context.’,Crime, Media, Culture: An International Journal,  Vol. 1(2), 169-187. 

Bauman, Z. (2000) Liquid Modernity. Cambridge: Polity 

Bayley, D. H., & Shearing, C. D. (2001). The new structure of policing: 
description, conceptualization and research agenda. Washington, DC: US 
Department of Justice, Office of Justice Programs, National Institute of 
Justice. 

BBC (2013) Chat App messaging overtakes texts. [Internet] Available from: 
https://goo.gl/9t55GR [Accessed: 05/12/2017]  



 - 300 - 

BBC (2013b) Computer virus accuses victims of viewing child porn. [Internet] 
Available from: http://www.bbc.co.uk/news/technology-21291925 
[Accessed: 13/05/2018]  

BBC (2000) BBC ON THIS DAY | 10 | 2000: UK tidal wave of web users. 
[online]  Accessed: 17/04/2017 Available from: https://goo.gl/1YyfSq 

Beck, U. (1992) The Risk Society. London: Sage 

Becker, H. (1963) Outsiders. Chicago: The Free Press 

Bequai, A. (1999) ‘Cyber-crime: the US experience’, Computers and Security, 
Vol. 18(1): 16-18 

Bhuyan, S., Greenstein, J. and Juang, K. (2013) ‘Evaluating the Usability of 
System-generated and User-generated Passwords of Approximately equal 
security’, Human Aspects of Information Security, Privacy and Trust, July 2013, 
Las Vegas 

Biderman A., Johnson, L., McIntyre, L., and Weir, A. (1967) ‘Reports on a 
Pilot Study in the District of Columbia on Victimization and Attitudes 
toward Law Enforcement’, Presidents Commission on Law Enforcement and 
Administration of Justice, Field Survey 1, Washington DC: US Government 
Printing Press 

Bigo, D. (2016) ‘Rethinking Security at the Crossroads of International 
Relations and Criminology’, British Journal of Criminology, Vol. 56(6): 1068-
1086 

Birch, D. and Buck, P. (1992) ‘What is cyberspace?’, Computer and Security 
Review: The International Journal of Technology and Practice, Vol. 8(2): 74-76 

Bittner, E. (1970) The Functions of the Police in Modern Society. National 
Institutes of Mental Health 

Boda, Z. and Szabó, G. (2011) ‘The media and attitudes towards crime and 
the justice system: A qualitative approach’, European Journal of Criminology, 
Vol. 8(4): 329-342 



 - 301 - 

Bogardus, E. (1926) ‘The Group Interview’, Journal of Applied Sociology, Vol. 
10(1): 372-382 

Bottoms, A. (2008) ‘The Relationship between theory and empirical 
observations in criminology’ in King, R. and Wincup, E. (eds) Doing Research 
on Crime and Justice (2nd ed). Oxford: Oxford University Press  

Brewer, J. (1984) ‘Competing Understandings of Common Sense 
Understanding’,  British Journal of Sociology, Vol. 35(1):66-74 

Brown, S. (2006). ‘The criminology of hybrids: Rethinking crime and law in 
technosocial networks’, Theoretical Criminology, 10(2), 223-244. 

Bryce, J. (2010) ‘Online Sexual Exploitation of Children and Young People’ in 
In Jewkes,Y. and Yar, M. (eds) Handbook of Internet Crime. London: Routledge, 
pp. 273-301 

Bryman, A. (2008) Social Research Methods (3rd edition). Oxford: Oxford 
University Press 

Burgess, R. (1984) In the Field: An Introduction to Field Research. London: Allen 
and Unwin.  

Burney, E. (2004) ‘Nuisance or crime? The changing uses of anti-social 
behaviour control’, Criminal Justice Matters, Vol. 57(1): 4-5  

Burrows, R. (1997). ‘Cyberpunk as social theory: William Gibson and the 
sociological imagination.’, Imagining Cities: Scripts, Signs. Memory. London, 
UK: Routledge, 235-248. 

Button, M. and Cross, C. (2017) Computer Frauds: Scams and their Victims. 
London: Routledge  

Callanan, V. (2012). ‘Media Consumption, Perceptions of Crime Risk and 
Fear of Crime: Examining Race/Ethnic Differences’, Sociological Perspectives, 
Vol.55(1): 93-115. 

Carrabine, E. (2012) ‘Just Images: Aesthetics, Ethics and Visual Criminology’, 
British Journal of Criminology, Vol. 52(3): 463-489 



 - 302 - 

Castells, M. (2011). The Rise of the Network Society: The Information Age 
Economy, Society, and Culture (Vol. 1). New Jersey: Wiley & Sons 

Cavanagh, A. (2007) Sociology in the Age of the Internet. Berkshire: McGraw 
Hill 

Charmaz, K. (2006) Constructing Grounded Theory. London: Sage 

Chiricos, T., Hogan, M. and Gertz, M. (1997). ‘Racial Composition of 
Neighbourhood and Fear of Crime’, Criminology, Vol. 35(1): 107-129 

Christie, N. (1986) ‘The Ideal Victim’, in Fattah, E. (Ed) Crime Policy to Victim 
Policy: Reorienting the Justice System. London: Macmillan 

Clough, J. (2012) Principles of Cybercrime. Cambridge: Cambridge University 
Press 

Coffey, A. and Atkinson, P. (1996) Making sense of qualitative data. London: 
Sage  

Cohen, S. (1972) Folk Devils and Moral Panics (Routledge Classics ed). New 
York: Routledge 

CPNI (2018) ‘Security Culture and Behaviour Change’ [Internet] Available 
from: https://www.cpni.gov.uk/security-culture-and-behaviour-change 
[Accessed: 22/05/2018]  

Crawford, A., and Hutchinson, S. (2016a) ‘Mapping the Contours of 
‘Everyday Security’: Time, Space and Emotion’, The British Journal of 
Criminology, Vol. 56(6): 1184-1202 

Crawford A., and Hutchinson, S. (2016b) ‘The Future(s) of Security Studies’, 
The British Journal of Criminology, Vol. 56(6): 1049-1312 

Curran, J. (2010). ‘Reinterpreting Internet History’, In Jewkes,Y. and Yar, M. 
(eds) Handbook of Internet Crime. London: Routledge, pp. 273-301 

Daily Mail (2015) ‘Babyface hacker who paralysed a phone giant’: Son of a 
single mother, TalkTalk suspect, 15, is violent video game addict who rarely 
leaves his bedroom’ [Internet] Available from: 
http://www.dailymail.co.uk/news/article-3292539/Babyface-hacker-



 - 303 - 

paralysed-phone-giant-Son-single-mother-TalkTalk-suspect-15-violent-
video-game-addict-rarely-leaves-bedroom.html [Accessed: 22/05/2018] 

Daily Mail (2014) ‘'Cyber terrorism may replace the hijacker and bomber and 
become the weapon of choice': Advances in technology pose new threats to 
aeroplanes’ [Internet] Available from: 
http://www.dailymail.co.uk/travel/travel_news/article-2863405/Cyber-
terrorism-replace-hijacker-bomber-weapon-choice-Advances-technology-
pose-new-threats-aeroplanes.html  [Accessed: 20/01/2016]  

Dean, M. (2010) Governmentality: Power and Rule In Modern Society. London: 
Sage Publications  

Debrix, F. (2001) ‘Cyberterror and Media-Induced Fears: The production of 
emergency culture’, Strategies, Vol. 14(1): 150-168 

Décary-Hétu, D. and Giommoni, L. (2016). ‘Do Police Crackdowns Disrupt 
Drug Cryptomarkets? A Longitudinal Analysis Of The Effects Of Operation 
Onymous’, Crime, Law and Social Change. 67(1): 55-75. 

Delanty, G. (2003) Community. London: Routledge 

Deluze G. and Guattari, F. (1987) A Thousand Plateaus. Minnesota: University 
of Minnesota Press 

DelVecchhio, S., Havva, M., Foltz, C. and Pelletier, J. (2002) ‘Exploring 
Consumer Perceptions of Online Credit Card Theft’, Journal of Internet 
Commerce, Vol. 1(2): 17-37 

Douglas, M. (1992) Risk and Blame. London: Routledge  

Douglas, M. and Wildavsky, A. (1982) Risk and Culture. Berkley: University of 
California Press 

Dignan, J. (2005) "Victims, victimization and victimology" in Dignan, J. (ed) 
Understanding victims and restorative justice, Maidenhead: Open University 
Press 

DiMaggio, P. (1995) ‘Comments on ‘What theory is not’’, Administrative 
Science Quaterly, Vol. 40(3): 391-397  



 - 304 - 

Ditton, J., Chadee, D., Farrall, S., Gilchrist, E., & Bannister, J. (2004). ‘From 
Imitation to Intimidation’, The British Journal of Criminology, Vol.44(4): 595-
610. 

Dunn Cavelty, M. (2018) ‘Europe’s Cyber Power’, European Politics and 
Society, Vol. 2018(3): 1-17  

Dunn Cavelty, M. (2014) Cybersecurity in Switzerland. London: Springer 

Dunn Cavelty, M. (2008). Cyber-security and threat politics: US efforts to secure 
the information age. London: Routledge. 

Dunn Cavelty, M. (2007) ‘Cyber-Terror Looming Threat or Phantom 
Menace?’, Journal of Information, Technology and Politics, Vol. 4(1): 37-55 

Dupont, B. (2004). ‘Security in the age of networks’, Policing and Society, 14(1): 
76-91 

Dutton, W. (2017) ‘Fostering a Cybersecurity Mindset’, Internet Police Review, 
Vol.6(1): 1-13 

Dutton, W. and Helsper, E. (2007) The Internet in Britain. Oxford: Oxford 
Internet Division 

Edwards, L. Rauhofer, J. and Yar, M. (2010) ‘Recent Developments in UK 
Cybercrime law’. in Jewkes, Y. and Yar, M. (eds) The Handbook of Internet 
Crime. London: Routledge 

Elias, N. (2000). The Civilising Process. London: Wiley Blackwell. 

E.N. (1949) ‘Cybernetics. Or Control and Communication in the Animal and 
the Machine By Norbert Weiner (Book Review)’, Vol. 46(2): 736-737 

Ennis, P. (1967) ‘Criminal Victimisation in the United States: A report of a 
national Survey’, Presidents Commission on Law Enforcement and Administration 
of Justice, Field Survey 2, Washington DC: US Government Printing Press 

Ericson, R. V. (2003) Crime in and Insecure World. Cambridge: Polity Press 

Ericson, R. V., & Haggerty, K. D. (1997). Policing the risk society. Oxford: 
Oxford University Press 



 - 305 - 

European Commission (2013) “Special Barometer 404: Cybersecurity” 
[Internet] TNS Opinion & Social. Available from: 
<http://ec.europa.eu/public_opinion/archives/ebs/ebs_404_en.pdf> 
[Accessed: 29/12/2015] 

European Commission (2014) “Special Barometer 423: Cybersecurity” 
[Internet] TNS Opinion & Social. Available from: < 
http://ec.europa.eu/public_opinion/archives/ebs/ebs_423_en.pdf > 
[Accessed: 14/01/2015] 

Facebook (2018) About Us [Internet] Available from: 
https://www.facebook.com/pg/facebook/about/ [Accessed: 22/05/2018]  

Farrall, S., Jackson, J. and Gray, E. (2009) Social Order and Fear of Crime in 
Contemporary Times. Oxford: Oxford University Press 

Farrall, S. and Lee, M. (2008) Fear of Crime: Critical Voices in an Age of Anxiety. 
London: Routledge 

Feeney, B. and Beattie, A. (2013, Oct 15) ‘Metros Audience’ [Internet], Metro 
UK. Available from:  http://metro.co.uk/2013/10/15/metros-audience-
4164994/, [Accessed: 17th March 2015] 

Felson, M. and Eckhart, M. (2016) Crime and Everyday Life (5th Ed). London: 
Sage 

Felson, M. (1994). Crime and everyday life: Insight and implications for 
society.  CA: Thousand Oaks 

Felten, E. (2008) ‘What’s the Cyber in Cyber-Security’ [Internet] Freedom to 
Tinker. Available from: https://freedom-to-tinker.com/blog/felten/whats-
cyber-cyber-security/  [Accessed: 22/10/2015]  

Ferraro, K. (1995) Fear of Crime: Interpreting Victimization Risk. New York: 
State University of New York Press 

Ferraro, K. and La Grange (1987) ‘The Measurement of Fear of Crime’, 
Sociological Inquiry, Vol. 57(1): 70-101  



 - 306 - 

Floridi, L. (1995) ‘Internet: Which Future for Organised Knowledge, 
Frankenstein or Pygmalion?’, International Journal of Human-Computer Studies, 
Vol. 43(2): 261-274 

Field, J. (2003) Social Capital. London: Routledge 

Filshtinskiy, S. (2013) ‘Cybercrime, Cyberweapons, Cyberwars: Is there too 
much of it in the air?’ Communications of the ACM, Vol. 56(2): 28-30 

Forbes (2016) ‘Cyber Risk: People are often the weakest link in the security 
chain’ [Internet] Available from: 
www.forbes.com/sites/steveculp/2016/05/10/cyber-risk-people-are-often-
the-weakest-link-in-the-security-chain/#4a6de0a92167 [Accessed: 
22/05/2018]  

Foucault, M. (1972). Discipline & punish: The birth of the prison. New York: 
Penguin Books 

Franko Aas, K. (2006) ‘Beyond the Desert of the Real’ in Jewkes, Y. (ed) Crime 
Online. London: Sage 

Freund, P. (2004) ‘Civilised Bodies Redux: Seams in the cyborg’, Social Theory 
and Health, Vol. 2(3): 273-289 

Furedi, F. (2006) Culture of Fear Revisited. London: Continuum 

Furman, S., Thefanos, M., Choong, Y. and Stanton, B. (2012) ‘Basing 
cybersecurity training on user perceptions’, IEEE Security and Privacy, Vol. 
10(2): 40-49  

Furnell, S. (2017) ‘The Evolving Landscape of Technology Dependent Crime’, 
in McGuire, M. and Holt, T. (eds) The Routledge Handbook of Technology, Crime 
and Justice. Oxon: Routledge 

Furnell, S. (2016) ‘The usability of security – revisited’, Computer, Fraud and 
Security, Vol. 2016 (9): 5-11 

Furnell, S. and Thomson, K. (2009) ‘Recognising and addressing ‘security 
fatigue’, Computer, Fraud and Security, Vol. 2009(11): 7-11 



 - 307 - 

Furnell, S. (2004) ‘E-commerce security: a question of trust’, Computer Fraud 
& Security, Vol. 2004(10): 10-14 

Garland, D. (2008) ‘On the concept of moral panic’, Crime, Media, Culture, 
Vol. 4(1): 9-30 

Garland, D. (2006) ‘Concepts of Culture in the Sociology of Punishment’, The 
British Journal of Criminology, Vol. 41(1):1-15 

Garland, D. (2001) The Culture of Control: Crime and Social Order in 
Contemporary Society. Oxford: Oxford University Press 

Garland, D. (1997) ‘Governmentality and the Problem of Crime: Foucault, 
Criminology, Sociology’, Theoretical Criminology, Vol.1(2): 173-214 

Garland, D. (1996) ‘The Limits Of The Sovereign State: Strategies of Crime 
Control in Contemporary Society.’ The British Journal of Criminology, Vol. 
36(4): 445-471. 

Garland, D. (1990) Punishment and Modern Society. Oxford: Oxford University 
Press  

Garland, D. and Sparks, R. (2000) Criminology and Social Theory. Oxford: 
Oxford University Press 

Garland, D. and Young, P. (1983) The Power to Punish. NJ: Humanities Press 

Giacomello, G. (Ed.). (2014). Security in cyberspace: targeting nations, 
infrastructures, individuals. Bloomsbury Publishing USA. 

Gibbs, G. (2007) Analysing Qualitative Data. London: Sage  

Giddens, A. (1991). Modernity and self-identity: Self and society in the late modern 
age. Chicago: Stanford university press  

Gilchrist, E., Bannister, J., Ditton, J.  and Farrall , S. (1998) ‘Women and the 
‘Fear of crime’: Challenging the accepted stereotype’, British Journal of 
Criminology, Vol. 38(2): 283-298  

Girling, E., Loader, I. and Sparks, R. (2000) Crime and Social Order in Middle 
England. London: Routledge 



 - 308 - 

Goel, S. and Shawky, H. (2009) ‘Estimating the market impact of security 
breach announcements on firm value’, Information and Management, Vol. 
46(7): 404-410 

Goffman, E. (1972) Relations in Public: Microstudies of Public Order. New York: 
Harper 

Goffman, E. (1990) The Presentation of Self in Everyday Life. London: Penguin 
Books 

Goldsmith, A., & Brewer, R. (2015) ‘Digital drift and the criminal interaction 
order.’, Theoretical Criminology, 19(1), 112-130 

Goold, B., Loader, I. and Thumala, A. (2010) ‘Consuming Security?: Tools for 
a sociology of consumption’, Theoretical Criminology, Vol. 14(1):3-30 

Goold, B. and Zedner, L. (2006) Crime and Security. London: Routledge 

Gordon, S. and Ford, R. (2006) ‘On the definition and classification of 
cybercrime’, Journal of Computer Virology, Vol. 2(1):13-20 

Gotved, S. (2006) ‘Time and Space in Cyber Social Reality’, New Media & 
Society, Vol. 8(3): 467-486 

Grabosky, P. (2001) ‘Virtual Criminality: Old Wine in New Bottles’, Social and 
Legal Studies, Vol. 10(2): 243-249 

Graham, M. (2011) ‘Time Machines and virtual Portals’, Progress in 
Development Studies. Vol. 11(3):211-227 

Green, N. (2002) ‘On the move: technology, mobility, and the mediation of 
social time and space’, Information Society, Vol. 18(4): 281-292 

Greer, C. and Reiner, R. (2012) ‘Mediated Mayhem: Media, Crime and 
Criminal Justice’. In Maguire, M., Morgan, R. and Reiner, R. (eds) The Oxford 
Handbook of Criminology(5th ed), Oxford: Oxford University Press 

Gross, T. (2016). ‘Letting the Air Out: Aire as an Empty Signifier in Oaxacan 
Understandings of Illness’, Culture, Medicine, and Psychiatry, 40(4): 707-725  

The Guardian (2016) ‘Yahoo Hack: 1Bn accounts compromised by biggest 
data breach in history’ [Internet] Available from: 



 - 309 - 

https://www.theguardian.com/technology/2016/dec/14/yahoo-hack-
security-of-one-billion-accounts-breached [Accessed: 22/05/2018]  

Gulenko, I. (2014) ‘Improving passwords: influence of emotions on security 
behaviour’, Information and Security Management, Vol. 22(2): 167-178 

Gutting, G. (2005). Foucault: A very short introduction. Oxford: Oxford 
University Press 

The Hacker News (2016) ‘Ashley Madison to Pay $11.2 million to Data 
Breach Victims’ [Internet] Available From: 
https://thehackernews.com/2017/07/ashley-madison-data-breach.html 
[Accessed: 09/01/2018]  

Haggerty, K. and Ericson, R. (2000) ‘The Surveillant Assemblage’, British 
Journal of Sociology, Vol.51(4): 605-622 

Hale, C (2002), ‘Cybercrime: Facts & Figures Concerning the Global 
Dilemma’, 18(65) Crime and Justice International, 5. 

Hale, C. (1996) ‘Fear of crime: A review of the literature’, International Review 
of Victimology, Vol. 4(2): 79-150 

Hall, M. (2016) ‘Why people are key to cybersecurity’, Network Security, Vol. 
2016(6): 9-10 

Hall, S., Critcher, C., Jefferson, T., Clarke, J. and Roberts, B. (1978) Policing the 
Crisis. London: Palgrave Macmillan 

Hammersly, M. and Atkinson, P. (2007) Ethnography. Oxon: Routledge 

Hayward, K. (2010) Framing Crime: Cultural Criminology and the Image. 
London: Routledge 

Helsper, E. and Reisdorf, B. (2013) ‘A Quantitative Examination of 
Explanations for Reasons for Internet Non-use’, Cyberpsychology, Behaviour 
and Social Networking, Vol. 16(2): 94-98 

Hensen, B. and Reyns, B. (2015) ‘The only thing we have to fear is fear itself... 
and crime’, Sociology Compass, Vol. 9(2): 91-103 



 - 310 - 

Henson, B., Reyns, B., & Fisher, B. (2013) ‘Fear of Crime Online? Examining 
the Effect of Risk, Previous Victimization, and Exposure on Fear of Online 
Interpersonal Victimization’, Journal of Contemporary Criminal Justice, Vol. 
29(4): 475-497 

Hier, S. (2016) ‘Moral Panic, moral regulation and the civilising process’, 
British Journal of Sociology, Vol. 67(3):414-434 

Higgins, G., Rickett, M. and Vegh, D. (2008) ‘The role of self-control in 
college students perceived risk and fear of online victimization’, American 
Journal of Criminal Justice, Vol. 33(2): 223-233 

Hillie, P, Walsh, G. and Cleveland, M. (2015) ‘Consumer Fear of Online 
Identity Theft: Scale Development and Validation’, Journal of Interactive 
Marketing, Vol. 30(1): 1-19 

Hillie, P., Walsh, G. Brach, S. (2011) ‘Understanding Online and Offline 
Consumer Behaviour: Conceptualizing Fear of Online Identity Theft’, AMA 
Summer Educators Conference Proceedings, Vol. 22 (22): 214-215 

HM Government (2018) A Call to Action: The Cyberaware Perception Gap’ 
[Internet] Available from: 
https://www.cyberaware.gov.uk/sites/cyberstreetwise/files/thecyberawar
eperceptionsgapreport.pdf [Accessed: 22/05/2018]  

HM Government (2016) National Cybersecurity Strategy 2016-2021. [Internet] 
Available from: https://goo.gl/WCN4E2 [Accessed: 05/12/2017] 

HM Government (2015) Cybersecurity Supplier to Government Scheme, 
Available from: https://goo.gl/XDDqd4 [Accessed: 14 Dec 2017]  

HM Government (2011) The UK Cybersecurity Strategy: Protecting and 
Promoting the UK in a digital world, Available from: https://goo.gl/KHfHo8 
[Accessed: 23 Jan 2017]  

Holloway, W. and Jefferson, T. (2000) Doing Qualitative Research Differently. 
London: Sage 

Holloway, W. and Jefferson, T. (1997) ‘The Risk Society in an Age of Anxiety: 
Situating Fear of Crime’, The British Journal of Criminology, Vol. 48(2): 256-266 



 - 311 - 

Holstein, J. and Gubrium, J, (1995) The Active Interview. Thousand Oaks: Sage  

Holt, T. (2017) ‘Identifying gaps in the research literature on illicit markets 
online’, Global Crime, 18(1): 1-10  

Holt, T., Smirnova, O. and Hutchings, A. (2016) ‘Examining Signals of Trust 
in Criminal Markets Online’, Journal of Cybersecurity, Vol. 1(2): 1-9 

Holt, T.., Burruss, G. W., & Bossler, A. (2015). Policing cybercrime and 
cyberterror. NC: Carolina Academic Press Ltd 

Holt, T and Bossler, A. (2014) ‘An Assessment of the Current State of 
Cybercrime Scholarship’, Deviant Behaviour, Vol. 35(1): 20-40 

Homan, R. (1991) The Ethics of Social Research. London: Longman.  

Hope, T. and Sparks, S. (2000) Crime, Risk and Insecurity: law and order in 
everyday life and political discourse. London: Routledge 

Huey, L. Nhan, J. and Broll, R. (2013) ‘Uppity civilians and Cyber-vigilantes’: 
the role of the general public in policing cybercrime’, Criminology and 
Criminal Justice, 13(1): 81-97 

Huffington Post (2017) ‘Human Error and Cybersecurity’: 4 ways to mitigate 
the risk’ [Internet] Available from: 
https://www.huffingtonpost.com/entry/human-error-and-cybersecurity-4-
ways-to-mitigate-the_us_590c8cd0e4b0f711807243c8 [Accessed: 22/05/2018] 

Hutchings, A. (2016) ‘Cybercrime trajectories: An integrated theory of 
initiation, maintenance, and desistance’, in T. J. Holt (ed), Crime Online: 
Correlates, Causes, and Context. Durham: Carolina Academic Press 

Hutchings, A. (2013). ‘Hacking and fraud: Qualitative analysis of online 
offending and victimization’, in K. Jaishankar & N. Ronel (eds), Global 
Criminology: Crime and Victimization in the Globalized Era (pp. 93-114). Boca 
Raton: CRC Press 

Hutchings, A. & Clayton, R. (2017). Configuring Zeus: A case study of online 
crime target selection and knowledge transmission. Arizona: eCrime 



 - 312 - 

Hutchings, A. & Chua, Y. T. (2017). ‘Gendering cybercrime’, in T. J. Holt 
(Ed) Cybercrime through an Interdisciplinary Lens. Oxon: Routledge 

Hutchings, A. & Holt, T. J. (2017). ‘The online stolen data market: Disruption 
and intervention approaches’, Global Crime, 18(1): 11-30 

Hutchings, A. & Holt, T. J. (2015). ‘A crime script analysis of the online stolen 
data market’, British Journal of Criminology, 55(3), 596-614 

Hutchings, A. and Hayes, H. (2009) ‘Routine Activity Theory and Phishing 
Victimisation’, Current Issues in Criminal Justice, Vol. 20(3): 1-20 

Inglis, D. (2013) An Invitation to Social Theory. Cambridge: Polity Press 

Innes, M. (2014). Signal crimes reactions to crime, disorder and control. Oxford: 
Oxford University Press 

Innes, M. (2007) ‘The Reassurance Function’, Policing, Vol. 1(2): 132-141  

Innes, M. (2004) ‘Signal Crimes and Signal Disorders: notes on deviance as 
communicative action’, British Journal of Sociology, Vol. 55(3): 335-355 

Jackson, J. (2011) ‘Revisiting risk sensitivity in the fear of crime’, Journal of 
Research in Crime and Delinquency, Vol. 48(4): 513-537 

Jackson, J. (2006) ‘Introducing fear of crime to risk research’, Risk Analysis, 
Vol. 21(6): 253-264 

Jackson, J. (2004) ‘Experience and Expression: Social and cultural significance 
in the fear of crime’, British Journal of Criminology, Vol. 44(6): 946-966 

Jahankshani, H. (2009) ‘The Behaviours and Perceptions of On-line 
Consumers: Risk, Risk Perception and Trust’, International Journal of 
Information Science &Management, Vol. 7(1):79-90 

Jaeger, B. (2004) ‘Trapped in the digital divide? Older people in the 
information society’, Science Studies, Vol. 17(2): 5-22 

Jewkes, Y. and Yar, M. (2011) ‘Policing cybercrime: Emerging trends and 
future challenges’, In Newburn, T. (ed) Handbook of Policing. Oxon: Taylor 
and Francis  



 - 313 - 

Jewkes, Y. (2011) Crime Online. Oxon, Routledge 

Jewkes, Y. (2010) Media and Crime (2nd ed). London: Sage publications 

Jewkes, Y. and Yar, M. (2010) Handbook of Internet Crime. London: Sage  

Jewkes, Y. (2006) Crime Online. Oxon: Routledge 

Johnston, L. and Shearing, C. D., (2003). Governing security: Explorations of 
policing and justice. London: Routledge. 

Johnstone, G. (2002) Restorative Justice: Ideas, Values, Debates. Cullumpton: 
Willan  

Jones, R. (2013) ‘Surveillance and Security in a Risk Society’, In Hale, C., 
Hayward, K., Wahidin, A. and Wincup, E. (eds) Criminology (3rd ed), Oxford: 
Oxford University Press 

Jones, R. (2000) ‘Digital Rule: Punishment, Control and Technology’, 
Punishment and Society, Vol.2 (1): 5-22 

Jones, T. and Newburn, T. (2006) Plural Policing: A comparative perspective. 
Oxford: Oxford University Press 

Kahneman, D. (2003) ‘A perspective on judgement and choice: mapping 
bounded rationality’, American Psychologist, Vol. 58(9): 697-720 

Kearny, P. (2016) Security: the human factor. Amazon: It Governance 
Publishing 

Killias, M. (1990) ‘Vulnerability: Towards a better understand of a key 
variable in the genesis of fear of crime’, Violence and Victims, Vol. 5(2): 97-108 

King, R. and Wincup, E. (2008) Doing Research on Crime and Justice. Oxford: 
Oxford University Press 

Kinsey, R. and Anderson, S. (1992) Crime and The Quality of Life: Public 
Perceptions and Experiences of Crime in Scotland. Central Research Unit Paper. 
Edinburgh: Scottish Office 



 - 314 - 

Kitzinger, J. (1994) ‘The methodology of focus groups: the importance of 
interaction between research participants’, Sociology of Health and Illness, Vol. 
16(1): 103-121 

Klar, R., Shah, J., Sheriffs, P., Rossingoton, T. and Pestell, G., Button, M. and 
Wang, V. (2017) ‘Cybersecurity Breaches Survey 2017’, Department for Culture, 
Media and Sport. [Internet] Available from: 
https://assets.publishing.service.gov.uk/government/uploads/system/upl
oads/attachment_data/file/609186/Cyber_Security_Breaches_Survey_2017_
main_report_PUBLIC.pdf [Accessed: 22/05/2018]  

Krueger, R. (2015) Focus Groups: A practical guide for applied research (5th 
edition). London: Sage  

Krueger, R. (1994) Focus Groups: A practical guide for applied research (2nd 
edition). London: Sage  

Kurzweil, R. (2010). The singularity is near. Gerald Duckworth & Co. 

Kvale, S. (2007) Doing Interviews. London: Sage 

Kvale, S. (1996) InterViews: An introduction to Qualitative Research Interviewing. 
Thousand Oakes: Sage 

Laclau, E. (2005). On populist reason. London: Verso 

Lane, J. (2002). ‘Fear of Gang Crime: A qualitative Examination of the Four 
perspectives’, Journal of Research in Crime and Delinquency, Vol. 39(4): 437-471 

Larsson, D. (2009) ‘Fear of Crime Among the Poor in Britain and Sweden’, 
International Review of Victimology, Vol. 15(3): 223-254 

Lasslett, K. (2010). ‘Crime or social harm? A dialectical perspective’, Crime, 
law and social change, 54(1), 1-19. 

Lawson, S. (2013) ‘Beyond Cyber-Doom: Assessing the Limits of 
Hypothetical Scenarios in the Framing of Cyber-threats’, Journal of 
Information Technology and Politics, Vol. 10(1): 86-103 

Lee, M. (2007) Inventing Fear of Crime: Criminology and the politics of anxiety. 
London: Routledge 



 - 315 - 

Leukfeldt, R. (2017) Research Agenda: The Human Factor in Cybercrime and 
Cybersecurity. The Hague: Eleven Publishing.  

Leukfeldt, R. and Yar, M. (2016) ‘Applying Routine Activity Theory to 
Cybercrime’, Deviant Behaviour, Vol. 37(3): 263-280 

Leverentz, A. (2012). ‘Narratives of Crime and Criminals: How Places 
Socially Construct the Crime Problem’, Sociological Forum, Vol. 27(2), 348-371. 

Levy, S. (1987) Hackers: Heroes of the computer revolution. London: Penguin 

Levi, M., Doig, A., Gunder, R., Wall, D. and Williams, M. (2017) ‘Cyberfraud 
and the implications for effective risk-based responses: themes from UK 
research’, Crime, Law and Social Change, Vol. 67(1): 77-96 

Leyden, J. (2017) ‘That big scary 14.bn leak was 100s of millions of email, 
postal addresses’. The Register. [internet] Available from: 
https://goo.gl/AUS8py [Accessed: 05/12/2017]  

Liang, H. and Xue, Y. (2010) ‘Understanding Security Behaviours in Personal 
Computer Usage: A threat Avoidance Perspective’, Journal of the Association 
for Information Systems, Vol. 11(7):394-413 

Lianos, M. and Douglas, M. (2000) ‘Dangerization and the End of Deviance’, 
in Garland, D. and Sparks, S. (eds) Criminology and Social Theory. Oxford: 
Oxford University Press 

Liao, Z. and Cheung, M.T. (2002) ‘Internet-based e-banking and consumer 
attitudes: An empirical study’, Information and Management, 39(4): 283-295. 

Liao, Z. and Cheung, M.T. (2001) ‘Internet-based e-shopping and consumer 
attitudes: an empirical study’, Information and Management, 38: 299– 306. 

Livingstone, S. et al. (2010) Children’s Online Activities: Risks and Safety. 
UKCCIS Evidence Group. [Internet] Available from: https://goo.gl/MqZ238 
[Accessed: 05/12/2017]  

Livingstone, S. and Haddon, L. (2009) Kids online: Opportunities and Risks for 
children. Bristol: Policy press 



 - 316 - 

Loader, I., Goold, B. and Thumala, A. (2015) ‘Grudge Spending: The 
interplay between markets and culture in the purchase of security’, The 
Sociological Review, Vol. 63(4): 858-875  

Loader, I. and Sparks, R. (2010) Public Criminology. London: Sage  

Luhmann, N. (1991) Risk. NJ: Aldine Transaction 

Lupton, D. (2017) ‘Depends on Who’s got the Data’, Surveillance & Society, 
Vol. 15(2): 254-268 

Lupton, D. (2016) The Quantified Self. Hoboken: Wiley and Sons ltd.  

Lupton, D. (2003) Medicine as Culture. London: Sage  

Lupton,D. (2000) ‘Dangerous Places and the Unpredictable Stranger: 
Constructions of Fear of Crime’, The Australian and New Zealand Journal of 
Criminology, Vol. 32(1): 1-15 

Lupton, D. and Tulloch, J. (2000) ‘Theorizing fear of crime: beyond the 
rational/irrational opposition’, British Journal of Sociology, Vol. 32(1): 1-15 

Lupton, D. (1999) Risk. London: Routledge 

McCarthy, J. and Wright, P. (2004) Technology as Experience. Cambridge: MIT 
Press  

MacDougall, R. (2006). ‘The wire devils: Pulp thrillers, the telephone, and 
action at a distance in the wiring of a nation’, American Quarterly, Vol. 58: 
715–741 

MacKenzie, D. and Wajcman, J. (1999) The Social Shaping of Technology (2nd ed), 
Buckingham: Open University Press 

Mallery, J. (2009) ‘Building a secure organisation’ in Vacca, J. (Ed) Computer 
and Information Security Handbook. Burlington: Morgan Kauffman  

Mamonov, S. and Beneunan-Fich, R. (2018) ‘The impact of information 
security threat awareness on privacy’, Computers in Human Behaviour, Vol. 18 
(2018): 32-44 

Martellozzo, E. and Jane, E. (2017) Cybercrime and its victims. Oxon: Routledge 



 - 317 - 

Martellozzo, E. (2008) ‘Protecting vulnerable young people in cyberspace 
from sexual abuse: raising awareness and responding globally’, Police Practice 
and Research, Vol. 9(4): 277-289 

Marx, G. (2016) Windows into the Soul. Oxford: Oxford University Press 

Marx, L. (1994). ‘The idea of “technology” and postmodern pessimism’ in 
Smith, M. and Marx, L. (eds.) Does technology drive history? The dilemma of 
technological determinism. Cambridge: MIT Press. 

Mason, J. (2008) Qualitative Researching (2nd Ed). London: Sage  

Maxfield, M. (1987) Explaining the Fear of crime: the evidence from the 1984 
British Crime Survey. London: Home office 

Maxwell, J. and Chmeil, M. (2013) ‘Notes towards a theory of qualitative data 
analysis’ in Flick, U. (ed) The SAGE Handbook of Qualitative Data Analysis. 
London: Sage 

Matza, D. (1964) Delinquency and Drift. New York: Wiley Publishing  

Mead, G.H. (2015)  Mind, Self and Society: The definitive edition. Chicago: 
University of Chicago Press 

Merton, R. (1987) ‘The Focussed interview and focus groups: continuities and 
discontinuities’, The Public Opinion Quarterly, Vol. 51(4): 550-566 

Merton, R. and Kendall, P. (1946) ‘The focussed interview’, American Journal 
of Sociology, Vol. 51(5): 541-557 

Mordini, E. (2007) ‘Technology and fear: is wonder the key?’, Trends in 
Biotechnology, Vol. 25(12): 544-546 

McAfee (2016) Threats report September 2016. [Internet] Available from: 
https://goo.gl/DqNXC7 [Accessed: 05/12/2017]  

McGuire, M. and Dowling, S. (2013) ‘Cybercrime a review of the evidence’, 
Home Office Research Report 75 [Internet] Available from: 
https://www.gov.uk/government/uploads/system/uploads/attachment_
data/file/246749/horr75-summary.pdf [Accessed: 21/01/2016] 



 - 318 - 

McGuire, M. (2014) ‘Putting the ‘Cyber’ into cyberterrorism’ in Chen, T. et al. 
(eds) Cyberterrorism: Understandings, Assessment and Response. New York: 
Springer 

McGuire, M. (2012) Technology, Crime and Justice. The question concerning 
technomia. London: Routledge 

McGuire, M. (2007) Hypercrime. Cavendish: Routledge 

Miller, D. (2016) Social media in and English Village. London: UCL Press 

Mordini, E. (2007) ‘Technology and fear: is wonder the key?’, Trends in 
Biotechnology, Vol. 25(12): 544-546 

Morgan, D. (1997) Focus Groups as Qualitative Research. London: Sage 

Morgan, D. (1996) ‘Focus groups’, Annual Review of Sociology, Vol. 22(1996): 
129-152 

Morgan, D. (1995) ‘Why things (sometimes) go wrong with focus groups’, 
Qualitative Health Research, Vol. 5(4): 516-523 

Mythen, G. (2014) Understanding the Risk Society. London: Palgrave  

Nasi, M., Oksanen, A.,  Keipi, T., and Räsänen, P. (2015) ‘Cybercrime 
victimization among young people: A multi-nation study’, Journal of 
Scandinavian Studies in Criminology and Crime Prevention, Vol. 16(2): 203-210 

Nardi, B. (2010). My life as a night elf priest: An anthropological account of World 
of Warcraft. Michigan: University of Michigan Press. 

NCSC (2018) ‘About Us’ [Internet] Available from: 
https://www.ncsc.gov.uk/about-us [Accessed: 22/05/2018]  

NCA (2015) ‘Campaign targets UK’s youngest cyber criminals’ [Internet] 
Available from: http://www.nationalcrimeagency.gov.uk/news/765-
campaign-targets-uk-s-youngest-cyber-criminals [Accessed: 22/05/2018] 

Newman, O. (1996) ‘Creating Defensible Space’, Center for Urban Policy 
Research, U.S. Department of Housing and Urban Development.  



 - 319 - 

Newman, O. (1972). Crime prevention through urban design defensible 
space.  New York: MacMillan Company. 

Office for National Statistics (2017) Internet Users in the UK: 2017 [Internet] 
Available from: https://goo.gl/v2GBKa [Accessed: 05/12/2017} 

Office for National Statistics (2017) Crime in England and Wales: Year ending 
Sept 2016. [Internet] Available from: https://goo.gl/gZRcAQ [Accessed: 
05/12/2017]  

Orwell, G. (2004). Nineteen eighty-four. Harmondsworth: Penguin 

Orwell, G. (2003). Animal farm. Harmondsworth: Penguin 

Pain, R. (2000) ‘Place, social relations and fear of crime: a review’, Progress in 
Human Geography, Vol. 24(3): 365-387  

Pain, R. (1991) ‘Space, Sexual Violence and Social Control: Integrating 
geographical and feminist analyses of women’s fear of crime’, Progress in 
Human Geography, Vol.15(4): 415-431 

Pain, R., Williams, S., and Hudson, B. (2000) ‘Auditing fear of crime in North 
Tyneside’, The British Society of Criminology Conference Select Proceedings, 
Liverpool, July 1999 

Paquet- Clouston, M., Haslhofer, B. and Dupont, B. (2018) ‘Ransomware 
Payments in the Bitcoin Ecosystem’, The 17th Annual Workshop on the Economics 
of Information Security (WEIS), June 2018, Innsbruck, Austria  

Parnell, B.A. (2014) ‘Thousands of tesco.com logins and passwords leaked 
online’[Internet] The Register. Available from: 
https://www.theregister.co.uk/2014/02/14/tesco_login_details_leaked/ 
[Accessed: 11/05/2018] 

Passer, M., Smith, R., Holt, N., Bremner, A., Sutherland, E. and Vliek, M. 
(2008) Psychology: The Science of the Mind. New York: McGraw-Hill Education 

Pastrana, S., Thomas, D., Hutchings, A. and Clayton, R. (2018) ‘CrimeBB: 
Enabling Cybercrime Research on Underground Forums at Scale’, Web 
Conference 2018 (WWW2018), April 23-27, Lyon, France 



 - 320 - 

Person, L. (1998) ‘Notes toward a postcyberpunk manifesto’ [Internet] Nova 
Express no. 16.  Available from: 
http://slashdot.org/features/99/10/08/2123255.Shtml [Accessed 
02/11/2018]  

Petty, J. (2016) ‘The London Spikes Controversy: homelessness, urban 
securitisation and the question of ‘hostile architecture’’, International Journal 
For Crime, Justice and Social Democracy, Vol. 5(1): 67-81 

Powell, R. (2007) ‘Civilising Offensives: the case of British Gypsies’, People, 
Place and Policy Online, Vol. 1(3) : 112-123 

Pinch, T. (2010) ‘The Invisible Technologies of Goffman's Sociology : From 
the Merry-Go-Round to the Internet’, Technology and Culture, Vol. 51(2): 409-
429  

Pratt, T., Holtfreter, K. and Reisig, M. (2010) ‘Routine Online Activity and 
Internet Fraud Targeting’, Journal of Research in Crime and Delinquency, Vol. 
47(3): 267-296 

Pratt, J. (1998) ‘Towards the Decivilisation of Punishment’, Social and Legal 
Studies, Vol.7(4): 487-515  

Punch, M (1979) ‘The secret social service’, In Holdaway, S. (ed) The British 
Police.  London: Edward Arnold. 

Qualye, E. (2010) ‘Child Pornography’, in Jewkes, Y. and Yar, M. (eds) The 
Handbook of Internet Crime. London: Routledge  

Rader, E. and Wash, R. (2015) ‘Identifying Patterns in Informal Sources of 
Security Information’, Journal of Cybersecurity, Vol. 1(1):121-144 

Reiner, R. (2010). The Politics of the Police. Oxford University Press. 

Reiner, R., Livingstone, S. and Allen, J. (2003) ‘From Law and Order to Lynch 
Mobs: Crime news since the second world war’, in Mason, P. (ed) Criminal 
Visions. Collumpton: Willan 

Reisig, M., Travis, P. and Kristy, H. (2009) ‘Perceived Risk of Internet Theft 
Victimisation’, Criminal Justice and Behaviour, Vol. 36(4): 368-384 



 - 321 - 

Reiss, A. (1967). ‘Studies in Crime and Law Enforcement in Major 
Metropolitan Areas’, Presidents Commission on Law Enforcement and 
Administration of Justice, Field Survey 3, Washington DC: US Government 
Printing Press 

Riegelsberger, J., Sasse, M. and McCarthy, J. (2009) ‘Trust in mediated 
interaction’ in Joinson, A., McKenna, K., Postmes, T. and Reips, U. (Eds) The 
Oxford Handbook of Internet Psychology. Oxford: Oxford University Press 

Rheingold, H. (1993). The virtual community: Finding connection in a 
computerized world. Addison-Wesley Longman Publishing 

Roberts, L., Indermaur, D. and Spiranovic, C. (2013) ‘Fear of Cyber-identity 
Theft and Related Fraudulent Activity’, Psychiatry, Psychology and Law, Vol. 
20(3): 315-328 

Roulsten, K. (2013) ‘Analysing Interviews’ in Flick, U. (ed) The SAGE 
Handbook of Qualitative Data Analysis. London: Sage  

Rubin, H. and Rubin, I. (1995) Qualitative Interviewing: The Art of Hearing 
Data. London: Sage 

Sampson, R., Raudenbush, S. and Earls, F. (1997) ‘Neighbourhoods and 
violent crime: A multilevel study of collective efficacy’, Science, Vol. 
277(5328): 918-924 

Sandywell, B. (2010) ‘On the Globalisation of Crime: The internet and new 
criminality’, in Jewkes, Y. and Yar, M. (eds) The Handbook of Internet Crime. 
London: Routledge 

Sasse, A. and Flechais, I. (2008) ‘Usable Security: Why do we need it? How 
do we get it?’, in Cranor, L. and Garfinkel, S. (eds) Security and Usability: 
Designing Secure Systems that People Can Use. Surrey: O’Reilly 

Sasson, T. (1995) Crime Talk. New York: Aldine de Gruyter 

Schiller, D. (1999) Digital Capitalism: Networking the Global Market System. 
Boston: MIT Press  



 - 322 - 

Scott, H. (2003) ‘Stranger danger: Explaining women’s fear of crime’, Western 
Criminology Review, Vol.4(3): 203-214  

Shearing, C., & Wood, J. (2003). ‘Nodal governance, democracy, and the new 
‘denizens’, Journal of Law and Society, 30(3), 400-419. 

Silverman D. (2015) Interpreting Qualitative Data. London: Sage 

Silverman, D (2013) Doing Qualitative Research: A Practical Handbook. London: 
Sage 

Simon, J. (2006) Governing Through Crime. Oxford: Oxford University Press 

Skogan, W. (1986) ‘Fear of Crime and Neighbourhood Change’, Crime and 
Justice, Vol. 8: 203-229 

Skogan, W. and Maxfield, M. (1981) Coping with Crime: Individual and 
Neighborhood Reactions. London: Sage Publications 

Smith, E., Sparks, R. and Girling, E. (2000) ‘Educating Sensibilities: the image 
of the lesson’ in children’s talk about punishment’, Punishment and Society, 
Vol. 4(2): 395-415 

Smith, K. (2011) ‘Consumer perceptions regarding e-commerce and related 
risks’, B>Quest, Special Section: 1-20 

Smith, S. (1987) ‘Fear of crime: beyond a geography of deviance’, Progress in 
Human Geography, Vol. 11(1): 1-23 

Smith, W. and Torstensson, M. (1997). ‘Gender differences in risk perception 
and neutralizing fear of crime : Toward Resolving the Paradoxes’, The British 
Journal of Criminology, Vol. 37(4), 608-634. 

Sparks, R. (2001) ‘Degrees of Estrangement: The Cultural Theory of Risk and 
Comparative Penology’, Theoretical Criminology, Vol. 5(2): 159-176  

Sparks, R. (1992) Television and the Drama of Crime. Buckingham: Open 
University Press 

Sparks, R., Girling E. and Loader, I. (2001) ‘Fear and Everyday Urban Lives’, 
Urban Studies, Vol. 38(5-6): 885-898  



 - 323 - 

Spierenburg, P. (1984) The Spectacle of Suffering. Cambridge: Cambridge 
University Press 

Stanko, E. (2000) ‘Victims R Us: the Life History of ‘Fear of Crime’ and the 
Politicisation of Violence’, in Hope, T. and Sparks, R. (eds) Crime, Risk and 
Insecurity: Law and Order in Everyday Life. London: Routledge 

Stanko, E. (1995) ‘Women, Crime and Fear’, The Annals of the American 
Academy of Political and Social Science, Vol. 539 (1995): 46-58 

Stanton, B., Theofanos, M., Prettyman, S. and Furman, S. (2016) ‘Security 
Fatigue’, IEEE Computer Society, Vol. 2016 (Sep/Oct): 26-32 

Steinmetz, K. (2016) Hacked: A radical approach to hacker culture and crime. New 
York: NYU press 

Steinmetz, K. (2015) ‘Craft(y)ness: An ethnographic study of hacking’, British 
Journal of Criminology, Vol.55(1):125-145 

Steinmetz, K. and Tunnell, K. (2013) ‘Under the Pixelated Jolly Roger: A 
study of On-line pirates’, Deviant Behaviour, Vol. 34(1): 53-67 

Stevens, T. (2016) Cybersecurity and the Politics of Time. Cambridge: 
Cambridge University Press  

Strauss, A. (1987) Qualitative Analysis for Social Scientists. Cambridge: 
Cambridge University Press  

Sutton, R. I., & Straw, B. M. (1995). ‘What theory is not’, Administrative Science 
Quarterly, Vol. 40(3): 371–384  

Symantec (2017) Internet Security Threat Report. [Internet] Available from: 
https://goo.gl/jTWfgg [Accessed: 05/12/2017]  

Taylor, P (1999) Hackers: Crime in the Digital Sublime. Oxon: Routledge 

Taylor, I. and Jamieson, R. (1998) ‘Fear of Crime and Fear of Falling: English 
Anxieties Approaching the Millennium’, Archives Europénnes de Sociologie, 
Vol.19(1): 149-175 



 - 324 - 

Tcherni, M., Davies, A., Lopes, G., & Lizotte, A. (2016). ‘The dark figure of 
online property crime: is cyberspace hiding a crime wave?’, Justice Quarterly, 
33(5), 890-911. 

Tonry, M. (2004). Thinking about crime: Sense and sensibility in American Penal 
Culture. Oxford University Press. 

Tsai, H., Shillair, R. and Cotton, S. (2015) ‘Social Support and “Playing 
Around”: An examination of how older adults acquire digital literacy with 
tablet computers’, Journal of Applied Gerontology, Vol. 36(1): 29-55  

Tsatsou, P. (2011) ‘Why Internet Use? A quantitative examination of the role 
of everyday life, internet policy and regulation’, Technology in Society, Vol. 
33(1-2):73-83 

Tulloch, J. and Lupton, D. (2003) Risk and Everyday Life. London: Sage  

Turkle, S. (2011) Alone Together. New York: Basic Books 

Turkle, S. (1995). Life on the Screen: Identity in the Age of the Internet. NY: Simon 
& Schuster 

Turkle, S. (1984). The second self: Computers and the human spirit. NY: Simon 
and Schuster Ltd 

Valentine, G. and Holloway, S. (2001) ‘On-line Dangers: Geographies of 
Parents Fears for Children’s Safety in Cyberspace’, The Professional 
Geographer, Vol. 53(1): 71-83 

Valverde, M. (2017) Michel Foucault. London: Routledge  

Valverde, M. (2011) ‘Questions of Security: a framework for research’, 
Theoretical Criminology, Vol.15(1): 3-22 

Vakhitova, Z., Reynald, D. and Townsley, M. (2016) ‘Toward the Adaptation 
of Routine Activity and Lifestyle Exposure Theories to Account for Cyber 
Abuse Victimisation’, Journal of Contemporary Criminal Justice, Vol. 32(2): 169-
188 



 - 325 - 

Van der Wagen, W., & Pieters, W. (2015). ‘From cybercrime to cyborg crime: 
Botnets as hybrid criminal actor-networks’, British Journal of Criminology, 
55(3), 578-595. 

Van Schaik, P., Jansen, J., Onibokun, J., Camp, J. and Kusev, P. (2018) 
‘Security and privacy in online social networking: Risk perceptions and 
precautionary behaviour’, Computers in Human Behaviour, Vol. 78(1): 283-297 

Van Schaik, P., Jeske, D., Onibokun, J., Coventry, L. Jansen, J. and Kusev, P. 
(2017) ‘Risk Perceptions of  cyber-security and precautionary behaviour’, 
Computers in Human Behaviour, Vol. 75(10): 547-559 

van Rooij, A.J., Ferguson, C., Carras, M.C., Kardefelt-Winther, D. Shi, J., 
Aarseth, E., Bean, A.M., Bergmark, K.H., Brus, A. Coulson, M., Deleuze, J., 
Dullur, P., Dunkels, E., Edman, J., Elson, M, Etchells, P.J, Fiskaali, A., Granic, 
I., Jansz, J, Karlsen, F., Kaye, L.K., Kirsh, B., Lieberoth, A., Markey, P., Mills, 
K.L., Nielsen, R.K.L., Orben, A., Poulsen, A., Prause, N, Prax, P., Quandt, T., 
Schimmenti, A., Starcevic, V., Stutman, G., Turner, N.E., Van Looy, J, 
Przybylski, A.K. (2018) ‘A weak scientific basis for gaming disorder: Let us 
err on the side of caution’, Journal of Behavioural Addictions, Vol. 7(1):1-9 

Vaughan, B. (2000) ‘The civilising process and the Janus-face of modern 
punishment’, Theoretical Criminology, Vol.4(1): 71-91 

The Verge (2016) ‘UK now Wields Unprecedented Surveillance Powers – 
Here’s What It Means’ [Internet] Available from: 
https://www.theverge.com/2016/11/23/13718768/uk-surveillance-laws-
explained-investigatory-powers-bill [Accessed: 22/05/2018] 

Vox Media (2016) First Presidential Debate transcript. [Internet] Available from: 
https://www.vox.com/2016/9/26/13065174/first-presidential-debate-live-
transcript-clinton-trump [Accessed: 05/12/2017]  

Walklate, S. (1990) ‘Researching Victims of Crime: Critical Victimology’, 
Social Justice, Vol. 17(3): 25-42 

Wall, D. S., & Williams, M. L. (2013). ‘Policing cybercrime: networked and 
social media technologies and the challenges for policing’, Policing and 
Society, 23(4): 409-412 



 - 326 - 

Wall, D.S. (2012) ‘The Devil Drives a Lada: the social construction of hackers 
as cybercriminals’ in C. Gregoriou (ed) The Construction of Crime London: 
Palgrave Macmillan, pp. 4-18 

Wall, D. (2010). ‘Policing Cybercrimes: Situating the Public Police in 
Networks of Security within Cyberspace’, Police practice and Research, 8(2): 
183-205 

Wall, D. (2008a) ‘Cybercrime and the Culture of Fear’, Information, 
Communication & Society, Vol. 11(6): 861-884 

Wall, D. (2008b) ‘Cybercrime, Media and insecurity: The shaping of public 
perceptions of cybercrime’, International Review of Law, Computers & 
Technology, Vol. 22(1-2): 45-63 

Wall, D. (2007) Cybercrime: The transformation of crime in the Information Age. 
Cambridge: Polity Press 

Wall, D. (2001). Crime and the Internet. Routledge. 

Wall, D. and Williams, M. (2007) ‘Policing Diversity in the Digital Age: 
Maintaining Order in Virtual Communities’, Criminology and Criminal Justice, 
Vol. 7(4): 391-415 

Walklate, S. and Mythen, G. (2010) ‘Agency, Reflexivity and Risk: 
Cosmopolitan, Neurotic or Prudential Citizen’, British Journal of Sociology, 
Vol. 61(1):45-62 

Walklate, Sandra. (1998). ‘Crime and community: Fear or trust?’, The British 
Journal of Sociology, Vol.49(4): 550 

Warr, M. (1990) ‘Dangerous Situations: Social Context and fear of 
victimisation’, Social Forces, Vol. 68(3): 891-907 

Warr, M (1987) ‘Fear of Victimisation and Sensitivity to Risk’, Journal of 
Quantitative Criminology, Vol. 3(1): 29-46  

Wash, R. and Rader, E. (2011) ‘Influencing mental models of security: a 
research agenda’, NSPW’11: Proceedings of the 2011 Workshop on New Security 
Paradigms Workshop. New York, ACM 



 - 327 - 

Wash, R. (2010) ‘Folk Models of home computer security’, Symposium on 
Usable Privacy and Security (SOUPS 2010). New York: ACM  

Weber, S. (2017) ‘Coercion in cybersecurity’, Journal of Cybersecurity, Vol.3(3): 
173-183 

Wight, D. (1994) ‘Boys’ thoughts and talk about sex in a working class 
locality of Glasgow’, Sociological Review, Vol. 42(4): 703-737 

Wildavsky, A. and Douglas, M. (1982) Risk and Culture. California: University 
of California  

Wiles, R. (2013) What are Qualitative Research Ethics?. London: Bloomsbury 
Academic  

Williams, M. (2016) ‘Guardians Upon High: An application of routine 
activity to Online Identity Theft’, British Journal of Criminology, Vol. 56(1): 21-
48 

Williams, M. (2008) ‘Cybercrime and Online Methodologies’ in King, R. and 
Wincup, E. (eds) Doing Research on Crime and Justice (2nd edition). Oxford: 
Oxford University Press  

Williams, M. (2006) Virtually Criminal. Oxon: Routledge 

Wilson, W. J. (1987) The Truly Disadvantaged: The Inner City, the Underclass, 
and Public Policy. Chicago: University of Chicago Press 

Wincup, E. (2017) Criminological Research: Understanding Qualitative Methods. 
London: Sage  

Wired (2017) ‘Facebook streams a murder, and must now face itself’ 
[Internet] Available From: https://www.wired.com/2017/04/facebook-live-
murder-steve-stephens/ [Access: 22/05/2018] 

Wired (2016) ‘Want Job security? Try online security’ [Internet] Available 
from: https://goo.gl/qM7yNP [Accessed: 05/12/2017] 

Wright, A. (2001) Policing: And introduction to concepts and practice. Devon: 
Willan 

Yar, M. (2014) The Cultural Imaginary of the Internet. Basingstoke: Palgrave 



 - 328 - 

Yar, M. (2013a) Cybercrime and Society. London: Sage  

Yar, M. (2013b) ‘The policing of Internet sex offenses: pluralised governance 
vs hierarchies of standing’, Policing and Society, 23(4): 482-297 

Yar, M. (2010) ‘Public perceptions and public opinion about Internet Crime’ 
in Jewkes, Y. and Yar, M. (eds) The Handbook of Internet Crime. London: 
Routledge 

Yar, M. (2009) ‘Computer Crime Control as Industry: Virtual insecurity and 
The Market for Policing’ in Franko-Ass, K., Gundhus, H. and Lomell H. (ed) 
Technologies of Insecurity, the Surveillance of Everyday Life. Oxon: Glasshouse 

Yar, M. (2006) Cybercrime and Society. London: Sage Publishing 

Yar, M. (2005) ‘The novelty of ‘cybercrime’: An assessment of routine 
activities’, European Journal of Criminology, 2(4): 407-427 

Yu, S. (2014) ‘Fear of Cybercrime among College Students in the United 
States’, International Journal of Cyber Criminology, Vol. 8(1): 36-46 

  



 - 329 - 

Appendix A: Sample Project Information Sheet (Semi-

structured Interview)   

Shane Horgan 
PhD Candidate, 

Edinburgh Law School, 
University of Edinburgh,  

South Bridge,  
Edinburgh, EH8 9YL 

Email: shane.horgan@ed.ac.uk  
 

You are being invited to take part in a research study. Before you decide 
whether or not you would like to take part, I would like you to understand 
why the research is being conducted and what taking part would involve for 
you. Please take some time to read the following.  

 

What is the purpose of the study? 

I am conducting this research to learn more about the way people make 
sense of, feel about and react to crime online. Crime and disorder online is a 
problem we increasingly hear about. Therefore, I am interested in sitting 
down with different groups of people and talking to them about their 
perceptions and experiences of the internet and crime online. In particular, I 
am interested in what the Internet and crime online means to you, how it 
may or may not affect your life and if you do anything about it. Every care 
will be taken to ensure you are not identifiable in any publications that 
follow, and you will not be named at any point in the research. 

This is the primary focus of my PhD thesis, which I am currently working on 
at the University of Edinburgh School of Law. The results of this study will 
make up a significant proportion of the thesis I submit.  

What will happen if I take part?  

Your participation would then involve taking part in a semi-structured 
interview lasting for approximately 45 minutes. If you don’t have that much 
time to spare please don’t worry, the interview can be adapted to fit your 
schedule. Even if you don’t feel strongly about the Internet, crime online or 
do nothing about it, I am equally interested in understanding your feelings 
towards it and how you use it. 

The interview will feel very much like a normal conversation, in which I will 
ask you a number of open questions about what you think about the internet 
and crime online, how you feel about and what you do about it, if anything. 
The session will be recorded so that it can be transcribed and analysed later.  

 

Please do not feel pressured to share details or recount anything that has 
negatively affected you. You do not have to share anything you aren’t 
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comfortable with. After the interview I can send you a copy of the transcript 
for your review. If there is anything you would like me to exclude you can let 
me know at any time.  

 

Can I change my mind and where can I get more information? 

Your participation is completely voluntary and you are free to withdraw 
ANY TIME you like. You DO NOT have to give a reason or explain your 
withdrawal. You have the final say about whether what you have said can be 
used in the study. 

If you do agree to take part, I will ask you to sign a consent form. This is to 
make sure that you understand your participation is voluntary, that you 
know you can withdraw at any time and that the interview will be recorded. 

If talking about these issues has caused you some concern, there are a 
number of organisations whose contact details are listed below which can 
offer you support in the event you are a victim or know a victim of 
cybercrime and crime generally. There are also a number of websites you can 
visit and organisations you can contact that can offer guidance and advice 
about staying safe online.  

If you have any questions or concerns don’t hesitate to get in touch.   

 

To Participate 

If you would like to participate in the research, please contact me at 
07583307832 or at my email address shane.horgan@ed.ac.uk. Participants 
will be randomly selected as soon as enough responses are received.  

Thank you for your time.  

 

Shane Horgan, 

Doctoral Researcher, 

http://www.sccjr.ac.uk/about-us/people/shane-horgan/  

 

If you have any concerns or wish to make a complaint about the conduct of 
the research or researcher, please contact: law.ethicsreview@ed.ac.uk, with 
an outline of your complaint and the identity of the researcher.  
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Helpful links and Organisations 
 
Information about Cybercrime and Victim support 
Instructional Videos on Cyber-security from the Northwest Regional 
Organised Crime Unit: 
https://www.youtube.com/playlist?list=PL57UnqjjFhBJqJV2uuZ4RSbZuVj
Uqfz4K 
 
Get Safe Online is a good source of information and advice about staying 
safe online at home or in your business: https://www.getsafeonline.org/ 
 
Advice on protecting your home:  https://www.cyberaware.com/ 
 
Information for consumers and retailers about financial fraud: 
http://www.financialfraudaction.org.uk/ 
 
Information and advice on cyberbullying: 
http://www.respectme.org.uk/publications.html  
 
Victim Support: https://www.victimsupport.org.uk/help-victims/ive-been-
affected/cyber-crime 
 
Victim Support Scotland also offers support for victims of cybercrime. Their 
contact details can be found below.  
I 
nternet Watch Foundation: www.iwf.org.uk 
 
Action fraud UK: www.actionfraud.police.uk 
 
National Crime Agency: http://www.nationalcrimeagency.gov.uk/crime-
threats/cyber-crime 
You can report cybercrime and fraud at: 
www.actionfraud.police.uk/report_fraud 
 
OR you can call the police on their non-emergency number: 101.  
 
If you think your financial details have been compromised, you should 
contact your bank immediately.  
 
If you need advice or want to talk to someone about being a victim of any 
form of crime, you can contact:  
Victim Support Scotland, (0131) 668 4486,  
5-23 Hardwell Close, 
Edinburgh, EH8 9RX 
 
 
Again, if you have any questions or concerns that I can help with, please 
don’t hesitate to get in touch. Thank you for your participation. 
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Appendix B: Project Information Sheet (Focus Group 

Interview) 

Shane Horgan 
PhD Candidate, 

Edinburgh Law School, 
University of Edinburgh,  

South Bridge,  
Edinburgh, EH8 9YL 

Email: shane.horgan@ed.ac.uk  
 
 
 
You are being invited to take part in a research study. Before you decide 
whether or not you would like to take part, I would like you to understand 
why the research is being conducted and what taking part would involve for 
you. Please take some time to read the following.  
 
What is the purpose of the study? 
 
I am conducting this research to learn more about the way people make sense 
of, feel about and react to crime online. Crime and disorder online is a problem 
we increasingly hear about. Therefore I am interested in sitting down with 
different groups of people at a time and talking to them about their 
perceptions and experiences. In particular, I am interested in what the Internet 
and crime online means to you, how it may or may not affect your life and 
what, if anything, you do about it. Every care will be taken to ensure you are 
not identifiable and you will not be named at any point in the research. 
 
This is the primary focus of my PhD research, which I am currently doing at 
the University of Edinburgh, School of Law. The results of this study will make 
up a significant proportion of the thesis I submit.  
 
 
What will happen if I take part?  
 
Your participation would involve taking part in a group discussion lasting for 
approximately 60 minutes. Even if you don’t feel strongly about the Internet, 
cybercrime or do nothing about it, I am equally interested in understanding 
your feelings towards it. 
 
In the group discussion I am equally interested in all contributions and want 
to make sure everyone has his or her say and that they can be heard. I will 
record the session so that it can be transcribed and analysed later. Please take 
care to listen to others points of view and try not to talk over anybody. This is 
very important, as I might not be able to hear what’s being said in the 
recording.  
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Please do not feel pressured to share details or recount anything that has 
negatively affected you, you do not have to share anything you aren’t 
comfortable with. Also, please respect the confidentiality of the other members 
of the group after the session. The data generated from the session will be 
anonymised before being used in the thesis and any publications that follow 
and every care will be taken to ensure that you aren’t identifiable. As this is a 
group setting, it is advisable to only disclose what you would feel comfortable 
disclosing if you were having the discussion in a public space.  
 
Can I change my mind and where can I get more information? 
 
Your participation is completely voluntary and you are free to withdraw ANY 
TIME you like. You DO NOT have to give a reason or explain your 
withdrawal. You have the final say about whether what you have said can be 
used in the study even after the discussion has taken place. 
 
If you do agree to take part I will ask you to sign a consent form. This is to 
make sure that you consent to the recording of the session, understand your 
participation is voluntary and that you know you can withdraw at any time. 
 
If talking about these issues has caused you some concern, there are a number 
of organisations, whose contact details are listed below, which can offer you 
support in the event you are a victim or know a victim of cybercrime and crime 
generally. There are also a number of websites you can visit and organisations 
you can contact that can offer guidance and advice about improving the 
security of your online life.  
 
Additionally, if you have any questions or concerns please don’t hesitate to 
get in touch.   
 
To Participate 
 
If you would like to participate in the research, please contact me at 
07583307832 or at my email address shane.horgan@ed.ac.uk.  
Thank you for your time.  
 
Shane Horgan, 
Doctoral Researcher, 
http://www.sccjr.ac.uk/about-us/people/shane-horgan/  
 
If you have any concerns or wish to make a complaint about the conduct of 
the research or researcher, please contact: law.ethicsreview@ed.ac.uk, with an 
outline of your complaint and the identity of the researcher. You can also 
contact Edinburgh Law School Research Ethics Officer, Dr. Anna Souhami at: 
anna.souhami@ed.ac.uk   



 - 334 - 

Appendix C: Acknowledgements 

I looked to Howard Becker’s Art Worlds for a way of thinking systematically 
about ‘what’ and ‘who’ makes a PhD a PhD. However, rather than 
comprehensiveness all this brought was the absolute certainty of forgetting 
to include someone important. To whomever that is, I sincerely apologise. 

First, I would like to express my gratitude to my supervisors Dr. Richard 
Jones and Professor Richard Sparks for their guidance, support, 
encouragement, and feedback over the last 4 years. Thank you also goes to 
my examiners Prof. David Wall and Dr. Andy Aydin-Aitchison for taking the 
time to engage with and improve my work. I would also like to thank the 
criminology faculty at Edinburgh Law School as a whole, whose excellence 
in teaching and research has set an example towards which I will always 
strive. Sincere thanks also go to my gatekeepers and participants for sharing 
their time and views with me. Without them I would have had very little to 
say. 

Further thanks must go to the criminal justice faculty at the University of the 
West of Scotland. I am eternally grateful for the support and understanding 
they provided in the run up to the examination of this thesis. 

I have had the privilege of being a member of the Law school’s PhD 
Community. They have been an endless source of support, intellectual 
stimulation, feedback and comradery. The Crim’ Crew and fellow Mezzanine 
office inhabitants are owed a special thanks: Dr. Ali Malik, Dr. Ben Mathews, 
Darin Clearwater, Emily Hancox, Francesca Soliman, Dr. Gemma Flynn, Dr. 
James Gacek, Dr. George Walter-Sleyon, Dr. Jamie Buchan,Dr. Lambros 
Kaoullas, Dr. Laura Downy, Dr. Lorna Taylor, Dr. Louise Brangan, Michael 
O’Reilly,Dr. Nevena Kostova, Dr. Sara Skott Bengston, Dr. Sean Molloy… the 
list goes on. I owe a great debt to Ben Collier with whom I’ve spent countless 
hours in conversation about cybercrime, cybersecurity and social theory. My 
work and ideas have been shaped profoundly by our discussions.  

I would also like to thank Alexandra Sharabianlou, Andrea Sinesi, Dr. Bob 
Jeffrey, Dr. Brendan Nolan, Dr. Clara Calia, Declan Falconer, Dr. Jared 
Jodoin, Joey Papadodimitraki, Joss Rylance Murdoch, Dr. Niamh Kinsella, 
Scott Buchanan, and Rory O’Mahony for their friendship and support. 

Significant thanks are owed to the Laredo Police Department. In particular to 
Det. Micheal Wu, Officer David Hernandez, Guantos, Bobby, Mancha, Roly, 
George, Omar, Sarge, and Assistant Chief of Police Jesus Torres. My 
experiences with you at the department sparked my criminological 
imagination. 

I am immeasurably grateful to my family: Aidan Fahy, Andrew Horgan, 
Angeline Townsend, Dr. Aodhnait Fahy, Brendan Townsend, Dr. Caoimhe 



 - 335 - 

Fahy, Cranait Fahy, Gerard Dineen, Keith Horgan, Rachel Horgan, Robert 
Horgan, Rosarie Fahy, and more recently Dr. Rushin Brahmbhatt. A very 
special thanks must go to my Mom and Dad, Breda and William Horgan. 
Their unwavering belief in my ability to complete this PhD was superhuman 
in its proportion. 

Most importantly, I would like to thank Melissa Akoral, with whom I very 
much shouldered and shared this endeavour. Without you this could not 
have been completed. Your love and relentless support has made its highs so 
memorable, and its lows barely register. 

Finally, thank you to all who have been a part of my PhD world.  

 


	cover sheet
	Accepted_Thesis_SHorgan_PURE_PRINT

