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Abstract

RAID systems (Redundant Arrays of Inexpensive Disks) hawmidated back-
end storage systems for more than two decades and have goownuously in size
and complexity. Currently they face unprecedented chgddsrfrom data intensive
applications such as image processing, transaction mingeand data warehousing.
As the size of RAID systems increases, designers are fadaduwath performance and
reliability challenges. These challenges include limivadk-end network bandwidth,
physical interconnect failures, correlated disk failuaesl long disk reconstruction
time.

This thesis studies the scalability of RAID systems in teahboth performance
and reliability through simulation, using a discrete everen simulator for RAID
systems (81RAID) developed as part of this project.IMSRAID incorporates two
benchmark workload generators, based on the SPC-1 anddobetchmark specifi-
cations. Each component ofMBRAID is highly parameterised, enabling it to explore
a large design space. To improve the simulation speadR8ID develops a set of
abstraction techniques to extract the behaviour of thedateection protocol without
losing accuracy. Finally, to meet the technology trend toWeeterogeneous storage
architectures, ™ RAID develops a framework that allows easy modelling ofetiint
types of device and interconnection technique.

Simulation experiments were first carried out on perforneaagpects of scalabil-
ity. They were designed to answer two questions: (1) givearabrer of disks, which
factors affect back-end network bandwidth requiremeri2$;gfven an interconnec-
tion network, how many disks can be connected to the systdra.rdsults show that
the bandwidth requirement per disk is primarily determibgdvorkload features and
stripe unit size (a smaller stripe unit size has better bdélathan a larger one), with
cache size and RAID algorithm having very little effect orsthalue. The maximum
number of disks is limited, as would be expected, by the maaknetwork bandwidth.

Studies of reliability have led to three proposals to imgrthe reliability and scal-
ability of RAID systems. Firstly, a novel data layout callB€DSDF is proposed.
PCDSDF combines the advantages of orthogonal data layndtpaxity declustering
data layouts, so that it can not only survive multiple diskufas caused by physical in-
terconnect failures or correlated disk failures, but aB® &1good degraded and rebuild
performance. The generating process of PCDSDF is detesticiaind time-efficient.
The number of stripes per rotation (namely the number opesrito achieve rebuild



workload balance) is small. Analysis shows that the PCDS&& thyout can signif-
icantly improve the system reliability. Simulations perfeed on SMRAID confirm
the good performance of PCDSDF, which is comparable to gihgty declustering
data layouts, such asgRPR.

Secondly, a system architecture and rebuilding mechanera bheen designed,
aimed at fast disk reconstruction. This architecture ietas parity declustering data
layouts and a disk-oriented reconstruction algorithm.sksustripe groups instead of
stripes as the basic distribution unit so that it can makeofiiee sequential nature of
the rebuilding workload. The design space of system fastach as parity declustering
ratio, chunk size, private buffer size of surviving disksl &iree buffer size are explored
to provide guidelines for storage system design.

Thirdly, an efficient distributed hot spare allocation aisdignment algorithm for
general parity declustering data layouts has been dewtlophis algorithm avoids
conflict problems in the process of assigning distributeatesgpace for the units on
the failed disk. Simulation results show that it effectiveblves the write bottleneck
problem and, at the same time, there is only a small increafeeiaverage response
time to user requests.
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Chapter 1
Introduction

Redundant Arrays of Inexpensive Disks (RAID) were introgllito meet the perfor-
mance gap between main memory and hard disks in the late 19B80). Due to
their high performance and reliability compared with Senghrge Expensive Disks
(SLEDs), RAID systems have been the dominant products fok-ead storage sys-
tems for more than two decades, including both primary g@systems and near-line
systems (backup and archival storage systems). Currdmly face unprecedented
capacity challenges from data intensive applications siscimage processing, trans-
action processing and data warehousing, so the scale amaeaty of RAID systems
are growing at an unprecedented rate. For example, the ®N&ymmetrix DMX-4
can be configured with up to 2400 disks [29], and the NetAppAS6000 series can
support more than 1000 disks per node, with up to 24 nodes ystara [74]. Such
large RAID systems usually consist of one or two specialRAtD controllers (soft-
ware or hardware), a number of hard disks and the back-em@riefbackplane). The
controllers transparently partition 1/0 requests overtipld disks to make them ap-
pear like a single large logical disk to users. They also ii@yesiliency mechanisms
to tolerate failures in the storage subsystems. The RAIDrobhers are connected to
the disks through a Host Bus Adapter (HBA) and the back-emdaor&. It becomes
increasingly challenging to build high performance andéaldé RAID systems as the
scale of systems keeps increasing. For instance, as méeeatiisadded into a system,
higher contention for the back-end network can limit syspamormance. Using more
HBAs means adding more expense to the system design. Moreosgstem needs
more interconnection components such as shelf enclosaceaetwork connections
to accommodate such a large number of disks, leading to eedsystem reliability
caused by component failures. Furthermore, due to rapi@ases in disk capacity
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and the slow improvement in disk access speed, RAID systerfaeing much longer
disk reconstruction times than before, which can also redystem reliability. All of
these factors will eventually limit system scalability. adiitional RAID systems use
scale up architecture, which is one big system. Next geloaraf RAID systems uses
scale out architecture [72], which consists of multiple Brsi@rage system and these
small storage system are connected together to providedrafid protected storage
space. The scale of these small systems are still limiteddrgmentioned factors.

This dissertation studies both performance and religlakipects of the scalability
of RAID systems through simulation. A parameterised simoamodel of RAID
systems called I®mRAID has been created using HASE, a Hierarchical computer
Architecture design and Simulation Environment develogethe University of Ed-
inburgh, and appropriate simulation experiments have loaetied out. In terms of
performance, the dissertation studies the scalabilityaakbend networks. In terms
of reliability, it proposes three approaches to improvaeaysreliability, including a
novel parity declustering data layout that can survive mafsnterconnect failures or
correlated disk failures, a system architecture and reimglmechanism for fast disk
reconstruction, and an efficient distributed hot sparecation algorithm for general
parity declustering data layouts.

The remainder of this chapter is organised as follows: 8ectil briefly intro-
duces the architecture and basic concepts of RAID systeetsio® 1.2 describes the
technology trends in RAID system architecture design;iBedt.3 discusses the chal-
lenges that modern RAID systems are facing; Section 1.4gsepthe PhD project
objectives; Section 1.5 highlights the dissertation dbations; and Section 1.6 pro-
vides an overview of this dissertation.

1.1 RAID Systems

A RAID system is a storage system that combines a number aof digks together
to achieve higher performance, reliability and data voluifigure 1.1 shows a basic
architecture of a mid-sized RAID system. A RAID system cetssbf one or two
specialised RAID controllers (software or hardware), a hanof hard disks and the
back-end network (backplane). The controllers transplgremartition 1/0 requests
over multiple disks to make them appear like a single largechd disk to users. They
also provide resiliency mechanisms to tolerate failurebénstorage subsystems. The
RAID controllers are connected to the disks through a Host Bdapter (HBA) and
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the back-end network. In mid-sized or large-sized RAID sy, disks are mounted
in shelf enclosures that provide power supplies, coolimgises and pre-wired back-
planes for the disks. One or more shelf enclosures can beectethvia cables to
the HBA. In high-end RAID systems, there are usually redah&ack-end networks
connected from the controllers to the disks to provide highgability, as shown by

the dashed lines in Figure 1.1.

ﬁ 1/0 path to hosts ﬁ 1/0O path to hosts

RAID RAID
Controller Controller
HBA HBA

Backplane

-
-

e D oer

Disk Disk Disk Disk @

Figure 1.1: A basic architecture of a mid-sized Fibre Channel (FC) conne cted RAID
system. SBOD refers to Switched Bunch of Disk.

Two basic concepts used in RAID systems daga stripingto improve perfor-
mance andedundancyo improve reliability.

1.1.1 Data Striping

RAID systems improve system performance by serving meltgpgk commands in
parallel. This process is called data striping. There aceaspects to this parallelism.
Firstly, individual large requests can be served by sepatiaks acting in coordina-
tion, which increases the effective transfer rate for alsimgquest, as shown in Fig-
ure 1.2 (a). Secondly, multiple, independent small requesh be served in parallel
by multiple separate disks, which decreases the queueraftr each I/O request and



Chapter 1. Introduction 4

increases the 1/O rate, as shown in Figure 1.2 (b). Poténtiaé more disks there are
in a system, the higher the performance [61, 44].

(a) Serving a large single request

T T
5

(b) Serving multiple small individual requests

Disk

el
B

5
:

555

-

X
X
XXX

Oé
OE

Disk Disk Disk Disk

e
e

Figure 1.2: Data Striping. (a) illustrates the disk array serving a large single request;
and (b) illustrates the disk array serving multiple small requests in parallel. (figure from

[77])

1.1.2 Redundancy

System reliability is measured by tiheean time to fail (MTTFdf the system. Using
a large number of disks decreases the overall reliabilitthefdisk array. Assuming
the failures of each disk are independent, 100 disks colldgthave only 7100th
reliability of a single disk. To overcome this reliabilityhallenge, redundancy is de-
ployed to tolerate disk failures and to avoid data loss. Iri@aar, the disk arrays
are divided intgorotection groupswith each group having one or more exteglun-
dancy disksontaining the redundant information, as shown in FiguBs(a). When
a disk fails, it will be replaced by a new one and the inforimaton the failed disk
will be reconstructed using the redundant information &gere 1.3 (b)). The time to
reconstruct a disk is called tmeconstruction timeThe expected reconstruction time
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is calledMean Time To Repair (MTTRWith one redundancy disk in each protection
group, the MTTF of a RAID system is the mean time to two diskigigat the same
time in one protection group. Assuming there Brdisks in a RAID system and each
protection group containG disks, the MTTF of such a RAID system is calculated in

[77] as:
MT T Ryisi®

N+ (G—1)«MTT Ryisk

MTTF system: (11)

A protection group

P=p0P p1P b2 P b3

p1=p0P p2P D3 P p

Figure 1.3: lllustration of redundancy. ‘D0’, ‘D1, ‘D2’ and ‘D3’ represent data, and ‘P’

represents redundancy information.

1.1.3 Orthogonal RAID

The MTTF described above only considers disk failures. H@wrein real systems
the failure of other components can also lead to data selvsse Schulzest al. [87]
showed that the failure of the HBA, the power supplies and fzannot be ignored.
In order to survive these component failures, they prop@sddta layout calle®r-
thogonal Data Layouto improve system reliability, as shown in Figure 1.4. Irsthi
orthogonal data layout, protection groups are mapped ¢twtalisk array that is or-
thogonal to the interconnection cable, the AC power, ancttisding groups, so that
no single hardware failure will cause data loss. Becausedbany hardware affects
only one hard disk in each protection group, each of thesecisverable. Moreover,
this orthogonal data layout has the benefit of minimizinguoek conflicts when mul-
tiple disks from a protection group transfer data simultarsty.
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. . AC power
a physical interconnect
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Figure 1.4: Orthogonal data Layout.

1.1.4 Degraded/Rebuilding Performance and Parity Declust ering

Data Layouts

Many applications require continuous service from storagleich means that the
RAID system must be able to serve user requests even in teenue of disk failures
and during the process of rebuilding the failed disks. Indifganisation described in
Section 1.1.2, when a disk fails, the system needs to readdibthe other data disks
and the redundancy disk to serve requests to the failedwlskh increases the work-
load to the surviving disks by 100%. During the process df désonstruction, on the
one hand the system needs to read from all the rest of thectimtegroup to rebuild
the content on the failed disk. On the other hand, the syseaudsito serve requests to
the failed disk. Both of these operations significantly etffeystem performance. To
improve the performance of the system whilst it is degragddilding and to shorten
the disk reconstruction time, Muntz and Lui [73] proposetity declustering data
layouts. Parity declustering data layouts separate the issue ¢éqifon group size
(namely the number of disks in a protection group) and thk aigay over which the
groups are distributed. In particular, they set the numlbetisks in a disk array to

They initially called itclustered data layoutsHolland and Gibson later renamedirity declus-
tering [41], which is more popularly accepted.



Chapter 1. Introduction 7

be larger than the number of disks in a protection group astlilblite the protection
groups over all disks. Figure 1.5 compares a non-parityuséeting data layout with
a parity declustering data layout. In the non-parity deelusg data layout, the size of
the protection group and the number of disks in the array atie équal to five. When
a disk failure occurs, the extra workload for the degraded end for the rebuilding is
spread over the four surviving disks. However, in the patiglustering data layout,
the protection group size is equal to four and they are Oisted over five disks. Thus,
there are(Z) choices for placing the protection groups. When a disk failccurs,
the extra load needs to read the three surviving disks obtteatp and they are evenly
distributed over four surviving disks. In this way, eachvéuing disk is able to serve
more requests. At the same time, the system can reconsjtrgm)ups at the same
time, so that the disk reconstruction time is reduced.

(a) non—declustering data layout (b) parity declustering data layout

Disk0 Disk1l Disk2 Disk3 Disk4 Disk0 Disk1l Disk2 Disk3 Disk4

po_o] [po 1] [po 2] [po3| [ Po] Do o] [po 1] [po2 [ Pol | \

grouptypel[
D10 [p11] [p12 [ P1] |

p1o] [p11] [p12 [p13] [ P1]

D2 0] [p2.1] [p22 | | [ p2]
group type 2

[ D3 0] [p31] [p32| | | [ p3]

D4 0] [p4a1| [p4a2 [pas| [ Pa] [ | [pao| [pai] [paz [ P4
group type 5

Ds o] [p51] [pe 2 [p63] [ P6 ] [ ] [psol [ps1] [ps2| [ Ps]

Figure 1.5: Non-declustering data layout VvS. parity declustering data Layout. In
(b), each group type corresponds to one way to select four disks out of the five. The
blank block in (b) means that type of group does not reside on that disk. (figure from
[73])

1.2 Technology Trends in RAID System Architecture

Although the basic concepts behind RAID systems have readainchanged for many
years, in order to achieve higher performance and efficietheyr architectures have
evolved. In particular, current RAID systems show the feiloy technology trends:

1. Disk capacity is increasing dramatically: As the areal density of hard disk



Chapter 1. Introduction 8

platters keeps increasing at an amazing rate, disk capacibhgcreasing at an
accelerating rate. According to Shugart’s law [46], disgaxity is increasing at
50% each year. The average disk capacity of a 3.5” disk wasTBLin 2000,
and increased to 1 TB by 2006. The average disk capacity afglesdisk is
expected to increase to 2 TB in 2010.

2. The number of disks is increasing:Although disk capacity has increased dra-
matically, the volume of data is increasing at an even higdter. Therefore, the
number of disks in storage systems has to be increased tovidledhe increas-
ing data volume. Increasing the number of disks not onlyeases the storage
capacity but also improves system performance [61]. Thesgethe trend is to
use large numbers of disks in a single system. For exam@eumber of disks
in a 3L shelf-enclosure in 2003 was 14, whereas this is expectetttedse to
84 in a 4U shelf-enclosure in 2009.

3. Less impressive growth in back-end network bandwidth:Although back-end
network bandwidth is also increasing, compared with thenditac increases in
disk capacity, the volume of data and storage system siegyrthwth in back-
end network bandwidth is less impressive. The average bidtiuwf a Fibre
Channel (FC) cable in 2002 was 2 Gpbs. This increased to 37, and
is expected to reach 6 Gpbs in 2009. On average, back-endrebandwidth
Is increasing by 30% every year.

4. RAID controllers are becoming increasingly sophisticated As communica-
tions networks become faster, it is necessary for storaggalters to perform
their tasks faster to service the incoming traffic streamc&iGilder’s law states
that communication bandwidth and usage doubles in 12 mavitiie Moore’s
law states that silicon capabilities double in 18 month§,[B@reases in the rate
at which storage controllers must deal with requests arstripping increases
in their processing power. So storage controllers are asing in complexity
to overcome this discrepancy. Moreover, due to the inangedeémands on data
service performance and reliability, the complexity andctionality of RAID
controllers keep increasing. These new complexities agblighting new bot-
tlenecks in storage controllers that require further itigesion.

5. Storage systems are becoming heterogeneouAs new high speed serial in-

2’ is the unit for height of shelf-enclosures. 1 U = 1.75 inch
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terconnection technologies are introduced, such as Setethed SCSI (SAS)
[94], full systems no longer have the luxury of being base@ simgle standard
with the associated advantages that this brings. This cahtie a capability
mismatch between the communication networks on either gidbe storage
controller. There are also new storage technologies beasmgldped to interop-
erate seamlessly with disks or to replace them, such as Stalté Disks (SSD)
[2]. There is increasing interest of shipping hybrid sysderontaining both hard
disks and SSDs. Simulated performance analysis of thesedrgystems will
enable manufacturers to optimise cost/performance af ystems.

1.3 RAID Systems Challenges

Because increasing the number of disks not only increasestdhage capacity but also
improves system performance [61, 44], the scale of RAID&ystin disks keeps in-

creasing. However, as the scale increases, RAID systenfacang both performance

and reliability challenges.

1.3.1 Performance Challenge - Limited Back-end Network Ban  d-

width

As described in Section 1.2, the technology trend is to usegelnumber of small
disks rather than a few big disks, since increasing the nurobdisks not only in-
creases the storage capacity but also improves systentiparioe. However, there
are system bottlenecks that limit the number of disks thatbmadded to a system.
The back-end network is one such bottleneck. Because thedratinterconnection
networks are shared by all the disks and the RAID contrqglidrs more disks that
are added to the system, the higher the contention for thedhaedia. Beyond a
certain threshold, adding more disks will give no furtheinga performance, due to
saturation of the back-end network. As described in Sedti@n although network
bandwidth has been increasing rapidly, the growth rate tbork bandwidth is less
than the scale of storage systems. In addition, the desigaakplanes at and beyond
6-7 Gbps is very complex and expensive due to interferentedaa links [43], in-
creasing the cost penalty for either increasing link speadareasing the number of
pathways. A Qlogic 2Gb Dual Fibre Channel HBA is asked foretban 1300 dollars
[83] and a 8G Fibre Channel HBA is asked for nearly 3000 dslla4]. Adding more
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HBA to the systems means adding more expense to the systeimthus essential to
study the scalability of the back-end network to help desigiost-effective scalable
storage subsystem. As technology moves towards a servergent model, it is also
necessary to be able to understand the service levels abledvy a given device. In
the case of storage, this is, or can be in some scenariosfrgaavey the back-end
network.

1.3.2 Reliability Challenges

It has been increasingly challenging to build reliable RA{stems as the scale and
complexity of RAID systems grows. In particular, designiase the following chal-
lenges:

e Physical Interconnect FailuresA comprehensive study of RAID system fail-
ures conducted by Jiareg al. shows that disk failures are not the only factors that
contribute to RAID system component failures - physicaginbnnect failures
(including shelf enclosures) also account for significagricpntages of failures
[49]. In near-line systems, physical interconnect fadureake up 27% of system
failures, whereas that number is 68% and 43% for low-end aidénd primary
storage systems respectively. These interconnect failnes usually caused by
HBA failures, broken cables, shelf enclosure power outagkshelf backplane
errors.

As a cable or a shelf enclosure connects to multiple disksy thilures affect
all the disks connected to (or mounted in) them. When a physiterconnect
failure occurs, the affected disks appear to be missing thensystem. From the
controller’s point of view, multiple disks from the same poor shelf are unavail-
able. The widely used RAID protection algorithm RAID 5 carlyoprotect at
most one disk failure from one protection group. Even RAIIY8][ which has
been extensively researched recently, protects againsbstttwo disk failures.
As physical interconnect failures cause multiple disksfithe same protection
group to be unavailable, these failures result in loss oh datvice during the
period of the failures. The orthogonal RAID described intierl.1.3, which
selects at most one disk (or two for RAID 6) from each loop torf@ protection
group, could survive such loop failures. However, as dbscrin Section 1.1.4,
such data layouts suffer from poor degraded performanceeilding perfor-
mance. Although parity declustering data layouts [41] hexeellent degraded
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and rebuilding performance, most existing parity dechirs¢edata layouts do
not consider the situation where multiple disks are unatéel Thus, under
physical interconnect failures, the parity declusteriagadayouts will lose data
availability. It is obvious that as the scale of systemseases, the possibility
of having physical interconnects failures also increasdisysical interconnect
failures will eventually limit system scale. Thereforeisiimportant to combine
the advantages of orthogonal data layouts and parity decing data layouts
to design a new data layout that can not only survive multiji& failures re-
sulting from loop or shelf failures, but also has good degdaderformance and
rebuilding performance.

e Correlated Disk Failures. To simplify analysis, it is traditionally assumed that
disk failures follow an exponential distribution and thiagy are independent of
each other. However, more and more research indicateshiratis a high cor-
relation between disk failures. Schroedeal. [86] studied the disk replacement
log collected from a large number of storage systems. Theyddhat the time
between disk failures in the same machine room exhibiteudifggnt levels of
correlation. Jianget al. [49] also found that disks failures have high temporal
locality and disks from the same shelf enclosure show a Ypdadtre pattern.
There are several explanations for this high correlati@hd{sks from the same
machine room/shelf-enclosure are usually the same agehanshine model -
[86] shows that disk replacement rates grew constantly agts (2) disks from
the same machine room/shelf-enclosure operate in the saviterament, such
as the same temperature. Pinhegtoal. [78] show that at high temperatures
(> 45°) the disk failure rate grows as the temperature grows.

Like physical interconnect failures, correlated diskudegls can cause multiple
disks from the same protection group to become unavailabihe solution to

this problem is to design a new data layout that combines dvardages of

orthogonal data layouts and parity declustering data lsyou

e Long Disk Reconstruction Time. As shown in Equation 1.1, system reliabil-
ity is inversely proportional to the disk reconstructiomé. The longer the disk
reconstruction time, the longer the system vulnerabilitydew, which means a
higher possibility of data loss. Hence it is important toueglthe reconstruction
time. In addition, this time has become more important witfher demands on
scalability. Increasing the capacity of RAID systems iases the probability
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of disk failures, resulting in more frequent disk reconstians. The disk recon-
struction time is determined by the time to read data fromstimiving disks
and the time to write the reconstructed data to the replacedisks. However,
two factors limit the data read and write speed: the slow digtess speed and
limited back-end network bandwidth.

Compared with the dramatic increases in disk capacity, avgments in disk
access speed have been much smaller - while disk capacitgris timan 1000
times greater than two decades ago, disk access times ts\ejued. There-
fore, much longer time is needed to reconstruct a disk théréeFor instance,
assuming that all the disk bandwidth is used for disk regaogbn and the re-
building speed stays at 40MB/sec, it takes at least 10 hautaiild a 1 TB
disk. Although a variety disk reconstruction algorithmsdaeen investigated,
there has been no research on accelerating the disk reccinmtrspeed from
the aspect of system architecture design. In addition, negstarch assumes that
a dedicated replacement disk is used during reconstryctibith means that
the overall reconstruction speed will be restricted by teesl of a single disk.
Distributed hot sparing [68] allows reconstruction of sevelisks at the same
time so that the rebuilding speed is not restricted by thk wiste bandwidth.
However, there is no efficient algorithm for assigning distted hot spare space
for a parity declustering data layout. Thus, it is importemteview the disk
reconstruction problem and to design and evaluate a systdntexture that can
provide a fast disk reconstruction speed.

Moreover, in an Online Transaction Trocessing (OLTP) envinent, most of the
requests to disk are random accesses in normal operatioe. riimivever, disk
reconstruction involves sequential reads and writes, whieans that a larger
data rate is transmitted over the back-end network durieglisk reconstruction
process and more network bandwidth is required. A back-endark which is
adequate in normal operation mode might become a bottleshetkg the disk
reconstruction process. How to reduce the effect of thiblpra while designing
a system architecture for fast disk reconstruction is atsoterest.
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1.4 Research Objectives

In order to address the aforementioned challenges and meatalability demands
of RAID systems, this dissertation studies both perforneaand reliability aspects of
scalability of RAID systems through simulation. In parteny it pursues the following
objectives:

e From the aspect of performance, it investigates the sdajabf the back-end
network, namely the capacity of the back-end network in seofrthe number of
disks that can be attached to one link.

e From the aspect of reliability, it pursues the following galks:

— the design and evaluation of a parity declustering datauggfwat can not
only survive multiple disk failures caused by physical intennect failures
and correlated disk failures, but also has good degradecendding per-
formance

— the design and evaluation of a system architecture for faktrdconstruc-
tion

— the design of an efficient distributed hot spare assignmigatriehm for
parity declustering data layouts.

1.5 Thesis Contributions

The major contributions of the work described in this ditséyn are as follows:

e Co-development of a discrete-even driven storage simuBatoRAID. | am the
main contributor to the M RAID simulator software. My work has included
verifying the network abstraction technique and desigrind developing the
SIMRAID software.

e Studies of the scalability of the back-end networks of RAM3tems. In par-
ticular, two problems have been solved: (1) determiningfétotors that affect
the back-end network bandwidth requirement of the storggeem; (2) identi-
fying the network scalability and saturation points for amoer of conventional
system configurations. The major results achieved for thisipclude:
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— the bandwidth requirement per disk is primarily determibgdvorkload
features and stripe unit size. Cache size and RAID algosthave very
little effect on this value.

— the number of disks that a system can scale to is limited by#uok-end
network bandwidth. A smaller stripe unit size has betteladabity than a
larger one.

e The development and evaluation of a novel parity declusgetata layout which
not only survives multiple disk failures caused by physicaérconnect fail-
ures or correlated disk failures, but also has a good dedrpedormance and
rebuilding performance. Its generating process is singaggrministic and effi-
cient in terms of both storage and time. The size of a rotasismall. Deploying
this data layout can significantly improve the system rdiigbcompared with
those only deploying RAID 5 systems. The performance of dlis layout is
comparable to other parity declustering data layouts.

e Design and evaluation of a system architecture and a rebgitdechanism for
fast disk reconstruction.

e A proposal for an efficient distributed hot spare allocatowl assignment algo-
rithm for general parity declustering data layouts. Thggoathm avoids conflict
problems in the process of assigning distributed spareesipa¢he units on the
failed disk. Simulation results show that it effectiveh\haes the write bottleneck
problem. At the same time, there is only a small increasearatierage response
time of user requests.

The publications that are related to this dissertatioruidel

e Y. Li, T. Courtney, R. N. Ibbett and N.Topham, “On the Scali#fpof the Back-
end Network of Storage Sub-Systems”SRECTS 20Q0%p 464-471, Edinburgh
UK.

e Y.Li and R.N. Ibbett, “SimRAID-An Efficent Performance Ewalion Tool for
Modern RAID Systems”, ifPoster Competition of University of Edinbrugh In-
formatics Jamboreeedinburgh, 2007. the First prize

e Y. Li, T. Courtney, R. N. Ibbett and N.Topham, “Work in Progse On The
Scalability of Storage Sub-System Back-end Network’WiP of FAST San
Jose, USA, 2007.
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e Y. Li, T. Courtney, R. N. Ibbett and N. Topham, “Workin Progse Performance
Evaluation of RAID6 Systems”, ilViP of FAST San Jose, USA, 2007.

e Y. Li, T. Courtney, F. Chevalier and R. N. Ibbett,"SimRAIDnAEfficient Per-
formance Evaluation Tool for RAID Systems”, irroc. SCSCpp 431-438,
Calgary, Canada, 2006.

e T. Courtney, F.Chevalier and Y. Li, “Novel technique for alsrated simulation
of storage systems”, ilASTED PDCN pp 266 - 272, Innsbruck, Austria, 2006.

e Y. Li and A. Goel. "An efficient distributed hot sparing scherm a parity
declustered RAID organization”, under US patent applarat{application num-
ber 12247877).

1.6 Thesis Overview

This introductory chapter has briefly introduced the resegresented in this disserta-
tion. The remainder of the dissertation explains in detalresearch background, the
related work and the simulation modelMRAID. Following that, it presents research
on the scalability of back-end networks of RAID systems aad ko improve RAID
system reliability.

The dissertation outline is as follows:

Chapter 2 provides background information about RAID systeFirstly, RAID
system implementation issues are discussed, includingsfirition of RAID levels
and some terms, data layouts on disk arrays, the read arel eyrations, and disk
reconstruction algorithms. Secondly, the physical coneptgof RAID systems are in-
troduced: hard disk drives, RAID controllers, back-endveeks and shelf-enclosures.

Chapter 3 presents a survey of other research work thatatedeto this disserta-
tion. This includes storage system performance modellmbevaluation, RAID sys-
tem reliability studies, parity declustering data layoasigin, distributed hot sparing
and simulation of storage systems.

Chapter 4 presents the design and implementation of the Rdilem simulation
model SMRAID. Firstly, the simulation model development enviromfeHASE, is
introduced, including its facilities and ability to modeARD systems. Secondly, the
design and implementation ofiSRAID are presented. Thirdly, the validation of
SIMRAID is described. Lastly, the model’s performance is désad.
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Chapter 5 studies the scalability of the back-end netwoflssarage sub-systems
in terms of the number of disks that can be linked to the nekwir particular, Fibre
Channel (FC) Switched Bunch of Disks (SBOD) [30] has beersehas the research
subject, since it represents the current state of the artatale back-end storage
sub-systems. This chapter aims to answer the following tma&stions: first, given a
number of disks, which factors affect back-end network badth requirements of
disks; second, given an interconnection network, how masksdcan be connected to
the system.

Chapter 6 proposes several approaches to improve the sydliability and scal-
ability. Firstly, it proposes a novel parity declusteringtal layout that can survive
physical interconnect failures and correlated disk faur Secondly, it presents the
design and evaluation of a system architecture and a reébgitfdechanism for fast
disk reconstruction. Lastly, it develops an efficient dimtted hot spare allocation and
assignment algorithm for general parity declustering tatauts.

Chapter 7 presents a summary of the findings and contritsigbtiis dissertation
to the field of storage system design. This chapter alsormastliuture prospects and
directions of this research.



Chapter 2

RAID Systems

This chapter provides background information about RAIBtems. Firstly, RAID
system implementation issues are discussed, includingsfirition of RAID levels
and some terms, data layouts on disk arrays, the read arel eyrations, and disk
reconstruction algorithms. Secondly, the physical coneptgof RAID systems are in-
troduced: hard disk drives, RAID controllers, back-endveeks and shelf-enclosures.

2.1 RAID System Implementation Issues

As introduced in Chapter 1, the two basic concepts of RAIRSlae use of data strip-
ing to improve the performance and redundancy to improviebiity. In practice,
there are numerous ways of implementing a RAID system anthtpiementation de-
tails have a significant effect on system performance anahigty. This section dis-
cusses the issues involved. Firstly, the definitions ofdB&ID levels are introduced
and their performance and storage efficiency are comparsmhngly, data layouts on
disk arrays are introduced. Thirdly, the read and write apens are described. Lastly,
disk reconstruction algorithms are discussed.

2.1.1 Basic RAID Levels

Based on the granularity of data interleaving and the method patterns in which the
redundancy data are computed and distributed across thardesy, RAID systems are
classified into seven basic levels [21]. This section brid#gcribes their definitions
and compares their performance and storage efficiency.

17
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2.1.1.1 Definitions

Figure 2.1 illustrates the seven basic RAID levels scherakiyi
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Figure 2.1: Basic RAID levels. White blocks refer to data and grey blocks refer to
redundancy information. For RAID 6, pink blocks refer to the second independent
redundancy information. Lower case letters refer to bits and upper case letters to

blocks.(figure from [21])

Their definitions are as follows:
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¢ RAID 0 (Non-redundancy) Data are interleaved across multiple disks, but no
redundancy is provided.

e RAID 1 (Mirrored) There are two copies of all information. This scheme, also
calledData Mirroring , uses twice as many disks as RAID 0.

e RAID 2 (Memory-Style ECC) RAID 2 uses Hamming code [62] as the re-
dundancy information to protect data disks, which is simitathe protection
scheme in semiconductor memory. RAID 2 provides recovemnfdata disk
failures with less cost than RAID 1. For instance, four daskslrequire three
redundancy disks. Upon a disk failure, among these thremsmdahcy disks, only
one is used to recover the failed disk with the other two basey to identify the
failed disk. However, in the RAID environment, the RAID cuaoiter can easily
identify which disk failed. Hence, the redundancy inforioatfor identifying
the failed disk is just a waste. For this reason, RAID 2 is npbpular level.

e RAID 3 (Bit-interleaved Parity) Data are spread over disks by using bit-wise
interleaving. Only one redundancy disk is used to tolerayesingle disk failure.
The redundancy disk is callegarity diskand stores the exclusive OR (XOR) of
the data in the same position as the data on the data disks gathe protection

group.

e RAID 4 (Block-interleaved Parity) Like RAID 3, RAID 4 also just uses one
dedicated parity disk to protect data. The difference froAR3 is that it
uses block-wise interleaving instead of bit-wise interleg. The unit of data
interleaving is called atripe unit The data stripe unit is calleddata unitand
the redundancy stripe unit is callegbarity unit. The minimum collection of the
stripe units (including both data units and parity units3iowhich the parity unit
is computed is called stripe. The number of disks in a stripe is called stepe
width.

e RAID 5 (Blocked-Interleaved Distributed-Parity) Like RAID 4, RAID 5 also
adopts block-wise interleaving but instead of using oneiadgeld parity disk,
RAID 5 distributes redundancy units over all of the disks.

e RAID 6 (P+Q Redundancy) RAID 6 is essentially an extension of RAID 5
which allows for additional fault tolerance by using a setordependent parity
unit. Data are striped over disks in RAID 5 style. Two indegemt parity units
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are provided to tolerate a minimum of two disk failures. Ehare a number of
encoding methods for RAID 6, such as EVENODD [15] and RDP .[2€pr-
mally, the first parity, also calleB parity, is the same as RAID 5 parity. The
second parity, also called parity, is independent of the first.

These basic RAID levels can be combined together to form roomgplex RAID
levels to provide higher performance and reliability, fsample RAID 0+1 (mirrored
stripes)and RAID 1+0 (striped mirrors). RAID 0+1 creates RAID 0 stripes, each of
them mirroring the other. RAID 1+0 creates RAID O stripesrdwe sets of mirrored
disks.

2.1.1.2 Comparisons

Table 2.1[21] tabulates the throughput and storage eftigienthese basic RAID lev-
els' relative to RAID 0. To simplify the comparison, it compargstems with equiva-
lentfile capacity which is the amount of information that the file system camesbn
the device and excludes the storage used for redundancy.

Small Small Large | Large | Storage

Read Write Read | Write | Efficiency
RAID 0 1 1 1 1 1
RAID 1 2 1 2 1 50%
RAID 3 1/D 1/D 1 1 D/(D+1)
RAID 4 1 D/2(D+1) 1 1 D/(D+1)
RAID5 | (D+1)/D | max1/D,1/4) | 1 1 |D/(D+1)
RAID6 | (D+2)/D | max1/D,1/6) | 1 1 |D/(D+2)

This table compares the throughput of various RAID levetgdar types of I/O requesSmall
refers to I/O requests of one stripe uriargerefers to 1/0 requests of one full stripB.is the
number of data disks in each protection group. The entri¢isenable only account for major

performance effects, not sorsecond-order effects.

Table 2.1: Throughput and Storage Efficiency Relative to RAID 0

As shown in Table 2.1, RAID 0 offers the best write perforn@aaice there is no
need to update any redundancy data. However, as there isimod@ncy, disk failures
will lead to data loss.

1As RAID 2 is seldom used in practice, it is not listed in thislea
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RAID 1 has the best read performance. Because there are piescavhen data
is read, the disk with the shorter queue will respond [20]wieeer, compared with
other RAID levels, RAID 1 has the highest redundancy ovedth&®AID 1 is widely
used in environments in which the transaction rate is aliticit the storage efficiency
is less important. In addition, RAID 1 is also used quite aitovery small RAID
systems where there are just two disks since it is the onlyCR#dheme one can be
implemented by adding one disk to a single-disk system.

RAID 3 has high read and write performance comparable withCRAbut it has
the worst small read performance. Because even small resgueRAID 3 need to
access all data disks (including the parity disk in case afewequests), only one
request can be served at a time. Nevertheless, RAID 3 is easyptement, therefore,
RAID 3 is frequently used for applications that require higgndwidth but not high
I/O rate,i.e. ones involving small numbers of large requests.

RAID 4 has the same throughput as RAID 0 under read workloaddaage write
workloads but its small write performance is restricted g group size because of
the dedicated parity disk. For each write request, the iqdedata units and the
corresponding parity disk need to be updated, therefore,pidwity disk can easily
become a performance bottleneck.

RAID 5 eliminates the performance bottleneck of RAID 4 bytdliting the parity
over all disks. In addition, by so doing, RAID 5 allows all kiss including the parity
disk, to participate in small reads. Thus RAID5 has the bestllsread performance.
However, compared with RAID 0 and RAID 1, for each small wriguest, RAID 5
needs to perform four disk operations, including readirggdata and parity unit and
updating the data and parity unit, resulting in poor perfamge. This performance
problem is calledsmall-write problemthere is extensive research on how to improve
small-write performance [69, 67, 93].

The performance of RAID 6 is similar to that of RAID 5 excepatifior each small
write request, RAID 6 needs to perform 6 disk operations bsedwo parities need
to be updated. Therefore, the small-write problem for RAI3 &ven worse than for
RAID 5.

2.1.2 Reading and Writing Operations

There are three operation modes for RAID systenmsmal modedegraded modand
rebuilding mode Normal mode refers to the state in which all disks are albléor
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reading and writing. Degraded mode refers to the state ichwvbine or two disks have
failed. Rebuilding mode refers to the state in which a new Hess replaced the failed
one and the data on the failed disc are being reconstruaegttfre surviving disks and
written to the replacement. The reading and writing operetiare different in these
three modes. Since RAID 1 operations are straightforwaddRAID 2, RAID 3 and
RAID 4 are not so popular, this dissertation focuses on tlegaifwn of RAID 5.

2.1.2.1 Normal mode

Reading operations in the normal mode are simple. Basedeoadtiress of the user
request, the RAID controller first calculates the disk nundoiel the disk address of
the stripe units being requested and then reads them frodigke (see Figure 2.2 (a)).
Writing operations are more complex since the RAID congmofleeds to update not
only the data units but also the corresponding parity units.order to reduce the
number of disk operations, there are two methods to compatpadrity units. The first
is calledparity incrementWhen the stripe units to be written are less than half a stripe
(usually called small write), the RAID controller first resathe old data on the units to
be written and the old parity units of that stripe from thekdisThe new parity units
are then calculated by XORing the new data with the old datieotahparity units (see
Figure 2.2 (b)). Namelypew parity= old data® new datap old parity.

The second method is calleelconstruct write When the stripe units to be written
are more than half a stripe (usually called large write)tead of reading the old data
units, the RAID controller reads the other data units (undsto be written) on that
stripe. Using these data units and the new data, the RAIDraltet computes the
parity units (see Figure 2.2 (c)).

2.1.2.2 Degraded mode

In degraded mode, reading from the surviving disks is theesamin normal mode.
Read requests to a failed disk are served by reconstrutténgdgtta from the other stripe
units of that stripe, including both data units and paritiggims shown in Figure 2.3 (a).
Write operations are even more complicated. Small writeests to a failed disk need
to read the rest of the stripe to compute the parity; writdhédailed disk in degraded
mode are just suppressed (see Figure 2.3 (b)). If the pamityhappens to reside on
the failed disk, as shown in Figure 2.3 (c), the controllest jurites to the data disks
without computing the parity. For large writes, there ame¢hcases to be considered.
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(a) Read
Parity
(b) Parity Increment
| XOR
Parity
(c) Reconstruct Write
—e];

Figure 2.2: Read/Write operation in normal mode.  Striped blocks refer to the data

units to be read/written; grey blocks refer to the parity unit.

If the data units to be read for use in computing the paritidessn the failed disk, the
RAID controller will read the old data and the old parity tongoute the new parity,
as shown in Figure 2.3 (d); if the data units to be writtendesin the failed disk, the
controller will compute the parity as in normal mode and jsigppress the write to
the failed disk, as shown in Figure 2.3 (e); if the parity uegides on the failed disk,
then as for small writes, the controller will just proceedhthe write to the data units
without computing the parity.

2.1.2.3 Rebuilding mode

RAID systems are able to serve user requests while rebgilitie failed disks. For
operations on data on the surviving disks, the operatioadhee same as in normal
mode. For user read requests to data that has not been rdimidirray operates as in
degraded mode. For user write requests to the data beinidf réieicontroller will not
write to that unit until it is rebuilt. In order to reconsttute data on the failed disk,
for each stripe unit, the RAID controller needs to read tist of that stripe from the
surviving disks, XOR them and send the reconstructed datetoeplacement disk, as
shown in Figure 2.4.
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(a) Read in degraded mode
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D D Y P Parity
(b) Parity Increment in degraded mode Parity disk fail
data disk o be written failed (c) Parity disk failed
ﬁ‘ioﬂ \L XOR
NN
D D D Parity D \§§\ D D ty
(d) Reconstruct write in degraded mode (e) Reconstruct Write in degraded mode
data djsk to be read failed data disk to be written failed
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\&\ \%\Q\%\ Parity \SQ\ \§$ D | Party

Figure 2.3: Read/Write operation in degraded mode. Stripped blocks refer to the

data units to be read/written; grey blocks refers to the parity units. The failed disk is

marked by a cross.

(a) Disk reconstruction in the rebuilding operation ma

———= XOR
D D D Parity

Figure 2.4: Disk reconstruction operation.  Grey blocks refers to the parity units. The

replacement disk for the failed disk is marked by a cross.

There are two methods to reduce the workload on the survidisigs during the
reconstruction.

e Read redirection: User accesses to data that has alreadydimelt on the re-
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placement disk are redirected to the replacement diskrétthe invoking on-
the-fly reconstruction. This optimisation reduces the nendf disk read ac-
cesses during the rebuilding.

e Piggybacking of read: User data that is reconstructed esflyhis written to the

replacement disk. This optimisation aims to speed up thensgouction.

Holland & Gibson estimated the effect of these two method. [#heir simulation

results show that read redirection helps to reduce the esponse time when the

workload is heavy but the combination of piggybacking withd redirection leads to

little difference in performance. Thus, this dissertatimy exploits read redirection.

2.1.3 Data Layout

Data layout refers to the ways in which the data units andypariits are distributed

over disks. It has a significant effect on system performamzkreliability. A good

RAID layout should not only be able to recover from disk fadlsi but also be able

to provide high performance. Holland & Gibson identified fbkowing six desired

properties that an ideal data layout should have [41].

1.

Single failure correcting: no two stripe units in the sgraaty stripe may reside
on the same physical disk.

Distributed parity: parity units should be evenly distiied over all disks.

Distributed reconstruction: the workload to rebuildiéef@disk should be evenly
distributed over all the surviving disks.

Efficient mapping: the function that maps user logicalradsges to the stripe
units in the array should be efficient in terms of both time aremory.

Large write optimization: a write to a contiguous fulliger data should not
require pre-reading of the previous contents of any disk.

Maximal parallelism: requests that readontiguous user units (whereis the
number of disks in the array), should accessalisks.

However, Alvarezt al. later proved that ideal data layouts that satisfy all thése s

properties only exist under some special array configuratjdl]. For most configu-

rations, the data layout can only satisfy some of these sigaaties.
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Early research on data layout were restricted to cases wherstripe width is
equal to the number of disks on which the stripes are placed.& Katz first studied
the effect of the parity placement of RAID 5 on system perfance [55]. Extending
the RAID 4 data layout, Lee & Katz proposed six different paplacement schemes:
right asymmetric, right symmetric, left asymmetric, leftrametric, flat left symmetric
and extended left symmetric, as shown in Figure 2.5. The R&Hhd RAID 4 data
layouts are drawn here for comparison. Simulations wene ¢haeried out to study the
performance of these six placements. Among them, the leftrsstric placement has
the best read performance under a low workload, whereasgheasymmetric has
the best write performance under a low workload. Under a fhigtkload, they have
a comparable performance. Compared with other placemeatright asymmetric
placement is easy to implement.

RAID 0 RAID 4 Flat-Left Symmetric
D4_0D4_1| D4_2D4_3D4_4 D4_0D4_1| D4_2D4_3 P4 P4 | P3| P2| P1| PO
D3_0 D3_1 D3_2 D3_3D3_4 D3_0D3_1| D3_2D3 3| P3 D3_3/D4_0|D4_1| D4_2D4_3
D2_0 D2_1 D2_2 D2_$D2_4 D2_0 D2_1/ D2_2 D2_3 P2 D2_2/D2_3| D3_0 D3_1 D3_P
D1_0D1_1| D1_2 D1_3D1_4 D10 D11 D1_2D1_3| P1 D1_1| D1_2 D1_3D2 0/ D2_1
DO_0DO_1| DO_2 DO_3D0_4 D0_0DO_1| DO_2D0_3 PO DO_0|DO_1| DO_2 DO_3|D1_0

Right Asymmetric Right Symmetric  Extended-Left Symmetric
D4_0D4_1| D4 2D4 3| p4 D4_0D4_1| D4 2D4 3| P4 || D7_2 pg |D8_0D8_1 D8 2
D3_0D3_1| D3_2 p3 | D3_3 D3 1) D3_2D3 3| p3 D3 0 ! |D5.0 D7_3 D52 pg | D60
D20 D21 p2 |D2_2D2_3 D2_2 D23 P2 |D2.0 D21 | ps |D5_1D3_0 D5 3 D3_2
D1.0| p1 [D1_1 D1 2 D1 D13 PL1|D10D11 D12 D2_2 D2_3 pp |D3_1D1_0
po | D0O_0/DO_1| DO_2 DO_3 PO |D0_0DO_1| D0_2D0_3 || D0_QDO_1| DO_2D0_3 po

Left Asymmetric Left Symmetric
P4 |D4_0D4_1| D4_2D4_3 P4 | D4_0D4_1| D4_2D4_3 P9 |D9_0/D9_1 D9 2 D9 3 !
D3_0 P3 |D3_1 D3 _2D3 3 D3_3 P3 |D3_0/D3_1| D3_2 D8_3 D6_2 p7 | D7_0 D7_1
D2_0/D2_1| P2 D2 2D2 3 D2 2 D2 3 P2 (D2.0/D2_1 !|D6_1D4 0 D6 3 D4_2 PS5
D1.0 D1 1 D1 2 P1 |D1_3 D10DL1 D12 P1(DL3 || D33 P3|D4_1D2.0D43
D0_0|DO0_1| DO_2D0_3 PO DO0_0/DO0_1| DO_2D0_3| pg || D10/D1_1 D12 P1|D2_1

Figure 2.5: Parity placement. Each row is a stripe. White blocks represent data units
and the numbers denote their logical addresses. Grey blocks represent parity units. Pi

means that the parity belongs stripe i. (figure from [55])
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However, as described in Section 1.1.4, setting the strigghvequal to the num-
ber of disks limits system performance in degraded and ldibgi operation modes.
In the degraded operation mode, when a read occurs on tleel fdisk, the RAID
controller has to read the surviving disks of that stripegiconstruct the failed data
(see Figure 2.3). In the rebuilding operation mode, the RAtDtroller has to read
from the surviving disks of that stripe to reconstruct thigethdisk (see Figure 2.4).
In both cases, the workload on the surviving disks is in@dadncreasing the user
workload to the surviving disks leads to a reduction in thaeurling rate, resulting
in a longer reconstruction time. On the other hand, increptfie rebuilding rate will
limit the user workload that the system can serve. To redueedconstruction time
and support higher workload during reconstruction, Muntizi& [73] proposedclus-
tered RAIDdata layout (Holland & Gibson later renamed itasity declustering41],
which is more popularly accepted.) The parity declustediaig layout sets the number
of disks to be larger than the stripe width and distributesstiipes over all the disks.
By so doing, the workload to the failed disk in the degradedlenonly need access
part of the disk array, therefore, it has a better degradddnmeance than RAID 5. In
addition, the reconstruction workload of the failed dis&tjoeeds to access part of the
surviving disk set. Thus the reconstruction workload orstiin&iving disks is reduced,
resulting in a higher user workload under such a reconstruetorkload. On the other
hand, reducing the ratio of stripe width to the overall nunmdfedisks allows a higher
reconstruction workload, leading to a shorter reconstwndime. A detailed review of
existing parity declustering data layout is presented itiSe 3.3.

2.1.4 Reconstruction Algorithms

To minimize the probability of losing data, RAID systems alkbyiuse on-line spare
disk drives (called hot spares) so that data on the failddadia be immediately rebuilt
to the spare disk. A fast (online) reconstruction algoriierorucial to RAID systems.
A good reconstruction algorithm should not only shorten riglguilding time of the
failed disks but also have as little effect as possible orsytséem performance seen by
the users.

The simplest reconstruction algorithm is stripe-orienteconstruction [41]. In
a single process stripe-oriented reconstruction algworith process associated with a
stripe sendsead commands to the surviving disks. After reads to all sungwstripe
units belonging to that stripe are completed, this procaisewecute XORing over
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these units and send write commands to the replacement disks

The drawback of the single process stripe-oriented rengactgtin algorithm is that
it cannot fully use the disk bandwidth that is not used by vsguests. Two approaches
have been proposed to overcome this drawback. The first agipie to rebuild mul-
tiple stripes in parallel [41]. In this approach, there angltiple independent recon-
struction processes rather than one, each running theesprgtess stripe-oriented
algorithm with a different starting point. Parallel rectmstion substantially reduces
the rebuilding time. The second approach is to exploit tek-driented reconstruction
algorithm proposed by Holland & Gibson [42]. Instead of imgva number of par-
allel reconstruction processes associated with stripesjisk-oriented reconstruction
algorithm createsl (the number of disks in the RAID system) processes, eacleaf th
associated with a disk. The process associated with eaeivisgrdisk reads the data
units on that disk in order and submits the data to the RAIDrotlier. Once all the
data belonging to a particular stripe is ready, the RAID oaltgr executes the XOR
operation on all these data. The process associated witleplleecement disk contin-
ually issues write commands to send the reconstructed ddtetreplacement disk.
With this disk-oriented approach, the recovery procedsy fides the array bandwidth
and also reduces the time to reconstruct the failed diskfsigntly.

Compared with the parallel stripe-oriented approach, ikk-driented approach
is better at using the disk bandwidth during the processadmnstruction. Therefore,
it leads to shorter rebuilding time but longer user respamse. When the number
of parallel reconstruction processes is large, these twooaghes have very similar
performance.

Beside these two basic reconstruction approaches, therbdden extensive re-
search trying to reduce the reconstruction time. One of #ukest proposals idis-
tributed sparind68]. Distributed sparing distributes the capacity of arefmiisk across
all the disks in the disk array. The distribution of spareazaty is similar to the dis-
tribution of RAID 5 parity units. Instead of having N data kisand one spare disk,
distributed sparing has N+1 data disks, with Ml + 1) of each disk containing the
spare capacity. When a disk fails, the units on the faileld die reconstructed to the
corresponding spare unit. Because there are N+1 diskgipating in the operation,
distributed sparing has better performance in normal médiereover, because each
disk is only partially full due to the spare units, it takesdeime to rebuild the failed
disk. However, in order to maintain the original data layaifter rebuilding, the re-
constructed data will eventually be copied to a permangsiacement. This process
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creates extra work for the disk array. Furthermore, afteuitding (before copy back
to the permanent replacement), the reconstructed dateénatoriginally on one disk
are distributed across all disks, resulting in a concer/@intensive applications.

Tianet al. proposed Popularity-based multi-threaded Reconstmu@jatimization
(PRO) [98] to shorten the rebuilding time by exploiting teetporal and spatial local-
ity of the workload. PRO divides the failed disk into a numbérconsecutive zones
and rebuild the zones that contain high-popularity uniisrgo rebuilding other zones.
After the data are rebuilt on the replacement disk, readestguo those data will be
redirected to the replacement disk, as described in se2tiof.3. As data accesses to
these zones are very frequent, PRO reduces the workloac@uthiving disks, lead-
ing to shorter reconstruction time and smaller user resptinge. However, PRO is
only suitable for read dominated workloads. For a worklde is not read-dominated,
PRO does not seem to work well. Q. Xin has proposed a distibxdgcovery scheme
called FAst Recovery Mechanism (FARM) [104] which redudes itecovery time by
parallelising the rebuilding of the failed disk. An imparntdeature of FARM is that
the parity data and the spare space are required to be evistriypputed throughout
the storage system. Once a disk has failed, the data on glaivdl be reconstructed
using several disks at once. It has only been applied to redrdata layout (namely
distributed RAID 1) so far.

2.2 Physical Components of RAID Systems

A RAID system consists of three basic physical componerdasd disk drives, RAID
controllers and back-end networks. Usually, these compsreae mounted in shelf-
enclosures. This section briefly introduces these thresipalycomponents and shelf-
enclosures.

2.2.1 Hard Disk Drives

Hard Disk Drives (HDDs) have been the dominant non-volatitg#age medium since
1965 [38]. As the detailed description of HDDs can be foundiany books and in
many disk manuals, this section only describes the estsé&ditare of HDDs and the
technology trend.
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2.2.1.1 Physical Components

A modern HDD consists of three basic components: a commtimiiciaterface, a disk
controller and a set of platters. The communication int&rfaanages the communica-
tion with clients. The market dominant interface protoéotdude Advanced Technol-
ogy Attachment (ATA), Small Computer System Interface (§@8d Fibre Channel
(FC). ATA is mainly used for personal disks, whereas SCSIE@Gdre mainly used
for enterprise disks. The disk controller manages the pnéting and scheduling of
the disk commands. A disk controller consists of a micropssor and an embed-
ded buffer which stores the disk commands to/from cliertabéng multiple request
gueuing at disks at a time. The buffers can also work as aabadd cache. The
platters are the recording medium for storing information.

A platter is a metal or glass disc covered with magnetic naten both sides,
rotating on a spindle at 3600 to 15,000 revolutions per nér{®&PM), as shown in
Figure 2.6 (a). Each platter is divided into a number of cotriecircles, calledracks
and each track is further divided indectorsas shown in Figure 2.6 (b). A sector is the
smallest unit that can be read or written. Sectors usuallg fized size of 512 bytes or
520 Bytes. The collection of tracks that have the same diexmein different platters
are calledcylinders The disk controller reads or writes data through the heses (
Figure 2.6 (b)). Each head is connected with an arm and aethems are connected
together and move in conjunction.

sector

(a) Side view of a disk (b) Top view of a platter

Figure 2.6: Magnetic disk components. (a) depicts the side view of a disk; (b) depicts

the top view a disk.

The disk controller first stores the received disk commandke buffer and then
schedules them one by one according to its scheduling sghesnally First Come
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First Served (FCFS) or Shortest Seek Time First (SSTF) [R&lading data from or
writing data to the disk media consists of three operati¢inst, the arms are moved
to the track on which the data is located; the time to move thes &o the right track is
called theseek timeThen, as the platters rotate, the first sector to be readscaner
the head; this takes an amount of time that can vary betweenarel the time for a
complete rotation, so the averageation latencyis normally characterised as half the
rotation time. Lastly, data are read/written from/to thekdnedia. The time to transfer
data from/to disk media is called theansfer time This time is a function of the data
block size, the disk size, the areal density and the rotafi@ed. In summary, the disk
access time is:
taccess= ldisk controlleroverheadt lseekt trotation 1 ttransfer

Table 2.2 lists the main parameters of a Seagate 15.3 FC3l$kHFor sequential
disk accesses, the access time is determined by the traimséebut for random ac-
cesses, the access time is dominated by the seek time anotaltien latency (2 ms
for a disk rotating at a 15,000 RPM). Therefore, the averagjeatcess time is around
5.8 ms.

Drive capacity 73.4 Gbytes
Rotation speed 15,000 RPM

Bytes per track 377, 770 Bytes
Transfer bandwidth 51.8-86.0 MBytes/s

Disk controller overhead | 0.2 ms
Average seek time for read 3.6 ms

Average seek time for writ¢ 3.9 ms

Table 2.2: Disk features of a Seagate FC disk (2003)

2.2.1.2 Disk Technology Trends

Over the last two decades, disk capacity has increased tcatha In contrast, the
improvement in disk rotation latency and seek time is fawslio[12]. Figures 2.7
shows the leading disk capacity and average access timelwéast two decades.
Disk capacity has increased more than 2000 times, whilstlisie access time just
improved less than one order of magnitude. Compared witlCRg and memory
latency, there is still a large performance gap between mearal hard disks.
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Figure 2.7: Disk technology trends.  (a) depicts the disk capacity against the introduc-
tion year; and (b) depicts the average access time against the introduction year. The

figures are generated from the data in [39], Chapter 1, page 16.

Over the last decade, numerous novel technologies whichdadetter perfor-
mance have been introduced to replace hard disks, such idsSkate Disks (SSDs)
[2] and Micro-Electro-Mechanical-Systems (MEMS) basentrage [18]. SSDs use
DRAM memory backed by battery or flash memory to store pasistata, leading to
higher bandwidth and smaller access time. The averagesatines of DRAM-based
SSDs is less than 0.15 ms access time, which is 250 times thateHDDs. In con-
trast to SSDs, MEMS-based disks still use magnetic meditte gata, but the access
time is much faster than HDDs. Instead of rotating the serfAdEMS-based disks
use an array of very small MEMS position probe tips which miowearly along X and
Y directions to seek the data. The average access time of a$AEAded disk is 0.67
ms [18], which is about 5 time faster than hard disks. Howegseformance is not the
key factor to determine the future, and cost plays the mogbitant role in the mar-
ket. Due to their extremely high cost, there are still no MEbESed products being
shipped in large quantities. The price of SSDs is lower th&MWs-based disks and
has kept decreasing since they appeared in the late 199@stoRiecreasing of their
price, there is increasing interest in using SSDs in RAIO@&ys. They could be used
in several ways: as a new layer of large cache, to store hatdaimply as substitutes
for hard disks. However, compared with HDDs, they are stillicin more expensive.
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Figure 2.8 compares the price of HDDs and SSDs over the lastiegades. It can be
seen that SSDs are about 1000 times more expensive than HbBPefore, SSDs are
now only used for applications that have critical requiratsen performance but do
not require large storage space. For large capacity steymjems, HDDs are still the
first choice.
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Figure 2.8: Historical price comparison between hard disks and SSDs. Data are
quoted from [4] and [36].

2.2.2 RAID Controller

The function of the RAID controller is to make the disk arrgpaar as a single big
disk to hosts and to provide resilience mechanisms. RAIQrodar implementations
contain components such as RAID tables defining the configaraf RAID arrays,
data structures to store the descriptors for cached dajmess) for calculating redun-
dancy information and the logic for handling I/Os to and frBAID arrays. They can
be implemented in software, in hardware or in a hybrid way T8Jis section first dis-
cusses the difference between hardware RAID and softwatB RAe architecture of
hardware RAID controllers is then presented. Following,ttiee XOR operation im-
plemented in hardware is described. Lastly, the write dateonng process between
RAID controllers is described.

2.2.2.1 Software RAID vs. Hardware RAID

Software RAIDs do not need any additional hardware and awellysimplemented
within the operating system of the host processor. Manyaipey systems (such as
Windows XP/NT/Vista, Linux, Free BSD and MAC OS X) provide BAfunction-
alities. The main advantage of software RAID is its low prstece it does not need
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any extra hardware. However, as it shares the same CPU andmnhessource with
the operating system and other applications, the redugdafmrmation calculation
has a significant impact on the overall system performaneediare RAID requires
special purpose hardware to run the RAID functionality. dsts more than software
RAID but offers better performance. There are two main tygfdsardware RAID: (1)
discrete RAID controller cards and (2) integrated hardwseed on RAID-on-Chip
(ROC) technology [9]. A discrete RAID controller card is aiglin expansion card
that usually has a built-in RAID processor (I/O processad &s own interface to the
disk drives. It usually plugs into the PCI-X or PCle slots lbé tcomputer system’s
motherboard. This kind of hardware RAID is usually targedetbw-end application.
The second type of hardware RAID, ROC, integrates the RAI@@ssor, memory
controller, host interface, 1/O interfaces for hard diskels and memory into one sin-
gle chip. ROC-based RAIDs usually integrate two or more €lipone motherboard.
These two chips are powered by two separate power suppliegptove reliability. In
the case of one chip failing, the other one can take over tis ttuaddition, the in-chip
memory is usually protected by battery so it can work as awréck cache to improve
system performance. Due to their high performance and aligbility, ROC-based
RAIDs are targeted at higher-end applications.

2.2.2.2 RAID Controller Architecture

A typical RAID controller chip [48] includes a main processa memory controller,
an internal bus, two Direct Memory Access (DMA) controlleasi XOR engine, an
Address Translation Unit (ATU), PCI-to-PCI bridge and PQkes. Its architecture
is shown in Figure 2@ The main processor is the core of the chip. It processes the
incoming user commands and decomposes them into disk codsmdine memory
controller connects with an external memory subsystem badRAID controller ac-
cesses the memory system through this memory controlleimpoove performance,
there is a direct high-speed interface between the mairepsac and the memory con-
troller. The external memory usually works as controllermoey and data cache. The
XOR engine implements the XOR algorithm in hardware andqueré XOR opera-
tions and parity calculations. The DMA controller allows/iatency, high-throughput
data transfers between PCI bus agents (connected to I/@aiceés) and the local mem-
ory. The message unit/ATU allows PCI transactions direcess to the local memory.

2Modules that are not directly related to RAID functionaitiare not introduced here
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Figure 2.9: Typical RAID Controller Architecture  (figure from [48]).

The PCI-to-PCI bridge and primary/secondary buses corthedtO interface to hosts
and disk drives.

2.2.2.3 XOR Operations

The XOR engine is the hardware dedicated to perform the XQfRadipns and parity
calculations. It performs XOR operations on multiple bleak incoming data and
stores the result back in the local memory. The source antthddaen addresses are
specified througlehain descriptorshat reside in the local memory. The chain descrip-
tors contains the information about source addressesndesh addresses, number of
bytes to transfer and some control information. Multiplaree addresses can be spec-
ified by a chain descriptor. The chain descriptor also costanext chain descriptor
addresdield enabling multiple chain descriptors to be used for gmeration.

The XOR engine consists of a boolean unit, a data queue, angaakd unpack-
ing unit, a bus interface unit and some control registershasvn in Figure 2.10. The
boolean unit performs the XOR operation. The data queuesias holding the result
temporarily. The packing/unpacking unit enables datasfeas from and to unaligned
addresses in the local memory. The bus interface unit pesvedow-latency connec-
tion with the internal bus. The control registers are usedatatrol the XOR engine
operation, including the status register, the addresstergetc. The XOR operation
follows a seven-step operation as follows.
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Figure 2.10: XOR engine diagram (figure from [48]).

1. The system software write the address of the chain désctgpthe XOR engine
address register.

2. The XOR engine reads the chain descriptor at the addresaiced in the ad-
dress register.

3. The XOR engine initiates the data transfer from the addpesnted to by the
first source address. The number of bytes transferred aaetigil KBytes.

4. The boolean unit performs the XOR operation on the dateenotly existing in
the store queue with the data being transferred from the memo

5. The XOR engine initiates the data transfer from the sesogce address and
XORs this data with the existing data.

6. The above steps are repeated until the first 1 KBytes obalice addresses are
XORed and stored in the data queue. The XOR engine trankiep>s@R result
to the first 1 KBytes of the destination address.

7. The above operations are repeated until the data spelifitte length register
are all XORed and transferred back to memory.

2.2.2.4 Write Data Mirroring Between RAID Controllers

As introduced in section 1.1, usually there are two or mordIR@ontrollers in one
RAID system. To prevent data loss due to RAID controlleruiag| the write data
received in the RAID controller is copied to the other colmrobefore its acknowl-
edgement is sent to the client. This process is called “wiate mirroring”. Unlike the



Chapter 2. RAID Systems 37

cache coherency protocol in a distributed shared memotgisysvrite data mirroring
of RAID systems focuses on preventing single point failutgsder different caching
policies, different write mirroring protocols will be aped.

2.2.2.4.1 Write Data Mirroring under Write-back Policy The advantage of the write-
back policy is that the controller can acknowledge the cetigh of a write command
before sending data to the disks. In order to prevent datados to a controller fail-
ure, before acknowledging the data as complete, the dagalared in two places in
battery backed memory, one in each controller. Once it iicoad that the system
cannot lose data, the controller will acknowledge the conmuiras complete. This is
the so-called “write data mirroring process”. Assume Rhesdontroller that receives
write data from the host and R2 is the other controller. Thigewnirroring protocol
for a write-back cache policy works as follows:

1. R1 receives data from a host, sends data to R2.

2. R2 receives data from R1; places it in memory and sendslaroatedgement
to R1.

3. Once R1 gets the acknowledge from R2, R1 is able to infoerhtst that the
volume-level command is complete.

4. R1 has all the read stripe units for one stripe that are tcsedmpute the parity;
R1 computes the parity unit and sends it to R2.

5. R2 gets the parity unit, puts it in cache and sends an adkdgement to R1.
6. R1 gets the acknowledgement and is free to send write ol#te disks.

7. Once all writes are complete, R1 sends a message to R2otoniritf that the
volume command has completed.

8. R2 receives the completion message and sends an ackigewledt to R1.

9. R1 gets the acknowledgement; the command is complete.

2.2.2.4.2 Write Data Mirroring under Write-through Policy Under the write-through
cache policy, the RAID controller acknowledge the completf a write command af-
ter it receives the response from the disks. The data thattod®e copied to the other
controller are the disk-level write commands. Assume Riiescontroller that receives
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write data from the host and R2 is the other controller. Thigewnirroring protocol
for a write-through cache policy works as follows:

1. R1 receives write data from the host, decomposes the cathimt a sequence
of reads and writes and forms the required read operations.

2. Rlreceives all the read operations, generates the ditka@mmands and sends
them over to R2.

3. R2 receives the disk level write commands from R1, stdremtin cache and
sends an acknowledgement to R1.

4. R1 the receives the acknowledgement, then starts sedidikidevel write com-
mands to the disks.

5. R1 receives responses from all the disks indicating theit wvrite commands
are finished, sends a command-completed message to R2 amahéeitges the
completion of the volume level command to the host.

2.2.3 Back-end Networks

Enterprise class RAIDs typically use the Fibre Channel #albed Loop (FC-AL) pro-

tocol [50] to move SCSI commands between disks and RAID odlats. The basic
unit of an FC-AL communication is a 40-bit long FC word which8B/10B encoded
and represents four 8-bit bytes [50]. The payload data ikdmanto frames with a
known structure. Each frame contains up to 2048 bytes ofoaalytiata with a frame
header and footer, each of pre-determined length. Eachdibmps up to 127 attached
devices, including one fabric element or 126 devices iféahemo fabric element. In
a storage sub-system, as each of the two controllers takeparty at most 124 disks
can be connected to the loop.

2.2.3.1 Topology

Initially, disks were organised in a daisy-chain style lpkpown as Just a Bunch Of
Disks (JBOD), as shown in Figure 2.11 (a). This architectuffers from a single
point of failure, as failure of any disk or link in the systeesults in the overall system
being unavailable. To overcome this, a hub containing pgpass and management
functionality can be placed in the system. This architectarcommonly referred to
as a Managed Bunch of Disks (MBOD), as shown in Figure 2.11Tbis results in a
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Figure 2.11: JBOD, MBOD and SBOD architectures.

system that is tolerant to failures at the expense of aniadditdelay introduced by the
hub. In systems containing many devices, there is alreadyge delay as communi-
cations travel around the loop. To overcome these delaysjtal®d Bunch Of Disks
(SBOD) configuration was recently introduced [30], as shawRigure 2.11 (c). In
SBOD, a simple cross-bar switch replaces the port-bypasgion of the hub. When
two devices wish to communicate, the switch is used to craatetual loop, just
consisting of these devices with the switch as an interfééth such a system, the ob-
served loop delay no longer scales with the number of dewicde loop but remains
constant.

2.2.3.2 SBOD Operations

While the operation of the MBOD is fully defined by the FC-Alastard, the opera-
tion of the SBOD is not so intuitive, although it is designedode fully interoperable
with devices using the FC-AL standard. As opposed to the MBBB SBOD switch

design considered in this dissertation is not transpacetite Fibre Channel protocol
and plays an active part in the FC-AL arbitration process.

When a disk/controller wishes to arbitrate, it transmitsBARrbitration) words
to the SBOD switch. After a short delay, the switch returressthARB words to the
arbitrating disk/controller, thereby allowing that devto gain tenancy of the loop and
to transmit an OPEN (open) word. This disk/controller iswnas the Initiator. When
the switch receives an OPEN word, it first determines whetifemport of the target
controller/disk is busy or not. If the target port is busy Hwatch is able to transmit a
CLS (close) to the initiator to terminate the connectionthH target port is not busy,
the switch will connect the initiator port and the targettgogether and forward the
OPEN to the target device. This forms a virtual FC-AL with tdevices in the loop,
with a delay in the transmission path reduced to the lateoysa the switch.
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2.2.4 Shelf-enclosures

Most RAID systems are rack-mounted, and the rack is calldted-enclosure. Fig-
ure 2.12 shows the diagram of a shelf-enclosure. It proviide&planes, power sup-
plies, cooling system and other electronics for the diskisR&ID controllers mounted
in it. Note that the RAID controllers are optional. For snsttirage systems, the RAID
controllers are also embedded in the shelf-enclosure gviil large storage systems,
the RAID controllers are usually separated. In order to maprreliability, in a shelf-
enclosure the non-disk components, such as power suppligaas, have n+1 redun-
dancy. For example, if the shelf needs 1.5 KW power and sepjplie 1.5 KW, there
are 2 supplies (1 for normal running plus 1 spare). If the Bappre 750W, there are 3
of them (2 for normal running plus one spare). The same iacpplies to fans and
any processors. However, even though redundancy is prbudshelf-enclosure, it
is still possible that the shelf-enclosure fails because lmfoken cable, power outage,
etc When a shelf-enclosure fails, all the disks mounted in fiegp missing to the
RAID controller.

shelf-enclosure Backplane

Power Supply

Power Supply

Figure 2.12: Diagram of a shelf-enclosure.
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2.3 Summary

This chapter has described the background material retat&RAID systems. Fig-
ure 2.13 shows a chart summarising the contents presented.

The RAID system implementation has a significant effect ®steay performance.
The issues involved in selecting RAID levels, read/writemgions, data layout, and
reconstruction methods have been discussed. Firstlyndeasic RAID levels were
introduced. Among these seven levels, RAID 1 and RAID 5 agatiost popular two
levels. RAID 1 has better performance than RAID 5 but has tast@rage efficiency.
Because RAID 6 can protect against at least two disk failarese time, it is expected
to be used in large scale storage systems. Secondly, ré@ddperations in the three
operation modes (normal mode, degraded mode and rebuil@é)nveelre described.
Thirdly, data layouts on disks were discussed. Because afitantage in rebuilding
mode, a declustered data layout is preferred. Lastly, stoaction algorithms were
discussed.

RAID systems consist of three basic physical componentst diak drives, RAID
controllers and back-end networks. Hard disk drives haea bsed as the non-volatile
storage for a long time. A disk access operation includeglg, serotation and a trans-
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fer operation. Over the years, disk capacity has increasmdatically, but there has
been only a small improvement in disk access time. Compaitdtive processor
and memory latency, there is a big performance gap betwesnadid memory. Al-
though new technologies have been proposed to replace lskrdrives, because of
their high price, hard disk drives are still the first choice farge capacity storage
systems. The RAID controller makes the RAID system look Bkeingle large disk
and provides a single address space to hosts. RAID consaén be implemented
in software or in hardware. Hardware RAIDs cost more but Haatéer performance
than software RAIDS. High-end hardware RAIDs are usuallglamented using the
ROC technology. A dedicated XOR engine is included to acatdethe XOR opera-
tion. The back-end network connects the disks with the RAdDtiller. Enterprise
RAID systems usually use FC-AL to move SCSI commands betweatrollers and
disks. To meet the increasing performance requirementtafideensive applications,
the topology of the back-end networks has evolved from JB&DMBOD to SBOD.
Disk Arrays are usually mounted in shelf-enclosures, whicvide backplane, power
supplies and a cooling system for the disks.

The background material introduced in this chapter wiletabe applied to the
simulation model design in Chapter 4.
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Related Work

This chapter presents a survey of research work relatecetsttily of the scalability
of RAID systems. Due to their high popularity, there is a \@sdy of work on RAID
systems. These studies roughly fall into four categorigstesn performance mod-
elling and evaluation, system reliability, data layoutigasand system performance
optimisation. Among them, system performance modelliggtean reliability studies,
and data layout design are related to the work presentedsidigsertation.

This chapter is organised as follows: Section 3.1 gives ansamy of the work
that has been done on modelling and evaluating storagensysgormance, includ-
ing studies of the overall performance of RAID systems antthejperformance of FC
networks; Section 3.2 describes work on RAID system rditgbincluding work to
analyse system reliability and work to improve system beliy; Section 3.3 reviews
previous parity declustering data layouts; Section 3.4eves distributed hot sparing
schemes; Section 3.5 presents a summary of previous steyafgam simulators; Sec-
tion 3.6 summarises all the related work and identifies rebegaps.

3.1 Performance Modelling and Evaluation

This section reviews prior work on modelling and evaluatstgrage system perfor-
mance, including studies of RAID system overall perforneaid that on FC network
performance. This section focuses on performance analaik while simulation
work is reviewed in Section 3.5.

43
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3.1.1 RAID System Performance

Since the invention of RAID systems, performance modeliifhtpese systems has re-
ceived a lot of attention. A survey of relevant papers revagdrogression of increasing
complexity, as researchers attempt to model more featt@ireslsystems.

Early performance modelling work focused on parallel deskd ignored the array
cache. Kim [51] derived the response time equation for ssoradus byte-interleaved
disk arrays by treating the entire disk array as an M/G/1 ougesystemj.e. the entire
disk array is modelled as an open queuing system with an expiah interarrival
distribution and a single server consisting of all the disk¢he disk array. Kim &
Tantawi [52] then presented an analytic method for apprakimg the disk service
time of requests striped acroesasynchronous disks (disks rotate independently of
one another) and derived a service time equation. In thdysthe disk seek time was
assumed to have an exponential distribution and the rotittency was assumed to be
distributed uniformly. In these early papers, redundamey @ueueing of outstanding
requests were not considered.

Chen & Towsley [22, 23] subsequently incorporated both nedimcy and queue-
ing into their performance model of RAID 5 disk arrays in natroperation mode.
In their study, they modelled RAID 5 performance using qaguanalysis and deter-
mined the mean overall, mean read and mean write 1/0O regegsonse times. They
considered write synchronization, the effect of diffeneguest size distributions, and
disk access skewing. Merchant & Yu [70, 107, 71] then anay®aID 5 and RAID
1 disk arrays in both normal and rebuilding modes. Thomagistenon [96, 97] and
Kuratti & Sanders [54] then extended to normal, degraded,rabuilding modes in
their RAID 5 performance model. Bachmat & Schindler [13]lstead reconstruction
in RAID 1 disk arrays. Lee & Katz [56] extended the analysislisk arrays to include
synchronous I/O workloads.

After the fast cache architecture was proposed [67], rebeaterests shifted to
studying the effects of caching policies [66]. Menon [66]dets explicit read-ahead
and write-back by the array cache of a RAID 5 disk array. Ugsall. [99] present an
analytic model that predicts the mean throughput of dis&yartunder asynchronous
I/O workloads when the mean queue length at the disk arraypasvik. Varkiet al.
[100] developed an analytical model that analyses the tsfigfccaching policies and
the effects of parallelism of disks along with the effectsaafay controller optimisa-
tions on the performance of a disk array when read-only arngwnly workloads are
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submitted to the array.

Although these models have involved increasing levels ofgexity, none of them
has considered the effect of the back-end network on RAIEesyperformance. This
dissertation is concerned with performance modellingygibiack-end network band-
width as the dependent variable.

3.1.2 FC Network Performance

The performance of storage area networks (SANs) has also diadied. Heatlet
al. [37] studied the performance of SANs connected by fibre chlaarbitrated loop.
Their results show that the fibre channel arbitrated loopesgerformance bottleneck
for a SAN under a large file transferring workload. Howevéncs the FC network
is used here as the front-end network, the controller and 8@Salso affect network
scalability. Moreover, the workloads on the front-end ratwand the back-end net-
work differ significantly. Therefore, their results cantet directly used for back-end
networks. Ruwaret al. [82] focused on the effect of increasing the number of nodes
and the physical length of the loop on overall performandee fesults also indicated
that 10 disks will saturate a 50-m long 1 Gbps_AC under file transfer workload.
However, this sequential workload does not represent a alosorkload and a 50-m
loop is very unusual for storage sub-system back-end syst@evalieret al. also [24]
studied the back-end network saturation point under se@@laccesses, but again, un-
like SPC-1, this does not represent a ‘normal’ workload.him ¢lient/server research
field, Son & Kim [92] suggest that the approach to matchingrttiaber of clients to
servers in a network is a matter of watching and learningirmverk introduces a way
to do this matching in a fully switched network, but the RAIRdi-end network is
not a fully switched network as the number of clients (RAI@gassors for our pur-
poses) is smaller than the number of servers (disks). Ttreréfie problem addressed
is distinct from that addressed in this dissertation.

3.2 RAID System Reliability Study

There are generally two categories of RAID system religbgtudy: analysis of sys-
tem reliability and work to improve this reliability.
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3.2.1 RAID System Reliability Analysis

Work on analysing RAID system reliability includes studaglisk failure character-
istics, other system components failure characteristidsoaerall system reliability.

3.2.1.1 Disk Failure Characteristic Studies

Most RAID system reliability analysis work focuses on asatyg disk failure charac-
teristic. These work including both vendor studies and egperience studies. Seagate
& Quantum studied long-term reliability characteristicdgh accelerated life tests of
small populations and collecting statistics from theiuratunit database [34, 106].
Based on such test, they estimated the MTTF of disks to be thareone million
hours. However, the disk reliability experienced by usser®ially different. Pinheiro
et al. [78] studied the failure trends in large disk populationsamalysing disk re-
placement logs and they found that disks are replaced 2-&stmore frequently than
the time specified by vendors. Schroedeal. [86] found that the time between disk
replacements in the same machine room does not follow thenexytial distribution
and exhibits significant levels of correlation.

Some research analyses the characteristics of disk lsetdrserrorsi(e. errors
that go undetected until the corresponding disk sectora@ressed), which can po-
tentially lead to complete disk failures. Bairavasundaetnal. [14] analysed data
collected from production storage systems over 32 montressacd.53 million disks
(both near-line and enterprise class). They found thatslizk disk age and disk ven-
dor are factors that impact latent sector errors. They asod the there is a high
correlation between latent sector errdrs, once a disk drive develops a latent sector
error, it is very likely to develop a second one.

3.2.1.2 Other Component Failure Studies

Compared with research on disk failure characteristiss Veork has been published
on failure characteristics of other components. Schetzd. [87] presented a reliabil-
ity analysis on disk arrays. This study showed that besit#s dthe rest of the system
components, such as the host bus adapters, power supgiésacannot be ignored.
However, their study was not based on real-world data bigdar formula and data-
sheet specified MTTFs of each components. Jieingl. [49] did a comprehensive
study of the failure characteristics of components of RAyStems based on data col-
lected from 39,000 commercially deployed storage systéinese systems consist of
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about 1,800,000 disks hosted in 155,000 shelf enclosursy found that in addi-
tion to disk failures that contribute to 2055% of storage subsystem failures, other
components such as physical interconnects (broken winef, enclosure power out-
ages, HBA failuresetc) and protocol stacks (software bugs and compatibilityesyu
also account for significant percentages of storage sudisyfstilures. Their research
indicates between 27-68 % of storage subsystem failures é@mm physical intercon-
nects. Between 5-10 % are a result of protocol stack errooseter, each individual
storage subsystem failure type and storage subsystemefasgua whole exhibit strong
self-correlation. In addition, these failures exhibit f'sty” patterns.

3.2.1.3 System Reliability Modelling

The overall reliability of RAID systems is most frequentlypdelled using continuous-
time Markov chains. The failure and recovery of componentthe system cause
transitions from one state to another. Gibson [33] preskauteanalytical model for the
MTTF of disk arrays and analysed the reliability of sevetedraative RAID designs.

3.2.2 Improving System Reliability

As described in Section 2.1.1.1, RAID 5 is the most commoslyldyed RAID level.
However, RAID 5 can only protect the system from one diskufail If the system
encounts a medium error during the reconstruction of tHedalisk, the system will
not able to recover that stripe. Therefore, much researshéan carried out to design
efficient RAID 6 code so that the system can survive two diskirfes at the same
time. These codes include Reed-Solomon (P+Q) erasure ft2leEVENODD [15],
RDP [26], Liberation codes [80], RM2 code [76] and X code [[LOBmong these
codes, Reed-Solomon (P+Q) erasure codes, EVENODD, RDR,iaadhtion codes
are horizontal codes, which store parity on separate disks the data (not accounting
for parity rotations). RM 2 and X code are vertical codes,chitgtore the parity on the
same disk as the user data.

Reed-Solomon (RS) code, also known as P+Q, is a very poputara@ntrol code.
It has been used in a variety of applications, including cemication, distributed
computing and RAID systems. When it is deployed to proteeiregi multiple disk
failures in RAID systems, it is always optimal in terms of thember of redundancy
disks. That is, it only usem redundancy disks to protect against the failurevof
disks. However, computing the RS code is time consumingiagatves Galois Field
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[81] multiplications. EVENODD, proposed by Blauat al.in 1994, is the first dou-
ble disk failure protection scheme using only simple XORrapiens. Thanks to this
factor, EVENODD can be implemented on standard RAID levebbtllers with-
out any hardware changes. In addition, EVENODD employs &wty redundancy
disks. It is hence the optimal redundancy storage for ptiotg@gainst double disk
failures according to the theory of Singleton bound [62]wRBiagonal Parity (RDP)
was proposed by Corbett al. in 2004 to protect against double disk failures. Like
EVENODD, it stores all data unencoded, and uses only XORatjp#is to compute
parity and requires only two redundant disks. In additimmpared with EVENODD,
itis more efficient in terms of computation complexity. Lib8on codes, recently pro-
posed by Plank, are a new class of RAID 6 codes. These codedesngpdate and
decode either optimally or close to optimally. Their modifion overhead is lower
than all other RAID 6 codes, and their encoding performaaadten better as well.

Having been proposed by C. Park in 1995, RM2 [76] transfoimesdiouble disk
failure protection problem into the data/parity placemenmatblem. Given the number
of disksN and the redundancy ragg the question is how to place data and parity
evenly across disks in order to tolerate double disk faduréhe X-Code [105] pro-
posed by Xu & Bruck is another vertical code. X-Codes depemnd primep. The
number of disks i and the number of rows ip as well. Of these rows, two are
parity units ando — 2 are data units. The two rows of parity units are computewh fro
diagonals (one up, one down) through the stripe.

These RAID 6 codes provide a variety of choices for implenmgniRAID systems
that can survive two disk failures. However, they still cansolve the data service loss
problem caused by a physical interconnect failure.

3.3 Parity Declustering Data Layout Design

The basic idea of parity declustering is to set the numbersiisdo be larger than the
stripe width and distribute the stripes over all disks. Bydsig, the workload to the
failed disk in degraded mode only needs to access part ofiskheadray, therefore, it
has a better degraded performance than RAID 5. In additi@rdconstruction work-
load of the failed disk just needs to access part of the simyidisk set. Thus the
reconstruction workload on the surviving disks is redugedgulting in a higher rate
of user workload servicing during reconstruction. In aidaif setting the stripe width
less than the overall number of disks allows a higher recocsbn workload and par-
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allel reconstruction of different stripes, leading to arsoreconstruction time. The
fraction of each surviving disk that must be read during #eonstruction of a failed
disk is called theparity declustering ratio Because of its advantage in degraded and
rebuilding mode, parity declustering data layouts have blee subject of extensive re-
search. This section reviews and compares five parity diecing approaches: BCBD,
BIBD, PrRIME(and RELPR), PDDL and string parity declustering data layout.

To facilitate the discussion, the variables listed in Téhleare defined.

Variable Definition
n Total number of disks
k stripe width, namely the number of disks per stripe
f number of redundant stripe-units per stripe
m number of data disks per stripg,= k— f
a logic unit number of client data unit
a Declustering ratio(k— f)/(n— f)

Table 3.1: Variable Definitions

3.3.1 BIBD and BCBD

Using Balanced Incomplete Block Design (BIBD) to solve tlagity declustering lay-
out problem was suggested by Muntz & Lui [73], but they did gige any implemen-
tation examples. Holland & Gibson first demonstrated howpiayaBIBD as a way of
implementing parity declustered data layouts [41].

BIBD is a term in combinatorial mathematics. Hall [35] dekes a BIBD asan
arrangement of n distinct objects into b tuples such thahedaple contains exactly
k distinct objects, each object occurs in exactly r difféererples, and every pair of
distinct objects occurs together in exacklyuples.

As opposed to BIBD, Balanced Complete Block Design (BCBDjtams all com-
binations of exactlk distinct elements selected from the sehabjects. It is apparent
that the result of a BIBD layout is a subset of BCBD. A BIBD carbpresented by an
n x b incidence matrix, which contains only 0’s and 1's. The roweslabeled with the
objects of the design and the columns with the blocks. Tfetliicell is 1 if objectiis
contained in block j and 0 otherwise. Each row of the incigematrix has r 1's, each
column hak 1's and each pair of distinct rows hagommon 1's. These observations



Chapter 3. Related Work 50

lead to a useful matrix identity. I is the incidence matrix of &n,b,r k A)-design,
thenAAT = (r —\)l +AJ wherel is thev x v identity matrix and) is thev x v matrix
of all 1's. A BIBD can be found by using this matrix identity,

BIBD and BCBD algorithms are applied to the data layout peabby associating
disks with objects and associating stripes with tuplesufg@.1 illustrates the proce-
dure of using a BIBD table to construct a data layout wita 5 andk = 4, namely
the number of disks is 5 and the stripe width is 4. Firstly,hesiripe is associated
with a tuple in the BIBD table by considering each object assi.dFor the purpose
of simplicity, thei-th stripe is associated with tupie Thus, the disks are allocated
to each stripe. Then, allocate the first available stripé (iue. one that has not been
allocated to any stripe) on the disk to the correspondingestiAccording to this rule,
stripe 0 is associated with tuple 0, which contains objects, @ and 3. Taking the
first available stripe unit on each disk, stripe unit 0 on gi8k1, 2 and 3 are allocated
to stripe 0. The selection of the parity unit is arbitrarytaststage. In this example,
the last element of each tuple is chosen as the parity diskrefdre, stripe unit 0 on
disk 3 is allocated as the parity unit of stripe 0, whereapetunit O on disk 0, 1 and
2 are allocated as the data units of stripe 0. Following thlis, rstripe unit 1 on disk
0, 1, 2 are allocated as the data unit of stripe 1 and stripgeOuonm disk 4 is allocated
as the parity unit of stripe 1. This procedure is repeated sinipes 2, 3 and 4 are all
placed on the disks, as shown in the first quarter of FigureThése stripes will have
a distributed rebuilding workload over all disks when orgkdails. Such an iteration,
which contains the minimum number of stripes that form amBvbalanced parity
declustering data layout, is calledaation.

In Holland’s paper, in order to meet the distributed pariiyecion, this allocation
procedure is repeatddtimes, with the parity disk assigned to different elemerits o
each tuple in each rotation (see the right side of Figure 3¢ whole data layout in
Figure 3.1 is further repeated until all stripe units on edisk are mapped to stripes.
One iteration of the data layout in Figure 3.1 is referredddheeblock design table
and the complete cycle (the entire data layout in Figurei8.fBferred as thaull block
design table

BIBD meets the first three of the six properties that an idedh dayout should
have: single failure correction, distributed parity andtdbuted reconstruction. De-
pending on how the client data units are mapped to stripeg,dan be made to satisfy
either the large write optimisation or the maximum paré&hal property. Although
compared with BCBD, BIBD reduces the number of combinatiassthe disk array
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Data Layout on Physical Disk Array Layout Deriviation from Block Designs
Stripe Tuple
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Figure 3.1: Parity Declustering using BIBD table, n =5, and k = 4. (figure from [41]).

size increases, the block design table is still very largeiciwmeans that the RAID
controller needs a large amount of memory to store it. Funtbee, BIBD layouts are
not available for arbitrarym andk. Whenn is large, known BIBDs are rare. Therefore,
BIBD is not a flexible approach for parity declustering ingesscale systems.

3.3.2 PRIME and RELPR

Schwabe & Sutherland proposed a Ring-based data layout \\8th reduced the
computation complexity and the size of the data layout. Basethis ring-based data
layout, Alvarezet al [11] proposed RIME and RELPR. Both FRRIME and RELPR use

a direct computation approach to map user data to a physicalibn and have only
O(1) computation complexity. By slightly relaxing the maximalrpllelism property,
the RRIME data layout comes very close to being ideaRINPE requiresn to be a
prime number; RLPR relaxes this constraint by removing the distributed retrogs
tion requirement. There arén— 1) stripes per rotation in RME layout andn @(n)

1 stripes per rotation in RLPR data layout. Algorithm 1 describes how to map a user

@(n) counts the number of positive integers less than n that &tivedy prime to n.
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data unit to its physical disk position whens prime and Algorithm 2 describes the
scenario whem is not a prime number. The input of the algorithm is the lobgstape
unit numbera and the algorithm calculates its physical disk number, ts& dffset
and those of the corresponding parity unit.

Algorithm 1 PRIME
Z= LW]J;
y=(z mod(n—1))+1,;
disk(a) =ay modn;
of fse(a) = L%J +fz
parity —disk(a) = (((L%J +1)m+i)*y) modn;
parity —disk(a) = (z+1)k— f +1i;

Algorithm 2 RELPR
Require: @(n) counts the number of positive integers less than n that da&vedy
prime to n;
Require: Y = {Yo,Y1, .-, Ygn)—-1/0 < ¥ <nAgcd(y;,n) =1 for0<1 <g(n)};
Require: g=gcd(n,m);
2= |
Comn’
| =z modg(n);
R
~mx(n/g)”
disk(a) = (a+ j)yi modn;

of fse(a) = L%J-l—fz;

| modg;

parity — disk(@) = (((| ]+ J)m+i+ ) +y) modn;
parity — disk(a) = (z+1)k— f +i;

Figure 3.2 shows an example oRRE with n=5, k=4 andf=2. Figure 3.3 shows
an example of RLPR with n=6, k=3 andf=1.

3.3.3 Nearly Random Permutation Based Mapping

Merchant & Yu proposed a parity declustering data layouetam a nearly random
permutation [71]. This data layout is created by randongisive mappings for each
stripe. The mapping created for each stripe is based on amsak@andom permuta-
tion generated by shuffling the identity permutation. Beeaaf the randomness of
generating the data layout, finding the address of a logickbieeds the position of
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disk O disk 1disk 2 disk 3 disk 4
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Figure 3.2: PRIME data layouts. n=5; k=4; f=2 (figure from [11]).

diskO diskl disk2 disk3 disk4 disk5

L 0202

stride =1

stride =5

Figure 3.3: RELPR data layouts. n=6; k=3; f=1, @(n) =2 (figure from [11]).

each block to be traced repeatedly after each shuffle. Thetbinfind the address is
O(logB+logn), where there are B blocks per disk amdisks in the cluster. Although
this data layout is applicable to any combinatiomaindk, it is not a run-time efficient

scheme whenis large.

3.3.4 Permutation Development Data Layout

Schwarzet al. also proposed a permutation based data layout called PaioruDe-
velopment Data Layout (PDDL) [89]. PDDL assumes thatisks can be virtually
divided intog stripes and a spare disk. Each disk is assigned a virtualndistber
between 0 anah. PDDL uses aase permutatioms an initial mapping for the first
row of stripe units. For all other rows, PDDL adds the row nemto the disk num-
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ber obtained from the base permutation. Figure 3.4 illtessran example of PDDL
mapping two virtual stripesk(=3) and one virtual spare disk to seven physical disks.
This method is efficient in both computation complexity atatage, but again, not all
configurations can implement PDDL because of the lack of a pasmutation.

Virtual Disks

row numbeSPare ‘data data paritydata data parity

0O |0 1] 2 3| 4 5| 6
1 |0 1] 2 3| 4 5| 6| | permutation base ={0, 1, 2, 4, 3, 6, 5},
2 10 1] 2 3| 4 5| 6
3 : 0 1 2 3| 4 5 6 physical disk number =
4 ‘ 0 1] 2 3| 4 5| 6| |(permutation base[virtual disk number]+ row number)%
5 |0 1] 2 3| 4 5| 6
6 |0 1|2 3| 4 5/ 6 ‘
7 ‘I o 1| 2 3| 4 5 6 Physical Disks
8 : 0 1] 2 3l 4 5 6 row number
} 0 0 1] 2 4| 3 6| 5
9 |0 1|2 3| 4 5| 6
10 |0 1/2| 38/4| 5] 6 ! Lp2p3] 541006
L —— 2 2 3| 4 6|5 1/ 0
3 3 4|5 0| 6 2 1
4 4 5| 6 110 3| 2
5 5 6|0 211 4| 3
6 6 0|1 3] 2 5| 4
7 0 1] 2 4| 3 6| 5
8 1 2|3 5| 4 0| 6
9 2 3| 4 6|5 1/ 0
10 3 4|5 0| 6 2 1
Data Layout
0 S DO O| DO_1| D1 0| PO P1 | D1 1
1 D2 0| D2_1 P2 D3 1| D3 0 S P3
2 D4 1| P4 D5 0| P5 D5 1| D4 0 S
3 P6 | D7_0| D7_1 S P7 D6_1| D6_0
4 D9 0| D9 1 P9 D8_0 S P8 | D8 1
5 D11_1 P11 S D10_1 D10_0f D11_0f P10
6 P13 S D12 0 P12 | D12_1] D13 1/ D13 0
7 S D14 0| D14_1 D15 0 P14 P15 | D15 1
8 D16 0/ D16_1| P16 | D17_1 D17 0 S P17
9 D18 1| P18 | D19 0 P19 | D19 1 D18 0 S
10 P20 (D21 0| D21 1 S P21 | D20_1] D20_0

Figure 3.4: PDDL mapping. Mapping two virtual stripes and one virtual spare disk to

seven physical disks (figure from [89]).
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3.3.5 String Parity Declustering Data Layout

Ganget al.[31] proposed a layout callestring parity declustering data layouvhich
incorporates the advantages of both orthogonal data layaliveighted parity declus-
tering data layout. In this paper, a physical interconngdalled a string. The data
layout is first initialised using a random layout. A simuthsmnealing algorithm [53]
is then used to optimise the data layout by setting a balaresshstruction work-
load on each disk as the objective. The simulated annealgayithm proceeds by
swapping the positions of two units picked from the arrayaadom. Obviously, the
data layout simply generated by a simulated annealing ihgodoes not guarantee to
tolerate a single physical interconnect failure. In ordesurvive a physical intercon-
nect failure, some constraints are placed on layout irsaéibn and transformation to
guarantee that no physical interconnect contains moredharunit from one stripe.

Although this string parity declustering data layout iseatd survive a physical
interconnect failure and also has the advantage of a pagitjustering data layout,
the approach is random and the way to generate the data lesytiote consuming.
Moreover, the size of a rotation is random and unknown.

3.4 Distributed Hot Sparing

On-line spare disks, also called hot spares, allow the stoaction of failed disks
to start immediately, reducing the window of vulnerabilityring which another disk
failure would result in data loss. If the spare space is oncadgéed disks, these spare
disks are idle most of time and do not participate in the nboparation of the system.
In order to enhance system performance in normal operddemon & Mattson [68]
proposed distributed hot sparing, which distributes thgacay of the hot spare disks
over the whole disk array, as shown in Figure 3.5. Using ithisted hot spares has
the following advantages: (1) it allows all disks in the deskay, including the disk
that would otherwise have been a dedicated spare, to seueses, improving system
performance; (2) because each disk is partially empty, dethfailure requires less
work to reconstruct the data of the failed disk; and (3) ibwh reconstruction of
several disks at the same time so that the rebuilding speerdtisestricted by the
write disk bandwidth when the parity declustering ratioag.l The disadvantage of
distributed hot sparing is that the reconstructed data sugsitually be copied back to
a permanent replacement for the failed disk, which createa @/ork for the system.
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However, since the copying back can be done during systentirde, it will not affect
system performance.

Disk0 Disk1l Disk2 Disk3 Disk4 Disk5

DO 0| |DO 1| |D0 2| |DO 3| | PO S0
D1 0| |D1.1] |D12 | P1 s1 D1 3
D2 0| |D2. 1 P2 S2 D2 2| |D2_3
D3 0| | P3 S3 D3 1| |D3_2 |D3.3
P4 s4 D4 0| |D4_1| |D4 2| |D4 3
S5 D5 0 |D51 |D52 |D53 | P4

Figure 3.5: Distributed Hot Sparing.  This figure illustrate a RAID 5 disk array with
distributed hot sparing. ‘D’ denotes a data stripe unit, ‘P’ denotes a parity stripe unit,

and ‘S’ denotes a spare stripe unit (figure from [68]).

In the data layout of the distributed hot sparing systemrilesd above there is a
spare stripe unit in each stripe. This scheme works well fdata layout that has a
stripe width equal to the number of disks. Unfortunatelys gimple solution cannot
be directly applied to parity declustering data layoutsc&ese parity declustered data
layouts set the number of disks larger than the stripe witdking a spare unit in each
stripe results in a waste of storage space. To solve thidgarolnd simplify the map-
ping, Holland [41] proposed to allocate spare space in gantis bands, as shown in
Figure 3.6. The allocation of spare space is usually doniealls to simplify mapping
logic addresses to physical addresses. When a disk faibo@®y the problem is to
assign the spare units as replacements for the units onited thsk. Holland [41]
proposed an algorithm to assign distributed hot spare tmitge data units on a failed
disk. Depending on the particular failed disk, the alganthirst lists the complement
disks (namely the disks that are not involved in the stri the unit belongs to) for
the units on the failed disk. It then assigns a unit from a dempnt disk to that unit.
Itis inevitable that there are conflicts during the assigmimehis is because part of the
complement disks of different units are the same, in theespait assignment process,
unit that get assigned a spare unit later might find that elkghare unit on its comple-
ment disks has been assigned. The algorithm has to resadvedttiflict by adjusting
previous assignment. It keeps checking for conflicts andsaitig the assignment ac-
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cordingly. In a large system, this checking and re-assignmpeproach could become
very complicated.

Disk O Disk 1 Disk 2 Disk 3 Disk 4 Disk &

data and parity space

Spare space for the above data and parity

data and parity space

Spare space for the above data and parity

Figure 3.6: Allocating spare space in contiguous bands  (figure from [41]).

3.5 Simulation of Storage Systems

This section reviews the simulation models build for steragstems, including simu-
lation models of RAID systems and those of FC networks.

3.5.1 Simulation Models of RAID System

There have been a number of simulation tools developed topthpose of storage
system performance evaluation, such as Pantheon [104siDid16], RAIDFrame
[28], and DASIm [95].

The Pantheon storage system simulator [102] was develdpéeidett Packard. It
is a simulator for performance modelling of parallel distagts and parallel computers.
It has been used in a number of projects, such as the TickBrpAtallel RAID archi-
tecture [17], the HP AutoRAID advanced disk array techngld@3], and AFRAID
[85]. Pantheon’s simulation modules are written in C++, pded and linked together
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to make a single Pantheon executable program. The storaggsgomponents mod-
elled in the Pantheon simulator include a module for cohtrglexperiments, a host,
an 10 loader, a device driver, a disk channel and a disk duvdortunately, Pantheon
IS not available for use outside Hewlett Packard for commeéreasons, so it could not
be considered for use in the work described in this disserntat

DiskSim [32] was developed at the parallel data laboratdrZarnegie-Mellon
University (CMU). It is an efficient and highly configurabléeskl system simulator. It
includes modules that simulate disks, intermediate ctiatsy buses, device drivers,
request schedulers, disk block caches, and disk array dgdaieations. The most im-
portant feature of DiskSim is that its disk drive module siateis modern disk drives in
great details and has been carefully validated againstalgu®duction disks. How-
ever, as DiskSim focuses on disk simulation, it does notigeomany interconnection
network models, especially the latest developed serint@ogies like FC, SAS and
SATA.

RAIDframe [28], another storage system simulator develagtethe parallel data
lab of CMU, is a framework for rapid prototyping and evaloatiof redundant disk
arrays. Using a graphical programming abstraction and damsed execution strat-
egy, RAIDframe allows users to quickly construct workingtatypes which can be
immediately evaluated in each of three environments: acéadiiver running against
real disks, a user process running against real disks, oreart-driven simulator. Cur-
rently the architecture models implemented in RAIDfram&ude RAID levels 0, 1,
4,5, 6, parity declustering [41], distributed sparing [42}d interleaved declustering.
However, as RAIDframe focuses on the impact of data placenfdRAID system on
performance, like DiskSim, it does not provide many fai@stfor users to evaluate the
impact of interconnection networks and RAID controllerspamformance.

The DASIm [95] is a discrete-event simulator written in C+¥he purpose of
DASIm is to study the performance of different RAID implentegions, for example
RAID 5, EVENODD and RM 2. DASIm generates multiple physicatjuests for
logical requests using an execution plan, which is a Diceé&teyclic Graph (DAG)
determined by the type of logical request: the RAID leved, thode of operation. The
disk model of DASim is called DTSim (Disk Timing Simulatorhweh provides disk
timing information specified by DiskSim. Like other RAID sifiators, DASim has no
means of modelling back-end interconnection networks.

In summary, existing RAID system simulators focus on stogythe impact of
RAID algorithms and disk access time, therefore, they haw#dtions on exploring
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the impact of other components in modern RAID systems, sat¢heaother functions
of the RAID controller and the interconnection network.

3.5.2 Simulation Models of FC network

Publicly available FC network simulation models includeNsim [101] and SImSAN
[91].

SANSIm [101], developed at the Data Storage Institute of Nig&n event-driven
FC SAN simulation tool. SANSIm is aimed at studying the perfance of fibre chan-
nel storage area network. It consists of four main modul€swlorkload module, host
module, storage network module and storage system mod#élsi8 implements
the FC protocol stack at a very low level, which allows theldmtor to generate very
accurate results. However, this low level simulation alsatkes SANsim very slow.
Therefore, to run a large benchmark such as SPC-1 is veryctmsuming.

SImSANSs [91], standing foBimulating Storage Area Networks another toolkit
for designing, modelling, simulating, and evaluating SANsis written in C++ and
based on the OMNeT++ [75] discrete event simulation framrew8imSAN has im-
plemented major SAN related protocols, such as SCSI (SAM;,SB°C), FCP, and
Fibre Channel (FC-FS, FC-LS, FC-GS, FC-SW). lIts intendezlisgo explore 1/0O
path performance limits from the architectural standpoidbwever, like SANSIm,
SImMSAN also implements the FC protocol stack in a very detaiay, leading to a
very slow simulation speed.

In conclusion neither SANSIm nor SImSAN is suitable for exing the back-end
network of a RAID system that is running a large benchmarkead.

3.6 Summary

This chapter has presented a survey of research work thelai®d to this disserta-
tion. This work includes storage system performance modgdind evaluation, RAID
system reliability studies, RAID system data layout desigd simulation of storage
systems.

There has been a vast body of research work on modelling aidaging storage
system performance, including those on RAID system perdoice and those on FC
network (SAN) performance. Previous RAID system perforagamodelling work
focused on the performance of parallel disks and the effecache policies. None
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of them has considered the effect of the back-end networkthA@siwumber of disks
connected to the system keeps increasing, the effect atabgitg of the back-end
network cannot be ignored any longer. The performance ofét@arks has also been
studied. However, the scalability of the back-end netwak binly been studied under
large sequential workloads, the result of which cannot Ipdieghto real world storage
system design.

Research on RAID system reliability generally includes tategories: analysis
of system reliability and work to improve system relialyilitPrevious system relia-
bility analyses shows that in addition to disk failures, giogl interconnect failures
also account for significant percentages of storage sudrsyfstilures. Physical inter-
connect failures result in multiple disks from the samergaanect appearing to be
missing from the system. However, current work on improwvieliability is focused
on designing efficient RAID 6 codes, which can survive onlg tisk failures.

Because of their advantage in degraded and rebuilding npzagy declustering
data layouts have been extensively researched. This chegsteeviewed existing par-
ity declustering data layout, including BCBD, BIBDRRME(and RELPR), nearly ran-
dom permutation mapping, PDDL and string parity declustedata layouts. Among
these data layouts, the first five cannot survive physicafl@annect failures or bursty
disk failures. The string parity declustering data layominbines the advantages of
both orthogonal and parity declustering data layouts. Hewets generation is ineffi-
cient and the size of a rotation is random and unknown.

Distributed hot sparing has the advantage of improvingesygperformance. In
addition, it helps to eliminate write bottlenecks duringldreconstruction for parity
declustering data layouts. The existing distributed hatrisig assignment algorithm
for parity declustering data layouts uses re-assignmesuliee the conflicts in the as-
signment process. This approach could become very congadieend inefficient when
the system scale is large. Therefore, it is important togitean efficient distributed
hot spare assignment algorithm for parity declustering titouts.

There have been a number of simulation tools developed égptinpose of storage
system performance evaluation, such as Pantheon, DisR&iiDFrame, and DASIm.
However, these simulators focus on studying the impact dDR#lgorithms and disk
access time, therefore, they have limitations when expdatfie impact of other com-
ponents in modern RAID systems, such as the other functibtieedrAID controller
and the interconnection network. FC network simulatoraNSitn and simSAN, have
been designed to investigate the performance of storagenateorks (SAN), but they
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have operated at a very detailed level of simulation withrg lerge ratio of real time
to simulation time, which make simulation under real benatiks impractical. In con-
clusion, there is a lack of suitable simulation tools for mEdRAID system design.



Chapter 4

The SIMRAID Simulation Model

This chapter presents the design and implementation of &1® Rystem simulation
model SMRAID. In general, there are three different ways to evalypatgormance:
analytical modelling, empirical measurement, and sintatThe stochastic nature of
realistic traffic streams and the complex interactions betwcommands coupled with
the presence of multiple disks, large caches and sophistié®AID controller designs,
means that analytical modeling is insufficient to evalua#édORsystem performance
[100]. Empirical measurement ensures correctness andletenpss of results by run-
ning benchmarks on an actual system; however, buildingxperenental framework
in the real world is very expensive. Thus, simulation apphes are chosen as the
main research method in this dissertation. Much of the custef this chapter has
been published in [57] and [27].

The remainder of this chapter is organised as follows: yirtile simulation model
development environment, the Hierarchical computer Aedture design and Simu-
lation Environment, HASE, is introduced, including its ifdes and capabilities to
model RAID systems; secondly, the design and implememati&@mRAID are pre-
sented; thirdly, the simulation process of the model is diesd; fourthly, the valida-
tion of SMRAID is presented; and lastly, the performance of the maldiscussed.

4.1 HASE

HASE is an integrated simulation development environmieat &llows for the rapid
model development and exploration of computer architestat multiple levels of ab-
straction [25]. There are three reasons why HASE was chaséreanodel construc-
tion framework for this PhD project. Firstly, it provides @lfframework to support

62
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modelling of computer systems, including both an undedyiriscrete Event Simula-
tion (DES) engine and a graphical user interface (GUI). Traisrework facilitates the

processes of creating, debugging, and running discreteteimulation models. Sec-
ondly, the programming language of HASE is based on C++gdaflase++, which is

a superset of C++ with predefined functions describing trséchaperations common
to most simulation models). This C++ based programminguagg allows both low-

level programming as well as object-oriented design. kagthas been successfully
used in a number of research studies including those by Ald&fhdnd Marurngsith

[65], which confirms its capability for simulating computarstems at different levels
of abstractions.

This section introduces the facilities and capabilitie$1&SE for modelling stor-
age systems. Firstly, an overview of HASE is provided. Rwilgy that, HASE entity
and hierarchical design, the HASE DES engine, HASE everddiding and time ad-
vancing, and HASE clock mechanisms are introduced in detail

4.1.1 Overview of HASE System

HASE consists of two levels of software: the underlying DEfgiae and the GUI.
The underlying DES engine provides functions for interg@ss communication, event
scheduling and simulation synchronisation, while the Gtdves functionalities for
parsing, editing, displaying and post-mortem animatioigufe 4.1 depicts a screen
shot of the HASE application window while loadingh&RAID.

The basic model components of HASE amities Entities contain a number of
ports through which entities are linked. Simulation evanéspassed from one entity to
another through the ports. HASE uses three types of file toifypee simulation: EDL
(project.edl), ELF (project.elf) and Hase++ (entity.Hades. The EDL file describes
the components of the architecture, their ports and pass)dhe links between them
and the hierarchical structure (in essence the logicatitre of the experiment). The
ELF file contains information relevant to the physical déspl.e. where components
and ports are positioned on the screen, and any variablesdsplayed. When creat-
ing the display, HASE uses icons in GIF format to represesmtttmponents on screen.
The Hase++ files specify the behaviour of each of the entiasulation model de-
velopment in HASE follows a four-step process: (1) modelgles(2) construction
of a simulation executable, (3) experimental control to matameters and to run a
simulation and (4) tracing and post-mortem animation.
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Figure 4.1: HASE screen shot

Figure 4.2 shows the software architecture of HASE and tbegss of creating

and running a simulation model. The first step in creating dehim HASE is to de-

fine the architecture of the system being modelled (pragdctfile), the corresponding

displaying file (project.elf file) and the entity behavioldites (.hase files), as shown

in Figure 4.2 (a). The model can then be loaded by HASE pritheésimulation being

run. During the loading process, the HASE GUI and its embegdeser translate the

definition of the model into an intermediate representadiath also display on screen a

graphical view of the model with its predefined icons (Figdu2 (b)). Prior to building

the executable file, HASE generates a set of C++ files fromnieernediate represen-

tation and the entity behaviour files (.hase file), as showiigare 4.2 (c). These C++

files are then complied and linked with user object files andSHAibrary object files

to generate the executable simulation file (Figure 4.2 (e executable simulation

file acts as a platform for running simulation experimentse Thput file is the user’s

parameter file. The system parameters are configured byingdhais parameter file

before simulation. Figure 4.2 (e) shows the simulation @rpent process. A trace

file that records the simulation run profile can be creatednduhe simulation for

animation and model verification purpose.
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Figure 4.2: HASE software architecture and model construction process
1

4.1.2 HASE Entity and Hierarchical Design

The basic components of a HASE simulation model are enthigiscommunicate by
passing events via Ports. Each entity is composed of sfsemneters and ports. The
states and parameters of an entity define its propertiesaatiaydar point in time along
with its internal attributes. The ports are the routes thfowhich communication
events are passed between entities; they are connectegavithof other entities in
the STRUCTURE part of the EDL file through uni-directionalids. The behaviours
of the entities, such as creating, sending and processiegt€vare defined in the
entity name.hase file. An entity can be defined as a normal discretd entity or a
clocked entity (Section 4.1.5).

In addition to the basic entity, HASE provides for hieraoahimodel design by us-
ing a compound entity (COMPENTITY) or a design template tate a higher level
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entity. The COMPENTITY groups together entities and/oreothigher level entities
(the COMPENTITY’s descendants), along with their intencections, into one entity
in a child-parent fashion, allowing the operation of the éowevel components to be
abstracted out. When a projectis first opened, a compouity exdisplayed on screen
by its own icon. Left clicking on this icon changes the digpgiashow the next level of
detail (.e. a descendant may itself be a compound entity). A design tgescribes
functional relationships among entities and also providesneans of connection be-
tween them. HASE design templates include BUSENTITY, NETRWENTITY and
MESHND entity [63].

4.1.3 The HASE++ DES Engine

HASE entities run in separate lightweight threads durimgusation. The HASE++
DES engine is the core that creates, manages and synclwtimse threads. Its func-
tionality includes generating the lightweight threadsdach entity, scheduling events
and synchronising simulation time [63]. The DES engine iplemented as a multi-
threaded C++ library that provides core components for @manting the simulation
logic of a model. All parts of the HASE++ library are writtes elasses and their facili-
ties are presented as a set of headers. The HASE++ libraighlyimodular, and inde-
pendent of the HASE applications (namely the simulation@&)d This independence
of the HASE++ library enables it to be developed without iregyon any components
of the HASE environment and applications. On the other hBW&GE model develop-
ers gain the advantage of rapid model development by ussngl&SE++ library that
is integrated into the model in the building process.

The HASE++ library includes nine basic classes: entitieseads, semaphores,
ports, simulation events, event predicates, event quéuef)ES system, and a DES
Manager. Among these classes, the DES system class mahage®ation, regis-
tration, scheduling and resource sharing of multiple gititeads, with the functions
provided by threads and semaphores classes, while the DB&gdamaintains simu-
lation time and manages event queues. The entity and psgedare the base classes
for implementing an entity. The simulation event class iempénts the simulation
events passed between entities, while the event predicatelps functions for com-
paring events. The event queue class manages the queueubtsdm events, like
adding, inserting and deleting events from the queue.
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4.1.4 Event Scheduling and Time Advancing

HASE maintains two events queueduture events quewsnd adeferred events queue
The future queue stores events that contain timestampsingf¢o the time in the fu-
ture when these events are expected to occur, whereas tresdiefjueue stores events
that cannot be dispatched at the specified timestamps leetaigeceiving entities are
not yet ready to get any events. Events are sorted in botheguewascending order of
their timestamps.

HASE maintains a global simulation time, which representalasolute or relative
moment in time when the simulated events occur. This sinardtme is initialised
to zero at the start of the simulation. HASE++ uses a nextietime algorithm to
advance to the next simulation time. A schematic diagramAfbH events scheduling
and time advancing is shown in Figure 4.3. During a simufatim, entities create
simulation events with a timestamp which represents the tirhen the event is sup-
posed to happen. These events are pushed into the futureqwere in ascending
order of their timestamps. The DES engine pops up the evanthids the smallest
timestamp from the future event queue. HASE then updategdibal simulation time
to the timestamp of this event. Therefore the simulatioretisnadvanced to the time
specified by the timestamp of the most imminent event in th&éuqueue rather than
being progressed on the basis of a fixed time unit.

Following the updating of the simulation time, the scheduévent can either
be dispatched to the receiver or inserted into the defervetitequeue depending
on whether the receiver is ready or not. In a handshake wityavhen a blocking
send/receive is implied, the receiver is normally readyetzeive, therefore, the event
is directly dispatched to the receiver (put into its everitdalL In a non-blocking situ-
ation, when events can be snooped at any point in time, tleévieganill not be ready
until a certain point (like next clock phase), so this eveiit be inserted into the de-
ferred queue. Once the receiver is ready to receive the @atevitl be dispatched to
the receiver. After receiving an event, an entity will preg¢his event and will keep
creating new events. This process continues until eithet afgre-specified stopping
conditions is satisfied, or a terminate signal is schedulech fone of the participat-
ing entities. This next-event time algorithm effectiveves computational resources
by jumping the simulation time from event time to event tinmel &nables the HASE
DES engine to efficiently support simulations that use a Baaking communication
protocol.
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Figure 4.3: HASE events scheduling

4.1.5 Extensible Clock Mechanism

As most projects are simulations of synchronous systermpgally computer systems
in which entities need to be clocked, HASE provides a numbéuit-in extensible
clock mechanisms [63]. A clock in HASE serves two purposé3:t@¢ simulate the
clock in the real-life version of the system being simulasett (2) to synchronise the
simulation code of the entities against ticks of the clookpiider to ensure an orderly
transfer of data between entities.

The clock facilities are presented through the Sync librditye Sync library con-
sists of aClock class and a number of abstraClockedclasses (including classes
for one-phase clocked models (Clocked), two-phase clookedels (Biclocked) and
multi-phase clocked models (PLL and Multiclocked)). Theca#l class represents the
component that emits the tick signals and the Clocked clasggesent the basic be-
haviour of synchronous components. During simulationhedacked entity first reg-
isters with the clock entity from which it wants to receive ttick signal. The clock
entity sends a tick to each of the registered clocked estitied waits until it has re-
ceived the status of each clocked entity before sending éé tick. This process
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continues until the end of a simulation; this occurs whendloek entity detect er-
rors in the simulation or the normal termination routstepSimulatiornas been called
by an entity. More details of the HASE clock mechanisms anplémentation of a
multiple clock mechanism can be found in [63].

To define a clocked entity involves two steps. The first stefm iBwoke these
clock mechanisms in the ENTITY lib in the project definitiokefiwhich includes (1)
declaring the Clock entity and the abstract Clocked entitthe ENTITY lib; and (2)
defining an entity as a Clocked entity by using the EXTEND Sawpin the definition
of an entity to link the entity to the clock. The second stefigsode the entity be-
havioural file as am-phased file, whera is the number phases that the user wants to
define for the entity.

Figure 4.4 illustrates an example of defining a Biclockeditgimt HASE. The first
step in defining the CPU entity as a Biclocked entity is to dexh Biclocked CPU en-
tity in the ENTITYLIB of the project file, as shown in Figure44(a). The declaration
includes the declaration of a Clock entity, an abstractdgikéd entity, a Clockphase
entity and the CPU entity extended from Biclcked entity ia ENTITYLIB. The sec-
ond step is to code the CPU behaviour file as a two-phased égtaadding$phase0
and $phase lin the .hase file, as shown in Figure 4.4 (b). The Biclockeityekéeps
track of the number of ticks sent by the clock entity. Whentitlenumber is even, the
activities defined iffphaseCare invoked, whereas when the tick number is odd, the
activities defined irfphaselare invoked.

ENTITYLIB( $phase0

Abstrac Biclocked sync() activities in phase0 .
ENTITY Clock sync( )

ENTITY Clockphase sync() $phase 1

ENTITY CPU( activities in phasel .

EXTENDS (Biclocked)

(a) .edl file (b) .hase file

Figure 4.4: Defining a clocked entity in HASE (a) the ENTITYLIB defined in the .edl

file; (b) entity behaviour defined in the .hase file.
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4.2 SIMRAID Model Design

SIMRAID was initially developed for the Storlite project [45yhich was a collabora-
tive industry-academia research project funded under THEPSRC LINK Informa-
tion Storage and Displays (LINK ISD) programme and led byatgk, a disk storage
company based in Havant. However, by the end of the Storngegt, SMRAID
was still not completed. As an extension of Storlite, thi®Riroject has continued
to use the 81RAID model as the simulation tool and both the functionadibd per-
formance of 83WRAID have been further enhanced. This section presentsasigr
and implementation of thei@ RAID simulation model, as well as the various model
enhancements. Firstly, an overview aivRAID is presented. Secondly, the trans-
portation level abstraction technique created for BAID to shorten simulation time
is presented. Thirdly, the framework for modelling hetenogous systems is intro-
duced. Fourthly, the design of each componentsimffBAID is introduced. Fifthly,
the method on how to model large scale systems is descrilaestly] the enhancements
to SMRAID are summarised.

4.2.1 OVERVIEW OF SIMRAID

Chapter 1 introduced five trends in modern RAID systems tchire design. A suc-
cessful simulation model of storage systems should conforthese features. From
analysis of these features, four key characteristics @mpldfficient simulation of
RAID system architectures can be identified. These are:

1. Benchmark generated workload To create a simulation that provides a real-
istic performance estimate, it is necessary to provide lgstigatraffic flow to it.
However, given dramatic increases in storage system sodtemely large trace
files make trace file driven simulation of storage systemgactral. Thus a
benchmark that reflects a real life workload is preferredeéently built bench-
mark Storage Performance Council Benchmark 1 (SPC-1) [8lich a bench-
mark meeting this requirement. It provides flows based oratistital model
derived from analysis of recorded traffic flows from systeoming in real live
settings. Therefore, the SPC-1 benchmark has been chosies msjor bench-
mark. lometer [47], which reflects sequential workloads &nstill often used
in industry, is used occasionally in this dissertation fomparison purposes.

2. Parameterisable modular implementation: To enable a simulation model to
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be scaled, all the component parts must be fully modularlowascaling by
the simple addition and removal of modules. This approast allows simple
operational models to be used for devices not under inasgtig alongside in-
creasingly complex models of devices that are being tegi@dnstance, it helps
to model increasingly complex RAID controllers. This 'plagd play’ approach
enables faster simulation due to the reduction in complekitrthermore, mak-
ing each component of the model highly parameterisablelesalesign space
exploration using a wide range of parameters.

3. Framework for modelling heterogenous systemsTo model heterogenous sys-
tems, SIMRAID sets a framework which separates the interconneciahdz-
vice models. By separating these models, it is possiblelgitogeplace either
the device behaviour model or the interconnect behaviowahwithout affect-
ing other parts of the system. This enables isolation of Hréspf the system
under test for investigation purposes.

4. Transport level abstraction of interconnection protocols Research work in-
troduced in Section 3.5.2 shows that exact simulation ofAEGesults in very
large ratios of simulation time over real time (on the ordet ,©600,000). Since
it is necessary for a storage system simulation to be run feraam-up” time
of at least 5 minutes to remove start-up transients, exauilation is not prac-
tical. Therefore, a set of abstraction techniques has beeelaped to extract
the behaviour of the interconnection protocol without h@saccuracy; this is
introduced later as the “transport level abstraction”.

Figure 4.5 shows a logical overview of MSRAID. As can be seen in the figure,
this model consists of five basic modules: a traffic gener&aiD controllers, disks,
an interconnection interface and an interconnection nétwdhe simulation model
works as follows: the traffic generator generates volumell#® commands in ac-
cordance with its rule-set; these are then sent to the RAImrotlers. The RAID
controllers decode these commands into a set of disk opesatind send these to the
disks for execution through the interconnection interfand network. The disk exe-
cutes the commands and send the results back to the RAIDotlerdr There is also an
“experiment controller” module used to initiate and coh&gperiments and a “results
collector” for collection and reporting of experiment résu
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Figure 4.5: Overview of SIMRAID

4.2.2 Transport Level Abstraction Techniques

Previous research shows that direct simulation of the ¢otarection protocolg.g.
FC Arbitrated Loop (FC-AL)) or word level simulation ressiih very large ratios of
simulation time over real time [101], which makes simulatissing an SPC-1 bench-
mark workload impractical. Therefore, it is crucial to makeappropriate abstraction.
Since the purpose ofi@ RAID is to investigate the impact of architecture and config-
uration changes on overall system performance, it is of nmegest to focus on the
service time of disk commands than the transmission time3sAE data. To achieve
this goal, M RAID uses a number of abstraction techniques to form a netvaaited
interconnection protocol. This new interconnection peotdocuses on end-to-end
control and allows accurate representation of disk comnsandce times without full
FC-AL simulation. Since itis much like the transport layétlee OSI reference model,
it is called a “Transport level abstraction”.

The abstraction approach consists of two techniques:

¢ Removing redundant and deterministic transmissions:As introduced in Sec-
tion 2.2.3, the basic unit of FC-AL communication is a 404bitg FC word
which is 8B/10B encoded and represents four 8-bit bytesn lcaurate discrete
event simulation, each communication word is handled asvantén the sys-
tem. Therefore, reducing the number of words transmittédreduce both the
resources used and the time to handle these event. In dgiagdavithout af-
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fecting the simulation resultsJI8RAID removed three types of communication
from the simulation.

Firstly, the IDLE data words which are transmitted in a rgeitem to maintain
synchronisation in the clock recovery circuitry of the rigee have been sim-
ply ignored in the model as they serve no end-to-end commatiait purpose.
Secondly, deterministic communications that do not cactiva data are imple-
mented in M RAID by means of a communication channel time lock instead
of by creating events. Since the topology of the system isviknohe time that
would have been taken up by these transmissions is knowneftine this time
can be set aside on the relevant communications links asahsniissions are
eliminated. Thirdly, M RAID combines the separated frames of the payload
data into just one transmission. In FC-AL, payload data aékén into frames
with a known structure. Each frame contains up to 2 Kbyte gfqeed data with

a frame header and footer, each of pre-determined lengtiwe®e frames of a
single communication there are also 6 fill-words transrmittéich can be used

to deal with access control. As will be described belowj BAID has separated
the data path from the signal path in the communicationsar&twhus allowing
access control to be taken out of band. Therefore these 6diitisxcan be mod-
elled as an additional transmission delay for the combirsgd tfansmission.

e Single arbitration transmission: In a physical system a device with data to
send to another device will continually attempt to send tilunsucceeds. In
the case of FC-AL, this results in continuous arbitratiothwhe possibility of
rejection of connection even after arbitration is won. @ngly these processes
result in unnecessary communication events. To remove ttegeetitive trans-
missions, instead of using the regular data path,FBAID adds a signal path
into the model and makes the switch operate as a centralsaotasager for
the arbitration. The central access control manager mitheaccess order that
would be visible in a real system through tracking of all tleenenunication
requests and the status of all devices in the system. In amgdémentation
this is not possible as all the devices are generic in natugecannot be pro-
grammed with a system topology. However, in simulation @asy to build the
system topology into the switch. In order to eliminate alheoessary commu-
nication associated with arbitrating FC-AL devices, auattcentral controller
entity was implemented in the simulation model. This enstinformed when
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a device wishes to arbitrate for access to the system viatdicially created
signalling link. Hence, a single message, containing theAEGddress of the
sender along with the address of the intended recipiengssed to the central
controller, which retains the information. This way, thatal controller knows
at any time all FC-AL devices that want to arbitrate. Thiggmessage, hence
single simulation event, is a substitute for the thousarideassages sent in a
real system. As the central controller has full knowledgthefsystem (such as
topology information, history of connections and curresit ¢f desired connec-
tions), it is able to replicate the order in which they woudddranted access in a
real system using the FC-AL protocol.

In the case of the JBOD and MBOD, the central managementrayisteimple
to implement as it can deterministically follow FC-AL. Inglecase of the SBOD,
fair access must be managed differently as the FC-AL préteas not designed
to operate in a switched manner. Since switch manufactguessd their fair-
ness algorithms closely, a suitable algorithm has beenlales@ as part of this
project, described in the SBOD fairness section below. imilay, a multitude
of simulation events on the data path are replaced by a sawgless request
event on the signal path. A short study using a model withimstrnechanism
showed that the speed of a simulation tended very rapidletoine the same
as a full FC-AL simulation.

The FC-AL protocol is described in terms of a state transitiotable [1]. This
dissertation has amended this transition table to rematess that are present
to enable the system to cope with transmission errors arddifferent topolo-
gies. Moreover, it removes states that are transitionakaist only to allow an
FC-AL device to update internal variablesiMiRAID also removes the initial-
isation process from the state diagram as initialisationtmadealt with out of
band (Section 4.2.5.1). The amended transition diagrafmogs in Figure 4.6.

4.2.3 Framework for modelling heterogeneous systems

As introduced in Chapter 1, storage systems are becominggsingly heterogeneous.
Thus, SMRAID is designed to be able to model heterogeneous storajersyg. In
order to do so, the models of devices (RAID controllers arstts)i and interfaces are
implemented as separate modules. These models are cahnsatg a signal path
connection and a data path connection, as shown in FigurelAédata path is used



Chapter 4. The SIMRAID Simulation Model 75

Receive OPN
no space in the
l receive queue
Receive OP Monitoring Receive ARB Request from device
have space
Receive CLS
previously Monistoring state
Receive OPN, have space - Receive OPN
Opened Arbitrating no space in th:
Receive CLS, previous Arbitrating state receive queue
Receive own ARB
Receive CLS Transmitted Transmit CLS
Open
Close

Figure 4.6: State transition diagram for normal operation

to transmit active data at specified times (these times a@fggd to mimic the times
at which that data would be received in a real system). Theasigath is used for
all the access control data that is transmitted asynchsinorhe following access
control messages have been defined:

e FCUnitTimeout: sent by the initiator device to inform the interface thatash
data to send

e arbRequestsent by the interface to inform the network switch that it Hata to
send

e arbGranted: sent by the network switch to the interface informing thaisit
allowed to send data

e GetData:sent by the interface to the initiator device to get the dataetsent

e DeleteData:sent by the interface to the initiator device to inform ittttiee data
has been sent to the target

e SetData:sends the data received by the target interface to the tdegete

e UpdateDataStatussent by the initiator interface to the initiator device tdlin
cate that the communication is blocked because the targeteqgs full
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Figure 4.7 illustrates the process of sending data from e2R&ntroller to a disk
in an SBOD. When a device has data to send, it will senéF@bnitTimeoutto its
interface over the signal path. The interface module wéhtinform the central access
control manager (in this case embedded within the SBOD kwitodel) through an
arbRequest When the connection can complete and all the other corumecthat
would take place before this one in a real system have oatuire central controller
sends amarbGrantedo the interface module. The interface then sen@ge@atato the
device module indicating that access is granted and thatetiigred communication
should commence. Following that, the RAID controller seddta to the interface
through the data link. There is an appropriate delay to thta b mimic the access
grant processing delay existing in a real system.

Following this process, there is a set of actions that foltbe Loop Port State
Machine defined for FC-AL [1]. Within this process, the sigBatDatais sent from
the interface to the device when the interface receivéstaFC-AL word; this signal
identifies the transmitted data structure and allows thipiet to act upon the com-
mand received (either add it to its queue in the case of a diskaok it as complete
in the case of a RAID controller). The central access contnat is looking for the
seconcclose(cls) word as this indicates that a communication is terminaiée:. cen-
tral controller is located within the SBOD switch as ttlesewill always traverse the
switch and so is visible to this module. Once one commurooas terminated, the
central controller is able to grant access to another pgrcbmmunication. The final
signal is sent from the interface module to the device moDeleteDataupon receipt
of the finalcloseby the interface to indicate to the device that the commuigicdas
terminated successfully.

4.2.4 Design of the Basic Modules

SIMRAID consists of five basic modules: a benchmark generatdlDRontrollers,
network interfaces, interconnection networks and diskkis Bection describes the
design of each of these modules.

4.2.41 Benchmark Generator

The benchmark generator is able to generate two types ohbeark workload: the
SPC Benchmark-1 (SPC-1) workload [5] and the lometer beackmorkload [47].
The SPC-1 benchmark represents a real-world Online Traoederocessing (OLTP)
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Figure 4.7: Disk command communication process Dashed lines represent the
transmission of a signal message over the signal path and solid lines represent the

transmission of data over the data path.

environment workload, whereas the lometer benchmark septs a sequential work-
load environment. Figure 4.8 shows the structure diagrathedtbenchmark generator.
The benchmark generator includes two layers of softwaeewibrkload generator and
the workload splitter. During the simulation, the model baconfigured to use either
the SPC-1 benchmark or the lometer benchmark. The workleadrgtor generates
I/O commands based on the benchmark rules. These 1/0 consnaaadsent to the
workload splitter. The workload splitter sends the 1/0O coameh to the RAID con-
trollers based on the controller selection policy. Depegdin the policy, it can evenly
split commands between both RAID controllers or just senairoands to a single
controller.

4.2.4.1.1 SPC-1 Benchmark The SPC Benchmark-1 [5] is the first standard in-
dustry storage benchmark based on application driven tlate and the first stan-
dard benchmark for Storage Area Networks (SANs). SPC-1 adaghly efficient
multi-platform and multi-threaded workload to emulate firecise characteristics of
multi-user 1/O in a multi-application environment. The rhpsominent group of ap-
plications that display a “core” of common I/O charactecsis represented by OLTP
systems, database systems, or mail server applications.“cbines” of these appli-
cations are characterised by predominantly random I/Oatipgrs requiring queries
as well as update operations and simultaneous threads oérs@m I/O processing.
Storage Performance council (SPC) also has two other typerafhmark: SPC-2 [6]
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Figure 4.8: Structure diagram of Benchmark Workload Generator

and SPC-3BR [7]. SPC-2 represents sequential workloadSBGQI3BR is a content
management benchmark to measure to the performance ofaesiore solutions.
Since most commercial storage systems are used for OLVRASID chooses SPC-1
as the workload. SPC-2 and SPC-3BR will be includedimSAID later.

Elements of the 1/O profile include: read/write ratio, I/@esilocality, re-reference
probability, sequentiality, and inter-arrival time. Ceitto the SPC-1 benchmark are
two scaling units: the Application Storage Unit (ASU) and Business Scaling Unit
(BSU).

The SPC-1 benchmark synthesises a community of users gianistorage that is
organised into three logically separate Application Sieranits (ASUs), as would be
encountered in a real-world installation. ASU-1 idata store, holding raw incoming
data from the application system. It contains four kinds/Gf $tream. ASU-2 is a
user store holding information processed by the application systirwontains three
kinds of I/O stream. ASU-3 representog written by the application system. It only
contains one 1/O stream. BSUs represent the 1/0O load impbgedtie application’s
user population on the ASUs. Each BSU represents the aggré@aload created by
a specified number of users. In the SPC-1 benchmark, one S8&lJIcorresponds
to a community of users who collectively generate up to 50rEQuests per second
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(IOPS). The workload profile of each I/O stream that comgribe SPC-1 aggregate
load is summarised in Table 4.1. All transfer addressesl@eeal to 8 logic blocks.

To measure performance, the SPC-1 benchmark increasefeareldOPS by in-
creasing the number of BSUs. The SPC-1 benchmark speciieththnreported aver-
age response time must not exceed 30 milliseconds (ms)lftasalstages, otherwise
the measurement is invalid. Therefore, most of the restdim the experiments re-
ported in this thesis are given in terms of the maximum BSUW ¢ha be used whilst
maintaining an average response time of less than 30ms.

ASU 1
|Ostream 1 2 3 4
Transfer
alignment (KB)| 4 4 4 4
Transfer
Size (KB) 4 4 | SMIX @ 4

Rd Fraction 0.5 0.5 1.0 0.5
Intensity 0.035| 0.281| 0.07 0.21

ASU 2 ASU 3
|Ostream 1 2 3 1
Transfer
alignment (KB)| 4 4 4 4
Transfer
Size (KB) 4 4 SMIX | SMIX

Rd Fraction 0.3 0.3 1.0 0.0
Intensity 0.018| 0.07 | 0.035 | 0.281

Table 4.1: SPC-1 I/O stream parameters

aSMIX = Table: {4,0.40} {8,0.24} {16,0.20} {32,0.08} {64,0.08}

4.2.4.1.2 lometer Benchmark  lometer is an I/0O subsystem measurement and char-
acterisation tool. It issues a fully sequential workloadht® storage system and keeps
the outstanding number of I/O requests fixed at 75. lomests getermine two sys-
tem parameters: 1/O requests Per Second (IOPS) and througBipce this disserta-

LA logic block = 512 bytes.
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tion uses lometer to investigate network scalability ursgguential workloads, system
throughput is used as the metric.

4.2.4.1.3 SPC-1 Benchmark Generator As introduced in Section 4.2.4.1.1, the
workload of the SPC-1 benchmark is measured by the numbeBtfsB Each BSU
represent 50 I/Os per second collectively generated byidgiine O streams. To gener-
ate 50 1/0 commands for each BSU every second, SPC-1 strefopstae biclocked
model. Each second is divided into 50 two-phased cycled) plitase O taking 1.0
ms and phase 1 taking 19 ms. In each cycle, there is one I/O eochieollectively
generated from the eight SPC-1 streams. Phase 0 of eachi€yded for generating
the 1/0 commands which conform to the stream definition. BHaef each cycle is
used to send the I1/0O commands to the Sd@amodule. Since there is only one 1/O
command for eight streams, each stream has a random numbenag® to control
command generation. Before generating an I/O command, €aeam generates a
random number. Only when this random number is larger thanrtensity param-
eter will an 1/0 command be generated. Usually, the workloathe simulation is
larger than one BSU. To save computing resource, there ysamd instance of each
stream rather than having eight stream instances for eath BiSphase 0 of each
cycle, each streams repeats the aforementioned commaathgjen process for each
BSU and stores these I1/O commands. In phase 1, each stredmaédrthe commands
generated in phase 0 with equal intervals between each conchma

The SeriallO module receives the commands from each stream in phasé&@ of
next cycle and stores them in a queue. In phase 1, S&iaknds these commands
to the workload splitter with a delay equal to timestamp @& tommand plus a cycle
period and the front end network transmission time. Talf2didts the parameters of
the SPC-1 generator.

Parameter Note
Load BSU The number of SPC-1 BSUs
ASU capacity| The data capacity of the simulated syst

112
3

Table 4.2: Parameters of the SPC-1 benchmark generator

4.2.4.1.4 lometer Benchmark Generator ~ The essence of IOmeter is to keep the
outstanding commands fixed at 75. At the start of a simulati@lometer benchmark
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generator generates 75 sequential commands and send thieenRAID controllers.
Once it receives a complete acknowledgement from the RAIRrober, the gener-
ator generates a new sequential command. The parametdrs eter generator
are listed in Table 4.3. In practice, as the lometer genersgeds to receive acknowl-
edgements from the RAID controllers, the lometer generstamplemented in the
workload splitter file.

Parameter Note

Transfer size | The transfer size of each commahd

Read Fraction | The fraction of read commands

Outstanding 10| Fixed at 75 for lometer

Table 4.3: Parameters of the lometer benchmark generator

4.2.4.2 RAID controller

The model of the RAID controller is built based on the hardwarchitecture intro-
duced in Section 2.2.2. According to the architecture amdtfanality of RAID con-
trollers, the model of the RAID controller is divided intove® modules, as shown in
Figure 4.9. These modules are linked together by the RAIQrotder behaviour file.
The role of each module is as follows:

e Command store: Stores the received volume level commardis@romposes
them into disk commands according to the RAID algorithm used

e FIFO Queue: Emulates the time spent in the main processéedRAID con-
troller, including the command decomposition time and timetto store a com-
mand.

e Cache Table: Emulates the behaviour of cache; write thranghwrite back
cache policies have been implemented.

e Read/Write Queue: Manages the disk commands that have GehtiHimout
to the interconnection interface but have not yet been setisk.

e Read/write Blocked Queue: Manages the disk commands thabtae sent to
disk because the disk queue is full.
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e Read/write Scheduled Queue: Manages the disk commandarthat the pro-
cess of being sent to disk.

e Write Mirroring Controller: Controls write data mirroringetween RAID con-

trollers.
O]
! FIFO Queue _ Command Storeef
(D @ Q) |
; I
3 1
— Cache . 1 @
G I o
e U WriteMirroringi !
. T ®$@ @ r Controller =~
Ol : =77 L_Sender Recelver
‘ Read/Write Queue |
Ic 3
@l e ®
777777 \rﬁiv” F‘ Blocled Rd/Wirt QueuelT ® %

4{ Scheduled rd/wrt Queu& ffffffffffffffffffffffffff

T @l@

Send disk commands to dis@ — @ Mirroring parity commands: @ @ @
Receive disk commands from dis — Receive mirrored volume data:@ — @

Mirroring volume commands: @ — @ Receive mirrored parity data:@ @

Figure 4.9: Diagram of RAID controller model

The main functionality of the RAID controller is to serve thelume-level com-
mands received from the benchmark generator. This procedssvas follows (Fig-
ure 4.9 (1)-(7)): upon receiving a volume level command Gbexmand Store module
stores the volume command and decomposes it into disk coasraatording to the
selected RAID protection level and operation mode. Thesk cbmmands are then
pushed to the FIFO queue, which has a time based exit strategiynic the time taken
for command decoding. Once the time has advanced suffigielisk commands are
inserted into the cache table. If there is a hit, the CommaodeSwill be informed
that the disk command is completed; otherwise the disk camamaall be sent to the
Read/Write Queue. Once the disk commands are pushed to #\Rete Queue
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(Figure 4.9 (3)), the=CUnitTimeoutwill be sent to the interface. AfteGetDatais
received from the interface, the disk command will be popipech the Read/Write
Queue and pushed to the scheduled queue (Figure 4.9 (4h)e tdmmand cannot
be sent to disk because the disk queue is full, the interfaltéworm the controller
by sending arUpdateDataStatusignal. The command will then be pushed to the
Blocked Queue (Figure 4.9 (6)). It will be sent to disk aganmt® the disk queue is
no longer full. Figure 4.9 (8)-(10) shows the data flow of reicgy a disk command
response. When a disk response is received RAID first gets the disk command
pointer from the scheduled queue based on its disk humbdressl and command
type. It then informs the cache table and Command Store hieadlisk response has
been received for that disk command.

4.2.42.1 Command Store  The main functionality of the Command store is to de-
compose incoming volume commands to corresponding diskr@mds and keep track
the status of each volume commands. To fulfill this functibpahe command store
keeps all outstanding volume commands in a hash table. Ugmaiwing a volume
command, the command store assigns a unique sequentiaéntortbis volume com-
mand and stores the command in the hash table by using thiseras the hash key.
Based on the logic block address (LBA) of this command, theroand store then de-
composes the volume command into the corresponding disknaods following the
operation rules described in Section 2.1.2 and the pre-atktiata layouts. The system
parameters that control this decomposition are listed bi€fd.4. The generated read
disk commands and write disk commands are stored in two geptables, with the
stripe number and stripe unit number as the indexing key.eQhe decomposition
is completed, the command store sends the disk read commaaddihe disk write
commands that form a full stripe write to the FIFO queue andswar the response.
When a disk command response is received, this disk comnsadeléted from the
hash table. In the case of a partial stripe write, once thentamna store receives re-
sponses for all the read commands of that stripe, it sends e@mmands to the FIFO
queue. The volume command is then deleted from the commanel after all disk
commands have completed.

4.2.4.2.2 CacheTable Cache hasbeen widely usedin modern RAID systems to im-
prove system performance. In a real RAID system, the cactligited into fixed size
blocks of 4kbytes. Blocks are linked to form disk level asassof multiple blocksi .
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Parameter Values

RAID level RAID 5 or RAID 6

Operation Mode | normal, degraded or rebuilding
Size of Stripe Unit| 4kB, 8kB, 16kB, 32 kB or 64 KB|
Strip width any number

Table 4.4: Command Store Parameters

linked to form stripe units). Since all disk accesses ar#igisunit level, the cache line
size is set to the size of the stripe units. In order to redneeiime to search the cache,
the whole cache is implemented as a two-dimensional arrayiagfs. Each map is
called a cache set, which consists a number of cache linesaétle sets have the same
number of cache lines. The first dimension index of the asdlie disk number while
the second dimension index is (address/STRUMNAT _SIZE)%NUMBER OF MAPS,
where NUMBEROF_MAPS is a parameter representing how many cache sets each
disk has; it can be configured by the user. For instance, Cadhe[1][3] represent
the third cache set of the first disk. A cache line is the basitaf the cache table.
Each cache line has multiple flags showing its status. It héa disk command
pointer which points to the uncompleted disk command thiathiis cache line. Fig-
ure 4.10 shows the structure of the cache table. The paresmatéhe cache table
include cache size, cache policy and NUMBER_MAPS, are shown in Table 4.5.

Parameter Values

Cache Size any number larger than O
Cache Policy write-through or write back
NUMBER_OF_MAPS | any number

Table 4.5: Cache Table Parameters

The cache table implements two cache policies: write-tijincand write-back. Ta-
ble 4.6 and Table 4.7 list the cache operations when a diskm@md is inserted into
it under the write-through policy and write-back policy pestively. The cache oper-
ation depends on three conditions, namely whether the dachgon exists, the disk
command type and the cache status. The cache table adoptstiRerently Used
(LRU) replacement policy. Whenever a cache line is accestetimestamp is up-
dated. When a disk command with a non-existent addresseast@asinto the cache
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Cache line{
‘‘‘‘‘‘ (enum) clean_flag (clean_dirty)
= (enum) command_status
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(list Disk_command*)}

v

Figure 4.10: Structure of the cache table

table, it searches for the clean cache line that has thetdldesstamp. In addition to
the cache lines, each cache set also contains a pendingasiskand list. When the
cache location for a disk command does not exist and thei@fiea cache line avail-
able, this disk command is pushed into the pending commandMhen the response
from a disk command is received, the cache line is markech@ed the command is
removed from the disk command list.



Cache | Command| Cache Operation
Location Type Clean | Allocate | Mark | Cache| Send | Command| Addto| Return
Exists Cache | Dirty | Hit | ToDisk | Finished | List Result
Yes Read Yes X X Vv X Vv X hit&send
| No X X X X X v/, | hit&send
Write Yes X vV X vV X v/, | hit&send
No X X X X X v/, | hit&send
No | free Read Vv vV X V X v/, | hit&send
line® | Write Vi Vi X vV X v/ | hit&send
No Add the command to the pending command list associated witesponding map

Table 4.6: Cache Operation of Inserting a Disk Command under Write Through Policy

8Free cache lines refer to both unused and clean ones. Theapragll first check if there is an unused cache line. if notyiit take the first clean line.
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Cache | Command| Cache Operation
Location Type Clean | Allocate | Mark | Cache| Send | Command| Addto| Return
Exists Cache | Dirty | Hit | ToDisk | Finished | List Result
Yes Read Yes X X Vv X Vv X hit&send
| No X X X X X Vv, | hit&send
Write Yes X X Vv Vv V X hit&send
No X X X X X v, | hit&send
No | free Read V V X V X v, | hit&send
line® | Write vV X V V V X hit& send
No Add the command to the pending command list associated witesponding map

Table 4.7: Cache Operation of Inserting a Disk Command under Write Back Policy

8Free cache lines refer to both unused and clean ones. Theapragll first check if there is unused cache line. if not, ithitake the first clean line.
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4.2.4.2.3 Write Data Mirroring  SIMRAID can be configured to work either with
or without write mirroring.The write mirroring controllerontrols the write data mir-

roring process. When the RAID controller is working with terdata mirroring (Sec-

tion 2.2.2.4), the process of sending disk commands to daglpéns only after the

necessary data has been sent to the other controller. Umelarrite-back cache pol-

icy, when a volume-level command is received from the hbstcommand store starts
to decompose it. In the meantime, the write mirroring cdigresends it to the other

controller, as shown in Figure 4.9 (a)-(d). Once acknowdsdgnt of the mirroring has

been received and time has advanced sufficiently to pop tihenamds from the FIFO,

disk-level read commands are sent to the disks (Figure »&@J2 After the responses
to the read commands are received from the disks, the digkueite commands are

generated. Before sending these write commands to the, diskparity commands

are mirrored to the other controller (Figure 4.9 (e) (c)(@hce the parity commands
have been acknowledged, the disk-level commands are séme tisks. Under the

write-through cache policy, only the generated disk-lewele commands need to be
mirrored and the process also follows Figure 4.9 (e) (c)(d).

The process of receiving mirrored data is simpler. Whendeires a mirrored
volume command (under write-back cache policy), the recgigontroller first stores
it in its command store, then decomposes it and stores ietadbhe table (Figure 4.9
(A)-(D)). When a disk-level command is received, since thetoller does not need to
decompose it, the disk command is just stored in the cacle (igure 4.9 (A)(B)).

4.2.4.3 Interconnection interface ENTITY

Each device maintains its own interconnection interfaci tanthe communication
network. The interconnection interface ENTITY consistaofumber ports connected
together by F(port.hase. The interface ENTITY communicates with the F@Qage
and the network ENTITY. For the FC interface it usually camsgwo ports with each
of them being connected to the network to provide commuinicgiath redundancy.
Figure 4.11 shows its structure and communication interf&ach port is an indepen-
dent object implementing its own Loop Port State MachineSMy. This implemen-
tation facilitates both changing the number of ports for @@deand changing to the
state transition table for new protocols. The LPSM workshvéitcordance with the
Transport Level Abstraction techniques introduced in i®act.2.2. Communication
with the FC device and the network was introduced in secti@rB4 The parameters
of the interconnection interface ENTITY are listed in Ta#l8.
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| - - sig_output0
Port[0] ——  sig_inputO
LPSM L - - data_outputQ
sig_to_FC_device - - - data_input0
sig_from_FC_device — FC Port B
data_to_FC_device - - - = | _ sig_outputl
data_from_FC_device — Port[1] sig_inputl
LPSM - - - data_outputl
data_inputl
Figure 4.11: FC Port ENTITY
Parameter Definition
portbandwidth
numberof_ports the number of ports that the interface has
portselectionpolicy | Single, Alternate or Random

Table 4.8: Interconnection Interface Parameters

4.2.4.4 Interconnection Network ENTITY

Figure 4.12 shows the structure and interface of the Interection Network Entity.
It has a number of PORTS (including both signal path and data ports) each of
which connects to an interconnection interface ENTITY.sThetwork ENTITY is
configurable either as a switch or a hub. This allows the wnihimic the behaviour
of the three main system topologies, JBOD, MBOD and SBOD. ilitezconnection
network entity controls the arbitration of the interfacesl dheir connections. The
parameters of the interconnection network entity are thebr of ports it has and its
architecture, as shown in Table 4.9.

Parameter Value
architecture SBOD or MBOD
numberof_ports

Table 4.9: Interconnection Network Parameters

4.2.4.4.1 Fairness Control  In SIMRAID the central arbitration manager is embed-
ded within the SBOD switch and so is able to see the FC-AL conmiaations as well
as the management signalling. This allows it to monitor éamgoommunications and
determine when a connection is terminated. When a new retprearbitration is re-
ceived, a counter of the number of outstanding arbitraterjuests between a given
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sig_outputd - - —
sig_input0 — - -

data_output0 - - - —
data_input0 —— - - -

Network ENTITY

sig_outputl - -
sig_inputl — _

data_outputl - - - I

data_inputl ——

Figure 4.12: Interconnection network ENTITY

source and target is incremented. If the connection can ke rimamediately, the
switch responds with a permission signal and the sourcdedamitiate FC-AL com-
munications with its target. At this point the counter is @sented. This process
is synchronised using the HASE clock to match the timings tdad SBOD FC-AL
system. Once a communication is terminated, it is necegsagigtermine if a new
connection can be established. There are 4 options thagstetltin the sequence in-
dicated in the flow diagram of Figure 4.13. Note that an aabiin request can only
be granted if the switch ports for both the source and targeitds of that arbitration
request are not currently involved in an active communacatiTo ensure fairness in
the system, it is also necessary to decide which of two aud#tg arbitration requests
is granted in the 2nd and 4th scan actions in Figure 4.13.i3laishieved through the
concept of priority of access.

At initialisation, each port of the switch is given a prigritst. This is initialised
to have all the ports in numerical order starting with thetmexmbered port. For this
discussion, the port owning the priority list is known as fls¢ port. When a port is
granted access to the 1st port (the accessing port beingrkasvihe 2nd port) the
2nd port’s number is sent to the bottom of the priority list.h&4 searching for an
arbitration request to grant in scan actions 2 and 4, poeseanned in the order in
which they appear in the priority list. This system helps tswge fairness of access
and to prevent starvation.
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Switch sees a

CLS on an active
link

Forward CLS to recipient and Keep track of CLS

remove switch connection and wait for 2nd CLS

Scan art_counter[x][source] for ports that can connected to
old source if there are any connect them, forward ARB_grant
to new source, mark new source as source and old source|as
target for new connection

Scan art_counter[old_target][x] for ports that old targe
can connect to. If there are any connect them, forward
ARB grant to old target, mark old target as new source
and new target as target of new connection

Scan art_counter[old_source][x] for ports that old source
can connect to. If there are any connect them, forward
ARB grant to old target, mark old source as new source
and new target as target of new connection

N Is old targe Y
connected

Scan art_counter[x][old_target] for ports that old target
can connect to. If there are any connect them, forward
ARB grant to new source, mark new source as source
and old target as target of new connection

Figure 4.13: Flow diagram of connection termination
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4.2.45 Disk ENITTY

The normal disk is modelled as a queue with maximum lengtmaxk queuesize
which is a parameter of the model. Data is obtained from expsttation on real
disks to determine the response time of the disks. In thismxgnt, different work-
loads are injected to disks to gather information of thewasp time of each disk com-
mand. It first gathers the trace data of each disk commantigling the time stamps,
the number of commands currently in the queue, the seqligntibthese commands,
the command type and the information on whether a disk cachead. The statistic
of response time is the then generated from these trace Tagamean response time
for each set of parameters ( the number of commands currenthe queue, the se-
guentiality of these commands, the command type and whatkdesk cache is used)
is then calculated. The disk response time is organiseddbla and the indexes are
those aforementioned parameters. When the disk modelescaidisk command, it
will check the table to determine the response time for tbatroand based on its type,
the number of commands in the diks queue, the sequentidlibose commands and
whether disk cache are used.

The disk entity uses a signal path and a data path to comntanidth its intercon-
nection interface, as shown in Figure 4.14.

sig_output ----
sig_input

data_output ~ -~~~
data_input

Disk

Figure 4.14: Disk ENTITY

4.2.5 Modelling Large-Scale RAID Systems

Large scale RAID systems usually consist of more than oneob@@ &nd RAID con-
troller. Each FC loop comprises two FC switches for redungand a number of
disks. The raid controllers connect to each FC loop througR@ dual port. In order
to model such a complicated large scale system with leastteiM RAID deploys

a hierarchical model design method by using the COMPENT I@Mflate provided
by HASE and the basic modules described in Section 4.2.4€ltfypes of compound
entity are defined: RAIDControllersystem, Disksubh system and FA.oop, as shown
in Figure 4.15. The RAIDControllersystems COMENTITY comprises two types of
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basic entity: a raid controller entity amdFC dual port entities, wheneis the num-
ber of loops in the system. The Diskibhsystem COMPENTITY consists of a disk
entity and an FC dual port entity. Each E@op COMPENTITY comprise two FC
switches and a number of Diduh system entities. In addition, a model initialisation
protocol is designed to allocate an FC address to each campamhich avoids allo-
cating FC addresses manually in the EDL file. This initidl@aprocess is launched
at the beginning of the simulation. This initialisation pess also builds the topol-
ogy information in the RAID controller and the switch. Withhetse compound entities
and the model initialisation protocol, simulating a RAIDsgsm with multiple RAID
controllers and FC loops is just a matter of instantiatiregg¢brresponding number of
RAID controllers and FC loops and connecting them in thecstme part of the EDL
file. The following subsection described the initializatjorotocol in more detail.
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Figure 4.15: Hierarchical Model Design
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4.2.5.1 Model Initialisation Process

In the FC-AL protocol, initialisation occurs at system stap and may then be insti-
gated by any device in the system at any time to overcome ipecterrors. Initial-
isation must terminate any ongoing communications with edrate effect (to be re-
started after initialisation); it must also perform addrassignment. The initialisation
of FC-AL systems has four stages: negotiation of an ing&lon master, assignment
of previous addresses, assignment of hard addresses dhddssgnment of soft ad-
dresses. The previous address assignment phase is used dasimnitialisation and
allows previously connected devices to maintain a constddtess across the initiali-
sation.

In SIMRAID the initialisation process is different. Firstly, tteeis no negotiation
of a master; this role is taken by the RAID controller. Sedgnthe initialisation
only occurs at the start-up of the model and its purpose isnplgy the address
allocation process and build the network topology infoliorain the SBOD switch
and the RAID controllers. The initialisation process igt&d by the pre-designated
main RAID controller. This main RAID controller starts thatialization process by
sending predefined primitive messa@tartinitialisationto the FC switches of its first
FC loop through the FC dual port, as shown in the first step glifel 4.16. After
receiving this message, the main swislends a primitive messa@etDevice Typéo
all RAID controllers and disks connected to it (Step 2 in Fegd.16). After receiving
GetDeviceTypeall RAID controllers (including the main RAID controlleand disks
connected to that switch send back their device type throngdsagé&etDeviceType
(Step 3 in Figure 4.16). Based on the device type (RAID cdietror disk), the main
switch allocates FC addresses to the RAID controllers askisgdiand then sends the
FC addresses to them throu§etAddressnessages (Step 4 in Figure 4.16). While
forwarding the address to the device, each FC port alsodedtsrown FC address.

After receiving their FC addresses, all devices connedadtdt switch acknowl-
edge receipt by sending messadexeptAddrest both switches of that FC loop with
their allocated addresses included (Step 5 in Figure 43iéce thesécceptAddress
messages are sent to both switches in the loop, the non-méchslso gathers the
device FC address information at this step. The main swiieh sends the address
of each disk connected to it to all controllers so that the RA&bntrollers are able to
get the disk information (Step 6 and 7 in Figure 4.16). Thetrmdlers acknowledge

20ne of the two SBOD switches of each FC loop is designatedeasiin switch
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receipt of all disk addresses by sendisgceptDiskAddressvhich is the last step of

the initialisation process for this FC loop. If there is méihan one FC loop in the

system, the main RAID controller then launches this samega®for each loop, one
by one. It is worth noting that all these initialisation m&gss are sent through the
signal path. In so doing, all devices and FC ports in the sygjet an FC address.
In addition, the RAID controllers and the SBOD switches gathll the address and
topology information of the system for later simulation use

I I
@ GetDeviceType | i ! ! @ GetDeviceType
: SR —— - - e e m - oo -
I ! I !
0 I ! I !
@ SetDeviceType }1 ! SetDeviceType
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Figure 4.16: Model Initialisation Process

4.2.6 Summary of Model Enhancement

As stated at the beginning of this sectionM®AID was initially developed for the
Storlite project. This PhD project has improved and enhadtioe model’s functionality
and performance. In summary, the enhancements to the nmumdiadie:

e Redesign and implemention of the RAID controller ENTITY. The original
RAID controller ENTITY had only the decomposition functiomhe current
module has added more functionality to the controller model

e Redesign of the interconnection interface ENTITY.The original interconnec-
tion interface was designed as a complex compound ENTITYhis design
each port was a separate ENTITY and ports were connectetheydsy another
ENTITY. This kind of design is less flexible and scalable thlaat of the cur-
rent interface ENTITY. In addition, the current interfacBl/HTY reduces the
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number of simulation events compared with the original,itesg in faster sim-
ulations.

e \erification and correction of the communication protocol. There was an
error in the original communication protocol state traositdesign. If an FC
port received an “OPN” when the queue of the device was fudlent a “CLS”
back to the initiator and “DeleteData” to the FC device. Tdesign led to a false
deletion of commands in the FC device and resulted in a segti@mfault. This
error has been corrected in theulRAID model.

e Debugging and verification of the whole modelThe SMRAID model inher-
ited from Storlite project was in the early stages of develept and had not
yet been debugged and verified. Each module of the model veasftine de-
bugged and verified (and also ported from Linux 9 to FedoralCarhe RAID
Controller and the Interface ENTITY were completely redasid and the whole
model then tuned and validated.

e Improvements to the model’s simulation speedThis work included profiling
and tuning the model, improving the effectiveness and efiicy of the simula-
tion events scheduling class. After these changesR®& 1D runs 4 times faster
than the original model.

4.3 Simulation Process

The SMRAID model goes through five phases during the simulatiorcgss: pre-
simulation phase, model initialisation phase, start usphsteady phase and termina-
tion phase. Table 4.3 describes these five phases in detalil.

4.3.1 Simulation Results Collection

Simulation results are collected in the steady state. Theage response time of the
system is collected every minute. The final average resperibe average of the all
the collected response times, which consists of tens oflation runs with standard
deviation less than 0.5. Based on the system average resgores the maximum
SPC-1 BSU that has an average response time of less than 30tneniobtained. In
order to find the maximum number of SPC-1 BSUs for under 30 rsgamse time,
short simulations are first carried out to find a BSU numbemnibich the response
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Phase Description

Pre-Simulation The model initialises its parameters by reading the values
from the parameter file and performs some error checks.
An error in this phase leads to abortion of the simulation

Model Initialisation| The model performs the initialisation protocol described i
Section 4.2.5.1. In this phase each device is allocated an
FC address. In addition, the system topology information is

built in the RAID controllers and FC SBOD switches.
Start Up Each component of the model executes its normal operation

code. The benchmark generator sends out I/0O requests and
the rest of the model services these requests in accordance
with its code. However, as the components have just started
running, they have not yet reached their steady state| for
example, the cache is not full yet.

Steady Each component of the model executes its normal operation
code and the model reaches the steady state. Measurements
are taken to collect experiment results, for example the av-
erage response time and utilization of each component

Termination The model parameter file specifies a Terminaflame.
Once the simulation time reaches this termination poit, th
model enters the Termination phase. Some statisticaltsesul
from the model execution are reported.

Table 4.10: Phases of SIMRAID Simulation Process

time is close to 30 ms over a short period. Long simulatioestiaen carried out to
determine the average steady-state response time. Testedhe searching process,
binary search was used to find the maximum number of SPC-1 B&idgesponse
time not exceeding 30 ms.

4.4 Model Verification and Validation

SIMRAID has been verified and validated at two different levélge first level in-
volves verifying and validating the design and implememtid each component. The
second level involves validating the whole simulation maginst a real system at
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the application level. This section first presents the \e&ifon results of the SPC-
1 benchmark generator. It then presents the applicaticai l@lidation process and
results.

4.4.1 Verification of the SPC-1 Benchmark Generator

Table 4.11 lists the statistics on the total number of 1/0 g@nds generated by each
stream during a 60 second simulation. These figures are eoulodwo digits. It can
be seen that the maximum error in the number of I/O commandsti@am is less than
3%. Table 4.12 lists the statistics on a portion of each conthsize for the stream
that uses the SIM distribution. The maximum error in theagsics is less than.8%.
Table 4.13 lists statistics on the write command fractidifgese statistics also have a
maximum error less than 3%. The above statistics show tediehchmark generator
is highly accurate.

Streams | Actual | Expected | Error ( %)
IOS11 | 19356 | 19320 0.19
I0OS12 | 166733| 166745 | -0.01
I0OS13 | 38650 | 38640 0.03
I0S14 | 124570| 124613 | -0.03
10S21 | 10019 | 9935 0.85
10S22 | 42419 | 41538 2.12
I0S23 | 19190 | 19320 -0.67
I0S31 | 154666| 155112 | -0.29

Table 4.11: Statistics on Total Number of I/O Commands per Stream

4.4.2 Application Level Validation

SIMRAID has been validated against an IBM Enterprise StorageeB€ESS) F20
system [19] at the application level. As shown in Figure 4th& F20 system contains
64 36 GB 15k RPM disks. These disks are connected to a RAIDr@tertthrough
four Serial Storage Architecture (SSAlpops, with each loop containing 16 disks.

8SSA is a high performance, serial connection technologydfsk drives. SSA is a full duplex
loop based architecture, with two physical read paths adptuysical write paths to every disk drive
attached to the loop. Data is sent from the adapter card tirgheisk drive on the loop and then passed



Table 4.12: Statistics on command size

I0S Actual | Expected | Error( %)
I0OS12 | 11651 | 11633 0.15
I0S14 | 8669 8694 -0.29
I0S22 | 3955 4057 -2.51
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Stream | Command | Actual | Expected | Error
Size (blocks)| (%) (%) (%)
I0S13 8 39.81 40 -0.19
I0S13 16 24.24 24 0.24
I0S13 32 19.86 20 -0.14
I0S13 64 8.013 0.013
I0S13 128 8.080 0.08
10S2.3 8 39.95 40 -0.05
10S2.3 16 24.27 24 0.27
10S2.3 32 19.98 20 -0.02
10S2.3 64 7.806 8 -0.194
10S2.3 128 7.983 8 -0.017

Table 4.13: Statistics on write commands fraction

Each SSA loop connects to the RAID controllers through tweiBeAdapters (DA).
The total bandwidth of each loop is 320 MB/s. The RAID cor&ols coupled with
a read/write cache and a Non-\olatile Storage (NVS) unith@ds used to store both
read and write data to improve ESS performance as seen bttdlcbed host systems.
The NVS is used to store a second copy of write data to ensueeitagrity in the
case of a power failure or a RAID controller failure and thelmacopy being lost. The
F20 system operates as follows. When a read request aifitresdata is in the cache,
the data is sent back to the host straight away. Otherwisagang request is sent to
the device adapter (DA) to fetch the requested data from dikks read operation is
the same as the read operation in thet BAID model. When a host sends a write
request, it sends the data to the cache of one controlleth@TdV¥S of the other. Once
the data is written to the cache, the request is considemagleted. The cached copy

around the loop by the disk drives until it arrives at the éadjsk. Each read or write path on the loop
operates at 40MB/s, providing a total loop bandwidth of 1&I#/
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of data will remain in the cache of the same cluster processoplex (CPC) until
the LRU algorithm of the cache (of this CPC) or NVS (of the ot6®C) determines
that space is needed, and the data is scheduled to be destdbeubdified data for
the same track is sent to the device adapter at the same timaxinize the destage
efficiency. This write operation is also similar to theu®RAID write operation under
write back policy. The major difference that will affect tperformance is that the
IBM F20 system destages write commands when the cache lmeplisced whereas
SIMRAID does that immediately after the command is stored irctahe.

RAID Controller
16 GB cache
4 back-end SSA Loops

DA DA DA DA

DA DA DA DA

T

16
36GB
15 KRPM
disks
on each

SSA loop

|

Figure 4.17: Architecture of the IBM ESS F20 System  (from [19])
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Since the system architecture and operation I6fFBAID are very close to IBM
ESS F20, this system was chosen as the validation standa8M®&AID. It is also
worth mentioning that another reason to choose IBM ESS F2atesythat the real
system that 8/ RAID is based on has not yet been completeah SAID was initially
built to evaluate Xyratex’s new generation product, Samurwever, due to some
unforseen reasons, that project was terminated.

Although the system architecture and operation ief SAID are not totally iden-
tical to those of the IBM ESS F20 systemMRAID is very close to the IBM ESS 20
system in many aspects, including its RAID protection attan, disk features, cache
type (both use mixed read and write cache) read/write opesaand cache replace-
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ment algorithm. Although M RAID models the FCAL protocol rather than the SSA
protocol, FC-AL working in MBOD mode is very similar to SSAthe way that each
disk command has to pass through the loop. The major difterbetween the IBM
ESS F20 system andiRAID is that the former destages write commands when
the cache line is replaced while the latter does that imntelgiafter the command is
stored in the cache. The former has the advantage of senduhgla track that is in
the cache to the disk at one time. Therefore, it can lead tgteehisystem performance.
Based on the IBM ESS F20 system architecture and its publiSRE-1 results [3],
SIMRAID is configured using the parameters listed in Table 4Th& maximum SPC-
1 BSU number of 84RAID under such a configuration is 155, which is onl{35%
less than that of the IBM ESS F20 system. The different caelséading algorithm is
the main reason that @RAID performs less well than the F20 system. This validation
confirms that 31 RAID is capable of modelling RAID systems accurately.

Parameter Value
Total ASU capacity 1.12TB
RAID type RAID 5
Stripe unit size 16 KB
Cache size 16 GB
Cache policy write back

Cache replacement poligyLRU

number of disks 64
number of loops 4
switch work mode MBOD
FC port bandwidth 160 MB

Table 4.14: Total Number of I/O Commands per Stream

45 Model Performance Evaluation

A good simulation should be efficient in terms of both simiglatspeed and memory
usage. This section presents the model performance eaueasults, including both
simulation speed and memory requirement.
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4.5.1 Simulation Speed

Figure 4.18 shows the simulation time multiplier (hnumbetiofes real time for sim-
ulation run) with respect to workload and disk numbers fon BAID. It can be seen
that workload is the main factor that affects the simulaspeed. As the workload
increases, the time multiplier increases linearly. Insiegthe number of disks in the
system also increases the time multiplier slightly, sincakes more time to synchro-
nise these disks. For the simulation of a small size RAIDesys{7 disks) under full
workload (hamely maximum workload with average response fiess than 30 ms),
the time multiplier is 3.9. That of a large size RAID systerf (isks) is 52. Compared
with other FC simulators, 18 RAID has sped up the simulation speed by a factor of
1000.
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Figure 4.18: Time multiplier vs. load for the system under test

4.5.2 Model Memory Requirement

Figure 4.19 shows the physical RAM memory and virtual menusgge by 84RAID
with respect to workload and number of disks. These datadaiected from the clus-
ter job report. The physical memory used bmRAID is determined by the workload
when the workload is small. However, as the workload in@sathe physical memory
usage will keep constant until the workload exceeds thewalkload that the simu-
lated system can serve. Increasing the number of disksasesethe memory usage
slightly, whereas the virtual memory used bywiRAID is simply determined by the
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number of disks. The virtual memory usage stays constameasarkload increases,
unless the workload exceeds the full workload of the sinedlalstem. The reason that
the memory and virtual memory usage increase dramaticaltg the workload ex-
ceeds the full workload of the system is that once this hagpgée volume commands
that cannot get served in time are queued in the command stbiie accumulation
of unserved volume commands means that runnimngR&AID needs more physical
memory and virtual memory. For simulation of a large-sizelRAystem under full
workload (hamely maximum workload with average response fiess than 30 ms),
SIMRAID needs about 67 MB memory and 1.4 GB virtual memory, whecjust a
small portion of the memory of a modern desktop machine. dfbee, it is fair to say
that SMRAID is also very efficient on memory usage.
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Figure 4.19: Memory requirement vs. load of SIMRAID; (a) physical memory re-

quirement; (b) virtual memory requirement

4.6 Summary

This chapter has introduced the design and implementafiatheoSMRAID sim-

ulation model. Firstly, an overview of the HASE model deyetent environment
and its facilities was presented. Secondly, the design apdementation details of
the SMRAID simulation model were presented. Thirdly, the simiglatprocess of
SIMRAID was described. Fourthly, model verification and vdiiolaresult were pre-
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sented. Lastly, the performance of thev®AID model was evaluated. The use of
SIMRAID to study the scalability of the back-end network of thAIR system is
presented in next chapter.



Chapter 5
Scalability of the Back-end Network

The design and implementation of the storage system sioruGat RAID were de-
scribed in Chapter 4. This chapter studies the scalabifith® back-end network of
storage sub-systems in terms of the number of disks thatedéinked to the network.
In particular, Fibre Channel (FC) Switched Bunch of DiskBC®) [30] has been
chosen as the research subject, since it represents tieatstate of the art in scalable
back-end RAID systems. This chapter aims to answer thewollp two questions:
first, given a number of disks, which factors affect back-aeetivork bandwidth re-
quirements of disks; second, given an interconnection ortwhow many disks can
be connected to the system. The contents of this chaptertdemrepublished in [59]
and [58].

Due to the cost associated with making a dedicated testrsyat®alytical and sim-
ulation approaches are used in this chapter. In the firsioagpr a queueing network
model is built for storage sub-systems to study how the éthinetwork bandwidth
affects the performance of scaled-up systems under a sammlbm workload. This
analysis identifies the key factors that affect that netvemddability. In addition to the
gueueing model, an equation to calculate the bandwidthetegdmirror write data is
derived using a probability model. The purpose of the araystudy is to guide the
simulation study rather than provide accurate resultsesins hard to predict disk be-
haviour under real-world workloads by using a purely ane&ftapproach. In the sec-
ond approach, simulations with various combinationsieffSAID model parameters
are conducted to study network scalability. The simulatiare first configured with a
network bandwidth that is higher than any currently avddab study the factors that
affect the bandwidth requirement for a given number of digkiger obtaining these
results, the bandwidth is then reduced to study the saburaiharacteristics. Both

105
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lometer and SPC-1 benchmarks are used. lometer repressatgiantial workload
environment, whereas SPC-1 represents a real-world Omlialesaction Processing
(OLTP) environment workload.

The rest of this chapter is organised as follows: SectiorpBegents the analytical
model; Section 5.2 provides the experimental methodop@ection 5.3 presents the
simulation results and discussions; lastly, Section 5ntkales the chapter.

5.1 Analytical Model

To simplify the analysis, the following assumptions are maxithe analytical model:

¢ All disks have the same parameters. The Seagate CheetaB E&Kdisk was
chosen, since it is widely used in enterprise level RAID syH.

e The access address of each user request is aligned to fheewstit boundary.

e Disk commands are uniformly distributed over all disks.

Figure 5.1 shows the queueing network model of a RAID systdm facilitate
the analysis, a number of variables are defined (Table 5riigontrast to previous
work, besides the conventional components such as cargptiaches and disks, the
interconnection network delay is also included in this modiae controller is simply
modelled as &/D/1 queue. A fixed delay is added to every volume command. The
controller cache is modelled as a splitter. Only disk wribencnands and disk read
commands that miss in the cache are sent to the disks. Thenkesvmodelled as a
G/G/1 queue with average service rate The controller can use a dual port to con-
nect to the disks, but for the purpose of simplicity, it istjosdelled as one network; it
is easy to predict the scalability of a dual port system oheeesult for a single port is
known. Each disks is modelled a&dG/1 queue with an average service rate The
aggregate service rate of the disk array is therelfgque Obviously, the more disks in
the array, the higher the bandwidth required. In order tgeupN disks, the network
service ratgl, must be larger than the aggregate service ratd disks. Thus, the
maximum number of disks that a network can support to get #s¢ frerformance is
H1/Me. The disk service ratg, depends on the disk command size, workload features
and disk characteristics. Given that the disk transferisg®® MB/s, it is easy to deter-
mine that a 2G FC port can support at most 4 disks under lagyeeséial workloads,
though itis not so straightforward for random access watto The following section
will analyse the transmission process under a small ran@awhworkload in detail.
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Figure 5.1: Queueing network model of storage sub-systems

Variables| Description Values

N number of disks

D number of data disks in a stripe

M number of parity disks in a stripe

A volume commands arrival rate

1 network average service rate

o disk average service rate

p cache miss rate

Vv size of a I/O request (Bytes)

S size of a stripe unit (Bytes)
Sack size of the acknowledgement in the write mirroringBytes)

a alignment address (Bytes)
R« transmission rate of the SBOD port 2.125 Gbp3
Tysk average seek time of disks 3ms

T average rotation latency 2ms

Rdpt port transfer rate of disks 400 MB/s
Ram average disk media rate 50 MB/s
Ty volume command completion time

Tx transmission time of a disk command

Ty disk service time for a disk command

Table 5.1: Model Variable Definitions
aThis is usually called 2G FC
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5.1.1 Case Study - Small Random Access

For a random access workload, in order to improve the IORSR&ID systems will
simultaneously serve as many I/O requests as possible. ifuatisns are considered,
as shown in Figure 5.2. When there are not too many disks, dhk-énd network
will be fast enough to send all disk commands to the disksrbedodisk command
is completed. Thus, the number of simultaneous I/O requesigy served iﬁ%,
namely all data disks are serving I/O requests simultangolibe average response
time of a dilﬁk I/0 re(%uest i3y = Tq + Tx (Figure 5.2 (a)). Thus, the IOPS of the
system ISW I * Tt . | .
still busy sending disk commands to other disks when a diskneand is completed
(Figure 5.2 (b)). The response time of a disk I/O requestdaaTh= N * T,. Due to the

) . . . ) T
saturation of the network, some disks are idle; the numbactfe disks |s_?d. Thus,
X

If there are too many disks in the system, the network is

the number of simultaneous 1/O requests being serve]ﬁ % and the IOPS of

1 1 .
the system |% V/S o In summary, the IOPS of the system is:
X

1 N
* NxTy<TqorN=1
Ta+Tx [V/S| X

IoPS={ Ty 1 1 (5.1)
—x——*x—— Nx*xTy>Tgand N> 1
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Figure 5.2: Transmission process of disk commands (a) depicts the situation that
NTy < Td; (b) depicts the situation that NT, > Ty

110Sis the length of an encoded S-Byte disk command in bits;
22x40% S/2048 is the length (in bits) of the frame headers and idle wbetween frames to transmit
an S-Byte disk command.
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Figure 5.3 depicts the IOPS with respect to the number ofsdislka system under
8 KB random read workloads with the stripe unit size equal 816 kB, 32 kB
and 64 kB respectively. It can be seen that as the numberksd tisreases, the IOPS
will increase until the number of disks reaches 136, 71, 41 Zinrespectively. The
selection of the stripe unit size has a significant effectetwork scalability. A smaller
stripe unit size allows a larger system size. Neverthetgsapared with a sequential
workload, more disks can be accommodated under a randomoadrivith the same
network. Because there is a seek and rotation process fdomaaccesses, the disk
service rate for random accesses is lower than that for sgiglaccesses.

x 10*

2.5

——S=8KB
- ==S=16 KB

I0PS

number of disks

Figure 5.3: IOPS vs. number of disks under random read workloads bandwidth=
2.125Gbpsand V = 8 kB.

The above analysis shows that the more disks there are in@a By/stem, the more
network bandwidth is required to support the system. Moegoworkload feature
and stripe unit size have a significant effect on the bandwigquirement. However,
under a synthetic workload, it is difficult to predict the noen of disk commands that
can be served by a RAID system. Simulations were therefaréedaout to find out
the relationship between the system size and bandwidthreagent under an SPC-1
benchmark workload. Furthermore, the effect of cache sieRAID algorithm have
also been explored through simulation.
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5.1.2 Bandwidth for Write Mirroring

In a system with two controllers, write data mirroring canused to prevent data
loss (Section 2.2.2.4). Since a write-back cache policgislly employed in modern
RAID systems to improve performance, this section analylsesietwork bandwidth
required to mirror write data under the write-back policy.

There are four types of data transmitted between the twoaitsrs:

¢ \olume-level write commands;

e Parity units for each stripe of the write commands;

e Command completion messages of the write commands;
e Acknowledgements of the above messages;

Given the distribution of the command sizes, the average giza volume-level
write command is:

V= i\/i x P (5.2)

wherePR, is the distribution of the sizes of volume-level write commda.
The average number of parity units is determined by the geemamber of stripes
in each write command:

__ Salg D-17 Tj+Nd-1
Ng = — X — X | — | +1 (5.3)
) i;) S/a (1; D { D w
Thus, the average number of parity units for each volumetlevite command is:
Np =M x N (5.4)

The command completion message and all acknowledgemesagess have the
same lengttg,c. Thus, the average mirroring data for each volume-levelenaom-
mand is:

Km =V +M x Ng+ Syck X (Ns+3) (5.5)

Taking the FC transmission overhead into account, for a lwatkthat generates
W volume commands per second, the bandwidth to transmit thie mirroring data
is:

| Ko . Ka
40W - Purite < (22 X 2048+ T) (5.6)

wherePR,ite IS the fraction of volume-level write commands.
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Since the data to be transmitted between two controllerglsgendent of the com-
munication network, equation 5.5 can also be applied to caenfhe communication
cost for other types of network.

5.2 Experimental Set Up

This sections describes how experiments were set up tatigaesnetwork scalability.
Firstly, the parameters that might affect the network dubtg are discussed. Sec-
ondly, the system architectures used in the experimentsnamaduced. Lastly, the
experimental procedure is presented.

5.2.1 Parameters of Interest

Based on the analysis in section 5.1, the experiments exgpkbie effects of the fol-
lowing four parameters:

e Workload feature. Simulations were conducted under lometer benchmark and
SPC-1 benchmark respectively. As described in sectiod 4.2he lometer rep-
resents a sequential access workload, and the SPC-1 bemctepeesents an
OLTP environment workload.

e Cache size.The cache was increased from zero (no cache) to 16 GB to invest
gate the effect of increasing cache size.

e Stripe unit size. Five conventional stripe unit sizes: 4 KB, 8 KB, 16 KB, 32 KB
and 64 KB, were tested.

e RAID Algorithm. The bandwidth requirements of RAID 5 and RAID 6 were
studied.

5.2.2 System Architecture

Experiments were first carried out using architecturesaioirtg only one RAID con-
troller with a single FC port and one SBOD to study the scétglof the back-end
network in systems without write mirroring (Figure 5.4 (alater experiments used
architectures containing two controllers with a dual FQ gonnected to each of them
and two switches to study the bandwidth requirement foreadiata mirroring (Fig-
ure 5.4 (b)). The system size was expanded by increasingutheers of SBOD ports
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and disks. The experiments began with a network bandwidihenithan any cur-
rently available, to investigate the effects of aforemmméd parameters on bandwidth
requirements of disks. The bandwidth was then reduced tly ftaturation charac-
teristics. Table 5.2 lists the setting of the parametersweae fixed throughout the
experiments.

— —
Disk controlle SBOD Disk
N Switch N
controlley SBOD @ @
—=| [cache -

Switch Disk Disk
~_ ~_
conftrolle
SBOD
— cache Switch —
Disk Disk
~_

(a) (b)

Figure 5.4: Architectures for experiments In (a) the controller communicates with
disks through a single FC port and one SBOD; in (b) dual FC port and two SBODs are
used. The two controllers communicate with each other and disks through the FC port
and SBODs.

Parameters Value
file capacity 2TB
cache policy write back

cache replacement policy, LRU

maximum disk queue length 20

Table 5.2: Parameter Settings in the Experiments

5.2.3 Experimental Procedure

For each set of input parameters, a sequence of performagasunements is gener-
ated in a single simulation run. Since only steady-stat®peance is interesting, the
initial transient phase from the sequence is eliminatee réimaining steady-state se-
quence is partitioned into subsequences. The performaaasurements presented in
this dissertation are the averages of the subsequence st@aates, which consist of
tens of simulation runs with standard deviation less than 0.
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In order to find the maximum number of SPC-1 BSUs for under 30eaponse
time, short simulations were first carried out to find a BSU bamfor which the
response time is close to 30 ms over a short period. Long atironk were then carried
out to determine the average steady-state response timacc&terate the searching
process, binary search was used to find the maximum numbdP©@f1SBSUs with
response time not exceeding 30 ms.

5.3 Simulation Results

This section presents the simulation results. Firstlyfalotors that affect the back-end
network bandwidth requirement of the disks are investdja&=condly, the scalability

and saturation characteristics of the back-end networttiaceissed. Lastly, simulation

results on bandwidth required for write data mirroring aresented, as well as results
on network scalability.

5.3.1 Factors Affecting Bandwidth Requirement

This section studies the effect of four parameters on thk-bad network bandwidth
requirement of disks.

5.3.1.1 Effect of Workload Feature

The impact of workload feature on bandwidth requirement fivasinvestigated. Fig-
ure 5.5 (a) shows the network bandwidth requirement undetdmeter and SPC-1
benchmark workloads. It can be seen that for the lometer lwadk when the sys-
tem is smaller than 16 disks, each disk requires about 0.5 Ghpetwork bandwidth.
This confirms the analysis in Section 5.1. With a 50 MBps datadfer rate and the
8B/10B encoding method, 1 Gbps is able to support two diskse © the fact that
lometer keeps the outstanding I0s fixed at 75, it is not ableetp the disks 100%
busy when there are too many disks. Moreover, because aalsitand received in
the idle state takes longer to complete, in these simulstioe bandwidth requirement
and performance begin to level out at 16 disks. For SPC-1) dek requires only
about 0.2 Gbps bandwidth. Figure 5.5 (b) shows that for basies the disk utilisation
is close to 1. The reason that the disks require less bandwidter the SPC-1 work-
load is that for most of the time the disks are seeking, nastratting, which is not the



Chapter 5. Scalability of the Back-end Network 114

case for the sequential lometer workload. Since it is eagptopute the bandwidth
requirement for lometer, the rest of this chapter will onilyoaiss the SPC-1 workload.

(@) (b)
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Figure 5.5: Effect of workload Stripe unit size = 64 KB. (a) bandwidth requirement; (b)

disk utilisation.

5.3.1.2 Effect of Cache Size

Figure 5.6 shows the effect of cache size on the network batlnequirement with
respect to the number of disks in the system. It can be seemFigure 5.6 (a) that
systems without any cache require less network bandwidth siystems with cache,
whereas there is no significant difference between systath2vB caches and sys-
tems with 16 GB caches. This can be explained by the disksatitin shown in Fig-
ure 5.6 (b). When there is no cache in the controller, in oroleneet the SPC-1 maxi-
mum 30 ms average response time requirement, disks can @89I9% busy, whereas
systems with cache are able to provide service with an aggesgponse time less than
30ms with the disks 100% busy. When the disks are 100% bussn @i certain num-
ber of disks, the number of disk commands they are able teedsrdetermined by
the workload and stripe unit size. Therefore, once the disks100% busy, adding
more cache only increases the system performance, but doexrease the back-end
network bandwidth requirement.

5.3.1.3 Effect of Stripe Unit Size

Figure 5.7 (a) shows the back-end network bandwidth remere of cached systems
under a number of conventional stripe unit sizes with reigjpesystem size. The reason
to use cache is to drive the disk utilisation close to 100%shasvn in Figure 5.7 (d).It
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Figure 5.6: Effect of cache size Stripe unit size = 16 KB; RAID level = RAID 5; workload
= SPC-1 benchmark workload.

can be seen that the stripe unit size has a significant effettiebandwidth require-
ment. Systems with larger stripe unit size require more fsaaknetwork bandwidth to
support the system. This is because a large portion of thelSB&chmark workload
Is 4 KB random access, as described in Section 4.2.4.1. @htom access is decom-
posed into one disk command in the case of a read access aliffucommands in
the case of a write access. As the number of disk commandsnitad across the
back-end network is the same, a large stripe unit size regjaore bandwidth. How-
ever, regarding performance, 32 KB rather than 4 KB is themgdtstripe unit size, as
shown in Figure 5.7 (b). This is because with large stripésine, each disk command
brings more data into the controller, leading to a highedigarate (Figure 5.7 (c)).
Nevertheless, if the stripe unit size is too largay. 64 KB, the disks spend much more
time processing disk commands, leading to some reductiperfiormance. Therefore,
32 KB is a good performance balance point.

5.3.1.4 Effect of RAID Algorithm

Figure 5.8 shows the effect of the RAID algorithm. It can berséom Figure 5.8
(a) that in systems without any cache, RAID 5 needs more baltkdwo support the
same number of disks, whereas if systems contain enougk dhefe is no significant
difference in the bandwidth requirement of RAID 5 and RAID Bhis can also be
explained by the disk utilisation, shown in Figure 5.8 (b} @escribed in Chapter 2,
RAID 5 takes four disk accesses for a small write requestredseRAID 6 takes six
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disk accesses. In order to meet the SPC-1 maximum 30 ms igspore requirement,
RAID 6 has to keep the disks less busy than RAID 5. Therefexgef disk commands
are sent to disks in RAID 6 systems than in RAID 5 systems. Thass back-end
network bandwidth is required. However, if the system cmstenough cache.g. a
RAID 5 system with 2 GB cache and a RAID 6 system with 8 GB cathe disks
in both RAID 5 systems and RAID 6 systems work 100% busy. Gihenstripe unit
size and workload, the same number of disks is able to ses/same number of
disk commands no matter whether the system is configured a® BAr RAID 6.
Therefore, there is no significant difference between tlo&4gsd network bandwidth
requirement for RAID 5 and RAID 6. The reason that RAID 6 witbB cache needs
slightly less bandwidth is that a 2 GB cache is not enough fB/A¥D 6 system to
provide service with maximum 30 ms average response timkewlgks work 100%
busy.
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Figure 5.8: Effect of RAID Algorithm

5.3.2 Network Saturation Characteristic

Figure 5.9 shows the scalability and saturation charatiesiof RAID systems with
2G FC networks. It can be seen that 11, 16, 32, 64 and 118 diskfi@ saturation
points for 64 kB, 32 kB, 16 kB, 8 kB and 4 kB stripe unit size resjvely. After the
system size reaches this point, there will be no further gaihe Max SPC-1 BSU
number by adding more disks to the system. Before the netsaittkates, the disk
utilisation is close to 1. Adding more disks to the systemnl i¢rease the network
utilisation. Once the network utilisation is close to 1, @xddmore disks to the sys-
tem only reduces the aggregate disk utilisation. Therefibre system cannot serve
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more requests. However, at this point, adding disks has d guale effect of speed-
ing up the corresponding response speed. The simulatioligehows that after the
network saturates, adding disks to the system will causesgonse time to decrease
(see Figure 5.10). This figure shows an instability becafisseasurement inaccuracy
in experiments. The average response reported in this figutee maximum aver-
age response time that does not exceed 30 ms. Due to smatlregpeerrors and
measurement inaccuracy, this maximum average responsert@asured for different
experiments which uses different number of disk shows ataliiigy. These satura-
tion points are smaller than the analytical result for thakmandom accesses. This
is because SPC-1 is a mixed workload of&¥8 sequential access and.Z% random
access, and the disks serve requests faster than underapd@nr access workload.
Therefore, under an SPC-1 benchmark workload fewer diskbeaaccommodated in
the same network. Moreover, a smaller stripe unit size hasreetwork scalability
and overall system performance. By comparing Figure 5.2id) Figure 5.9, it can
seen that when there is no back-end network bottleneck, 3K optimum stripe
unit size. However, given 2G bandwidth, 4 KB stripe unit sadhieves maximum
system performance. Considering that for the near futuck-kad network costs will
be greater than disk costs, smaller stripe unit sizes sHmiltbnsidered in designing
scalable storage systems.

Figure 5.11 shows the scalability of a 4G ¥@etwork in a cached system with
16-kB stripe units compared to that of a 2G FC network. It caséen that when the
network is not saturated, using 4G FC instead of 2G FC doekeadtto any obvious
increase in system performance, because the disk perfoeextitermines the overall
system performance. However, the saturation point of a 4@dt®@ork is nearly twice
of that of a 2G network. The maximum performance that a 4G oktwan achieve is
therefore twice that of a 2G network.

5.3.3 Bandwidth Requirement for Write Data Mirroring

Figure 5.12 depicts the bandwidth required to transmiteamitrroring data, including
both simulation results and analytical results. This badtwrequirement includes
the bandwidth to transmit and receive write mirroring dafde simulation results
match closely with the analytical results. Due to the smadkcturacy of simulation
model,there a small difference between the simulationltesimd analytical results.

2The bandwidth is 4.25 Gbps
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Figure 5.9: Scalability of 2GFC network in cache system
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Left hand side graphs

depict the maximum number of SPC-1 BSUs for 30 ms response time with respect

to the number of disks; right hand side graphs depict the corresponding average disk

utilisation and network utilisation with respect to the number of disks.
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Legend '64K2G’ means that the stripe unit size is 64 KB and the cache size is 2 GB.
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Figure 5.11: Scalability of 4GFC network in cache system Size of stripe unit = 16
kB, cache = 2 GB. (a) depicts the maximum number of SPC-1 BSU for 30 ms response
time with respect to the system size in disks; (b) depicts the corresponding overage disk

utilisation and network utilisation with respect to the system size in disks.

Note that the result represents the minimum bandwidth rement for the system
with larger cache size. This is because adding more cachéresgnore data to be
mirrored, which in turn requires more bandwidth. Nevemis| it provides a useful
way to estimate the system bandwidth requirement.
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Figure 5.12: Bandwidth requirement for write data mirroring in RAID5 sys tems,
Cache size = 2 GB, legend '64kS’ means the simulation results for 64-kB stripe unit

size. '64kA’ refers to the analytical results for 64-kB stripe unit size.
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5.3.4 Network Scalability in Systems with Write Data Mirror ing

Figure 5.13 shows the network scalability of a 2G FC dual S®OD? in a system
with write data mirroring. Fixed port selection and altémg@ selection mechanisms
are considered. In the former mechanism, each controllesséC words through
only one of the dual ports and the other port is used to reqeimoring data, while
in the latter mechanism, the controller will send commartdsugh each of the dual
ports alternately. As a result, the former scheme leadsetdair FC ports not being
fully used, and the number of disks in a system is restriateblt 28, 52 and 84 with
stripe unit size being 64 kB, 32 kB, 16 kB and 8 kB respectivélye 4 kB case is not
shown in Figure 5.13; for 4 KB stripe unit size the system s&e be up to a full loop
size of 124 for both port selection mechanisms (FC-AL caly sapport 126 devices
in a loop; as the two RAID controllers use two ports, only 1#&kd are in a full loop).
In contrast, the latter scheme allows the number of diskset@h 38, 64 and 118
respectively. The results also show that even under thsnsehthe utilisation of each
port of the two controllers can only be about 85% due to cditeramong ports.

5.4 Summary

This chapter has studied the scalability of the RAID systackkend network through
analytical and simulation approaches. The analysis iflesthe key factors that affect
that network scalability and provide guideline for the slation study. In particular,
it has solved two problems: (1) it has determined the fadtwa affect the back-end
network bandwidth requirement of the storage system; ahdt (2as identified the
network scalability and saturation points for a number afvemtional system config-
urations.
The major results achieved include:

e The bandwidth requirement per disk is primarily determibgdvorkload fea-
tures and stripe unit size. Cache size and RAID algorithrae kary little effect.

e The number of disks that a system can scale to is limited blgabk-end network
bandwidth. A smaller stripe unit size has better scalaftitian a larger one.

Table 5.4 lists the network bandwidth requirements and thgimum number of
disks that a 2G FC port can support for a number of conventigystem configu-

3In total there is 4*2.125 Gbps bandwidth available for coliérs as each controller connects with
a dual FC port.
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Figure 5.13: Scalability of 2G FC dual port SBOD in systems with write data mir-
roring Cache size = 2 GB. The network bandwidth available is 8 Gbps since each

controller is connected to a 2G FC dual port.
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rations. Considering that the workloads represent réaMiorkloads, such accurate
simulations provide practical guidance for RAID systemigies

Stripe Without mirroring With mirroring

unit bandwidth disks bandwidth disks
size requirement supported requirement supported

per disk (Gbps) by each 2G FC per disk (Gbps) by each 2G FG

64KB 0.1913 11 0.3146 5

32KB 0.1135 16 0.1967 9

16KB 0.0602 32 0.1114 16

8KB 0.0311 64 0.0638 29

4KB 0.0171 122 0.0367 31

Table 5.3: Network Scalability Summary

aThis is what a 2 Gbps FC can support. The values shown in Figd@are 4 times larger than these
values since it displays the number of disks that two 2Gbpda ports can support.



Chapter 6

Improving the Reliablility of Large
Scale RAID systems

Chapter 5 studied the scalability of RAID systems from théqrenance perspective.
In particular, it studied the scalability of the back-entivak. This chapter studies the
scalability of RAID systems from the reliability perspeti In particular, it proposes
several approaches to improve system reliability and ba#laincluding a novel par-
ity declustering data layout that can survive dependehktfdiires caused by physical
interconnect failures or correlated disk failures, a syssechitecture and rebuilding
mechanism for fast disk reconstruction, and an efficierititdiged hot spare allocation
algorithm for general parity declustering data layouts.

As introduced in Chapter 1, physical interconnect failued correlated disk fail-
ures cause multiple disks to go missing from the system.dfsystem is simply or-
ganised using a RAID 5 or RAID 6 data layout, the system wdEadata service when
such failures happen. An orthogonal RAID system, which nrapability groups or-
thogonally to the physical interconnect, so that only orsk &8 affected when such a
physical failure occurs, can survive physical interconfetures. However, it has very
bad degraded and rebuilding performance. Parity Deciagtéata layouts offer good
degraded and rebuilding performance by setting the numibeisks within a RAID
group to be larger than the stripe width and distributingpset over all the disks. This
chapter thus presents a parity declustering data layoletdcBhrity deClustering Data
layout for Surviving Dependent disk Failures (PCDSDF).sTtiata layout combines
the advantages of both parity declustering and orthogaatal ldyouts.

As system reliability is inversely proportional to the digconstruction time, im-
proving the disk reconstruction speed leads to a higheesyseliability. Although

124
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there has been a variety of research carried out on disks&oation algorithms, ways

to improve the disk reconstruction speed from the systemmtacture aspect have not
been studied. This chapter describes the design and aealodt system architecture
for fast disk reconstruction.

Lastly, to solve the write speed bottleneck during disk nstaction under general
parity declustering data layouts, an efficient distribttetispare allocation algorithm
for general parity declustering data layouts is propbsethis algorithm avoids the
conflict and adjustment problems of assigning distributetdspare space to data units
that exist in previous algorithms.

The remainder of this chapter is organized as follows: $edi.1 presents the
PCDSDF data layout; Section 6.2 describes the system ectinie and rebuilding
mechanism for fast disk reconstruction; Section 6.3 prsserdistributed hot spare
allocation algorithm for general parity declustering datgouts; Section 6.4 describes
the experimental set up; Section 6.5 presents the perfae®mluation results achieved
by using simulation on M RAID; Section 6.6 summarises the chapter. To facilitate
discussion, Table 6.1 defines the variables used in thist€hap

Variable Definition
n Total number of disks
k stripe width, namely the number of disks per stripe
f number of redundant stripe-units per stripe
a Declustering ratiotk— f)/(n— f)
D Disks per shelf
L Number of shelves

Table 6.1: Variable Definitions

INetApp™is applying for patents for the PCDSDF data layouts and thgidited hot spare allo-
cation and assignment algorithm.
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6.1 Parity Declustering Data Layout For Surviving De-

pendent Disk Failures

This section presents a novel parity declustering dataulegalled Parity deClustering
Data layout for Surviving Dependent disk Failures (PCDSDFFhis data layout com-
bines the advantages of both parity declustering and ootaigdata layouts - it can
not only survive dependent disk failures resulting from gibgl interconnect failures
or correlated disk failures, but also has a good degradedkrand rebuilding perfor-
mance. The generating process of PCDSDF is simple, detistioiand efficient in
terms of both storage and time. The size of a rotation, wig¢he minimum number
of stripes that form an evenly balanced parity declustediaig layout, is small.

To simplify the discussion, shelf failure is used as an eXaropa dependent disk
failure. In addition, for simplicity,f is restricted to 1 in the following discussion. It
is also assumed that each shelf contains the same numbeskef dio survive a shelf
failure, the disks that participate in a stripe must be $eteérom different shelves.
The total number of such combinations(ig} x DX, whereL is the number of shelves,
k the stripe width, and the number of disks contained in each shelf. Whehk and
D are large, this number is very large. The proposed PCDSDElawbut reduces the
number of stripes required per rotation and its generasiaieierministic. This section
first describes the simple PCDSDF scheme which works for ¢teeagio where the
number of shelvesk is equal to the stripe widtk, k is not larger than the number of
disks in each sheD, andD is a prime number. Following that, the complete PCDSDF
is presented; this works for any disk array configuration.

6.1.1 Simple PCDSDF

First, a simple case in whidh= L, k < D andD is a prime number is considered. A
novel block design technique call@tlex permutations developed to combine disks
from different shelves together. In the data layout geeeraly this block design, for
each rotation, each disk shares the rebuilding workloat alitdisks that are not in
the same shelf. In addition, any two disks appear in the sanpe ®nly once in one
rotation. The simple PCDSDF block design process confiiterations and each
iteration contain® sub-block designs. Assume that shelves are numbered fram 0 t

2In this dissertation both disk failures caused by physistdrconnects failures or correlated disk
failures are defined as dependent disk failures



Chapter 6. Improving the Reliability of Large Scale RAID systems 127

L — 1 and the disk in each shelf has an index number from D tol (the real disk
number of thejth disk in theith shelf isi « D + j). The principle of the design is that
for theith iteration and thgth sub-block design, th@g + mxi)%Dth disk (namely the
disk with index number equals {g + m=i)%D) is selected from sheth.

Figure 6.1 illustrates the process of the simple PCDSDFdliasign. It gives an
example where there are three shelves and each shelf cotitag® disks, as shown
in Figure 6.1 (a). Each disk has a index number within a shaif a global disk
number. Index numbers are numbered from @te 1 and the global disk number
are numbered from O tb« D — 1.The objective of the block design is to create a data
layout in which stripe units that form a stripe are selectednfthree different disks
and each of these disks is from a different shelf so that itsztamive both a single
disk failure and a single shelf failure. Figure 6.1 (b) destoates the aforementioned
index permutation technique. As seen in Figure 6.1, thekbitesign includes three
iterations and each iteration generates the layout foetktepes. The right side of
Figure 6.1 (b) lists the disk index number and disk numbdrttiestripe resides on. In
the first iteration, whenis equal to 0, disks with the same index number are combined
to form a stripe group. The index number combinations of tisksdthat the stripes
reside on are (0, 0, 0), (1, 1, 1) and (2, 2, 2) respectivelythtnsecond iteration,
wheni is equal to 1, disks that have the index number of disks frojacaadt shelves
differing by 1 are combined together. Namely it generatek dombinations (0, 1, 2),
(1, 2,0) and (2, 0, 1) respectively. In the third iteratiomeni is equal to 2, the index
number of disks from adjacent shelves to be combined togeifier by 2. Namely
it generates disk combinations (0, 2, 1), (1, 0, 2) and (2,) keSpectively. To tell
the difference between disks of difference shelf, the imdexber shown the the block
design are denoted as shalimber.indexnumber. Figure 6.1 (c) shows the data layout
of a rotation generated by associating stripes with thosgbamations allocated to the
first available stripe uniti. one that has not been allocated to any stripe) on the disk
to the corresponding stripe.

Algorithm 3 describes the process of the simple PCDSDF hieskgn. The input
to the algorithm is the number of disks per sHeland the number of shelvés The
output of the algorithm is a two-dimension arriadexvectorwhich stores the block
design. Each array element is an array of disk index numbérgh are the index
numbers of disks on which each stripe resides.

The simple PCDSDF has the following properties:

Theorem 1.
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(a) Architecture of disk array

index numberShelf 0 Shelf 1 Shelf 2

global disk numbef

0 O} © O]
1 ©) @ @
2 @ ©) ®

(b) Index permuation block design

block design
index number Shelf 0 Shelf 1 Shelf 2 index number  disk number
of stripes of stripes

0 © ® (6)] 001020 (0 3 g astipe
iteration 0 1 @ @ @ 011121 1 4 7
2 @ (s (8)| 021222 2 5 8

Shelf 0 Shelf 1 Shelf 2

iteration1 1 @ @ @ 011220 1 5 6
2 © ©

001122 o 4 g

022011 2 3 7

Shelf 0 Shelf 1 Shelf 2

0 (0)] (3 (6)] 001221 0 5 7
iteration 2 1 (1) (a1 | (7)] 011022 1 3 8

2 (2 (s) 021120 2 4 6

(c) Data Layout on Disk

Shelf 0 Shelf 1 Shelf 2
Disk 0 1 2 3 4 5 6 7 8

SO| S1| S2| SO S1| S2| SO| S1| S2

S3| S4| S5| S5| S3| S4| S4| S5| S3

S6 | S7 S8| S7| S8 | S6| S8| S6| S7

Figure 6.1: Simple PCDSDF block design process and datalayout L=k=3, D=3
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Algorithm 3 Simple PCDSDF D, L, indexvectofD x D][L])

1: fori=0toD—-1do

2:

3
4
5:
6
7

for j=0toD—1do
for m=0toL—1do
indexvector j + D i][m] < (j +1i*m)%D
end for
end for

: end for

(i) The number of stripes in each rotation is«D and each disk contains D stripe

units.

(i) The number of stripes in each rotation is the minimum hanof stripes required

to achieve a balanced rebuilding workload.

(iif) When D is a prime number andk D, each disk shares an equal amount of the

rebuilding workload with all disks that are from differeritedves.

(iv) When D is a prime number and<k D, in each rotation, any two disks from

different shelves appear in the same stripe once and onlg.onc

(v) The declustering ratio i%.

Proof.

(i) According to the Simple PCDSDF algorithm, there are Dat®ns and each

iteration buildsD stripes. Therefore, the number of stripes in each rotason i
D xD. Since each stripe contaikstripe units and there a2« k disks in total,

. . DxDxk . o .
each disk contamsW = D stripe units in each rotation.
sk

(i) Assume that the number of stripes per rotatiorsigthen the number of stripe

. . . Sxk . L
units per rotation on each dlsk+sn—. When a disk fails, it needs to re&d- 1
stripe units to reconstruct each stripe unit on the failesk.diHence, the to-

tal number of stripe units to be read per rotation for the detonstruction is
Sskx (k—1)

n

(L—1) « D surviving disks that do not reside in the same shelf as thedfaisk.
Sk kox (k—1)
n*(L—1)«D
cording to the assumption of the simple PCDSDF scheme, timbaciof shelves

. This reconstruction load should be evenly distributedr dkie

Thus, each of these surviving disks needs to stripe units. Ac-
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L is equal to the stripe widtk. Also, nis equal toL « D, which isk« D. There-

. : - . .S
fore, the number of stripe units that each surviving diskdsee read IS[W'
Since the minimum number of stripe units that each survidisg needs to read
is 1, the minimum value d®is D « D. This proves that the number of stripes in
each rotation of simple PCDSDF is the minimum number of efigequired to

achieve a balanced rebuilding workload.
(i) This proofis outlined in Appendix A.

(iv) According to property (iii), any two disks from diffen¢ shelves share the re-
building workload, namely they appear in the same stripeofding to property
(i), to rebuild a failed disk, 1 stripe unit must be read freach surviving disk
for each rotation. Thus, in each rotation, any two disks fidifferent shelves
appear in the same stripe once and only once.

(v) Because each disk shares an equal amount of the relguildirkload with any
disk that is from a different loop, each disk shares its relg workload with

(k—1) « D disks. Therefore, the parity declustering ratie(f(% =1/D.

0

6.1.2 Complete PCDSDF

Simple PCDSDF deals with the situation wHeis a prime numbet, = k (the number
of shelves is equal to the stripe width), akel D. However, real systems are more
complicated. This sub-section considers a data layoutiwiglaxes the constraints of
Simple PCDSDF. The following three cases are considered.

o L>k

WhenL is larger thark, namely the number of shelves is larger than the number
of disks required for each stripe, a two-step block desigm lea performed.
The first step is to perform a shelf-level block design, wisetectsk shelves
from L shelves such that each shelf appears the same number ofatimesach
shelf shares the same rebuilding workload with the othelveke This can be
done by using the BCBD, BIBD orME/RELPR algorithm. The second step

is to perform a disk-level block design for the disks in ealshlscombination

by using simple PCDSDF. Figure 6.2 shows an example of thassi@p block
design. In this example, there are four shelves, with eaeli sbntaining three
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disks, and the stripe widtk equal to 3. The first step of the block design is to
conduct the shelf-level block design. BCBD is used to sela@e out of four
shelves in this case. Step 1 of Figure 6.2 (b) lists all thesd sombinations.
The second step of the block design is to conduct a simple BEfesign for
disks in each shelf combination, as shown in Figure 6.2 @p 2t Figure 6.2 (c)
shows the final data layout on the disks.

e D is not a prime number.

The property of sharing the rebuilding workload with all ldisrom different
shelves only stands for prime numkgr If D is not a prime number, each disk
only shares the rebuilding workload with certain disksuhésg in bottlenecks
during disk reconstruction. Figure 6.3 (a) gives such anmgta. In this ex-
ample, there are four shelves and each shelf contains feks.dit can be seen
that using a simple index permutation for the block desigh result in disk

0 and disk 2 in shelf 0 only sharing their rebuilding workloadh disk 8 and
disk 10 in shelf 2, not with disk 9 and disk 11. Similarly, diskand disk 3 in
shelf 0 only share their rebuilding workload with disk 9 anskdl1 in shelf 2,
not with disk 8 and disk 10. To avoid this, the number of sheleennected
by index permutation must be not larger than the smallestgifactor ofD,
denoted a®D. If k is larger tharPD, k shelves needs to be divided into mul-
tiple sub-groups, with each sub-group containiig or less tharPD shelves,
as shown in Figure 6.3 (b). Disks in each sub-group are firsiotoed together
using index permutation. Following that, the sub-grougscambined together.
If there are more thaPD sub-groups, those sub-groups must also be divided
into sub-groups again so that performedRidor less tharPD shelves.

e k>D

Whenk is larger than D, simply applying the index permutation teghe over

k shelves will result in a scenario where some disks alwaysapip the same
parity groups, resulting in an uneven reconstruction loattridution. To deal
with this situation, thé shelves are evenly divided into a number of sub-groups
such that each sub-group contaldsor less tharD shelves, as shown in Fig-
ure 6.4. This is implemented by first connecting the diskbwieach sub-group
and then connecting those sub-groups together using tbg petmutation tech-
nique. To avoid a rebuilding bottleneck, it is essentiat tha number of sets to
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(a) System architecture

Shelf 0 Shelf 1

Shelf 2 Shelf 3

@ @
@ @
@ @

(o)
@

(o)
(19

(y

(b) Two-step block design
step 1: Combine shelves using BCBD or BIBD

Shelf comb 0Shelf O
Shelf comb 1Shelf 0
Shelf comb 2Shelf 0
Shelf comb 3Shelf 1

Shelf 1
Shelf 1
Shelf 2
Shelf 2

Shelf 2
Shelf 3
Shelf 3
Shelf 3

step 2: For each shelf combination arrange data using simple PCDSDF

Shelf comb 0 Shelf comb 1 Shelf comb 2 Shelf comb 3
0 3 6 0 3 9 0 6 9 3 6 9
1 4 7 1 4 10 1 7 10 4 7 10
2 5 8 2 5 11 2 8 11 5 8 11
0 4 8 0 4 11 0 7 11 3 7 11
1 5 6 1 5 9 1 8 9 4 8 9
2 3 7 2 3 10 2 6 10 5 6 10
0 5 7 0 5 10 0 8 10 3 8 10
1 3 8 1 3 11 1 6 11 4 6 11
2 4 6 2 4 9 2 7 9 5 7 9

(c) Final Data Layout

Shelf Shelf 0 Shelf 1 Shelf 2 Shelf 3

disk 0 1 2 3 4 5 6 7 8 9 10 11
SO0| S1| S2| SO| S1| S2| so S1| S2| S9 | S10| s11
S3| S4| S5| S5 S3| S4| sS4 S5| S3| S13| S14| S12
S6| S7| S8| S7| S8 | S6| S8 S6 S7| S17| S15| S16
S9 | S10 S11] S9 | S10| S11| S18| S19| S20| Si18| S19| S20
S12| S13 S14 S14 S12| S13| S23| s21 | S22| S22| S23| s21
S15 S16 S17 S16 S17| S15| S25| S27 | s24 |S27 | s24 | S25
S18 S19 S20| S27 S28| S29 S27| S28| S29| S27 S28| S29
S21| S22 S23 S30 S31 S32 S32| S30| S31| S31| S32| S30
S24 S25 26| S33 S34 S35 S33| S35| S34| S35| S34| S33

Figure 6.2: PCDSDF data layout for

L > k. L=4, k=3, D=3
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(a) An example of how simple index permutation can cause bottleneck when D is not a prime nui

Shelf 0 Shelf 1 Shelf 2 Shelf 3
o o e _|@
@0 T O | @
@ el
@ — @ — @— )
(b) Block design for non—-prime D
Step 1: divide 4 shelves into 2 sub—groups
””””” sub-group0 | | sub-groupl |
Shelf 0 Shelf 1 Shelf 2 Shelf 3
@ J@ @]
@ e ® © = @
@ EZS ® @ L5 @
® @ @ ¢ — as

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Step 2: combine sub—groups together
sub—group 0 sub—group

S
X\a\\\\\\\\\ ~( 9 13
NS ‘
. _\E\\\\\\\\"»_
=N\
\\\\‘\\‘Vl‘i)ii.‘;\\

NN,

0 7
[ ———\\

1 4y
~ .
@]7\\\\\

3 6

1

Figure 6.3: PCDSDF data layout for non-prime D:

L = k=4, D=4
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be connected is not larger th& Therefore, if in the second step the num-
ber of sub-groups is still larger thdn those sub-groups are further aggregated
into sub-groups. This process is repeated until the numb&ulegroups to be
connected is equal to or less than

Combining the mechanisms discussed above leads to theggdpomplete PCDSDF
algorithm (Algorithm 4) which works for any disk array configttion. The first step of
the complete PCDSDF is to organise the ovdradhelves into a number éfelement
shelf sub-sets using BCBD, BIBD oRME/RELPR®. Then, for each shelf combina-
tion, the disk-level block design algorithm is invoked.

Assume thaPD is the smallest prime factor & (PD =D if D is a prime number).

If kis larger tharPD, thenk shelves are first divided int®subsets with each containing
PD or less tharPD shelves. For each of these subsets, the index permutatiomdgie
(namely the simple PCDSDF algorithm) is called to combirskslitogether for each
stripe. If Sis larger than 1, this step is repeated until one sub-setinsma

Table 6.2 lists the number of stripes per rotation genetayede complete PCDSDF
algorithm for a conventional stripe width 8, and comparés & complete block design
(requiring (k) x DX stripes). The number of shelves is also equal to 8. It can ée se
that using the PCDSDF algorithm, the number of stripes petiom is significantly

625 390625
2401 5764801
11 121 214358881

reduced.
D | PCDSDF| (i) x Dk
1 8 8
2 | 256 256
3| 6561 6561
5
7

Table 6.2: Number of Stripe Per Rotation

6.1.3 Reliability Analysis of PCDSDF

This subsection analyses system reliability by considedisk failures and shelf fail-
ures. Assuming that the failure rates of disks and shehesxgyonentially distributed

3Depending orL. andk, to reduce the number of combinations
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Shelf 0 Shelf 1 Shelf 2 Shelf 3

©F——@ O ®
@@ Cla—iC

sub—group 0 sub—group 1
S (5 7)
Il T
Block Design
0 2 4 6 o 2 4 7
13 5 7 1 3 5 6
0 3 4 7 0 3 4 6
1 2 5 6 1 2 5 7
0 2 5 7 0O 2 5 6
1 3 4 7 1 3 4 6
0 3 5 6 0 3 5 7
1 2 4 6 1 2 4 7
Data Layout on Disks
Shelf 0 Shelf 1 Shelf 2 Shelf 3

Disk| O 1 2 3 4 5 6 7
SO | S1 SO S1 SO S1 SO S1
S2 | S3|| S3| S2 S2| S3 S3| S2
S4 S5 S4 S5 S5 S4) S6 S4
S6| S7|| S7| S6 S7| S6 S7| S5
S8 S9 S8 S9 S8 S9 S9 S8
S10 S11] S11 S1g S10 S131 Si1p0 sip
S120 S13 S12 S13 S13 S12 S1p S14
S14 S13 S15 S14 S15% S14 S13 S15

Figure 6.4: PCDSDF data layout when k> D. k=4, D=2
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Algorithm 4 Complete PCDSDF
1. Organisd. shelves intdk-element shelf sub-sets (also called groups).

2. PD <« the smallest prime divisor d.
3: for eachk-element shelf sub-seb

4. G<«k
5. whileG>1do
6: Evenly divideG groups intoS sub-sets such that each sub-set contBD®r
less tharPD groups.
7 for sgindex=0toS—1do
8: K1 < number of groups in the sub-s&index
9: Simple PCDSDF{temsPerGroupK1, indexvectol).
10: for i = 0 toindexvectorsiz€) — 1 do
11: for j=0toK1—-1do
12: connectindex< indexvectofi|[j];
13: for | =0 toitemsPerGroup-1do
14: disk< disksof_groupsj + sglndex K1][connectindex]l |;
15: diskson_suh group[sgindex][i].push(disk);
16: end for
17: end for
18: end for
19: end for
20: disksof_groups< diskson suhgroup
21: G<S

22:  end while
23: end for
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and the failures are independent, the failure rate of a RAidesn that deploys only a
simple RAID 5 data layout is computed in Equation 6.1. In sadystem, two kinds
of failure can cause the system to lose data service: haviather disk failure from

the same protection group after a disk fails and having & &iklre*. Thus, the total

system failure rate is the sum of the failure rates of thesefalures.

n (k_l)MTTPdisquAu; L L

* 6.1
MT T Fyisk MT T Ryisk MT T Fshel f 6.1

Failure rateraips =

The MTTF of the system is then the inverse of the system failate, as shown in

Equation 6.2.
MTTF - ! (6.2)
RAIDS = = *(k—DMTTRm@ME+ L '
MT T Fyisk MT T Ryisk MT T Fshel f

If the RAID system deploy the PCDSDF data layout, it can sigdoth a single
disk failure and a single shelf failure. The failures thah ¢@ad to a system failure
include:

¢ having another disk failure from other shelves in the sarn&egtion group after
a disk fails®;

e having another shelf failure after a shelf fails;

¢ having a disk failure and then a shelf failure by a shelf tlesdnot contain the
failed disk;

¢ having a shelf failure, and then a disk failure by a disk teatat mounted in the
failed shelf.

The total system failure rate is the sum of the failure ratdb@above failures, as

L
1 1
“the probability of having just one shelf failure-is ) *(1— L AS ———

PropeRiy . MTT Rt MTT Fepart MTT Fepelt

is very small, the probability of having just one shelf fadus approximatelyf\ﬁ.
Shel f

SBecause the PCDSDF data layout can survive a single sheifdaanother disk failure from the
same shelf will not lead to system failure.
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shown in Equation 6.3.

: n N—D)MTT Ryjs
Failure ratepcpspr = MTTFdisk*( ?VITTFdiskKDCDSDF
n L § (L=1)MTT Rynelt
MTT Fsher t MTT Fshel f
+ n % (L = D)MTT Riiskocosor
MTT Fyisk MTT Rhert
L L (Nn—D)MT T Repel

*
MT T Fshel f MT T Fyisk
(6.3)

MTT Riiskeaios * (k—1)

where MT T Riiskocpsor = , because PCDSDF is a parity

n—D
declustering data layout and theoretically the disk relog speed can improve by
(n—D)
(k—1)
reconstruction.

times since all disks except those in the same shelf paatieim the disk

The MTTF of the system that deploys PCDSDF data layouts is the inverse
of Equation 6.3. Figure 6.5 compares the MTTF of PCDSDF whtlt of RAID 5
with respect to the number of shelves. It can be seen that THERWf the system is
significantly improved by deploying a PCDSDF data layout.

6.2 System Architecture for Fast Disk Reconstruction

As described in Chapter 1, although there has been a lot e&res on fast disk re-
construction algorithms, the focus has been on the algoritelf and not on ways to
improve the disk reconstruction speed from the aspect aésyarchitecture design.
This section describes a system architecture and rebgildiechanism for fast disk
reconstruction based on parity declustering data layouts.

6.2.1 System Architecture

A large scale RAID system usually consists of multiple loagith each loop contain-
ing a number of disk shelf enclosures. Figure 6.6 shows ady@irchitecture of a
modern large-scale RAID system.
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MTTF (hours)

139

—%— PCDSDF|]
—o—RAID5 |]

10

i
5 10

i
15

Number of shelves

20

Figure 6.5: MTTF of PCDSDF VS MTTF of RAID 5 with respect to the number of

shelves In this figure, the number of disks per shelf (D) is set to the standard industry

number 14. Assume that the MTTF of the disks and shelves is 50,000 hours. The MTTR

of disks under RAID 5 data layouts is 6 hours and the MTTR of a shelf is assumed to

be 24 hours. The stripe width is is set to 5.

RAID Controller

> > > > > d> > 1]
Disk | | Disk Disk Disk| Disk | | Disk * Disk Disk|
disk shelf enclosure disk shelf enclosure
IS S S d> d> U
b_sﬂ @ @ bﬂ Disk | | Disk Disk| | Disk|
disk shelf enclosure disk shelf enclosure

Figure 6.6: Typical RAID System Architecture



Chapter 6. Improving the Reliability of Large Scale RAID systems 140

6.2.2 Minimising the Effect of Limited Loop Bandwidth durin g Disk

Reconstruction

In OLTP work environments, the disk workload in normal opieramode is mainly
random, but the disk rebuilding workload is sequential. réfere, more loop band-
width is required to support the reconstruction workloatlall disks are organised
into a single parity declustered layout and they all pgstité in a reconstruction, then
loop bandwidth which is otherwise sufficient in normal modgmbecome a bottle-
neck. In order to eliminate the loop bandwidth bottlenetle, disk array is divided
into a number ofarity deClustering (PC) groupss shown in Figure 6.7 . Each PC
group selects the same number of disks from each loop. Thek bdyout for one
PC group is independent from any other PC group. When a distv@) fails in a
PC group, only disks in that PC group participate in the retrmiction. The size of
a PC group (the number of disks in each PC group) is a functiadheonumber of
loops, the loop bandwidth and the average user workloachgugconstruction. By
choosing an appropriate PC group size, it should be possibi@nimise the effect
of the loop bandwidth bottleneck while simultaneously iag the benefits of parity
declustering.

Algorithm 5 describes how to buile PC groups in a disk array such that each PC
group (containing\Npc disks) is distributed across all loops to achieve the marimu
loop bandwidth during disk reconstruction.

6.2.3 Data Structure of A PC Group

As described in Section 2.1.1.1, the basic storage unit ypiadl RAID system is a
stripe unit. The minimum collection of stripe units (inciad both data units and parity
units) over which the parity unit is computed is calledtape The number of disks
in a stripe is called thetripe width Most prior work on parity declustering has used
a stripe as the basic unit to be distributed over disks. Hewsetiis approach suffers
from the disadvantage that a disk seek might be requiredafdr stripe unit during the
rebuild process. As a result, reconstruction might not be tbexploit the sequential
disk bandwidth to its maximum. To address this issugtfige groupis defined in this
dissertation as the basic distribution unit. A stripe graaip number of contiguous
stripes. Contiguous stripe units on each disk within a paldir stripe group are called
chunks Stripe groups are distributed across all disks in a PC grdupe minimum
number of stripe groups that form an evenly balanced pagtjustering data layout
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shelf 0 shelf 1
- III III III III
o III III III III
- III III III III

B rPcorouwpo B PCgroup 2

- PC group 1 PC group 3

Figure 6.7: Division of a Disk Array into PC groups  In this example, there are three
loops and the disks in these loops are divided into four PC groups, with each PC group

selecting the same number disks from each loop.

Algorithm 5 Build Parity Declustering Groups cross All Loops
1: for Each loop jdo

2:  DJj] < 0{D]j] is the smallest disk number that has not been assigned to any
PC groug

3: end for

4: loop—0

5: fori=0toP—1do

6: k<O

7:  while k < Npc do

8: PCdi][k] < D[loop]

9: k—k+1
10: Dlloop| < D[loop] +1
11: loop « (loop+ 1)%L

12:  end while
13: end for
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is called arotation. Figure 6.8 shows the structure of a stripe group and a chunille w
Figure 6.9 shows the data layout of a PC group which contamswber of rotations

where each rotation consists of a set of stripe groups. thekample, stripe groups
with stripe width equal to four are distributed over seveskdj with each stripe group
containing six stripes. Once the stripe groups achieveanbat rebuilding workload,

namely a rotation, the same data layout is repeated to foathanrotation.

a chunk ——= )

stripe 0 DO 0 D01 DO 2 DO_3 PO

stripe 1 DL O|D11 D12 P1 D13

stripe 2 D2 0 |D2.1 P2 D22 D23

stripe 3 D3 0 |P3 D3_1 D32 D33

stripe 4 P4 |D4 0D4 1 D42 D43

stripe 5 D5 0|D5 1 D52 D53 P5

stripe 6 D6 0| D6 1 D6 2 P6 D6_3

Figure 6.8: Structure of a stripe group and a chunk  This stripe group consists of
6 stripes. The placement of parity units is right asymmetric. This placement can be

changed to any other type of placement according to the requirement.

6.2.4 Disk Reconstruction Algorithm Design

According to Holland, a good disk reconstruction algoritsinould have the following
properties [42]:

e The algorithm should absorb as much as possible of the arbayidwidth that
is not absorbed by the user 1/Os.

e The algorithm should preserve the sequentiality of thenstraction process.

e The algorithm should work on relatively small sets of pastgipes at any one
time. (The stripes under reconstruction have to be lockgudeent simultane-
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diskO diskl disk2 disk3 disk4 disk5 disk6

+ Do_0[D0_1[ D0_d PO [ ] stripe group 0
D6_0 D(;_l D6 2 P6 E stripe group 1

[ stripe group <

Rotation 0 - stripe group *

- stripe group ¢
B stripe group €
stripe group €

Rotation 1

Rotation 2

4

Figure 6.9: Data structure of a PC group k=4, n=7. Each stripe group contains six
stripes. In this example the parity units for each stripe group are placed on one disk.
According to the requirement, they can rotate within each stripe group using the parity

placement schemes described in Section 2.1.3.
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ous overlapping user writes. Working on a small sets of patiipes reduces
the frequency of user access conflicts with reconstructp@rations.)

As described in Section 2.1.4, there are two basic disk stoaction algorithms:
a stripe-oriented algorithm and a disk-oriented algoritfine stripe-oriented disk re-
construction algorithm involves one (or multiple) prodess that sequentially rebuild
the units on the failed disks. The rebuilding process firshtdies the stripe units
belonging to the stripe being rebuilt and then sere#sl commands to the surviving
disks. After reads to all surviving stripe units have congade this process XORs the
units and then dispatches the write command to the repladesisks. The drawback
of the stripe-oriented reconstruction algorithm is thatatnot fully utilise the disk
bandwidth that is not used by user requests. In contrastetGtiiipe-oriented algo-
rithm, the disk-oriented reconstruction algorithm (pre@é by Holland and Gibson
[42]), instead of having a number of parallel reconstrutpoocesses associated with
stripes, createn (the number of disks in a disk array) processes. Each of these
cesses is associated with a disk. The process associatedaglt surviving disk reads
data units on that disk in order and then submits them to thEDRA&nNtroller. Once
all the data belonging to a particular stripe is ready, thédRéontroller executes the
XOR operation. The process associated with the replacedigntontinually issues
write commands to send the reconstructed data to the repéatalisk. With this disk-
oriented approach, the recovery process can fully utihgeatrray bandwidth, leading
to a significant reduction in disk rebuilding time, with ordysmall increase in the user
response time.

Because of its advantages, a disk-oriented reconstruatguorithm was chosen
for further development, modified to suit the system arciitee. The reconstruction
algorithm includes two types of process. The first type marsagading the necessary
stripe units from the surviving disks. The second type masagiting reconstructed
stripe units to the disks (to a replacement disk or distatutot spares). The reading
process works as follows:

It is worth noting that for a parity declustered data laymgt all units on each
disk are needed for reconstruction. The stripe units to bd depend on which disk
failed. Before starting the reconstruction process, itdsassary to build a table that
records which chunks/stripe units are needed. A centchbizdfer is used to store the
partial XOR results for the stripe units read from survividigks {.e. before the unit
to be written has completed). This centralized buffer isechhfree buffer Besides
these free buffers, each surviving disk has its own privatiéebs to store units that
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Algorithm 6 Disk-oriented Reconstruction Reading Process

1:
2:
3:

7.

For each surviving disk

repeat
Find the next lowest-numbered unit on this disk that is ndddereconstruc-
tion.
Issue a low-priority request to read the indicated unit entauffer.
Wait for the read to complete.
Submit the unit's data to a centralized buffer manager folRXOr Block the
process if the buffer manager has no memory to accept the unit

until all necessary units have been read

have been read but not yet submitted to the free buffer. Inique research work,

the reconstruction algorithm submits a stripe unit to tle fouffer as long as there

are free buffer units available. However, in the system eéeffim Section 6.2.3, each

chunk consists of multiple stripe units. Therefore, usimg $ame strategy to manage

the free buffer might result in a deadlock for two reasons:

e One disk may be faster than the others (due to imbalancedoeaatlor different
disk characteristic) and these disks will keep readingpsttinits for different
stripes. These partially-completed stripes might end upseming all the free
buffers. On the one hand, the reconstruction process will .gmwaiting for
the remaining units for these stripes, while on the othekslmight be blocked
because of unavailability of free buffers.

e Because each stripe group contains more than one stripeeifouffer capac-
ity is small, the stripes of a certain stripe group may usdhedlfree buffers.
While these stripes are waiting for the rest of their stripggy other disks might
be blocked due to the unavailability of free buffers. An epéamis shown in
Figure 6.10. In this example, there are five disks and stripapgs with stripe
width equal to three are distributed over these five disksh{ealour represents a
stripe group). The free buffer contains only one buffer anid each disk has one
private buffer unit. Assume that diskhas failed. Each disk reads the lowest-
numbered unit that is needed for reconstruction. After thiésluare read, they
will be submitted to the free buffer. Diskand diskb submit stripe units for
stripe 0 which are XORed. The write unit is then sent to théaegment disk.
As there are no more free buffer units available, disk blocked from submit-
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ting unitd3. After the reconstruction of stripe 0 is completed, the foaiffer
unit is released and digk submits unitd3 to it. Diska andb keep reading the
next unital andbl. As the free buffer is full, disk and diskb are now blocked
from submitting. Because urid3 belongs to stripe 6 and the other unit of stripe
6 isb3, the free buffer is waiting for the submission of uo® However, as disk

b is blocked, it cannot reaoB from the disk, which leads to a deadlock.

The deadlock problem is solved by restricting the numbered buffers that each
disk can use. Since each stripe only needs one buffer uw@puffer units if RAID 6
is used), the disk that submits the first stripe unit for gstrs counted as the disk that
is using that free buffer unit. To prevent deadlock, the nends free buffer units that

each surviving disk can use is restrictedggyorsoruivinesiscs 1he humber of

free buffer units must be larger than the number of survidiss. If the number of
free buffers used by a disk reaches this threshold, thiswlilbe blocked until one
of the free buffers that it is using gets released. The stripesubmission algorithm
works as follows:

Algorithm 7 Submission of ready units to free buffers for disk i
Require: FBJi]=0;

MAX_FB=FREEBUFFER/NUM_OF_SURVIVINGDISKS
. if d stripe within the free buffer that the unit read from the digtongs tahen

Submit the unit to that stripe for XOR operation

else ifFB[i] < MAX_FB then
Allocate a stripe to unit and queue reads for all other uwitgéHat stripe.
FB[i]++;

. else

Block this reading process

© N o g ~ w N R

: end if

Once the write units of a stripe have been sent to the repkacedisk and the
controller receives the response, the free buffer unitsheilreleased. The disk using
those free buffer units will be able to unblock the readingcess.

Holland’s dissertation concluded that, in general, usimguathree timesas many
reconstruction free buffers as there are disks is suffiteeathieve the full benefits of
a disk-oriented reconstruction algorithm. With the stigpeup based data layout, this
means that reconstruction needsrB« sizenunk Wheren is the number of surviving
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(a) data layout on disks

disk a diskb diskc disk d disk e

address Qstripe §  [stipe O |stripe q  [Stipe 3 | stripe 8
address Istripe | |stripe 1 |[stripe 1 |stripe 4 | stripe 4
address Zstripe 4 |stripe 2 |stripe 4 |stripe § stripe 5
address 3stripe §  |stripe 6 stripe
address 4stripe4 |stripe 7 | stripe 7 | stripe
address Sstripe 5  |stripe 8§  |stripe & stripe 8

[92)

stripe |6

N

address 6
address 7 failed
address 8
(b) Buffer management
Free Buffer disk private buffer
diska diskb diskd diske
stage 1 | [ao] [b0] [ dd [e6]

stage 2 stripe 0 (a0, b0) ‘ ‘ ‘ ‘ ‘ d3‘ ‘e6\

|

stage 3 ‘ stripe6(d3)‘ ‘ al‘ ‘ bl\ ‘ d4‘ ‘ e6‘

waiting for b3

cannot submit b1, blocke

Figure 6.10: Example of rebuilding process deadlock  (a) shows the data layout on
the disks; and (b) shows the contents of free buffer and disk private buffer at three
stages. Assuming that disk c fails, at stage 1, each disk read the first stripe units it
needs to read to its own private buffer. At stage 2, disk a and disk b submit the unit in
their private buffer to the free buffer, but disk d and disk e are blocked from submitting
because the free buffer is full now. At stage 3, disk d submits the unit in its private to
the free buffer which belongs to stripe 6, and disk a and disk b read the next necessary
unit into their private buffer. As stripe 6 consists of unit b3, ¢3 and d3, c3 cannot be
rebuilt unless unit b3 is also submitted. However, at this stage disk b has just read unit
b1 from disk into its own private buffer and is now blocked because of the full free buffer.

Therefore, the rebuilding process enters deadlock.
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disks. When the chunk size is large, a lot of memory can bewuoed by the recon-
struction process. The effect of the free buffer size isstigated in the section 6.5.2.4.

6.3 Distributed Hot Sparing

This section presents an efficient distributed hot spameation and assignment al-
gorithm for a general parity declustering data layout. ibhsted hot sparing was
proposed to improve performance, reduce disk reconsbrud¢ime and prevent the
writing disk from becoming a bottleneck during reconstime{68]. In a data layout

that deploys distributed hot sparing, the following twogedies are desired.

1. Distributed sparing: all disks contain the same numbepafe stripe units.

2. Efficient sparing: after reconstruction of the failedkgsy there will be no spare
space left.

Deriving a distributed-sparing layout for a declustereganisation involves two
steps. The first step is to statically reserve disk spaceas §pace. The term “stat-
ically” means that the disk space reserved does not depemdhimh disk has failed.

To simplify the mapping and data management, a contiguawnage area with fixed
disk offset is chosen as the spare space. Assume that tlersgan tolerate failure

of f disks. Assuming that each disk contamshunks in each rotation, if disks
fail, r x« f chunks are lost from each rotation, wheres the number of chunks of a
rotation on each disk. Thesé chunks should be evenly distributed across the sur-
viving n— f disks. Ifrf is not an integral multiple oh — f, to avoid storage space
wastage, a number of data rotations are allocated in canigstorage space and the

corresponding spare space is allocated as a contiguousigineafter the data area.
LCM(rf,n—f)
rf

. Figure 6.11 shows a data layout where

and the number of

The number of data rotations combined\is =

LCM(rf,n—f)

n—f
N data rotations are combined aNgrows of spare chunks are associated with them.

rows of free chunks idls =

The second step is to assign the reserved spare chunks tosthehlinks on the
failed disks as replacements. This step is dynamic and dispem which disk has
failed. Logically, this assignment occurs only after a disls failed. Holland claimed
that in practice the assignment can be pre-computed foy @assible disk failure to
ensure that the assignment will not delay the reconstnuctitowever, if the system
deploys a RAID 6 protection mechanism, there mkgn — 1) possible assignments.
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rotation

data space
__LeMm(rf, n-f)
rotation =5
spare space N = _LCM(, n—)
S n-f

Figure 6.11: Distributed Hot Spare Structure r is the number of chunks of a rotation.
Ns is the number of data rotations to be combined together and Ns is the number of

rows of chunks for the spare unit space.

Thus, it is more practical to compute the assignment aftaslafdilure. In this dis-
sertation an efficient spare units assignment algorithnresgnted which works for
any evenly balanced declustered data layout, as shown woriftigh 8. This routine is
invoked to build the map between spare chunks and lost chwefkse the reconstruc-
tion process starts. Unlike Holland’s assignment algarjtivhich restrictsf to 1, this
algorithm can also work on a data layout that can survive Rfditures. When there is
more than one disk failure, it will assign the spare chunkesach failed disk in order.
During the assignment for the first failed disk, it will asseithat all the other disks
work well, including the failed disk that has not yet beensidered (namely the failed
disk that has not got its spare chunks). After the assignfioerhe first failed disk,
the algorithm will assign spare chunks for chunks on thes@d¢ailed disk, including
those in the spare region.

The first step in assigning spare chunks for a failed disk wotkect all the stripe
groups affected by the failure, as in Line 2 of the AlgorithRollowing this, all the
complement diskdnamely the disks that do not participate in a stripe groug)iated
for each affected stripe group, as shown in Line 3. To surai@her disk failure after



Chapter 6. Improving the Reliability of Large Scale RAID systems 150

reconstruction, the spare chunk for a particular failed&hmust reside on one of the
complement disks of the stripe group to which it belongs. dégain disk is included
in the complement disk set of a failed chunk, this chunk isedddeing related tdhat
disk. The following steps assign spare chunks for eachdalteink. The assignment
process is based on two heuristics: (1) first assign spanmekshiom the disks that
have minimum failed chunklatedto it and (2) among the chunks that aetatedto

a particular disk, first assign spare chunks for those treatedatedto the minimum
number of disks. Line 8 to Line 11 of Algorithm 6 implementgtprocess. First,
it lists the chunkselatedto each surviving disk. Second, it selects the disk that has
the minimum number ofelated chunks, denoted adyin, and sorts those chunks in
ascending order by the number of complement disks to whiey énerelated Third,
to ensure that replacement chunks are evenly distributedaivsurviving disks, the
number of spare chunks to be assigned foym is restricted to be the minimum (U/N,
spare chunks odmin), whereU is the unassigned failed chunks akds the number
of remaining disks from which spare chunks can be assigné&eé. nlimber of spare
chunks to be assigned frodq,in is denoted abMax. Fourth, the algorithm assigivax
spare chunks to its firdflax related chunks. Lastly, dist#ni, is removed from the
surviving disk set and the complement disk set of all failedriks. Moreover, chunks
that have been assigned a spare chunk are removed fromdbtedrehunk list of each
surviving disk. This assignment process is repeated uhféited chunks have been
assigned.

Figure 6.12 gives a simple example of the distributed hotespasignment process
for a parity declustering data layout. Figure 6.12 (a) libts original block design of
the data layout and Figure 6.12 (b) depicts the data layostmAntioned before, to
avoid wasting storage space, two data rotations are combagether to share three
rows of contiguous spare space. Figure 6.12 (c) lists tleetft stripe groups and their
corresponding block design (assuming that disk d2 hasdfail€o distinguish stripe
groups of different data rotations, a chunk is represenjettdiation number.stripe
group number”. Figure 6.12 (d) shows the complement diskthefaffected stripe
groups and the chunk lists that are related to each surviisly As each disk has
the same number of related chunks, disk dO is simply selexgatie first disk from
which spare chunks will be assigned. Based on the rule inr&lga 8, spare chunks
from disk dO are assigned to chunks 0.6, 0.7 and €e8pectively. Figure 6.12 (e)
shows the updated complement disks and the chunks relateactosurviving disk

6Since each stripe group only loses one chunk, stripe groopbeuis used to represent that chunk
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Algorithm 8 Assign spare chunks to rebuilding chunks

1: for each failed diskfd; do

2:

© N o g bk

10:

11:

12:
13:

14.
15:
16:

Group all affected stripe groups (chunks that reside on édkinto a setC.
C ={Cy,Cy4,Gi...,C;_1|3dm € Ci}; these chunks include both chunks that origi-
nally reside onfd; and those allocated to it as hot spare chunks;
Group the complement disks of the affected groups in to 8sBt= {B|3C ¢
C,B=Ww-C};
List the chunks that are “related” to each surviving disk;
N=number of surviving disks;
U=total number of affected chunks;
while N > 0 do
Select the disk that has the minimum number of chunks relakedoted as
Amin;
Sort the chunks related thin by the number of complement disks to which
they are related,;
Calculate the number of chunks to be allocated on dikk, as
Max=minimum(U/N, spare chunks ai;n);
Assign spare chunks to the fifgtax sorted chunks related by, from disk
Amin;
Remove disldnin from complement disk set of all chunks.
Remove chunks that has been assigned a spare chunk frontattes rehunk
list of each surviving disk;
U < U —-Max
N<N-——;
end while

17: end for
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after the assignment from disk dO. It can be seen that diskndOchunks that have
been assigned the spare chunks have been removed from this. figs each disk

still has the same number of chunks related, disk d1 is sgldor spare assignment.
Among the chunks related to it, chunk 1.9 is related to onky ocomplement disk, so
chunk 1.9 is first assigned a spare chunk from disk d1. As therahunks related to
disk d1 are related to the same number of disks, the sparesheift on disk d1 are

assigned to chunks 0.3 and 0.4. To save space, the rest ofdigmiment process is
not drawn in Figure 6.12. Figure 6.12 (f) shows the final day@uit that includes both
data rotations and spare space filled with lost chunks.

6.4 Experimental Set Up

SIMRAID was used to evaluate the performance of the three appesaproposed
in this chapter. This section describes how experimentsetrep. The experiments
described in this chapter include the three parts:

¢ to evaluate the performance of PCDSDF;
e to explore the design space of the system architecturesodisk reconstruction;

e to evaluate the effect of the distributed hot spare allocedind assignment algo-
rithm.

As the size of a PC group (the number of disks in each PC graugifected by
multiple specific factors such as of the number of loops, tlop lbandwidth and the
user workload during reconstruction, it is trivial to intigate it through simulation.
Therefore, this dissertation does not carry out experirnteimvestigate the size of a
PC group or the number of PC groups in a system.

Figure 6.13 shows the system architecture configured foexperiments. For the
purpose of simplicity, it contains only one controller antedcSBOD switch. As the
intent of the experiment is to compare different declusedata layout and adding
cache does not change the performance trend, the experoesninot include cache.
In so doing, it also saves some simulation time as the systamachieve a larger
throughputif cache is used , which implies a longer simafatime. In the experiments
carried out to evaluate the performance of PCDSDF, the diskkgically divided into
different shelves. All the experiments deploy distributetlsparing. For PCDSDF, the
hot spare is located in the disk slot that is located in theessinelf as the failed disk.
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(a) Original block design (b) Data Layout (j =2 andN =3)
i do | di| d2| d3| d4
stripe group block design
number Y 0 0 1 2
0 <0, 1, 2> 1 1 4
1 <0, 1, 3> rotation 0| 2 2
2 <0, 1, 4> 6| 6| 6
3 <0, 2, 3> 4 8 8
4 <0, 2, 4> 8
5 <0, 3, 4> 0 0 0 1 2
6 <1,2,3> 1 1 4
7 <1,2,4> rotation1| 2 2 4
8 <1,3, 4> 6 6 6
9 <2,3, 4> 4 8] 8
8
spare space

(c) Affected stripe groups (d) Complement disks and chunks related to each surviving disks
strip group ) strip groupComplemerit
number | P1OCk desigh number | disks do [o06] [o07] [09] [16] [17] [19]

0.0 <0, 1, 2> 0.0 <3, 4>
03 |<0,2 3> 03| <14>|d [03] [04] [09] [13] [14] [19]
04 |<0,2 4> 0.4 <1, 3>
06 |[<1,2 3> 0.6 <0,4> | d3 [00] [04] [07] [10] [14] [17]
07 |<1,2 4> 07 <0, 3>
09 |<2,34> 0.9 <0,1> | da [00] [03] [06] [10] [13]
1.0 |<0,1,2> 1.0 <3, 4>
13 <0, 2, 3> 1.3 <1, 4>
14 [<0,2, 4> 1.4 <1,3>
1.6 <1, 2, 3> 1.6 <0, 4>
1.7 |<1,2,4> 17 <0, 3>
19 [<2,3,4> 1.9 <0, 1>

(e) Complement disks and chunks related to each surviving disks after spare chunkgf) Data layout and assignment of failed chur

on dO been assigned to spare chunks
strip grOUﬁComApIement do a1 d2 a3 da
number disks
d [19] [03] [04] [13] [14] ol o of 1] 2
0.0 <3, 4> 1 1 4
0.3 <1,4> | d3 [17] [00] [04] [10] [14] rotation0 2 2 4
0.4 <1, 3> 6 6 6
10 4> | d4 [16] [00] [03] [10] [13] 4 8| 8
1.3 <1, 4> 8
1.4 <1, 3> 0 0 0 E 2
1.6 <4> : ! ! ‘
rotation 1) 2 2 4
1.7 <3>
<> 6 6 6
1.9 4 8 8
8
06| 1.9 17| 1.6
sparespace 97| 03 14| 10
09| 04 00| 13

Figure 6.12: Distributed Hot Spare Assignment  n=5, k=3, f=1; Assume that disk d2
is failed. The number in each disk represents the stripe group number. As two rotations
are combined here, rotation numbestripe group numbeis used to identify a stripe

group. 0.6 means stripe group 6 of rotation 0.
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For other parity declustering data layouts, the propossttibuted hot spare allocation
and assignment algorithm is used. Table 6.3 lists the gatfithe parameters through
the experiments.

RAID

Controller

Parameter Value
disk capacity 10GB
cache policy no cache
maximum disk queue length 20
RAID level RAID 5
size of stripe unit 16 KB if not specified in the experiment
stripe units per chunk 16 if not specified in the experiment
number of PC groups 1

Table 6.3: Parameter Settings in the Experiments

6.5 Performance Evaluation Results

This section presents performance evaluation resultstlfithe degraded and rebuild
performance of PCDSDF is presented, with comparison witise¢hof RAID 5 and
RELPR. Secondly, the effects of the design parameters of thersyatehitecture on
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fast disk recovery are examined. These design parametduslathe parity declus-
tering ratio, the chunk size, the private buffer size of thesiwing disks and the free
buffer size. Lastly, the advantage of using distributeddpatring is shown.

6.5.1 PCDSDF Performance Evaluation

This subsection presents the performance of the PCDSDRitlaywluding system
reliability, and degraded-mode and rebuild performance.

6.5.1.1 Performance In Degraded Operation Mode

Figure 6.14 shows the system throughput and maximum resgons in normal op-
eration mode and degraded operation mode compared to a RAHY 3ELPR (sec-
tion 3.3.2) data layout. PCDSDF is able to maintain a goodatkg-mode perfor-
mance for both single disk failure as well as shelf failur&gith one disk failure,
the degradation of throughput for PCDSDF is less than 6%¢hvis even better than
RELPR. With one shelf failure, the system throughput is still a#@8f that of nor-
mal operation mode. Moreover, for PCDSDF there is only ahsligcrease in the
maximum response time in degraded operation mode.

I RAIDS N

60 I RAID 5 D ‘ 3500(| I RAIDSN [ ]
o || PCDSDF N I RAID 5 D
£ [ JPCDSDFD | 2 PCDSDF N i
S 50 : ] 3000
o [ IPCDSDF S i @ [ IPCDSDFD
0 I Relpr N £ [ ]PCDSDF S
" I Relpr D @ 2500| [ Relpr N 1
g 40 1 E I Relpr D
o
® @ 2000 : 1
2 30 1 8

0
§ ® 1500f 1
<t 20f | §
@) € 1000}
a 3
0 =
3 107 1 500
>
0 . J U 0
1 2 3 4 1 2 3 4
number of disks per shelf number of disks per shelf

Figure 6.14: Degraded Performance L = k=8, f=1. ‘N’ represents normal operation
mode. ‘D’ represents degraded operation mode with one disk failure. ‘S’ represents

degraded operation mode with one shelf failure
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6.5.1.2 Disk Rebuilding Performance

Figure 6.15 shows the disk rebuilding speed and the aveesgponse time for user
I/Os during reconstruction with respect to the number oksliger shelf. It can be
seen that as the number of disks per shelf increases, thikdiagspeed for PCDSDF
increases almost linearly, which is comparable wittLRR. However, the rebuilding
speed for RAID 5 remains the same. Increasing the user I/@loaxt from 50% of
the throughput to 75% decreases the rebuilding speed byt 466&, but increases the
average response time of user 1/0s by 40%. As the numberkd tlisreases, the disk
rebuilding speed increases by 4 times, whereas the averagernse time of user I/Os
increases by only 30%. Using 4 stripe units worth of privagk dbuffers instead of
2 units increases the rebuilding speed by about 30%, buintirease in the average
response time is less than 20%.

6.5.2 Design Space Exploration of Fast Disk Reconstruction Archi-

tecture

This sub-section investigates the effect on disk rebujdipeed as a result of varying
various system parameters: the parity declustering rdt® chunk size, the surviv-
ing disk private buffer size and the free buffer size. To distt any impact due to
user 1/Os, the experiments discussed in this sub-sectimi@auser workload during
reconstruction.

6.5.2.1 Effect of Parity Declustering Ratio

Figure 6.16 shows the rebuilding speed and loop bandwidthmement for the RIME

and ReELPR data layouts for different declustered group sizes whikpkay the stripe
width k fixed at 8. As expected, increasing the number of disks inyhEm results in

a linear increase in the rebuilding speed as well as the laopwidth required. Com-
pared with RIME, RELPR gains less reconstruction speedup because its rebuilding
workload is not evenly distributed across all disks.

6.5.2.2 Effect of Chunk Size

Figure 6.17 shows the effect of chunk size (in terms of thelmemof stripe units). The
experiment is carried out without any user 1/O input. It carsben that the chunk size
should neither be too small nor too large. Due to the natutheparity declustering
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Figure 6.15: Rebuilding Performance L = k=8, f=1. ‘0.5" means that the input work-

load is 50% of the throughput in degraded mode and ‘0.75’ means that the input work-

load is 75%of the throughput in degraded mode. ‘RU’ means the number of stripe units

of each disk private buffer.
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Figure 6.16: Rebuilding Speed and Loop bandwidth Requirement
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layout, reconstruction 1/0s might have to access non-gantis blocks on disk. If
the chunk size is small a lot of time is spent in seeking, wiieters the rebuilding

speed, whereas if the chunk is too large, the reconstrupticallelism is reduced. The
simulation experiments showed that 16 stripe units per kinsithe optimal value for

the 16kB and 32 kB stripe unit size, whereas 8 stripe unitschank gives the best
performance for 64 kB stripe unit size.
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Figure 6.17: Effect of chunk size n=17, k=8, ru = 8. PRIME and distributed hot spare

data layout. 'SU’ denotes the size of the stripe unit.

6.5.2.3 Effect of Surviving Disks’ Private Buffer Size

Figure 6.18 shows the effect of the private buffer size ofsimiving disks (in terms
of the number of stripe units) on the disk rebuilding speédah be seen that increas-
ing the private buffer size from one stripe unit to two inges the disk rebuilding
speed significantly. This is because using two stripe unifebsize results in more
efficient sequential reads, whereas a one stripe unit bsiferresults in missed revo-
lutions. Further increasing the surviving disk privatefbusize only increases the disk
rebuilding speed slightly.

6.5.2.4 Effect of free buffer size

Figure 6.19 shows the effect of free buffer size on the relougj speed. In this exper-
iment, the rebuilding speed under three configurationssietke free buffer size equal
to 2% (n— 1) «Chunk Sizg(n— 1) * Chunk Sizeand% * (N—1) «xChunk Size It can

be seen that increasing the free buffer size increasesskeeabhuilding speed. As the
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number of disks increases, the incremental reconstrusperdup achieved increases
with a larger free buffer size.
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6.5.3 Evaluation of Distributed Hot Sparing

Figure 6.20 compares the rebuilding speed and averagenssgime of user requests
under distributed hot sparing using the allocation andgassent mechanisms pro-
posed in this chapter with traditional dedicated hot sgarihcan be seen that as the
number of disks increase the rebuilding speed using a lliséd data layout (solid
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line) increases linearly, whereas the rebuilding speetusidedicated hot spare (dot-
ted line) remains almost constant. Thus, distributed hatisg effectively solves the
write bottleneck. Furthermore, the average response timieay requests under dis-
tributed hot sparing increase by less than 1 ms.
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Figure 6.20: Distributed hot sparing vs. dedicated hot sparing k=8, ru=4, f = 1.
Workload is 50% of the maximum workload in degraded mode. The parity declustering

data layout is generated by PRIME.

6.6 Summary

This chapter has proposed several approaches to impraoesyasliability and scala-
bility.

Firstly, a novel data layouts called PCDSDF that can sumiske failures caused by
physical interconnect failures or correlated disk faitui® proposed. PCDSDF com-
bines the advantages of both parity declustering and oothaigdata layouts - it can
not only survive dependent disk failures resulting from gibsl interconnect failures
or correlated disk failures, but also has good degradedenaod rebuilding perfor-
mance. The generating process of PCDSDF is simple, detistiniand efficient in
terms of both storage and time. The size of a rotation is srAatlysis shows that de-
ploying PCDSDF data layouts can significantly improve systeliability. Moreover,
the simulation results presented in this chapter show liggp&rformance of PCDSDF
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is comparable to other parity declustering data layout$ sscRRIME. It is worth
noting that NetApp is planing apply US patent for PCDSDF.

Secondly, a system architecture and rebuilding mechanisradaat fast disk re-
construction is designed. This architecture is based dtypieclustering data layouts
and a disk-oriented reconstruction algorithm. To get af@suilding speed, it uses
stripe groups instead of stripes as the basic distributioi so that it can make use of
the sequential nature of the rebuilding workload. Corresipogly, the original disk-
oriented reconstruction algorithm is amended to suit thidiigecture. Moreover, it
divides the whole disk array into a number of parity declastgegroups to solve the
loop bandwidth bottleneck, a problem during the disk retroigsion. The design space
of system factors such as parity declustering ratio, chuzd rivate buffer size of
surviving disks and free buffer size have been explorederpérformance evaluation
section, which will provide a guideline for storage systessign.

Lastly, an efficient distributed hot spare allocation ansigrement algorithm for
general parity declustering data layouts has been dewglophis algorithm avoids
conflict problems in the process of assigning distributeatesgpace for the units on
the failed disk. Simulation results show that it effectiveblves the write bottleneck
problem. At the same time, there is only a small increase énatferage response
time of user requests. This algorithm has been applied fopat&nt with application
number 12247877 [60].



Chapter 7
Conclusion

This chapter summarises the contents of this dissertatidmdentifies its notable con-
tributions. Furthermore, this chapter outlines the fupn@spects and direction of this
research.

7.1 Thesis Summary

RAID systems face unprecedented challenges from datasinteapplications such
as image processing, transaction processing and data ouesia). To provide the
required capacity, the scale and complexity of RAID systamesgrowing at an un-
precedented rate. As the scale of RAID systems increassiginges face both perfor-
mance and reliability challenges. These challenges irclingited back-end network
bandwidth, physical interconnect failures, correlatesk dailures and long disk recon-
struction time.

Because simulation is more flexible than empirical measargmmnd is more accu-
rate than analytical modelling, it was chosen as the magaret method to be used for
the work described in this dissertation. Based on the sitimulanodel inherited from
the Storlite project [45], a discrete event driven simuldto RAID systems has been
developed, called i® RAID. SIMRAID is based on HASE [25], which provides the
underlying DES engine. HASE also provides a GUI for the raj@delopment of the
model. SMRAID uses benchmark generated workloads; both the SPC-dhbeark
and the lometer benchmark are implementedimfSAID. A modular implementation
allows models to be easily scaled. Each componentaRAID is highly parame-
terised, which enables it to explore a wide range of desigicesparameters. To im-
prove the simulation speed, a set of abstraction technigassleveloped to extract the

162
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behaviour of the interconnection protocol without losicg@acy. Finally, to meet the
technology trend toward heterogeneous storage archigscta framework has been
developed to easily model different types of device andaatienection technique.

SIMRAID was used first to study the scalability of the back-envoek. In partic-
ular, FC SBOD [30] was chosen as the research subject, letaepresents the cur-
rent state of the art in scalable back-end storage subrsgst&he simulation model
was initially configured with a network bandwidth that is g than any currently
available to study the factors that affect the bandwidthuireegnent of disks. These
factors include workload feature, cache size, stripe urétand RAID algorithm. The
bandwidth was then reduced to study network saturatiorackenistics and to provide
an answer to the question: given an interconnection netvimk many disks can be
connected to the system?

Following the network scalability study, system scalapivas studied from the
aspect of reliability. In particular, three approachesehbeen proposed to improve
system reliability, and these will eventually improve gystscalability. Firstly, a novel
data layout is proposed called PCDSDF. PCDSDF combinegitfengages of orthog-
onal data layouts and parity declustering data layouts abtkie system can survive
multiple disk failures caused by physical interconnedufais or correlated disk fail-
ures with a good degraded and rebuilding performance. S&goa system archi-
tecture and a rebuilding mechanism for fast disk reconstmiavere designed and
evaluated. This architecture is based on parity declugedata layouts and disk-
oriented disk reconstruction algorithm. To get a fast rielig speed, it uses stripe
groups instead of stripes as the basic distribution unithst the system can make
use of the sequential nature of the rebuilding workload.r€pondingly, the original
disk-oriented reconstruction algorithm is amended totkistarchitecture. Moreover,
it divides the whole disk array into a number of parity detdusig groups to solve the
loop bandwidth bottleneck problem during disk reconstaict The design space of
system parameters such as parity declustering ratio, chiaek private buffer size of
surviving disks and free buffer size have been explorederpérformance evaluation
section, to provide a guideline for storage system desigstly, an efficient distributed
hot spare allocation and assignment algorithm for genenatiypdeclustering data lay-
outs has been developedIMRAID has been used to evaluate system performance
when using these approaches.
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7.2 Key Contributions

The key contributions of this dissertation to the field ofratge system design are as
follows:

Firstly, SMRAID is an efficient performance evaluation tool for moderAlB
systems. Although other simulation tools have been deeelégr RAID system study,
such as Disksim [16] and RAIDFrame [28], they just focus oa prerformance of
RAID algorithms and disk performance and lack of the cajghdf studying other
components of RAID systems.INSRAID contains all the essential components of a
modern RAID system, including RAID controllers, cacheseinonnection interfaces
and networks, and disks.INSRAID is highly configurable and parameterised, which
enables it to easily explore a wide range of design spacenedess. The abstraction
techniques developed for the network communication patogprove the simulation
speed by 6 orders of magnitude compared with other FC netsiorilators without
losing accuracy. Its framework, designed for modellingghegeneous systems, allows
models to be easily and rapidly extended and scaled. Theaxcaf SMRAID has
been validated against a real system at application lelwelyisg that it is accurate to
within 5%. Finally, running 31 RAID only needs a very small amount of real memory
and virtual memory. All these features makesBAID an efficient performance
evaluation tool for modern RAID systems. The research ptesiein this dissertation
has confirmed its capability as a tool for studying RAID sysde

Secondly, the scalability of the back-end network of RAIBtgyns has been stud-
ied using FC SBOD as the research subject. This researchee$wo questions:
(1) given a number of disks, which factors affect the bac#t-eetwork bandwidth re-
quirements of disks? and (2) given an interconnection né¢weow many disks can
be connected to the system? Through simulation, it was fthaithe bandwidth re-
guirement per disk is primarily determined by workload teas and stripe unit size,
with cache size and RAID algorithms having very little effen this value. Moreover,
the number of disks that a system can scale to is limited bipalek-end network band-
width. A smaller stripe unit size has better scalabilityrtladarger one. The maximum
number of disks that a 2G FC port can support for a number ofardional system
configurations was provided. Such accurate simulationggegractical guidance for
storage sub-system design.

Lastly, three approaches to improving the reliability andlability of RAID sys-
tems have been proposed. The first is a novel data layoutdlda@®SDF. PCDSDF
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combines the advantages of orthogonal data layouts anty paclustering data lay-
outs, so that it can not only survive multiple disk failuresised by physical inter-
connect failures or correlated disk failures, but also hge@d degraded and rebuild
performance. The generating process of PCDSDF is detestigimind time-efficient.
The number of stripes per rotation (namely the number opesrito achieve rebuild
workload balance) is small. Simulations performed om BAID confirm that the
performance of PCDSDF is comparable to other parity desting} data layouts, like
RELPR. Reliability analysis shows that deploying PCDSDF dataidycan signifi-
cantly improve system reliability, which will eventuallpnprove system scalability.

The second is a system architecture and rebuilding meahdoisfast disk recon-
struction. The design of this architecture is based onypdgtlustering data layouts
and a disk oriented rebuilding algorithm. Unlike previoasearch which has focused
on system performance during disk reconstruction, thegdesi this architecture fo-
cuses on improving the disk rebuilding speed. The desigoespaplored using 1&1 -
RAID provides a guideline on how the system design parametiect the system
performance and rebuilding speed, which is useful for fIRAID system design.

The third is an efficient distributed hot spare allocatiod assignment algorithm
for general parity declustering data layouts. This algonitvorks for any evenly dis-
tributed parity declustering data layout. The assignmémdistributed spare space
avoids conflict problems in the process of assigning disteith spare space for the
units on the failed disk. Simulation results shows that fié@fvely solves the write
bottleneck problem. At the same time, there is only a smaliease in the average
response time of user requests.

7.3 Future Directions

This section outlines the future prospects and directionthie work described in this
dissertation. These future research directions inclutienebing $SM RAID to operate
on the Serial Attached SCSI (SAS) network protocol, researchow to perform disk
array resizing under parity declustering data layoutsigiésg an efficient copy-back
scheduling mechanism and using Solid State Disks to impsggeem performance
and reliability.
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7.3.1 SAS Network Model Implemention

Besides FC, the main current alternative storage systenisdrad network protocol
is SAS [94]. It is therefore important to have an SAS modelim BAID in order to
study future RAID systems. The framework afRAID will allow an SAS model to
be easily added without changing other components of theemod

SAS is very similar in nature to FC-AL, not particularly stging as both are
mechanisms to move SCSI commands from a command source riged aad to re-
turn the corresponding responses. In SAS there is no dibitrprocess to manage
access to the shared communication resource. This comaglieoriginal intent of
SAS being used for point-to-point communication in whichrenis no contention for
communication resource. However current SAS technologhudes the use of ex-
panders to allow switching of SAS signals between multifd& Slevices. Rather than
using an arbitrated access protocol a SAS device simplgitnéga an OPN request.
If the expander is able to connect the necessary devicasistdone and the OPN is
forwarded to its intended target. If it is not possible to wect the devices, the OPN
is rejected and the rejection is sent to the source of the Gifdin then on commu-
nication is remarkably similar to FC-AL, with a ready trarission followed by data
transfer and a close. The main differences are in initiaéisaand in timing. Initially it
will be necessary to set the arbitration delay to zero, thagihg the arbitration process
of the abstraction having a similar effect to the OPN tran$oliowed by connection
or rejection of SAS. The initialisation time must also beustigd following protocol
analysis so that the time required for this matches a real 8A%m. The main rea-
son that it is possible to amend the abstraction developéusrdissertation to work
with SAS is that both FCAL and SAS are methods of moving SC&lroands from a
controller to a storage device. Therefore, it is possiblen@nd it for SAS protocol.

7.3.2 Disk Array Resizing under Parity Declustering Data La  yout

It is very common to change the capacity of storage systeradalthe changing of
user requirements, especially to increase the capacitg prbcess of changing sys-
tem capacity is calledlisk array resizing It is easy to change the system capacity
when non-parity declustering data layouts like RAID 5/RA&Dare deployed. De-
pending on the requirement, a new disk can be added to arngxmbtection group
or a new protection group can be added. For the former aplpytfae system needs to
recalculate the parity information. For the latter apphdbe system can directly use
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the new storage space. However, it is very challenging tioparthis resizing under
parity declustering data layouts. The system is usuallyigored with a large parity
declustering group to achieve a good degraded and rebgipdiformance. Thus, it is
not very common to add a complete new parity declusteringmto the system. The
only choice is then to add new disks to an existing parity uigelring group. When a
small number of disks such as a shelf of disks are added to/thers, the system has
to re-arrange the data layout and move some data to the n&w sbsthat the work-
load and the rebuilding workload can be evenly distributeer @ll disks. This data
layout re-arrangement needs a long time and a large amolgytstdm resources as
the parity declustering data layouts over different nunddedisks are very different.
Research on how to minimise or reduce the amount of data todvedrand further
reduce the system resource used for this data layout regamaent will be very useful
for designing a flexible system.

7.3.3 Efficient Copy-back Scheduling Algorithm

This dissertation proposes an efficient distributed hotisgaallocation and assign-
ment algorithm to eliminate the write bottleneck duringkdisconstruction. After the

failed disk are replaced with a new disk, the data recontgduan the distributed spare
space should be eventually copied back to the replacemstitlis important to have

a scheduling algorithm which can efficiently copy these daiek to the replacement
disk and minimise its effect of the system performance.

7.3.4 Using Solid State Disk to Improve the System Performan ce

and Reliability

As described in Section 2.2.1.2, Solid State Disks (SSDsDRAM memory backed
by battery or flash memory to store persistent data and haseerage access time of
less than 0.15 ms, which is 250 times faster than that of hakddilives. As the price
of SSDs keeps decreasing, there is increasing interesirig 88Ds in RAID systems.
They could be used in several ways: as a new layer of largeecéxistore hot data or
simply as substitutes for hard disks. However, which apgesa is the most effective
way to improve system performance and reliability is as y&nown. Thus, it would
be interesting to build SSD models im8RAID and study how to use them effectively
in RAID systems.
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7.4 The Future of RAID Systems

As observed at the beginning of this dissertation, the smatecomplexity of RAID
systems are growing at an unprecedented rate. Future RASerag are going to be
larger and larger. A good example of such a large system isciiva system currently
being planned for a generic broadcasting company. The parpb this system is
to store all the video and audio files that the company hasugexst| which is 500
PBytes of data. About 20% of this data is going to be storedisksdand the rest
will be stored on tape. That means that 100 PBytes of datasrteduk stored on disk.
Assuming that disks with capacity of 1 TBytes are used, nmwaa 100,000 disks will
be needed to store this data and redundancy informationnane than 7000 shelves
will be needed to house these disks. Assuming that faileksdian be rebuilt using
all the disk bandwidth, it will take six hours to rebuild a 1 yiiBs disk. Assuming the
MTTF of the disks and shelves is 500,000 hours, the MTTF «f slystem will only
be about 70 hours if RAID 5 (assuming conventional 7+1 RAIDs5)sed to protect
the system. However, using the techniques described irdibsertation can reduce
the rebuilding time and improve the system reliability. larjcular, the system can
be divided into a number of PC groups, and each PC group ingslethe PCDSDF
data layout and the architecture for fast rebuilding. By smd, the system reliability
can be significantly improved. For example, if 56 disks atected from 8 shelves,
with each shelf contributing 7 disks to form a PC group, thengPCDSDF, not only
will the system be able to survive a shelf failure, but thé&debuilding speed will be
improved by a factor of 7. In terms of MTTF, then based on equat.1.:

: n Npc — D)MT T Ry;
Failure ratepcpspr = *( pc—D) Riiskecosor

MT T Ryisk MT T Risk

N L (k= )MTTReperf
MT T Fshel 1 MT T Fshel 1

+ n % (k=IMTT Ryiskecosor
MTT Fyisk MTT Fshel t

N L (npc — D)MT T Repel

*
MTT Fshel f MT T Ryisk
(7.1)

wheren=100,000,npc=56, D=7, k=8, MT T F4;x=500,000,M T T Ry +=500,000,
MT T Riiskocpsp=0/7 andMT T Rynel =24,
the MTTF will be more than 17,000 hours. Clearly, technigguesh as those described
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here will be essential in future very large scale RAID system



Appendix A

Proof of Simple PCDSDF Property Il

We first introduce the following four lemmas:

Lemma 1. (x—y) mod D= ((x mod D — (y mod D) mod D

Lemma 2. (x+Yy) mod D= ((x mod D + (y mod D) mod D

Lemma 3. Viandj€Z,0<i<D,0< j<D,andi # |
s.t. (i+4A) mod D# (j+A) mod DA is a integer.

Proof. Assume thati +A) mod D= (j +A) mod D then
((i+4) mod D—(j+A) mod D) mod D= ((i+A) —(j+4A)) mod D= (i — j) mod D=
0.

Because X i <D, 0< j <D, we geti — j = 0, which is not true. Therefore,
(i+A) mod D# (j+A) mod D

Lemmad4. Viandj€Z,0<i<D,0<j<D,i#],AeZ and 0<A<D.
s.t. (ixA) mod D# (j*A) mod D

Proof. Assumégi «A) mod D= (j*A) mod D then
(ixA— j*xA)mod D= ((i—j)A) mod D= 0.

As D is a prime number and < D, we geti = j, which is not true. Therefore,
(i*xA) mod D# (j*A) mod D

Proof of Simple PCDSDF Property II: The proof translates to proving thétpairs
of disks my.x and mp.y, wherem; and m, refer to the loop id/number anxi
andy are the disk indexes]i and j, such thatj + mi) mod D= x and(j +
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mpi) mod D=y, which implies that disksn;.x and mp.y appear in the same
combination.

Assume thaty — x) mod D= A, whereA € [0,D — 1]. From Lemma A we know
thatdi such thati(np —my)) mod D= A. Thisi is what we are looking for.

From Lemma A we know thaflj such that(j +mi) mod D= x. Then(j+
mpi) mod D= (j + (M +my—my)i) mod D= (j +mi+i(my—my)) mod D=
((j+mi) mod D+ (i(mp —my)) mod D) mod D= (x+A) mod D=y.
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