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Abstract

Much current research into social bias in Natural Language Processing (NLP) — that
is, the tendency for NLP technologies to reflect human biases such as sexism and ho-
mophobia in the relative probability of different outputs — suffers from relying on a
superficial understanding of the problem. The issue of social bias is treated as a math-
ematical kink that needs to be ironed out, after which the harm that the model does will
be irrefutably reduced — a form of algorithmic idealism. Social bias is seen as an un-
fortunate result of “dirty data” and “data imbalance”, and practitioners typically focus
on addressing social bias through changes at training or inference to counteract these
data issues. Little regard is given to the human aspect: to the myriad normative choices
made by those who develop these systems; the beliefs of those who deploy them; nor
to the response of those impacted by these technologies, all of which will influence
how social bias is actually experienced. Operationalising bias as a quantifiable metric
allows for at-scale evaluation that keeps pace with the rapid development of new NLP
technologies. However, I argue this superficial understanding of social bias will lead
us to superficial and ultimately ineffective solutions, which ignore the role of human
behaviour in determining the harm done by technology. As I demonstrate, heuristic
attempts at social bias mitigation often end up doing more harm than good.

In my thesis, I advocate for a human-centric approach to measuring and mitigat-
ing social bias in NLP, one which focuses on human choices, human identities and
human behaviour, to give a more complete understanding of the true impact of NLP
technologies. A human-centric approach treats social bias as a socio-technical prob-
lem, and casts its net widely over a broad range of stakeholders, sources of bias, and
demographic attributes. My proposed approach is underpinned by five maxims: see
technology as part of a socio-technical system; consider many sources of bias; focus
on the impact on people and how they respond; be driven by social science theory and
community knowledge; address a broad range of demographics.

I present my work as four case studies across three tasks which demonstrate the
benefits of this approach. I consider harms against marginalised (primarily queer)
identities through social bias in sentiment analysis tools, text-to-image (TTI) mod-
els and social media recommender and moderation algorithms (namely on TikTok),
finding that heuristic attempts to reduce social bias often do more harm than good,
and that the public form complex beliefs about NLP technologies. In all my work,
I address social biases in publicly available or public facing tools, as these typically

have a broader impact than state of the art models. I focus primarily on harms done



to the LGBTQ+ community, in part because of personal relevance, but also because
it provides an opportunity to demonstrate the benefits of an approach that considers
demographic qualities beyond a binary. There are no binaries in nature — in human
identity — yet much social bias research hinges on treating demographics as such. In
doing so I contribute significantly to our understanding of queerphobia in NLP.

Ultimately I argue — despite the title of this thesis — that the best approach to social
bias research is one that switches focus from social bias to real-world harms. Social
bias has been used as a proxy for harm, but as I argue, it is often a very poor one.
Changing our focus to harms necessitates defining specific use contexts (real or imag-
ined). The “meaning” of a difference in probability will be context dependent, as will
how this difference is interpreted by those impacted by the model. I am far from the
first to critique current practices, and the disconnect between social bias and harm; I
amplify the message, and enrich it with five clear maxims that improve the validity of
social bias research. To leave the human context out of the equation when measuring
harm is nonsensical, yet for too long the field of NLP has attempted to do exactly that.
Oh, the humanity!
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Lay Summary

In this thesis, I argue that current research on social bias in Natural Language Pro-
cessing (NLP) (approximately, Al technology that deals with human language) is too
simplistic and focused on technical fixes that miss the bigger picture. Social bias refers
to how these language technologies can reflect harmful human biases, like sexism or
homophobia, by favouring certain outputs over others. However, many proposed so-
lutions fail to consider the real-world impact on those affected by these biases, so are
ultimately ineffective.

I argue that effective approaches to measuring and preventing bias must focus on
human behaviours, which shape the language technologies and their eventual impact.
I propose a human-centred approach to measuring social bias that considers both the
technical and social factors. For example, by surveying people from marginalised com-
munities to understand how they interact with a potentially harmful technology, such
as a biased social media recommender Al. I focus on harms to LGBTQ+ individuals,
both because of personal relevance and because it highlights the limitations of treating
social bias in a binary way (e.g., comparing the treatment of “male” to “female”, “gay”
to “straight”) which falls apart when you consider LGBTQ+ identities.

My human-centred approach to measuring social bias has five key rules and I illus-
trate these rules with four case studies. In my first case study I show how automated
sentiment analysis technologies (designed to predict the sentiment or emotional atti-
tude of a piece of text) are biased against LGBTQ+ identity terms, some giving wildly
different sentiment scores when these terms are present. I discuss how apparent at-
tempts to reduce bias in two of the technologies, by ignoring certain identity terms,
fall short of being effective. In my second case study I show how image creation Al
(such as DALL.-E) produce harmful images when prompts contain trans and nonbinary
identity terms. The images play into stereotypes such as the sexualisation of trans iden-
tities. I survey the affected community and find frustration at existing solutions and a
desire for greater control. In my third and fourth case studies I look at the experiences
of marginalised people, particularly LGBTQ+ users, on TikTok, a platform widely sus-
pected to have very biased recommender and moderation Al (known together as “the
algorithm”). In a survey of hundreds of users, I find widespread concerns about un-
fair censorship. Some users resort to using coded language to avoid this censorship,

although this does create an opportunity for creativity.

Ultimately, I argue for a shift in focus: instead of looking at “social bias”, we
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should look at the real harms caused by these language technologies. “Social bias”™ is
often used as a stand-in for harm, but it does a poor job of this. The real harm depends
on the context in which the language technology is used, how people are affected by it
and how they respond. Ignoring the human context when evaluating these technologies
is limiting and ultimately unhelpful. I am far from the first to criticise current research
into social bias; I can only hope that adding my voice to the chorus will amplify the
message, and enrich it with five clear rules that improve the quality of social bias

research.
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Chapter 1
Introduction

It has been well established that natural language programming (NLP) technologies
suffer from social bias; by the late 2010s, this was being addressed not only in aca-
demic work (Bolukbasi et al., 2016; Barocas et al., 2017; Blodgett and O’Connor,
2017; Dixon et al., 2018; Hovy and Spruit, 2016; Kiritchenko and Mohammad, 2018;
Mitchell et al., 2019; Rudinger et al., 2018; Sheng et al., 2019; Zhao et al., 2018, i.a.)
but also public awareness campaigns such as those from Joy Buolumwini and the Algo-
rithmic Justice League,' and tech journalism from magazines such as Wired (Knight,
2019) and Vice (Thompson, 2017). Though social bias measurement had become an
established subfield within NLP, there were prevalent methodological issues, compre-
hensively laid out in Blodgett et al.’s blistering indictment of the state of contemporary
social bias research in NLP (Blodgett et al., 2020). They highlighted that the papers’
motivations were often vague and poorly thought out, and that the operationalisation
of bias failed to engage with literature from outside NLP, and did not match these
(vaguely defined) motivations.?

As Blodgett et al. (ibid) identified in their survey, a frequent issue with contem-
porary work was the failure to integrate relevant social science research, particularly
from psychology and linguistics (see also Wallach (2014); Larson (2017); Schnoebe-
len (2017)). The fact that NLP models are trained on human language data was often
treated as incidental by those evaluating bias (Schnoebelen, 2017): very little consid-
eration was given to the complex relationship between identity and language (Blodgett
et al., 2020). Thus concepts that are highly relevant to any discussion on language,

identity and harm such as indexing and marked identity (Bucholtz and Hall, 2004,

Ihttps://www.ajl.org/
2 Although this paper is very well-known (1370 citations as of March 2025) the issues that Blodgett
et al. identified continue to plague the field to this day (Goldfarb-Tarrant et al., 2023).
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2005); benevolent stereotypes (Glick and Fiske, 1996); systemic bias (Feagin, 2013;
Feagin and Bennefield, 2014) and equity versus equality (Davis et al., 2021; Cook and
Hegtvedt, 1983), were typically overlooked. I return to these topics in Section 2.3.

Further, it was often unclear how the particular bias that the practitioners were mea-
suring would actually impact the affected communities (Blodgett et al., 2020; Craw-
ford, 2017). For example, Blodgett et al. (2020) criticise use of differences in sentiment
score for text that mentions specific social groups to measure bias by authors who state
they are motivated to prevent harm caused by differences in score for text by different
social groups (a line of thinking which Cabello et al. pick up in 2023). Further, ma-
chine learning (ML) models were often evaluated independently of use context, which
meant bias was often evaluated independently of harm (Selbst et al., 2019). Yet this
work was typically motivated by a stated desire to prevent harm (Blodgett et al., 2020).

These methodological issues, related to how bias was conceptualised and opera-
tionalised, meant that work on bias measurement in academia and industry often had
issues affecting their validity that undermined attempts at mitigation (Gonen and Gold-
berg, 2019; Davis et al., 2021). For improvements in a metric to be equated with mean-
ingful change and a reduction in harm, it must be clear what the metric is measuring;
for example, if neutralising embedding similarity does not actually eradicate the issue
of gender bias, this suggests embedding similarity is a poor proxy for this harm (Gonen
and Goldberg, 2019).

Addressing these initial concerns — that research should integrate social science
theory and be clearly connected to harms — formed the foundation of my own ap-
proach to social bias measurement, which was further formalised whilst conducting
my research. In the following section I set out my positionality, which informed how I

approached this research, and define its scope (including defining key terminology).

1.1 Reflexivity and Positionality Statement

Herein I provide a positionality statement, to communicate how my lived experiences
inform the work I present. Whilst such statements are common in social science re-
search and increasingly present in human-computer interaction (HCI) research (Liang,
2021; Liang et al., 2021)(e.g. Karizat et al. (2021); Are (2023); Simpson and Semaan
(2021); Haimson et al. (2021) i.a.), they are rarely present in NLP research, perhaps
because of fear it will impact the (illusion of) objectivity in computer science (Talat
et al., 2021) (with notable exceptions e.g. Dennler et al. (2023); Ross et al. (2025)).
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However, I agree with Talat et al. (2021) that failure to recognise one’s positionality
makes one complicit in harm, because (as I argue in this thesis) the harms of language
technologies are the direct result of decisions made by those developing, deploying
and evaluating these tools. Different disciplines, and indeed different authors within
disciplines, use reflexivity and positionality to mean different things; I use reflexivity
to mean the act of self-reflection on my own identity and biases, and positionality to
refer to the declaration of my perspective as it compares to others, which is informed
by my experiences of power and of oppression.

Positionality statement: A key aspect of my identity which informs my work
looking at bias against LGBTQ+ identities is that I am myself a queer researcher. This
gives me unique insights into harms and community tensions (e.g. I have lived ex-
perience of transphobia and biphobia from within and outwith the queer community).
However, I am acutely aware of the limits of my own experiences; for example, I am
not a queer person of colour nor a transfeminine person, two communities who are par-
ticularly vulnerable to violent harm. Whilst conducting my work (rather than purely
as a retroactive reflection (Gani and Khan, 2024)), I attempt to address this lack of
familiarity with academic literature and first-hand accounts. However my work is in-
evitably limited in its authenticity to communities outwith my lived experience, and

my conclusions should be interpreted as such.

1.2 Scope

Social Bias Against Marginalised Groups Whilst bias can refer to any skew in a data
set or the output of a model (e.g. sampling bias, statistical bias) in the following I
use “bias” to refer specifically to social bias in model outputs. That is, the tendency
of a model to encode and thus produce output that mirrors social stereotypes. This is
typically measured by the relative probability of different outputs. This could mean
differences in output token probability distributions given the identity term used in a
prompt. It could also mean differences in accuracy of output across speaker groups (as
I use it in Sigurgeirsson and Ungless (2024)), because the model has a poorer encoding
of data related to a marginalised group and this is reflected in undesirable differences in
the output. In the latter sense, I am encompassing some of what is referred to elsewhere
as “fairness”, though others have tried to disentangle these concepts (Cabello et al.,
2023).

When I talk of bias in my own work, I always mean bias that harms a marginalised
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community by encoding prejudice against this group (rather than for example “bias”
against white men). In my work (and activism) I am focused on minimising harm
to marginalised groups, rather than e.g. trying to ensure fairness through parity of
treatment of marginalised and non-marginalised people (a distinction made obvious by
analogy to affirmative action). This is driven by my understanding of societal power
structures as systemic, meaning even if we build a “fair” technology, marginalised
people will continue to suffer through exposure to an unfair wider system (the use
context) (Miceli et al., 2022). Work that seeks to address demographic disparity in
models but assumes a fair, meritocratic society has been labelled a form of “algorithmic
idealism” (Davis et al., 2021); such works are “consistently eluded by the fairness they
mean to achieve”. Thus I maintain my focus on improving the lived experiences of
marginalised people, which requires changing how the technology functions within
that wider system, to the benefit of these people, an approach which Davis et al. (2021)

refer to as algorithmic reparation.

Throughout this thesis, I use the phrase “social bias research” broadly, to encom-
pass evaluating language technologies, be that low-tech solutions or state-of-the-art
models, for social bias, fairness, or harms related to identity, within academia, indus-
try or third-sector organisations; thus the intended audience for, and potential users of,
my proposed approach is likewise broad. In places, I refer to those currently doing (or
who might do) the work of social bias research as “practitioners”. My work is also per-
tinent to third-parties using these technologies, who need guidance interpreting social

bias evaluations.

Varied Publicly Available Tools My work is not specific to one particular model
architecture, one particular use category (e.g. classification vs. generation), nor one
particular task. I work across tools because (a) they are all impacted by similar issues
(e.g. lack of (diverse) training data, toxicity in training data, oversight by developers
when mitigating bias, complex power dynamics within the queer community etc.) and
(b) this demonstrates the effectiveness of my proposed human-centric approach to bias

research regardless of the specific technology.

My work primarily focuses on the harms of publicly available or public facing
tools — such as commercial sentiment analysis systems, proprietary image generation
systems and social media recommender algorithms — that may not be cutting edge,
but likely have the greatest impact through the scale of their use. Indeed, some of the
technologies I evaluate are not even ML-based — for example in Chapter 4 1 consider

word-list based sentiment analysis, and it is likely that the moderation system em-
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ployed by TikTok, discussed in Chapters 6 and 7, relies in part on word-lists (Brown,
2021).

Specific Use Contexts As I ultimately argue in my thesis, measuring bias in ab-
stract has limited benefits, my focus being the measurement of harms in context. To
identify harms — not just bias — one must consider specific use cases (at least implic-
itly). Just as it is the dose that makes the poison, so too does the application of a
technology determine its level of harm. To give an example from my own work (not
included in this thesis), a speech synthesis system that can “mimic” queer voices is
beneficial when used as an accessibility tool, and harmful when used on social media
to mock queer people (Sigurgeirsson and Ungless, 2024): a system that can synthesise
both queer and non-queer voices may be “fair”, but it also has the potential to be harm-
ful. This is an example of the issue of the “dual use” of NLP technologies highlighted
by Hovy and Spruit (2016).

Queer Identities Work on bias in NLP has historically overlooked queer identities,
except a handful of salient terms such as “gay” or “transgender” (with notable excep-
tions! e.g. Cao and Daumé III (2020); Dev et al. (2021); Lauscher et al. (2022) i.a.); |
seek to address this oversight. Further, focusing on queer identities requires me to treat
identity as fluid, non-binary, and open, expanding beyond much contemporary work
on bias which relies on a simplistic, binary understanding of identity.

My work is inspired by intersectionality (Crenshaw, 1989) in that I consider how
groups within the queer community are affected by the intersection of their queerness
with other forms of marginalisation such as ethnicity, resulting in harms unique to this
group.

English language in Western Context I limit my work to assessing bias in English
language NLP technologies, which typically implicitly encode a Western context (as
Bianchi et al. (2023) and Yu et al. (2022) found for text-to-image models, and Santy
et al. (2023) found for NLP writ-large). This reflects my lack of familiarity with other

linguistic and cultural contexts and is a limitation of all my work contained herein.

1.3 Structure
The content of my thesis is as follows:

e Chapter 2: I identify the myriad sources of bias in NLP technologies. I then

sketch the typical approach to bias measurement and name five common lim-
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itations Finally I summarise ethics, social science and HCI research that was

influential to my approach.

* Chapter 3: I define my human-centric approach to social bias research in NLP

(my five maxims for a more valid approach).

» Chapters 4 to 7: These can be thought of as case studies in this approach. Whilst
the outline of my approach predates the first two studies (Chapters 4 and 5) it

was through conducting these works that my approach was formalised.

— Chapter 4: Queerphobic bias in commercial sentiment analysis tools

— Chapter 5: Community response to transphobia in text-to-image (TTI)

models
— Chapter 6: “Folk theories” of perceived censorship on social media
— Chapter 7: Creative solutions to perceived censorship on social media
* Chapter 8: In the conclusion I synthesise my findings and draw on scholarship by

other researchers to argue that not only is a human-centric approach to studying

bias beneficial, but that the act of measuring bias in abstract is pointless.

1.4 Key Contribution and Takeaways

My primary contribution is the development of a human-centric approach to social
bias research with five key maxims. I intend this human-centric approach to act as a
“counterweight” to the preponderance of techno-centric bias measurement work in the
field (Blodgett et al., 2020; Goldfarb-Tarrant et al., 2023). Where the current typical

approach is as follows, my human-centric approach:

* Focused solely on technology — Sees NLP tools as part of large

socio-technical systems
* Focused on data bias — Considers many sources of bias

* Focused on an abstract, mathematical problem — Focuses on the impact of

technology on people in context - and how they respond

* Based on authors’ intuitions — Is driven by social science theory and

community knowledge
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* Focused on binary gender and race — Addresses a broad range

of demographics

This change in approach necessitates a change in measurement style — from quanti-
tative evaluations of model outputs, to mixed methods approaches to understand lived
experiences of harm. It also necessitates a change in bias mitigation approach, from
simple heuristics (which I show in Chapter 4 are ineffective and in Chapter 5 are un-
wanted) to forms of mitigation that take into account real human behaviour (which
may include their own attempts at mitigation, see Chapter 7). Whilst proposing novel
bias mitigation techniques is beyond the scope of this thesis, I hope my approach can
be an inspiration to those working on this topic (as this approach has inspired my own
work on bias mitigation elsewhere (Ungless et al., 2022)).

My thesis also contributes significantly to our understanding of queerphobia in
NLP technologies. I demonstrate that both “low” and “high-tech” sentiment analysis
tools can be biased against queer identity terms. I show that TTI models reflect reduc-
tive stereotypes about the trans and nonbinary community. Finally I identify that queer
users of TikTok report disproportionate censorship.

In addition to proposing five maxims for more valid social bias research, and ad-

vancing our knowledge of queerphobia in NLP, key takeaways from my thesis are:
 Chapter 4: Queerphobic bias in commercial sentiment analysis tools

— “Low tech” NLP models provided needed control

— Superficial debiasing leaves less salient groups impacted by harm
* Chapter 5: Community response to transphobia in TTI models

— Heuristic approaches to bias mitigation are widely rejected

— “Obvious” solutions can still lead to harm
» Chapters 6 and 7: Response to perceived censorship on social media

— Felt impact of an algorithm is the result of human-Al interaction

— The public will develop their own “solutions” to perceived bias
* Overall:

— Trying to prevent bias can directly cause harm

— The public form complex beliefs about algorithms
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Research on bias in NLP must shift from focusing on technologies in abstract to
considering socio-technical systems, which requires studying human behaviour; with-
out this, we will only ever develop a superficial understanding of the problem, which
will lead to superficial solutions that fail to reduce harm.

In summary, my thesis contributes five maxims for human-centric bias measure-
ment, along with compelling evidence that heuristic attempts to mitigate bias can in-
troduce novel harms, and insight into the complex beliefs the public form around NLP
technologies. It also contributes to the study of queerphobic bias in NLP, offering nu-
anced analyses of the harms of sentiment analysis tools, TTI models and recommender
and moderation algorithms, to the queer community, grounded in social science schol-

arship.



Chapter 2
Background

In this Chapter, I begin by describing the many sources of bias in NLP technologies,
vital context for understanding the limitations of existing approaches to bias measure-
ment and mitigation. I then present critiques of the current typical approach, along
five dimensions. Namely, I explain how bias evaluation work is frequently limited by

being:
* focused solely on technology,
e focused on data as the source of bias,
» focused on an abstract, mathematical understanding of the problem,
e based on authors’ intuitions,
 focused on a binary conceptualisation of gender and race.

Finally, I provide an overview of the ethics, social science and HCI research that
has informed my own work. These three strands — the diverse sources of bias, the lim-
itations of much contemporary evaluation work, and the rich scholarship on fairness,
language and identity in other fields — fed into the development of my human-centric

approach, which I set out in Chapter 3.

2.1 The Sources of Bias in NLP

Turn over any given rock in the woods and you will find insects underneath. Likewise,
any NLP technology you care to test will reveal evidence of bias, be it for sentiment

analysis, language of image generation, or for other language tasks (Zhao et al. (2017);

9
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Data compilation

Model deployment

Simplified Model

Development Cycle Data preparation

Model evaluation

Model development

Figure 2.1: Simplified NLP model life cycle

Bolukbasi et al. (2016); Sheng et al. (2019); Zhao et al. (2018); Bianchi et al. (2023)
i.a.). In the following, I will set out the sources of bias in NLP technologies that can
ultimately result in them being harmful to marginalised communities. Crucially, I will
highlight the role that human decisions play in determining model bias, which moti-
vates my proposal for a human-centric approach to studying bias in NLP. As discussed
in Section 1.2, I do not focus on a single architecture nor task, but draw insights from

across NLP research (and beyond).

There are existing frameworks for categorising sources of bias in a technology: for
example, Friedman and Nissenbaum (1996) propose pre-existing bias, technical bias
and emergent bias; Suresh and Guttag (2021) propose a framework that distinguishes
seven sources of harm in ML technologies, namely historical bias, representation bias,
measurement bias, aggregation bias, learning bias, evaluation bias and deployment
bias. In their work, Suresh and Guttag (2021) summarise the six stages of a typical
ML system life cycle. Inspired by this work, I consider sources of bias at each stage
in a simplified language technology life cycle, from data compilation and preparation
through model development, evaluation and deployment, as depicted in Figure 2.1.
This life cycle is greatly simplified: there will be overlap between these stages in
terms of relevant literature, and in reality the stages will not progress linearly (for

example, a model may be deployed then evaluated by third parties). The benefit of
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this framework is that it allows me to emphasise the human decisions made at each
stage of its life cycle which hugely shape model bias (Talat et al. (2021) refer to this
as the embodiment of designers into the technologies). By reflecting on how choices
made during development can introduce and reinforce biases in the system, I push the
focus beyond imbalances in the data, which receives a significant amount of attention,
but accounts for only part of the story (Hooker, 2021). As Hooker writes, “the overall
harm in a system is a product of the interactions between the data and our model design
choices” (Hooker, 2021).

One source of bias, which impacts all stages, is who is “in the room” (Taiwo,
2021) when models are developed - or more accurately, who is not. As noted in West
et al. (2019), the overwhelming majority of Al developers and researchers are men

and non-Black, and will be “blinkered” by their lived experiences.!

The potential
harm of some development decisions (e.g. the decision to use data from websites
typically populated by men such as Reddit (Social, 2024) and Wikipedia (Schmahl
et al., 2020); the decision to classify training data by perceived binary gender (Larson,
2017; Devinney et al., 2022; Sanchez et al., 2024) etc.) may thus be “invisible” to
these developers. This blinkered life experience goes some of the way to explaining
the potentially harmful decisions made throughout the project life cycle, even without

the developers realising.

2.1.1 Data Compilation

The first stage of a typical life cycle is data compilation, a phrase proposed by Ben-
jamin (2021) to emphasize the role that a developer® plays in actively selecting data.
The selection process can introduce significant biases into a model.

A common focus of research into bias in NLP technologies is the role of data imbal-
ances. That is, the imbalance between classes and labels, such that a label may be more
strongly associated with a particular class due to its prevalence. Or the imbalance in co-
occurence of certain identities and certain themes, for example sexual content featuring
women. To give concrete examples, a lack of data about female doctors compared to
male doctors may explain poor performance in coreference resolution (Zhao et al.,
2018); an abundance of pornographic content involving women (Birhane and Prabhu,

2021; Birhane et al., 2021; Nichol, 2022) (especially transgender women, see Chapter

'A phrase used by interviewee D in Chapter 5 (unpublished data) to describe cisgender developers.
2Throughout this section I will refer to “a developer”, but of course the vast majority of NLP tech-
nologies are the product of multiple teams of developers.
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5) may explain sexually explicit output in TTI models for prompts related to women
but not men (Wolfe et al., 2023). Data imbalances have been shown to be exaggerated
in vision-language models’ outputs (Zhao et al., 2017; Bianchi et al., 2023), although
recent work by Seshadri et al. (2024) suggests this is primarily related to the use of
unmarked language in prompts (though this is not terminology they use — see Section
2.2.2.4)3 These data imbalances may reflect real world “imbalances” due to histor-
ical bias (e.g. which careers men and women were allowed to or chose to pursue)*
or they may be a form of representation bias (the target population is not well repre-
sented in the data that the developer has chosen to use), per Suresh and Guttag (2021)’s
distinction. Representation bias is particularly relevant to work on queer populations
because they make up a small proportion of the general population (Ipsos, 2023), and
due to social stigma and risk of harm may not explicitly “record” their queerness in
data available to train models (Guyan, 2021, 2022; Sigurgeirsson and Ungless, 2024).
Further, on the margins of society language around identities changes quickly,”> and
data from even a few years ago may no longer represent the queer community accu-
rately (Guyan, 2022; Zimman and Hayworth, 2020). Imbalances in data lead to biased
models that have learned “spurious correlations” (Schwartz and Stanovsky, 2022),6
for example between gender & sexuality minorities and toxic content (Paullada et al.,
2021). Hence a developer’s decision to (re)use’ a particular training data set is a source
of bias.

Of course, in addition to the issue of demographic groups being represented in the
data in an imbalanced way, there is the issue of certain demographics being entirely
missing, so called “data gaps” (Markl, 2022; Criado-Perez, 2019). For example, data
sets of voice data may be entirely missing data from gender non-conforming, non-
cisgender or otherwise queer people (as I discuss elsewhere (Sigurgeirsson and Ung-

less, 2024)) (or those that are present may be “mislabled” by annotators, see Section

3 An illustrative example: whilst there may only be slightly more images of male doctors than female
doctors, there will be very few images of female doctors that do not include “female” in the caption,
hence prompting with “doctor” alone tends to produce images of men (the unmarked gender). The topic
of marked language is discussed in Chapters 4 and 5.

“It is up to the developer whether they wish to “correct” for such imbalances or simply aim to reflect
current population data (Strengers et al. (2020)’s “adhering” vs “steering”), but this decision is often
implicit, as I note in other work (Goldfarb-Tarrant et al., 2023).

SInnovation is also a particular feature of anti-languages, linguistic varieties generated by
marginalised groups (Lefkowitz and Hedgcock, 2017; Halliday, 1976).

®Also referred to as “spurious associations” (Utama et al., 2020) or “questionable correlations”
(Blodgett et al., 2020).

"The reuse of data (and of models) can create an algorithmic monoculture whereby individuals are
harmed by algorithmic bias in a systemic way and inescapable way (Bommasani et al., 2022). See
Thylstrup et al. (2022) for a further discussion of the ethical implications of data reuse.
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2.1.2), just as they are missing data from certain global Englishes (Markl, 2022). Some
marginalised communities, particularly marginalised queer populations, may have neg-
ligible presence in typical online data sources, or be hard to “reach” when compiling
novel data sets, due to historical social exclusion or the risks of being publicly iden-
tified. As such, the final model is biased in that it is unable to accurately handle data
from these “missing” populations, because of the (implicit) decision by the developer
not to represent these communities.

Note that in the act of compiling data, there is (typically) a power imbalance be-
tween data source and developer — power as determined by knowledge (of the tech-
nology and its intended uses and risks), (financial) resources, and demographic group.
This power imbalance raises ethical issues when compiling data from marginalised
populations (Fussell, 2019; Mahelona et al., 2023), as we discuss in Chapter 5 with
regards to image data from non-cisgender populations. Thus sensitively addressing
data imbalances and missing data requires an approach that is cognisant of this power
imbalance. Otherwise, the final model will be biased in that it is trained on data that
does not authentically represent a community, but rather represents them through the
eyes of the oppressor.® Examples of best practice from Indigenous Data Sovereignty
scholarship can be found in Walter et al. (2021); Schwartz (2022); Bird (2020), where
priority is given to authentically representing the world view of the community in the
data collected about them (Walter et al., 2021). How the developer chooses to interact
with the marginalised community — if at all — will impact the quality of the data they

collect, and ultimately influences model bias.

Finally, the decision to use data which may be “algorithmically influenced” (a
phrase I am using to refer to data that is selected by, generated by, or determined by the
outcome of an(other) algorithm) can be a source of bias in the model output, partic-
ularly where this creates compounding feedback loops. For example, O’Brien (2012)
writes of a “cascade of algorithmic bias errors” impacting Black defendants, who at
each stage are more likely to receive harsher treatment, which then feeds into decisions
made at re-arrest, impacting the training data and more deeply entrenching racial bias
in the models. With regards to NLP technologies, one can imagine a scenario where
a language identification (LID) model is trained on a manually selected subset of the
data which an earlier biased model — which excludes texts in African American En-

glish (AAE) — had classified as likely being in English, which will entrench the bias

8 A variation on the self-fulfilling prophecy discussed in Dwork et al. (2012) where data about the
minority population are deliberately chosen to encode stereotypes into the model.
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against AAE in the new model. Or otherwise, a TTI model may be further trained
on data scraped from the internet which includes pairs of prompts and images which
it had previously generated, which further entrenches the model’s own biases (just as
training on generated content degrades output quality (Hataya et al., 2023; Shumailov
et al., 2024, 2023)). Beer (2022) talks of the data coil, a phenomenon whereby models
that exist in a feedback loop are used in a way that generates new data which is used
to train new model(s), which create similar feedback loops and ultimately entangle to
form coils. Thus the decision to use algorithmically influenced training data (or at least
tolerate its presence) can be a source of bias (amplification) in the model, which in turn

influences future iterations and other models.

2.1.2 Data Preparation

After data has been compiled, it must be prepared for use in training a model, typically
by “cleaning” the data (for example, to remove non-English text or to remove toxic
content) and (depending on the training paradigm) by annotating the data (Gebru et al.,
2020). Both of these preparation steps (cleaning and labelling) can introduce bias into
a model.

A seminal work looking at how a typical step in data cleaning, LID, can introduce
bias into training data is Blodgett and O’Connor (2017). The authors found that AAE’
was disproportionately misclassified as non-English by several popular LID models.
The resulting “clean” data would thus be a poor representation of AAE — and down-
stream models trained on this data would be likewise. Whilst there are LID mod-
els flexible enough to handle non-standard Englishes (Jurgens et al., 2017; Tan et al.,
2020), it is likely that many recent downstream models trained on “clean” data con-
tinue to be biased due to lack of model “familiarity” with non-standard Englishes (the
Englishes spoken by marginalised populations), largely because of the challenges of
measuring dialectal variation and defining how much is permissible (Burchell, 2024).10
The decision to clean data using a tool that is itself biased results in bias in the final

model.

Another typical step in data cleaning'! involves filtering out harmful content, be

More precisely, data which was highly likely to contain AAE, which they refer to as African Amer-
ican aligned English data.

10See also Keleg et al. (2023)’s notion of “level of dialectness”, which treats “dialectness” as a spec-
trum not a binary

"'"The phrase “clean” data evokes puritanical notions of moral cleanliness — the desire to “cleanse”
can be a response to imagined contact with moral transgressors (Golec de Zavala et al., 2014), see also
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that sexually explicit content or hate speech. For marginalised populations, this presents
a double-edged sword: for example, filtering out sexually explicit content (to reduce
the likelihood of harmful, typically misogynistic output) might introduce gender im-
balances in the data that actually results in biased models, as Nichol (2022) reports
for the TTI model DALL-E 2. With regards to hate speech, if this were not filtered,
the amount of toxic content related to marginalised communities would be significant
(Luccioni and Viviano, 2021; Maronikolakis et al., 2022), leading to the issues asso-
ciated with data imbalances discussed above. However, filtering out data related to
queer terms can also be harmful. Bender et al. (2021) note for example that the Com-
mon Crawl corpus, a widely used text data set for training NLP technologies, is cleaned
of content containing queer identity terms such as “twink”, which they argue will “at-
tenuate... the influence of online spaces built by and for LGBTQ people”. The list of
words!? used to clean this data also contains reclaimed slurs such as “fag”, “bitch” and
the n-word,'? and words likely to be associated with queer content such as “sexuality”.
Thus a model trained on “clean” data may be biased in its (in)ability to handle input
relating to marginalised (e.g. queer) identities, as a result of the (implicit) decisions by
the developer on what constitutes appropriate training data.

Whether to retain reclaimed slurs requires careful consideration, taking into ac-
count the intended use of the data and resulting models; however, the approach to data
collection'* and preparation that sees data as a resource to be mined/ scraped and seeks
to collect as much as possible, to be used in as many applications as possible, leaves
little room for such nuance (Thylstrup and Talat, 2020; Benjamin, 2021; Paullada et al.,
2021). Decisions on what counts as “desirable” content are likely not fully interrogated
by “blinkered” developers. This leave room for a developer’s implicit biases to impact
the resulting training data. For example, the decision to remove sexually explicit con-
tent leaves room for the developer’s own sexual preferences to bias the filtering models
they develop, even without their awareness (Gehl et al., 2017) — just as the list of ob-
scene words discussed above reflects what is culturally salient to its authors, being
far from comprehensive. A developer will also often have commercial motivations to
filter out “undesirable” content - we return to the topic of commercial motivations in

Section 2.1.3. A developer’s implicit or explicit preferences will result in model bias

Zhong et al. (2010).

Znttps://github.com/LDNOOBW/List-of-Dirty-Naughty-Obscene-and-Otherwise-Bad-W
ords/blob/master/en

13Most toxicity detection systems, be they word lists or ML systems, return false positives for re-
claimed slurs (Rottger et al., 2021).

14See Benjamin (2021) for a discussion of collection vs. compilation
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where they align with power structures, such as the marginalisation of queer identities,
as will often be the case given the typical demographics of Al developers (discussed
above) (West et al., 2019).

Beyond “cleaning” of data, a typical data processing step involves labelling data.
This can be a significant source of bias, as labels can reflect the developer’s and an-
notators’ (implicit) social biases, and even be overtly offensive (Crawford and Paglen,
2021). As Paullada et al. (2021) highlight in their survey of data set development in
ML, the act of annotating data is a form of “interprative” work, and this is evident
in both the ascription of alt-text to images (which we discuss below), where the “an-
notator’s” goal is unlikely to be model development, and in the ascription of labels
to data for supervised training. Annotators’ own biases will inevitably influence their
choice of label (Excell and Al Moubayed, 2021; Al Kuwatly et al., 2020), just as the
developer’s biases and intuitions will influence their definition of a labelling scheme
(Crawford and Paglen, 2021; Bennett et al., 2025). Even where detailed annotation
guidelines are provided to try and prevent annotator bias from impacting labelling
decisions, these attempts can be hampered by cross-cultural differences (Smart et al.,
2024) (and are limited by the developer’s own imagination).'> Further, such annotation
guidelines are rarely made public, making it impossible for third parties to critique the
labelling scheme, clarity of instructions etc. (Paullada et al., 2021). Where majority
voting is used to resolve differences, minority marginalised voices may be “silenced”
(Abercrombie et al., 2024), even though their lived experience likely makes them a
better judge of e.g. whether content is authentic, offensive etc. (though cf. Abercrom-
bie et al. (2024) who did not find gender to be a predictor of misogyny labelling). Thus
annotator biases may result in biased models (cf. Miceli et al. (2022) for the limitations
of focusing on “worker bias”), despite attempts to prevent this, and the developer’s de-
cisions when defining the annotation scheme and resolving disputes can also introduce
bias.

Issues may also arise from the use of inappropriate or oversimplified proxies (a
form of measurement bias, per Suresh and Guttag (2021)’s framework). For example,
the decision to label data with a single, static gender label fails to take into account the
fluid nature of gender (Guyan, 2022), and may inappropriately conflate gender identity,
gender presentation and perceived gender (Devinney et al., 2022; Sanchez et al., 2024).

The act of pairing an image with its alt-text for model training can also be thought

SIn Chapter 5, we specifically complement our analysis of model outputs with a survey in order to
go beyond the harms we could envisage prima facie to include in our annotation scheme
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of as an act of labelling. Alt-text serves many purposes, including search engine op-
timisation (SEO) and accessibility (Hong et al., 2024). Alt-text will capture the im-
age subjects’ perceived gender, sexuality, ethnicity etc. which may not reflect their
identity. For example, it is likely that images of queer people at Pride are taken and
“labeled” by strangers, often people from outwith their community, who may through
ignorance or malicious intentions label the data in an inaccurate or even offensive
way.!® Thus the words associated with (imagery of) the identity are often the words
of the oppressor, and the model’s association with the identity are the oppressor’s as-
sociations. For example, images of indigenous Americans may be shared by outsiders
precisely because they play into stereotypes of how indigenous people live, hence I
found TTI models were incapable of producing images of Two-spirit people at work
conferences (see Chapter 5), because traditional corporate jobs are not associated (by
non-indigenous people) with indigenous people. Thus the biases of the “annotators”,
and the developer’s decision to rely on these inherently subjective image descriptions,

result in model bias.

2.1.3 Model Development

There are a number of ways that model design and training can introduce bias into a
system, both through the choice of what to model, and the choice of how to model
it. Shah et al. (2020) write that “bias is not necessarily something gone awry, but
rather something nearly inevitable in statistical models.” By virtue of being designed
primarily to detect and replicate patterns in training data, models “inevitably” mimic
patterns of discrimination.

Considering first model design (the “how”), specifically loss function design, as
Hooker (2021) writes, whilst “standard loss functions do not explicitly encode pref-
erences for other objectives we care about such as algorithmic bias, robustness, com-
pactness, or privacy... [this] does not mean they have ceased to exist”. A loss function
designed to optimise performance on the bulk of the data will result in relatively poor
performance on “the long-tail”, which often relates to marginalised, minority!” iden-
tities (Hooker, 2021). This discrepancy is called “learning bias” in Suresh and Guttag

(2021)’s framework. Thus loss function design can introduce bias into a system by

16Using Elazar et al. (2024)’s application programming interface (API) I found thousands of examples
across six popular corpora of the n-grams “transgendered woman” or “trans identified male”, a non-
recommended and offensive way to refer to trans women, respectively.

"n the population size sense.
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implicitly de-prioritising the data of marginalised groups.

As my thesis encompasses many different models and my findings are intended to
be somewhat task agnostic, I will not explore in detail how specific model architectures
are linked to increased bias. However, I will briefly note that for language models,
increasing model size does not seem to directly address bias (Tal et al., 2022) (though
cf. Utama et al. (2020)), however, there is evidence that compression through e.g.
pruning and distillation increases bias in vision models and language models (Silva
et al., 2021; Hooker et al., 2020). Thus it is the case that, at least for language and

vision models, choice of model size can be a source of bias.

Whilst many developers attempt to address bias through model design and finetun-
ing,'8 this is frequently ineffective (Gonen and Goldberg, 2019)'? and can even intro-
duce new biases (reminiscent of the impact of data filtering). Xu et al. (2021) found
that debiasing language models to decrease the likelihood of toxic content also de-
creased the likelihood of the model producing content which mentions minority iden-
tity terms. Thus the decision to try and debias a model (e.g. reduce disproportionate
hateful responses related to marginalised identity) can actually introduce novel biases

(e.g. erasure through the low likelihood of certain identity terms).

With regards to the choice of what to model, Miceli et al. (2022) write that “ma-
chine learning systems are fundamentally trained to cluster and classify data. When
these classifications are value-laden and interest-informed, they result in imposing and
promoting the... worldviews of some groups” — hence the choice of what to classify,
what to model, is a source of bias. Further, just as Cobbe (2021) writes of algorithmic
moderation tools allowing the insertion of “commercial considerations into everyday
communications”, so too do proprietary NLP technologies allow their creators’ com-
mercial priorities to influence a vast array of outcomes. For example, generative tech-
nologies like ChatGPT and DALL-E 2 insert Open-AI’s “commercial considerations”
(a desire for mass-palatability) into a broad range of tasks including the creation of art
etc. (a diversity of use cases which they encourage!). Commercial considerations may
favour “neutrality” over showing support for a marginalised community, arguably an

example of bias against the marginalised community, as was found by journalist Mona

8There is limited evidence for the efficacy of debiasing “upstream” i.e. debiasing a language model
that will ultimately be finetuned for e.g. sentiment analysis, hate speech detection, question-answering
(QA) etc. (Steed et al., 2022) (cf. (Liang et al., 2020)) - see the discussion in Section 2.2.2

YParticularly due to a lack of relationship between intrinsic measures, typically used to optimise
models in development, and extrinsic harms (Cao et al., 2022; Goldfarb-Tarrant et al., 2021; Delobelle
et al., 2022)
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Chalabi for ChatGPT in response to questions about Palestine compared to Israel.2’
Further, a model may be released that remains biased against a known (or unknown)
list of identities because these communities are not commercial priorities.”?! Commer-
cial considerations can be the source of bias (going unaddressed) in the model.
Finally, training a model may legitimise the decision to try and predict certain
traits. Paullada et al. (2021) write that the collection of data and training of models
to predict such “fluid, subjective personal traits... presuppose[s] that these predictions
are... worthwhile to make”. This can afford an air of objectivity and neutrality to a
highly political decision (Talat et al., 2021). Thus the very decision to create a model
to predict e.g. sexuality from voice data, or gender from name data, can be harmful,
as critiqued by Sigurgeirsson and Ungless (2024) and (Gautam et al., 2024) respec-
tively. Further, bias is likely to occur as these models inevitably rely on “meaningless
shortcuts” to predict qualities such as sexuality (Paullada et al., 2021). Because these
models typically rely on spurious correlations or stereotypes e.g. that a particular au-
thor is male because in a Western context their name is more likely to be given to men

(Gautam et al., 2024), their output is likely to be biased.

2.1.4 Model Evaluation

The effective measurement of bias in NLP technologies being the primary focus of
this thesis, I return to this topic in depth in Section 2.2. Here I will briefly note some
ways in which the evaluation of NLP technologies can introduce bias. Whilst I present
model evaluation before deployment, in reality much evaluation happens after public
release through community red-teaming, auditing by third parties, and the public’s
everyday algorithmic audits (see Chapter 7) — often relying on work by marginalised
communities to protect themselves (Buolamwini and Gebru, 2018).

Prioritisation of one particular performance metric at the expense of metrics related
to bias could be thought of as a source of bias in the model. Just as Hooker (2021)
writes of the design of loss functions de-prioritising other objectives, so too does the
decision to evaluate on overall Fl-score, precision, BLEU etc. de-prioritise minimis-
ing bias. Thus the model is biased because it has been trained to optimise overall
performance and it (likely) relies on “spurious correlations” (Schwartz and Stanovsky,

2022) (e.g. between queer identity terms and hate speech labels) to achieve this.

2nttps://www.instagram. com/monachalabi/p/CydbE5sutDQ/
21 Akin to the infamous story of an Apple employee being told Siri did not work for AAE because
Apple products are for a “premium market” (Benjamin, 2019)
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Evaluation benchmarks can similarly be a source of bias in models, where they pri-
oritise performance on data from, by or about non-marginalised groups. For example,
if data from a marginalised group is not included in the benchmark test set or makes up
only a small proportion of the data, this means that scores will be relatively unaffected
by poor performance on this group. Effectively this means models are not sufficiently
“punished” for being biased. The well-known Gender Shades paper demonstrated bias
against women of colour in popular facial recognition benchmarks (Buolamwini and
Gebru, 2018). Unless benchmark results are differentiated across marginalised identi-
ties, this bias remains invisible — one could say hidden. Hence (optimising for) evalu-
ation benchmarks can be a source of bias in a model.

Further, even (optimising for) bias benchmarks can be a source of bias, where
the benchmarks themselves further encode social biases. Bias benchmarks typically
focus on a small number of salient demographic features (as I have shown elsewhere
for language generation (Goldfarb-Tarrant et al., 2023)), failing to account for less
salient, often greatly marginalised groups. I return to this topic in Section 2.2.2.5. For
example, to my knowledge there are no benchmarks which measure bias against sex
workers or people living with HIV/AIDS, all of whom face significant discrimination
and all of whom are likely to be affected by model bias. These test sets can then
be thought of as a source of bias in the model where they influence the developer’s
priorities. For example, a benchmark that tests for bias against gay and transgender
people may encourage model developers to create a model which rarely mentions sex
work or HIV/AIDS, to avoid stereotyping> such as was demonstrated in Nozza et al.
(2022). However, that model would then be guilty of erasure against sex workers or
those with HIV/AIDS (this parallels the erasure of marginalised identities by detoxified
models discussed in Xu et al. (2021)). Further, the choice of bias metric can be a
source of bias: Blodgett et al. (2021) found that benchmarks for language generation
models (as well as being poorly constructed) could “[encourage] models to produce
stereotypes just as often as anti-stereotypes” through the use of aggregated metrics
which assume stereotyped and anti-stereotyped phrases should be equally likely, which
may be undesirable. This also fails to account for confirmation bias:>* output which
aligns with existing human biases will be favoured during information processing, so

be more memorable — more potent. Optimising for performance on such a benchmark

22See Nadal et al. (2014); Anzani et al. (2024); Rice et al. (2022) for discussions of stereotypes
associated with gay and transgender people.

23Elsewhere, I discuss the failure to acknowledge confirmation bias for language generation evalua-
tion (Goldfarb-Tarrant et al., 2023).
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results in a model that can be said to be biased, at least through the lens of confirmation
bias.

In conclusion, evaluation metrics and benchmarks, or more accurately the decision
to optimise for final performance on these tests, can be a source of bias where they
fail to incorporate marginalised groups sufficiently, if at all, and where the choice of

aggregate metric fails to account for power imbalances.

2.1.5 Model Deployment

Decisions made when deploying a model can be a direct source of bias in the model’s
output, as well as biasing outcomes based on the model’s output. Selbst et al. (2019)
highlight five traps that can impact the fairness of an ML system, and I discuss here
two that can be sources of bias at deployment. The Portability Trap — the desire to
reuse models for new tasks and in new contexts — can be a source of bias in a model’s
output where performance varies by identity in the new population. For example,
a spoken LID model trained to identify English primarily using data from southern
England may be biased against working class people when used to identify English
from speakers elsewhere in the UK. This is because working class people are more
likely to have “regional” accents and incorporate elements of local dialects, and so will
diverge more from the training data than middle class people (Hughes et al., 2012).24
Hence the decision to reuse the model for a new population becomes a source of bias
in the model’s output.

Another trap Selbst et al. (2019) identify is the Framing Trap - that is, failure to ac-
count for all entities in a socio-technical system. They give the example of a situation
where a judge systematically ignores the recommendations of a recidivism evaluation
model that has been “de-biased” such that biases (for example, against men of colour)
are re-introduced.?> To give an example from NLP technologies, a system for screen-
ing resumes may be said to be unbiased, but outcomes may nonetheless be biased
if the recruiter tends to ignore the recommendations in a systematic way (even un-
knowingly). Whilst these are not examples of model bias per-say, they highlight that
measuring model bias in abstract can be a poor proxy for harm. The models can add an

air of objectivity (as discussed above) and legitimise decisions made my humans (such

24In general, social class is a much overlooked demographic factor in NLP research (Cercas Curry
et al., 2024).

2 Just as the public ignore recommendations from a fair career recommender model in favour of those
that align with their existing stereotypes (Wang et al., 2022).
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as judges, recruiters etc.). Just as a treatment plan cannot be said to be effective if it is
known patients will not stick to it, a model is not really “de-biased” if it is likely users
will ignore outputs in a systematic way (e.g. favour upper bound recommendations for
one group and lower bound for another).

Finally, when a developer chooses to include some kind of filtering at inference
(either ML- or n-gram-based), such as when the model “refuses’ to respond to prompts
containing queer identity terms, as I note in Chapter 5 (and as has been found for e.g.
the Spotify playlist creation AI,*® Bard (Fredriksson, 2024) and Copilot,)*’ or gives
some variation on a canned response (as is evident with ChatGPT when prompted on
trans rights), or conducts filtering on its own output (as we found for Stable Diffusion
in Chapter 5), this can introduce bias into the model’s output. This is because it is
likely that marginalised identities — strongly associated with toxicity in the training data
and filtering models due to historical bias — will be subject to additional moderation
compared to non-marginalised identities. Hence the decision to rely on filtering at
inference for “safety” can be a source of bias in the model’s output. We return to this

topic of post-hoc filtering in Chapter 5.

2.1.6 Summary

In this section, I have highlighted how human decisions at every stage in a model’s
life cycle can be responsible for bias in its output. Ultimately, it is human behaviour
that determines bias in NLP technologies. Whilst this behaviour is inexorably en-
tangled with (the output of) these technologies, and bias can be said to be the product
of this entanglement, I focus on humans as determining bias because it is humans who
choose which technologies to build, where and how to deploy them, how to interpret
the output etc. When one considers the number of stakeholders making interlinked
decisions that are involved in developing an NLP model, it is clear that addressing bias
is almost intractably complex. It is not as “simple” as improving data compilation to
be more balanced, because the cleaning of this data can (re)introduce biases; it is not
as “simple” as improving the annotation guidelines to avoid annotator bias, because
the loss function may introduce reliance on “spurious correlations” leading to bias; it
is not as “simple” as choosing the model which performs best on bias benchmarks,

because the benchmarks themselves may be biased; it is not as “simple” as deploying

20nttps://x.com/jkrwls/status/1787982145924841926
2’"When working on our paper on synthesis of “gay voice” (Sigurgeirsson and Ungless, 2024), my
colleague found Copilot would not complete code which included the word “gay”
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Papers on social bias published per year in the ACL Anthology
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Figure 2.2: Chart showing the number of papers on social bias in the ACL Anthology

each year, a rough proxy of the scale of interest in the topic within the NLP community.

a debiased model, because new use contexts will introduce new biases. Likewise, the
measurement of bias at a given stage of development (e.g. measuring data imbalances,
bias upstream before finetuning etc.) paints only (a sometimes conflicting (Goldfarb-
Tarrant et al., 2021; Cao et al., 2022)) part of the picture. In the following, I present
and critique the typical approach to measuring and mitigating bias in NLP, which often
treats bias as a technical issue and fails to account for the human factors discussed
above. I then summarise the literature from other fields which shaped my thinking. In
Chapter 3 I present my own approach which, in response to the role of human decisions
in determining model bias — and to a historical preoccupation with the technological

aspects of bias (Blodgett et al., 2020) — is human-centric.

2.2 Measuring and Mitigating Bias in NLP

2.2.1 The Norm

Between 2016 and 2022 the number of papers on bias measurement and mitigation

in NLP increased almost exponentially:8 Figure 2.2 visualises the number of papers

28] postulate that this exponential growth was only tamed by a shift in language from “bias” to
“safety”, with related work still being plagued by the same issues of lack of clarity and lack of validity.
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looking at social bias in the ACL Anthology 2016-2024.2° Well-cited examples across
different NLP tasks include Bolukbasi et al. (2016) who find stereotypes encoded in
static word embeddings; Zhao et al. (2017) who find image classification models make
systematic errors that actually exaggerate data imbalances with regards to gender; Zhao
et al. (2018) who find co-reference resolution models make systematic errors that align
with career/gender stereotypes; Sheng et al. (2019) who find language generation mod-
els produce stereotyped content about marginalised identities; Zhang et al. (2020) who
find toxicity classifiers tend to return false positives for sentences containing demo-
graphic terms; Dhamala et al. (2021) who quantify bias in language generation models
by measuring (amongst others) toxicity and gender “polarity” in response to prompts
containing identity terms; Smith et al. (2022) who measure bias in language genera-
tion models against around 600 identities through a range of metrics including level of
(inappropriate) sympathy; Bianchi et al. (2023) who find TTI models produced stereo-
typed images in responses to prompts about different human qualities and careers; and
Dev et al. (2024) who, through community engagement, create a resource for testing
language models for diverse stereotypes specific to India. Such papers were vital in
drawing attention to the issue of model bias which could, when models were deployed
in real-world scenarios, lead to harm against marginalised communities.

Typically, measuring bias in NLP technologies involves identifying an affected
demographic group; creating a test set of prompts, (labelled) sentences or image-text
pairs etc.; defining a quantitative metric of bias; and comparing scores across models,
hyperparameter settings etc. The prevalence of this approach is, I feel, uncontroversial:
the reader would be challenged in finding papers which do not follow it. Choice of
demographics and the way these demographics are indexed in the test data are often
based on authors’ intuitions or terms borrowed from previous bias research papers
(Goldfarb-Tarrant et al., 2023; Blodgett et al., 2020). Evaluation typically relies on a
automated quantitative metric such as difference in accuracy e.g. Rottger et al. (2021),
log likelihood e.g. Nangia et al. (2020), percentage of “toxic” content as determined by
a toxicity classifier e.g. Chowdhery et al. (2023) etc. Any qualitative evaluation often
relies on a small handful of outputs, as Calabrese et al. (2021) find for the evaluation
of bias in hate speech detection.>? Bias evaluation often happens without reference to

specific use contexts, as is typical of ML evaluation (Hutchinson et al., 2022; Goldfarb-

29Papers were selected if abstract included [“bias”] and any of [“soci[oe]*”,*social bias”, “harm*”,
“identity”, “demographic”, “gender”,““ethnic*”,“disab*”,“sex*”,“soc* class”,“appearance”,“nation*”’]
30 And as has been noted for performance evaluation in explainability methods in NLP (Nauta et al.,

2023).
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Tarrant et al., 2023).

This approach to bias evaluation has been valuable in that it is efficient and rel-
atively low-cost, and the incredible speed of NLP development demands evaluation
work keeps pace. Many of the papers cited above were pivotal in drawing attention to
the issue of bias in novel technologies. By defining a pragmatic scope, practitioners
can more quickly ring the alarm on “blatantly sexist” models (Bolukbasi et al., 2016)
— and other forms of bias — and iterate over mitigation strategies. Quantitative evalua-
tion resources like WinoBias (Zhao et al., 2018) and SPICE (Deyv et al., 2024) offer an
estimate of model harm that allows for the quick comparison of different architectures,
hyperparameters etc. However, work that adopts this approach is often hampered by

one or more of the five limitations which I set out below.

2.2.2 Critiques

2.2.2.1 Focused solely on technology

Work that adopts the current typical approach to bias measurement and mitigation of-
ten does not account for the social aspect of bias. Bias in NLP is a socio-technical issue
(as Dolata et al. (2021) discusses with regards to algorithmic fairness), in the sense that
it is the product of the interdependence between human behaviour and model output
(Dolata et al., 2021) (the entanglement I refer to above). Models are biased precisely
because “the algorithm creation process is a social practice” (Dolata et al., 2021), so-
cial practices which might be themselves influenced by data and algorithms in recur-
sive coils (Beer, 2022). The influence of human- and of technological- factors on a
model’s output cannot be neatly separated. Bias metrics are likewise socio-technical
because they are the result of the (re)translation between human concepts (such as “of-
fensiveness”), mathematical formulations, and interpretation of mathematical results
(a translation process that is often left implicit, as I have argued elsewhere (Goldfarb-
Tarrant et al., 2023)). When studying bias in NLP, focusing solely on the technology
may be pragmatic, as it allows for a more clearly defined scope. However, it also offers
a more limited understanding of the problem, and crucially misses many opportunities
for improvement. We must consider the socio-technical systems these technologies are

embedded within.
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2.2.2.2 Focused on data as the source of bias

A number of issues follow from the failure to account for the socio-technical nature
of bias. A predominantly technical approach may overlook the role that human be-
haviour plays in determining bias, which means certain sources of bias go unnoticed.
For example, Hooker (2021) argues that much work on bias ignores the role of model
design decisions in determining model bias. She argues that a pre-occupation with
data imbalance “invites diffusion of responsibility”” which absolves developers of re-
sponsibility for how their design decisions determine model bias (see Section 2.1.3).
Likewise, an approach to bias measurement and mitigation that focuses solely on data
imbalance will fail to account for the influence of developer behaviour. Training data
is undeniably a significant contributor to model bias, and addressing data imbalance
is vital. However, focusing solely on data is a problem because overlooking sources
of bias again means overlooking opportunities for improvement — like trying to un-
derstand what went wrong with a cake by only examining the ingredients and not the

order they were combined, mix time, oven temperature etc.

2.2.2.3 Focused on abstract, mathematical problem

Operationalising bias as a metric that can be measured efficiently at scale allows prac-
titioners to provide swift estimates of the potential harmful impact of a (new) model.
For example (in addition to those given above, such as Zhao et al. (2018) and Dev
et al. (2024)), Marchiori Manerba et al. (2024) propose a probing framework which
uses perplexity to measure the relative association between hundreds of identities and
thousands of stereotypes, a scale not feasible with qualitative approaches.

However, this technical approach to bias, which encourages the treatment of bias as
something that can be quantified and thus optimised for, can also lead to a false sense
of fairness (Davis et al., 2021), and a false hope in the effectiveness of debiaising
techniques. This mirrors the notion of “algorithmic idealism” from Davis et al. (2021),
who write that computational approaches which see the goal of fair ML to “neutralize”
demographic disparity will “consistently fall short” because they fail to account for the
entrenched nature of discrimination. For example, Gonen and Goldberg (2019) find
that a popular debiasing technique that involves neutralising the gender projection of
non-gendered word vectors (such as career terms and human qualities) — that is, their
similarity with gendered terms such as “mother”, “he” — is “superficial”, and simply

acts to hide the bias in other dimensions. Similarly, Bianchi et al. (2023) find that
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attempts at debiaising DALL-E through data filtering and balancing techniques, and
the inclusion of guardrails at inference time, are ineffective at reducing many forms of
bias. Elsewhere I discuss the pitfalls of trying to measure bias in language generation
models through an inappropriate, but easily quantifiable, proxy such as sentiment score
(Goldfarb-Tarrant et al., 2023); training a model to minimise discrepancies in average
sentiment score may do nothing to address harmful stereotypes in model outputs.>!

Operationalising bias as a quantifiable metric is valuable for at-scale evaluation;
however, by attempting to isolate a single metric or set of metrics, this can offer only a
superficial understanding of an issue which is in fact deeply rooted in the entire socio-
technical system (Davis et al., 2021). I argue that a superficial understanding of bias
as a purely technical issue — a mathematical kink in the model — will always result
in superficial solutions, that may offer some improvements, but which ultimately fail
to fully address the issue. The same solutionism that leads developers to believe all
things can be modelled (Selbst et al., 2019), leads developers to assume all issues can
be quantified, even concepts such as “ethicality”, which LaCroix and Luccioni (2022)
argue defy quantification. Automation and quantification are relied upon to provide
authority and legitimacy to Al ethics work (Widder, 2024), and this applies likewise
to NLP bias research. Further, the Grey Hoodie project (Abdalla and Abdalla, 2021)
explicitly calls out the role that this focus on technology as “a mathematical problem”
can play in helping developers avoid some of the concerns raised by those outside Big
Tech.

2.2.2.4 Based on authors’ intuitions

Those developing and researching language technologies often rely on their own in-
tuitions when measuring and mitigating bias. Once again, a motivating factor is the
pressure to keep pace with the deployment of new models in new contexts. Interdisci-
plinary work is time consuming, and many institutions are not well set-up to facilitate
it (Tobi and Kampen, 2018; Fischer et al., 2011). Thus, work often fails to incorporate
social science and/or linguistic research (Blodgett et al., 2020; Goldfarb-Tarrant et al.,
2023), nor community input (with notable exceptions e.g. Dennler et al. (2023); Dev

et al. (2024); Gadiraju et al. (2023) i.a.). Failing to draw on relevant expertise and

31To give a concrete example, a model may produce equal numbers of positive sentences about trans-
gender and cisgender people, but if the positive sentences about trans people always make reference
to bravery and self-actualisation, and the sentences about cisgender people never make reference to
identity, this model is still reflecting benevolent cis-sexism in its output. I discuss models producing
“inspiration porn” about transgender people in Ungless et al. (2025a).
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experience means that NLP bias research can be guilty of imprecise use of terminol-
ogy leading to lack of comparability; inefficiently “re-inventing the wheel”; failing to
account for how language shapes identity; and being blinkered by the developer’s own
(limited) experience.

With regards to a lack of precision, terms such as bias and fairness are used inter-
changeably, despite the fact that they can be orthogonal: a debiased model could in
theory hurt performance for certain demographic groups, meaning the model is debi-
ased in its representation but unfair in its outcomes (Cabello et al., 2023).3> Blodgett
et al. (2020)’s seminal paper on the topic of bias research in NLP highlights a lack
of precision in the use of the term, and a disconnect between bias metrics and real
world harms - critiques of the field we found to still hold three years later despite the
ubiquitous nature of the 2020 paper (Goldfarb-Tarrant et al., 2023).

With regards to failing to account for social science research, Bianchi et al. (2023)
find that attempts at debiaising DALL-E are ineffective because they fail to mitigate bi-
ases that are not salient in computer science bias scholarship, such as the stereotyping
of African people as poor. The developers of DALL-E, in relying on a limited under-
standing of bias based on other computer science scholarship, thus fail to mitigate bias
against the majority of identities. Blodgett et al. (2021) find that four popular language
model and co-reference resolution bias benchmarks include comparisons that have no
bearing on societal power dynamics e.g. comparing performance on sentences about
American vs. Scottish horses. Models may be “biased” against Scottish horses, but
it is not clear this leads to any harm.?> Elsewhere I encourage researchers not to “re-
invent the wheel” and consider relevant social science research when developing bias

metrics (Goldfarb-Tarrant et al., 2023), including research on power structures.

With regards to a lack of linguistic research, Blodgett et al. (2020) argue that cur-
rent approaches to bias measurement fail because they do not account for “the role
that language plays in maintaining social hierarchies”.3* Researchers typically rely on
identity terms, pronouns or names to measure bias (Goldfarb-Tarrant et al., 2023; Gau-
tam et al., 2024), and do not consider the many ways identity is encoded in language
e.g. dialect, word choice etc. (with exceptions e.g. Blodgett and O’Connor (2017);
Zhang et al. (2021) i.a.). This means many types of bias go overlooked. I have found

32The model would still be considered biased in my use of the term.

331 would not consider these models biased as this does not reflect social stereotypes.

34Failure to incorporate linguistic expertise is an issue that extends well beyond just bias measurement
in NLP, for example Markl and Lai (2023) highlights a lack of linguistic precision when using terms
such as “accent” and “native speaker” in speech technology research.
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numerous examples of bias mitigation work that do not incorporate relevant linguistic
scholarship; I will give two examples to illustrate my point. Seshadri et al. (2024)
demonstrate that many reports of data imbalance exaggeration in TTI models can actu-
ally be accounted for by the fact that typically gender is only mentioned when it goes
against a stereotype. That neither they, nor the authors they critique, make reference to
the theory of marked identity and marked language (Bucholtz and Hall, 2004) suggests
a lack of integration of linguistic scholarship. Likewise in An et al. (2022), who use
dictionaries as “objective, impartial, and concise definitions of words” and “unbiased
reference points”: this fails to account for (meta)lexicographical scholarship on the
subjective nature of dictionaries (Lozowski, 2017). Incorporating linguistic expertise
would ensure bias measurement and mitigation approaches account for how language
is used to create our identities (Bucholtz and Hall, 2005). For example in Chapters 4
and 5 I compare marked identities (e.g. transgender) to implicit and explicit norms (i.e.

where the typically unmarked identity is “spelled out” e.g. “cisgender”).

Finally, bias evaluation often fails to take into account community knowledge
(Dennler et al., 2023).3 In their review of what is often overlooked in Al ethics re-
search, Birhane et al. (2022b) find that papers rarely account for the lived experiences
of those facing marginalisation. Incorporating community knowledge is vital if re-
searchers and developers want to make a tangible difference to the lives of marginalised

people.

2.2.2.5 Focused on binary gender and race

Bias work in NLP tends to focus on (binary) gender and racial bias in a way that re-
lies on a simplistic understanding of both of these constructs, and to the exclusion of
considering other marginalised groups (Blodgett et al., 2020; Goldfarb-Tarrant et al.,
2023).36 Typically, gender is presented as a binary construct (Devinney et al., 2022;
Larson, 2017; Sanchez et al., 2024), and work fails to make a distinction between
perceived gender, gender presentation, gender identity, sex and/or grammatical gen-
der. This results in issues such as inclusion of “intersex” in a list of “gender neutral
words”, or using perceived gender and sex interchangeably (both of which I have seen

in manuscripts on Arxiv).

33 An issue that affects other areas of NLP research such as hate speech detection (Maronikolakis
et al., 2022)
36This pre-occupation with gender and ethnicity also impacts hate speech data sets (Yu et al., 2024).
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2.3 Insights from Other Fields

In order to shift the focus of bias evaluation work from the technological to the human,
it is vital to integrate scholarship on fairness, language and identity from other fields,
lest we “re-invent the wheel”. Herein I briefly summarise work that was influential in
the development of my approach. I treat bias as a systemic issue (Feagin, 2013; Feagin
and Bennefield, 2014), something that is embedded into systems including technolo-
gies. This means structural change is required to reduce disparities (rather than e.g. the
removal of bad faith actors). Davis et al. (2021) critique the algorithmic idealism that
attempts to achieve fair ML through computational methods which ignore that discrim-
ination is systemic. They call for bias to be addressed through the lens of equity, not
equality, whereby people are allocated the resources needed to achieve equal outcomes
in a process they refer to as “algorithmic reparation” (Davis et al., 2021); I adopt this

focus on equity over equality in my own work.

The marginalised communities themselves will be best positioned to name what
resources — technological or otherwise — are needed to enable equal outcomes. HCI
offers several frameworks for designing new technologies which embed these perspec-
tives, for example Value Sensitive Design (Friedman, 1996; Friedman et al., 2013)
and Participatory Design (Sanders, 2002). I am inspired by these design frameworks
to explicate the values embedded in the technologies I evaluate and the resources |
create, and to involve affected communities in the evaluation process. My work is
also inspired by the Indigenous Data Sovereignty movement, which declares that data
about a community should be “inclusive of wider social structural context” and reflect

a “nuanced narrative” of the community (Walter et al., 2021).

Fundamental to my understanding of language and identity are the notions of in-
dexing (Bucholtz and Hall, 2005), and of marked identity (Bucholtz and Hall, 2004).
Bucholtz and Hall (2005) explain that word choice, stylistic features and more con-
tribute to the production of identity in conversation, which they refer to as indexicality.
Markedness refers to the phenomenon whereby powerful identities, such as whiteness,
are assumed as the norm (unmarked), whereas non-normative (marked) identities are
associated with linguistic practices (such as word choice) that are different from the
norm (Bucholtz and Hall, 2004). When exploring bias we must consider how identity
might be constructed through language input and output, including what is left implicit

(unmarked).

Finally, research from psychology can teach us how prejudice will manifest in tech-



2.3. Insights from Other Fields 31

nology. One particularly informative concept is that of benevolent stereotypes (Glick
and Fiske, 1996). NLP research into generative models often assumes that harmful out-
put will have a negative sentiment or contain overtly toxic content, which influences
choice of metric (Goldfarb-Tarrant et al., 2023). However, as Glick and Fiske (1996)
discuss with regards to sexism, prejudice can manifest in what the “offender” believes
to be positive beliefs e.g. that women are naturally more caring. This motivates ex-
amining the content of generated output, not just relying on quantitative metrics for an

overall picture.






Chapter 3
Proposing a Human-Centric Approach

Given the role of human behaviour in determining model bias, and the critiques de-
tailed in Chapter 2, it is clear that current work on bias measurement and mitigation is

often limited by being:!
* Focused solely on technology
* Focused on data as the source of bias
* Focused on an abstract, mathematical problem
* Based on authors’ intuitions
* Focused on binary gender and race

These critiques can all be summarised as bias research failing to properly account
for human behaviour. Practitioners simplify the problem in order to define a more
pragmatic scope for bias measurement and mitigation. However, by offering a super-
ficial understanding of the problem, this will lead us to superficial solutions that fail to
engender real improvements for affected groups (Davis et al., 2021).

Having explored five common shortcomings, I now imagine what NLP bias re-
search would look like if humans were the focus, rather than technology, informed by
the cross-disciplinary research I summarised in Section 2.3. Given the role that human

behaviour plays in determining the impact of technology (see Section 2.1.6) I argue

't is important to note that, as a field, NLP bias evaluation is also limited by its focus on English
language models used in Western contexts, but I do not address this directly in my own work (see Section
1.2): I refer the reader to excellent papers such as Smart et al. (2024); Qadri et al. (2023); Birhane et al.
(2022b); Bhatt et al. (2022).

33
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this human-centric approach will improve the quality of work done for both bias mea-
surement and mitigation.> A human-centric approach would consider the entire socio-
technical system that technologies are embedded within. A human-centric approach
would look at the many ways in which human decisions contribute to model bias, be-
yond just the choice of training data. A human-centric approach would focus on the
impact of technology on people, rather than an abstract or mathematical conceptualisa-
tion of bias. Further, it would consider how those impacted respond to the technology,
as outcomes will be a product of the technology and their behaviour. A human-centric
approach would be driven by expertise on human behaviour and language use, and
crucially by lived experiences. Finally, a human-centric approach would consider the
many facets that make up identity beyond race and gender. Adopting these maxims and
centring human experiences in bias evaluation will result in greater validity, because
we will be closer to capturing what we intend to capture (the impact of biased model
outputs on affected communities). This will foster a deeper understanding and lead
ultimately to more effective bias mitigation techniques. In the following, I will explore
how each of these maxims leads to more insightful and impactful NLP bias research,

with illustrative papers from the field.

3.1 Part of a Socio-technical System

Here I will discuss how work on bias in NLP will benefit from considering the socio-
technical system that the technologies are embedded within. This includes considering
those who produce data, those who help to prepare it, those who build the technology
and those who enact its decisions. Of course, that system would also include those
impacted by the use of NLP technologies, but I consider them below in Section 3.3.

A socio-technical approach to bias considers it to be the product of human and
algorithm behaviour (Dolata et al., 2021). For example, we must consider the humans
that design, build and deploy the algorithm, lest we fall into the Framing Trap (Selbst
et al., 2019). The model’s design will be influenced by — will embody (Talat et al.,
2021) — the experiences, knowledge and values of its developers. Understanding how
these are reflected in the model is an important first step to understanding how to

ensure the model reflects a wider set of experiences, knowledge and values. A work

2Whilst I do not propose novel bias mitigation methods in my thesis work (Chapters 4 through 7), 1
believe that gaining a deep and nuanced understanding of the problem is a necessary first step (though
cf. Utama et al. (2020)), and my proposed framework has informed work I have done elsewhere on bias
mitigation (Ungless et al., 2022).
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which can serve as inspiration for this approach is Birhane et al. (2022a). The authors
conduct a literature review of papers at top Al conferences to establish which values
are — often implicitly — reflected in the papers. By considering the implicit values
in Al development and evaluation work, they draw attention to the decision to focus
on qualities such as high performance and generalisability over for example being
“not socially biased” and being fair. Human choices are rendered explicit by their
taxonomy.

The power relationships that exist between stakeholders must be interrogated — as
Miceli et al. (2022) write, it is not enough to address worker (annotator) bias: we must
consider the power imbalance between annotator and developer, which contributes to
the devaluing of annotator expertise (Bennett et al., 2025) and restricts annotators’
abilities to critique annotation guidelines (Miceli et al., 2022), contributing to label
noise.

Bias metrics are also socio-technical products, and we must critique them as such.
Examples of bias metric design decisions that are often left implicit are assumptions
about identity e.g. the researcher’s understanding of gender (Devinney et al., 2022);
what behaviour is desirable i.e. what does an unbiased model look like? (Goldfarb-
Tarrant et al., 2023); what cultural context is relevant (the “default” of the US often
goes unstated, Sambasivan et al. (2021); Bhatt et al. (2022); Goldfarb-Tarrant et al.
(2023)). Further, whether bias evaluation is successfully implemented will be influ-
enced by organisational factors such as commercial priorities (Madaio et al., 2022),

further emphasising the socio-technical nature of bias evaluation work.

3.2 Many Sources of Bias

Beyond just imbalances in the data, there are many sources of bias in a model which
I discuss in detail throughout Section 2.1. A successful approach to bias measurement
and mitigation must take this into account. This includes acknowledging that attempts
to mitigate bias can be a source of bias in themselves, as shown by Anwar et al. (2024)
with regards to data filtering, Xu et al. (2021) with regards to finetuning, and as I dis-
cuss throughout this thesis. Those working in bias mitigation must consider how their
attempts to debias a model may have a knock on effect such as erasure, or increas-
ing the discrepancy in performance for less salient identities. Acknowledging that the
bias in a model’s output is the result of many interacting factors, and not just data im-

balance,will allow researchers to develop more effective bias metrics and mitigation
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techniques.

3.3 Impact on People & How They Respond

The plurality of Al ethics papers consider an abstract understanding of harms (Birhane
et al., 2022b), and similarly I have shown elsewhere that many papers on bias ignore
downstream use cases (Goldfarb-Tarrant et al., 2023) even though intended use hugely
determines whether bias mitigation is appropriate (Sigurgeirsson and Ungless, 2024).
Researchers often fail to account for the real impact on people, and how they respond.
However, ethical concepts such as bias, fairness, and trust are best understood in con-
text, with reference to real people and real harms. For example, Knowles et al. (2023)
argue that the concept of trustworthiness is meaningless without reference to specific
power dynamics. Some technologies are only trustworthy to those in power because
they are capable of distinguishing them from those without power (Knowles et al.,
2023) (sometimes because they are biased). This work also demonstrates the immense
value of taking an interdisciplinary approach, which I discuss further in the following
Section.

Knowles et al. (2023) demonstrate that trust is in the eye of the beholder. A human-
centric approach acknowledges that the public respond to biased NLP technologies
based on their beliefs about the system as well as the system’s output. The focus is
on what is perceived, not simply what can be measured in the model’s output. Of
course, these may be quite different, as Wang et al. (2020) found for perceived fair-
ness: models were rated as fair if they favoured the respondent, even if the model
was described as being very biased. Starke et al. (2022) conduct a meta-analysis of
research on perceived fairness in algorithmic decision making and find that perceived
fairness is highly context-dependent. We lack such a substantial body of work looking
at perceived bias of NLP technologies specifically, but it seems likely similar findings
will hold.

Biased algorithms can leave a lingering “imprint” that affect how people under-
stand and interact with algorithms more generally (Ehsan et al., 2022). Failure to
consider those impacted means a failure to understand the true scale of harm. Ehsan
et al. (2022) note that those impacted by algorithms develop folk theories about how
they work, which I return to in Chapters 6 and 7. A human-centric approach to bias
realises that it is not enough for the model to be debiased — it must also be believed to

be debiased, or acrimonious feelings will likely remain.
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Of course, work on the real impact of technologies must draw on the lived experi-
ences of impacted communities, as exemplified by Dev et al. (2021). That is, it should

incorporate community knowledge. I discuss this further below.

3.4 Driven by Social Science and Community Knowl-

edge

Being informed by social science research, particularly as relates to language use and
social identity, allows for more careful exploration of bias (Devinney et al., 2022).
Social science theory can guide our hand when attempting to mitigate harmful model
bias. By drawing on expertise from other fields, we can move beyond intuitions to
explore how documented harms are reflected in NLP technologies. May et al. (2019)
do this successfully when they explore how the “Angry Black Woman™ stereotype
and the double bind (against women in typically male professional settings), concepts
from psychology and feminism, manifest in sentence embeddings. A human-centric
approach to bias is also inspired by transdisciplinarity (Rigolot, 2020), in that it is
informed by both academic work (from across disciplines) and by the insights of non-
academic stakeholders, such as journalists, platform users etc. (see Chapters 6 and 7
for a discussion of everyday algorithmic auditing conducted by the public). Smith et al.
(2022) work with community members and “experts in responsible/inclusive research,
racial justice, and preferred language in (dis)ability” to define terms in their data set
for exploring bias in conversational models.

Work by Sunipa Dev, Remi Denton and colleagues demonstrates the benefits of
taking into account community knowledge (Dev et al., 2024, 2023, 2021; Gadiraju
et al., 2023). They work with marginalised communities to identify harms, including
subtle forms of bias not easily identified by an off-the-shelf toxicity classifier or similar
metric (Gadiraju et al., 2023). Dennler et al. (2023) likewise conduct workshops to un-
derstand what the queer community is looking for in the harm auditing process. When
working with marginalised communities, researchers may be inspired by the Indige-
nous data sovereignty movement, which proclaims the “right of Indigenous peoples to
govern the collection, ownership and application of data... as a cultural and economic
asset” (Walter et al., 2021). Walter et al. (2021) give key guidance on this approach,
which includes grounding data in the worldview of the affected community and in

the wider social structural context (rather than data being de-contextualised as it is so
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often) (Walter et al., 2021). Another important aspect is compiling data on the com-
munity’s “priorities and agendas”, which I am inspired by in Chapter 5. This has the
benefit of ensuring bias measurement and mitigation work aligns with the issues actu-
ally faced by the community, rather than just with issues that the researcher assumes
the community faces. If the goal of bias mitigation work is to prevent harm — as most
researchers would attest to — rather than just to avoid “bad PR”, this is vital.

Expertise can also come from advocacy groups. This helps to ensure that re-
searchers do not do additional harm when researching these topics, for example by
using dis-preferred language. For example, Hutchinson et al. (2020) draw on guide-
lines from the Americans with Disabilities Act National Network, amongst others, to
explore how preferred and dis-preferred language relating to disability is handled by

NLP technologies.

3.5 Broad Range of Demographics

Whilst it is not possible for a single work to cover all demographic attributes, as a field
we must move beyond the preoccupation with gender and racial bias (Goldfarb-Tarrant
et al., 2023; Blodgett et al., 2020), particularly solely within a Western context (see
Footnote 1). Further, this maxim (to address a broad range of demographics) can also
inspire researchers focusing primarily on one demographic attribute, such as gender or
sexuality, to consider how people within an identity can experience different forms of
marginalisation. For example, in Chapters 4 and 5 I explore how queer identities are
impacted by bias, and within this I look at how identities belonging to queer people of
colour are affected compared to non-ethnicity specific queer identities. Work can take
an intersectional approach, to consider how particular demographics (such as Black
women, or queer people of colour) face unique challenges that are the product — not the
sum — of their multiple forms of marginalisation (Crenshaw, 1989). For example Guo
and Caliskan (2021) explore harmful associations in contextualised word embeddings
unique to women of colour . By expanding which identities we consider, and treating
each with more nuance, we will be able to paint a broader and more detailed picture
of the problem. However, it is worth noting that even data sets that aim to cover a
broad set of demographics are naturally limited when they make use of a finite set of
terms. Whilst Smith et al. (2022) intended their HolisticBias data set to be updated
to incorporate an ever expanding list of identities, the word list has not been updated

on GitHub since its release. I further discussion the ramifications of using finite word
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lists in Chapter 4.

3.6 Conclusion

In summary, a better approach — a human-centric approach — to bias research in NLP:
* Sees NLP tools as part of large socio-technical systems
* Considers many sources of bias
* Focuses on the impact of technology on people in context - and how they respond
* Is driven by social science theory and community knowledge
* Addresses a broad range of demographics

In the following chapters, I present four case studies across three technologies that
showcase the benefits of my human-centric approach with five key maxims. My work
does not always live up to the ideal defined by all five maxims. However, by approach-
ing the issue of social bias research with a fundamental focus on the human, not the
technological, I hope to demonstrate the greater depth of insight this offers, and to
illustrate how these maxims might manifest in practice. These case studies also con-
tribute to our understanding of queerphobia in NLP, demonstrating the varied impact

on minorities within the queer community.






Chapter 4

Queerphobic Bias in Automatic

Sentiment Analysis

In this Chapter I present work on measuring queerphobic bias in automated sentiment
analysis tools, which — like all NLP technologies — show bias against marginalised
groups (Kiritchenko and Mohammad, 2018; Hutchinson et al., 2022). I illustrate this
point by showing how six popular sentiment analysis tools respond to sentences about
queer minorities, expanding on existing work on gender, ethnicity, and disability. I
find evidence of bias against several queer identities, including in the two models,
from Google and Amazon, that seem to have been subject to superficial debiasing.
The Chapter concludes first with guidance for social science researchers on how to
minimise the risk of sentiment analysis model bias skewing their results: by ground-
ing in this specific use context (use by social science researchers), I am able to make
tangible recommendations to minimise harm. I then discuss how this work shaped my

own approach to bias measurement.

4.1 Introduction

NLP tools are being increasingly adopted in the social sciences (Robila and Robila,
2020; Saifee et al., 2020), the hope being that cutting-edge technologies will allow re-
searchers to analyse data with efficiency and a human-like understanding of language
use. However, social biases embedded in these models threaten to undermine this hope
(Blodgett et al., 2020; Shah et al., 2020). For example, sentiment analysis tools devel-
oped using deep learning techniques have been shown to reflect biases such as racism,
sexism (Kiritchenko and Mohammad, 2018), and ableism (Hutchinson et al., 2020),

41
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through the use of a template-based approach which we likewise adopt in this paper.
We! expand on existing work by testing for queerphobia” in six popular sentiment
analysis tools. Sentiment analysis is used to assess interactions with political figures
(Mousavi and Gu, 2019); to quantify product success (Li et al., 2018); to understand
online communities (Pérez-Pérez et al., 2019). If these models systematically give
different scores depending on the presence of queer identity terms, this threatens to
undermine research conducted using these tools. This is because some of the apparent
differences in mood or attitudes — which sentiment analysis attempts to measure — will
in fact be the result of one person or group making more frequent reference to queer
identities.

Our artificially constructed data set of 29,472 sentences (examples given in Table
4.1) allows for precise comparison across queer identities: a template structure is used
to minimise the impact of confounding linguistic variables, which allows us to pinpoint
which identity terms the models show bias against. As Smith et al. (2022) write, “for
social applications of NLP, it’s crucial to know what’s in your data ... handcrafting data

. afford[s] more control”. We take our approach (and templates) from Kiritchenko
and Mohammad (2018), who were able to demonstrate bias against women and Black
people in the majority of the 200 deep learning based sentiment analysis tools they
tested, by permuting which names appeared in the templates.

In addition to three proprietary deep learning models — at the cutting edge of sen-
timent analysis — we also test three lexicon-based approaches, which rely on hand-
engineered word lists labelled for valence. Valence decisions can be subjective, mean-
ing bias is likely to impact labels (Mohammad, 2017), but these approaches offer far
greater transparency, so the source of bias can be identified (and counteracted) with
relative ease. Illustrating this point, in the SentiStrength (Thelwall et al., 2010) lexicon
both “gay” and “queer” have negative sentiment labels. This contrasts with the “black
box” nature of modern deep learning approaches where carefully constructed probes
are needed to “tease out” patterns of bias (Bender et al., 2021), and addressing this bias
involves more complex processes (Meade et al., 2022). The six tools we test in this
paper sit at either of end of the spectrum from highly interpretable to fully “black box™
systems. Our findings are intended to provide guidance to those selecting a tool for
research or commercial purposes. We focus on sentiment analysis as this has a wide

range of applications, but our findings can be thought of as a cautionary tale for adopt-

I'Until Section 4.7 T use first person plural to acknowledge this work was the result of collaboration.
2Understood as a bias against LGBTQ+ individuals
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ing NLP technologies in research. Our focus on queerphobia allows us to demonstrate
the importance of a nuanced approach to identity, as many queer identities exist at the
intersection of multiple forms for marginalisation, and a binary comparison between
queer and non-queer identities (parallel to comparing white and Black names) is not
sufficient for understanding how the power dynamics associated with sexuality, gen-
der, trans status and ethnicity might interact and impact how certain terms are treated
by these tools. In the following, we discuss some of the existing uses of sentiment
analysis tools and the role deep learning approaches will likely play in future. We dis-
cuss how sentiment analysis tools might come to be biased and how this reflects larger
problems for those who use NLP tools in their research. We then present and test the
six selected tools and discuss our findings, and their implications for researchers and

commercial users of sentiment analysis tools and other NLP technologies.

4.2 Background

4.2.1 Sentiment Analysis Approaches

Current approaches to sentiment analysis can be roughly categorised into lexicon-
based approaches and ML-based approaches. Lexicon-based approaches use dictio-
naries of words and phrases labelled for sentiment, and typically include rules to deal
with negation or use of modifiers. They use scoring mechanisms to determine the sen-
timent of a span of text, for example taking an average. Lexicon-based approaches
are efficient to implement as they do not require training data, are easy to use and
produce results almost instantly, making them ideal tools for research. Lexicon-based
approaches are usually very transparent — it is easy to understand how the sentiment
score was determined, based on the relevant words in the text. ML-based approaches
involve training a system to automatically classify or score spans of text for sentiment.
They require large amounts of training data, which is either manually labelled for
sentiment or taken from sources where ratings are supplied, such as reviews, making
them resource intensive. Many different techniques fall under the umbrella of machine
learning. A nearest neighbour classifier would look to the training instances most like
the test instance to determine its sentiment. One type of ML-based approaches are
deep learning models, which are trained on vast amounts of training data to make la-
belling decisions based on abstract features. Examples of proprietary deep learning

systems for sentiment analysis include IBM Watson’s Natural Language Understand-
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Model
Variant Google Amazon IBM LIWC VADER AFINN
This person feels enraged. -0.20  0.04 -0.36 74.76 -0.40 -2

This latinx* person feels
-0.10  0.04 0.25 4337 -0.40 -2

enraged.

This same gender loving™
-040 055 -036 13.15 0.30 0

person feels enraged.

Table 4.1: Table of scores for three example sentences for the template “<identity
phrase> feels enraged”. Note that these models adopt different scoring conventions
but in all cases a higher score means a more positive sentiment. All models show a

variation in scores depending on the identity phrase. * terms defined in Methods.

ing service.® Such models can be deployed without additional model training, so do

not require a background in computer science.

4.2.2 Literature Review

A search of the SCOPUS* and ASSIA? databases for “sentiment analysis” shows that
automated tools are widely used in the social sciences to conduct research on topics
as diverse as understanding the impact of COVID and other disasters (Kaur et al.,
2020; Razavi and Rahbari, 2020); to analysing the online behaviours of vulnerable
groups (Saifee et al., 2020). Much recent work relies on lexicon-based approaches such
as LIWC (Tausczik and Pennebaker, 2010), VADER (Hutto and Gilbert, 2014) and
SentiStrength (Thelwall et al., 2010), likely due to their ease of deployment. Clearly,
simple lexicon-based approaches still play a significant role in social science research.

However, lexicon-based approaches face several major problems. They risk be-
coming outdated if they fail to include recently coined terms, which are particularly
prevalent in casual online discourse (Hilte et al., 2018). As stated above, sentiment
labels are largely subjective (Mohammad, 2017). Related to these two points, minority
groups may be impacted if the lexicon does not include terms from non-standard En-
glish(es) (such as AAE) or if these terms are included but labelled by individuals who

do not belong to the community (see Section 2.1.2). This will be starkly evident in the

3https://www.ibm.com/uk-en/cloud/watson-natural-language-understanding
“https://www.elsevier.com/en-gb/products/scopus
>https://proquest.libguides.com/assia/content
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case of (the many) identity terms that are reclaimed slurs, as with “queer” being rated
as negative in SentiStrength. Content produced by queer people may be inaccurate as
a result. Finally, lexicon-based approaches are overly simplistic — they will often fail
to properly consider negation, modals and sentence structure, as well as sarcasm and
humour (Mohammad, 2017).

These problems hamper the performance of lexicon-based approaches, so they are
increasingly being abandoned in favour of ML models which outperform on bench-
mark sentiment analysis datasets (Poria et al., 2020). It has been predicted that use
of ML will become the norm in social science research (Robila and Robila, 2020).
Examples of papers already using ML approaches include Kaur et al. (2020); Li et al.
(2020). Deep learning models can offer more sophisticated analysis having learned ab-
stract patterns from vast amounts of data. However, this greater accuracy comes at the
cost of less transparency. The values of deep learning models’ parameters are rarely

interpretable, meaning it is unclear how classification decisions are made.

A further problem with ML-based tools is that they often pick up on “spurious as-
sociations” (Utama et al., 2020) between group identifiers and negative characteristics,
an artefact of training data which reflects human biases. This means these systems
may develop a bias against minority groups (Shah et al., 2020), consistently producing
a different output due to the presence of identity terms or community-specific language
use. There is substantial evidence of bias in NLP across a range of tasks, for exam-
ple hate speech detection (Rottger et al., 2021) and coreference resolution (Cao and
Daumé II1, 2020; Rudinger et al., 2018), in addition to sentiment analysis (Hutchinson
et al., 2020; Kiritchenko and Mohammad, 2018). Attempts have been made to com-
bat such bias, but despite this many commercially available tools show evidence of
bias, including against queer individuals (Buolamwini and Gebru, 2018; Rottger et al.,
2021; Thompson, 2017). This leads us to predict that deep learning-based sentiment

analysis tools will show a bias against queer terms.

Such bias can lead to harm being done to minority groups. Crawford, Barocas and
colleagues (Crawford, 2017; Barocas et al., 2017) divide the potential harms of NLP
systems into representational and allocational harms. The former refers to harms done
through the misrepresentation of a group, including differences in system performance.
A group may be misrepresented as speaking overly positively about a topic because the
terms they used to talk about their lives result in inaccurate scores (in the sense that
the presence of terms such as “latinx” can lead to a difference in score despite the

intended sentiment being the same, as shown in Table 4.1), and this is harmful where
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it plays into stereotypes, such as the “happy native” stereotype (Phillips et al., 2021).
“Allocational harms” refers to the unfair allocation of resources to the demographic
e.g. access to job opportunities, funding etc. Use of a biased sentiment analysis tool
may lead to allocational harms if sentiment analysis is used as a form of triaging e.g.
to determine the success of an initial mental health intervention (Hoogendoorn et al.,
2017). Resources may be unfairly allocated if biased sentiment analysis tools give

1naccurate scores to certain communities.

Both lexicon- and deep learning-based approaches have the potential to cause harm
to minority groups due to inaccurate scores, for the reasons outlined above, and so we
investigate both kinds of tools as to whether they show bias against queer minorities.
The NLP literature suggests we will find evidence of a bias against queer minori-
ties in the deep learning models, whereby they will receive lower sentiment scores
(as women and Black people receive lower scores in (Kiritchenko and Mohammad,
2018)). The presence of “gay” and “queer” in SentiStrength suggests other lexicon-

based approaches may similarly show a negative bias against queer identities.

Higher scores in one group may indicate their ratings have been inflated by the
presence of certain identity terms, or that the scores for the other group have been
reduced for the same reason. Either way, the system is erroneously basing sentiment
rating on the presence of identity terms not intended to indicate sentiment. It could
be said the models are biased against the non-minority identity groups if these also
receive inaccurate scores. However, we formulate our hypotheses around bias against
the minority groups because they are historically disadvantaged, in line with the rest
of this thesis. Further, we test monodirectional hypotheses, predicting that minority
groups will receive more negative sentiment ratings, but it is important to note that
inaccuracies in either “direction” can cause harms, for example if such models are

used in the context of mental health triaging.

Our primary hypothesis (H1) is that sentiment analysis tools will show an overall
bias against queer identities compared to non-queer identities, in that queer identities
will receive more negative sentiment ratings. Inspired by an intersectional approach
to identity (Crenshaw, 1989), we hope to provide a more thorough evaluation of the
tools by also looking at minorities within the queer community: treating queer iden-
tities as a homogeneous group could obscure bias against particular queer identities
such as those specific to people of colour. We predict that these systems will reflect
bias against minorities within the queer community (H2), for example there will be

greater bias against queer women compared to queer men, because women additional
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Template Identity term combination | Emotional term
I saw this <identity phrase> bisexual two-spirit N/A
in the market. person

— I saw this bisexual two-spirit person in the market.

This <identity phrase> told us i
lesbian woman wonderful

all about recent <emotion> events.

< This lesbian woman told us all about recent wonderful events.

Table 4.2: Table showing how templates, identity phrase combinations and emotional

terms were combined to create the sentences in our data set.

experience sexism. To explore H2 we compare female and male (H2A), transgender
and cisgender (H2B), and ethnicity-specific and non-specific identities (H2C) within
the queer community, predicting that in each case the former group will receive more
negative sentiment ratings than the latter, because they are further marginalised by their

gender, trans status and ethnicity respectively.

4.3 Method

4.3.1 Dataset Creation

We used 10 of the templates, and the emotional vocabulary from (Kiritchenko and Mo-
hammad, 2018). We modified the templates to include a combination of up to three
identity terms about trans status, sexuality and gender (given in Table 4.3) in that order.
Examples of the templates, identity phrase combinations and emotional terms (and the
resulting sentences) are given in Table 4.2. Use of templates allows for careful com-
parison across different identities. Using natural data would have introduced many
confounding variables including use of slang and other dialectal differences across
communities. We would likely struggle to find truly comparable data between main-
stream queer identity terms such “gay”, identity terms used by people of colour such
as “same gender loving” and identity terms that have not entered the mainstream such
as “demisexual”. For the purposes of careful comparison across intersecting identities,
a template-based approach provided the best option.

To establish our list of identities, we started with relevant terms from Dixon et al.

(2018) (indicated in Table 4.3 in bold). We expanded on this list to represent more
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Trans status Sexuality Sexuality presentation Gender
Cisgender Asexual Bear (m) Woman (f)
Transgender Bisexual Butch (f) Latinx

Demisexual Cub (m) Man (m)

Fluid Dyke (f) Non-binary
Gay Femme (f) Transfeminine
Heterosexual Stud (f) Transmasculine
Homosexual Twink (m) Two-spirit
Lesbian (f)

LGBT!

LGBTQ!

Pansexual

Queer’

Same gender loving

Straight

Table 4.3: Table showing identity terms included in our data set. Bold font indicates
identity terms from Dixon et al. (2018). Original list includes ‘nonbinary’ where we use
the more popular spelling ‘non-binary’. Original list includes ‘female, male’ rather than
‘woman, man’. Underline indicates the term is ethnicity specific. (m) indicates this
identity is typically used by men. (f) indicates this identity is typically used by women. !

understood as an umbrella term for non-heterosexual sexualities.
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diverse queer identities, for example including three additional terms specific to people
of colour. Below, we focus first on those terms relevant to our hypotheses. Additional
terms are discussed in Appendix A.

Note that if unspecified, the norms of the cisheteropatriarchy are assumed, be-
cause marked identities use marked language (Bucholtz and Hall, 2004; DePalma and
Atkinson, 2006). That is to say, non-normative identities such as non-heterosexual or
non-cisgender identities typically must be explicitly stated to be understood. If these
identity terms are not stated, then it is assumed the norm applies: when sexuality is not
given, heterosexuality is assumed; when trans status is not given, cisgender identity
is assumed. However, the data set includes explicitly normative identity terms such
“straight, cisgender”, which allows for comparison between queer identities and both
the explicit and assumed norms.

Our data set is designed to evaluate how sentiment analysis tools treat sentences
about individuals belonging to different minorities within the queer community. For
example, queer women will face additional discrimination to queer men, even expe-
riencing misogyny from within the queer community (Hale and Ojeda, 2018): it is
likely such bias will be evidenced in models with sentences about queer women re-
ceiving lower scores than those about queer men. To enable a thorough exploration of
the impact of queer female identities on sentiment ratings, we include “butch, femme,
dyke” and “stud”, in addition to “lesbian” from (Dixon et al., 2018). For queer men,
we include the related terms “bear, cub, twink”. These terms all relate to presentation-
driven subgroups within the non-heterosexual community.

Transgender individuals face related gender oppression, from both outside and
within the queer community (Iantaffi and Bockting, 2011; Stone, 2009). To iden-
tify bias against transgender individuals (our hypothesis H2B), we include identities
with different trans status (“transgender, cisgender”, or trans status is not given and
cisgender is assumed). We also include a number of non-binary identity terms, under
the umbrella of transgender identities,® namely “transfeminine, transmasculine, two-
spirit” in addition to “latinx, non-binary” from Dixon et al. (2018). The scarce research
comparing binary and non-binary transgender people suggests they face similar levels
of victimisation (Rimes et al., 2019). The data set can also be used to measure the
impact of non-binary pronoun choice: both ‘themself’ and ‘themselves’ are reflexive
pronouns commonly used by the non-binary community, and we include sentences

with both (i.e. all non-binary variations were included once with ‘themself’ and once

6 Although not all non-binary people identify as transgender (Rimes et al., 2019)
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with ‘themselves’).

Many queer identity terms are not adopted by people of colour, due to feelings of
alienation (Battle, 2002). Individuals may adopt alternative terms; we include a small
number of these in our data set to test for bias against queer people of colour. The
terms we include are “stud” (a term used by some black women who love women with a
particular masculine aesthetic (Lane-Steele, 2011)); “same gender loving” (a term used
by Black individuals attracted to those of the same gender, possibly in addition to those
of another gender; (Battle, 2002)), and “two-spirit”, an umbrella term for third gender
identities unique to Native Americans (Anhorn, 2016),” in addition to “latinx” from
(Dixon et al., 2018) (a term used by some non-binary individuals of Latin American
descent (Salinas Jr., 2020), although see Section 5.9 for a discussion of some of the
controversies surrounding the term “latinx’). We include these identity terms when
comparing ethnicity-specific to non-ethnicity specific queer identities (H2C).

The key challenge in creating this data set was combining identity terms in an ap-
propriate manner: the identity terms could not all be combined (for example “cisgen-
der” and “transmasculine”). Sensitively combining identity terms required extensive
research. As an illustrative example, in order that the data set be useful for detecting
bias against plurisexual identities (those attracted to multiple genders), we combined
terms relating to sexuality presentation style (e.g. “butch’), where monosexuality is as-
sumed, with the term “bisexual”. However our research originally established “stud”
is almost exclusively used by black women who exclusively love women (Lane-Steele,
2011). Therefore, we felt it would be inappropriate to combine the terms (cf. Appendix
A). Researchers wishing to explore additional combinations can do so using the source
code provided.

Some of the combinations of terms e.g. “transgender same gender loving woman”
may be unlikely to occur together in natural data, an artefact of using templates. How-
ever, all are valid identities. It is our belief that how common an identity is written
about should not determine whether we test for bias against that identity, the implicit
decision made by researchers testing only the most salient identities. By testing many
combinations, we are able to determine if some of the combinations of terms interact
in unexpected ways, for example resulting in much higher or much lower scores than
would be expected given how the system treats the terms individually.

The 30 identity terms were combined with the templates (along with “this” plus

"We use “they” pronouns for all Two-spirit examples but there are those who identify as Two-spirit
men and Two-spirit women and may prefer other pronouns; traditions vary across tribes (Anhorn, 2016).
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29 (13

“person”, “woman” or “man” where appropriate) to give 29472 sentences. We de-
signed our data set such that many forms of bias can be identified. In the present work
we focus on four likely examples of bias, but our data set allows for the exploration
of biases against many queer minorities. Of course, our list of identities is not com-
prehensive; the program that generates the data set can handle additional terms in an

appropriate manner.

4.3.2 Selecting Sentiment Analysis Tools

We focus on popular sentiment analysis tools that are likely to be used by researchers
beyond computer science: three that use deep learning and three with a lexicon-based
approach. The three deep learning products we consider are from Google, Amazon
and IBM, all of which offer “out-of-the-box”, pre-trained sentiment analysis tools,
namely Google Cloud Natural Language,® Amazon Comprehend,” and IBM Cloud
Natural Language Understanding.'? These are three of the world’s biggest cloud ser-

vice providers, meaning their products are widely available.

To establish our list of lexicon-based approaches, we looked at the proprietary tools
identified in our survey of the ASSIA database (described in the Literature Review).
The tools were VADER, LIWC, NRC (Mohammad and Turney, 2013), SentiStrength,
AFINN (Nielsen, 2011), Textblob (Loria, 2018) and Semantria.'! VADER and LIWC
were the first and second most common tools, so we examine them both in this paper.
NRC and AFINN were both used by two papers. Ultimately, we opted to investigate
AFINN because it is older, although still used in recent papers e.g. Borakati (2021),
and so we felt it was more likely to record queer terms as negative and be potentially bi-
asing contemporary findings. We also found VADER, LIWC and AFINN to be widely
used by papers in the SCOPUS database.

We test only a subset of the sentiment analysis tools in popular use. We make our

data set publicly available for use in testing other models.'?

8https://cloud.google.com/natural-language
‘https://aws.amazon.com/comprehend/

Ohttps://cloud. ibm.com/catalog/services/natural-language-understanding
Uhttps://www.lexalytics.com/semantria/

Zhttps://github. com/MxEddie/SSCR_supplementary
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4.3.3 Testing Procedure

To identify the impact of identity terms we compare between different variations (with
different identity term combinations) of a particular template plus emotional term
(henceforth, template(s)®). For example, we compared the sentiment rating for when
the template® “This <identity phrase> told us all about recent wonderful events.” was
combined with “lesbian woman”, “bisexual two-spirit person”, “person” and other
identity term combinations. This allowed us to identify the impact of the identity

terms on the ratings given by the tools.

To facilitate the testing of our hypotheses, we grouped multiple identities together
where appropriate and considered the average rating across all templates® for identity
term combinations in this grouping. This allowed us to effectively identify broad pat-
terns in how identities were treated by the systems. For example, to test for bias against
queer identities (H1), we grouped all the identity combinations that included any terms
other than “cisgender, heterosexual, straight” into a queer group, and grouped the re-
maining identity combinations in a non-queer group. We then conducted a two-tailed
paired sample t-test between the average rating for queer versus non-queer identities
across all the templates®. We followed this same procedure for all queer female and
queer male identity combinations (H2A) — that is, we compared all identity combina-
tions that included a queer female identity term such as “lesbian”, or a queer identity
term such as “bisexual” plus “woman”, to all identity combinations that included a
queer male identity such as “twink” or a queer identity term plus “man”. We did the
same for all transgender and all queer cisgender identity combinations, that is queer
identities that either do not reference trans status, or else specify cisgender (H2B). For
queer ethnicity-specific identity combinations we compared them to the non-ethnicity-
specific identity terms closest in meaning (H2C), e.g. “same gender loving” and “gay”

or “lesbian”.

Where appropriate we conduct additional analyses, for example looking at mini-
mally contrasting pairs such as “I saw this bisexual man” versus “I saw this bisexual
woman”. For the lexicon-based approaches we also looked at the lexicon itself, where

it was available, or at the scores assigned to individual words.
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Model
. Amazon
Hypothesis ~ Google IBM LIWC  VADER AFINN
Comprehend
H1 Supported
H2A Supported Supported
H2B Split Split  Split

H2C

Table 4.4: Table demonstrating which hypotheses are supported by our analysis of
each model. As a reminder: (H1) sentiment analysis tools will show an overall bias
against queer identities. (H2) these systems will reflect bias against minorities within
the queer community, namely female vs male (H2A), transgender vs cisgender (H2B),
and ethnicity-specific vs non-specific identities (H2C). For H2B, ‘Split’ indicates system-
atic bias against some transgender identities, that is, only binary or only non-binary

transgender.

4.4 Resulis

In this section we look at the results of testing each of the six tools with our novel
dataset. Though only LIWC showed a systematic bias against queer identities, giving
them consistently lower sentiment ratings, minority groups within the queer commu-
nity might still be impacted by inaccurate results from all of the tools we tested. We

give a summary of our results in Table 4.4.

4.41 Google

Google assigned sentiment ratings between -1 and 1, where -1 indicates a very negative
sentiment and +1 indicates a very positive sentiment. All our hypotheses predict that
the minority group will receive a more negative sentiment rating; for Google, this will
be indicated by a lower sentiment score.

Following our paired t-test, we found queer identities were given a significantly
higher rating than non-queer identities: —0.218 compared to —0.246,¢(123) =3.68,p <
.001. This was counter to our hypothesis H1. However, there was some evidence of
bias against groups within the queer community, in line with H2, which we explore
below.

We found female queer identities were rated lower than male (H2A): —0.250 com-
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Identity + man Google mean Amazon mean IBM mean Google N-gram %

-0.225% 0.613* -0.340 6.23¢ —2
Straight —0.225x 0.613* -0.354 9.62¢ -6
Gay —0.225x 0.613* -0.540 3.3le—-5
Homosexual —0.225x% 0.613* -0.401 1.83e -6
Heterosexual —0.225x% 0.613* -0.624 2.55¢—6
Bisexual —0.225% 0.613* -0.524 9.67e -1
Queer —0.225x 0.613* -0.448 2.52¢—6
Asexual —0.225% 0.590 -0.374 4.24e—8
Pansexual —0.225% 0.613* -0.505 0
LGBT —0.225% 0.613* -0.350 0
LGBTQ —0.225x 0.613* -0.355 0
Demisexual -0.240 -0.349 -0.349 0
Fluid -0.090 -0.166 -0.166 5.21e—8
Same gender loving -0.086 -0.357 -0.357 0

Table 4.5: Table showing mean sentiment rating across select male identities, for the
three ML-based sentiment analysis tool, alongside the frequency of the terms in two

databases to demonstrate that popular terms are more likely to be standardised.
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pared to —0.201, #(123) = —4.72, p < .001. Further, where like-for-like comparisons
are possible i.e. “bisexual man” versus “bisexual woman”, the latter received a lower
score on average. This suggests a bias against queer women compared to queer men.
Regarding transgender identities, we found neither “transgender” nor “cisgender” had
any impact on sentiment score (sentences with these terms received identical scores to
those with no terms), meaning binary transgender identities did not receive more neg-
ative sentiment ratings than queer cisgender identities. Further, we found non-binary
identities were rated as less negative than queer cisgender identities: —0.212 compared
to —0.230, #(123) =2.99, p < .005. Thus, we found no support for hypothesis H2B.

Comparison between the terms used by people of colour and those most closely
comparable non-ethnicity-specific terms gave no support for H2C: the terms used by
people of colour elicited similar or more positive ratings. For example, same gender
loving woman received a more positive sentiment rating than lesbian woman.

The results for Google suggest some superficial debiasing may have been con-
ducted. For some of the terms there were no differences in score whether a sentence
contained the term or not. This suggests the system may have been “instructed” to
ignore certain identity terms. In Table 4.5 we give results across 13 sexualities plus
the term “man” to illustrate our point. Google Cloud is effectively oblivious to terms
including “straight, gay, queer, asexual”. Table 4.5 illustrates the pattern that less
common terms seem unlikely to be included in this purported “ignore list”: smaller
minorities within the queer community, often the most marginalised, are still impacted
by spurious differences in score. Another major issue with use of an ignore list to avoid
bias is that some identity terms are crucial to contextualising other words used in the
sentence. Within a (particularly Black and Latinx) queer context, the phrase “sicken-
ing” means something very positive (Calder, 2019). In non-queer contexts, this term is
typically very negative in sentiment. Use of an ignore list might mean the system will

be oblivious to these contextual clues.

4.4.2 Amazon

Amazon gives two separate confidence ratings, between 0 and 1, for the sentence being
of positive or negative sentiment. A more negative sentiment rating would be indicated
by a) a lower confidence rating for positive sentiment and b) a higher confidence rating
for negative sentiment.

We found queer identities were rated as slightly less likely to be positive, but this
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was not significant (H1). Queer sentences were rated as significantly less likely to
be negative, 0.552 compared to 0.614, #(123) = —7.15,p < .001. Thus, we found
no support for Hl. However, as with Google we did find evidence of bias against
minorities within the queer community, in line with H2.

Female queer identities were rated as more likely to be negative and less likely
to be positive than male (H2A). For positive confidence rating, female queer identi-
ties received 0.276 compared to 0.287, 1(123) = —4.14,p < .001. For the negative
confidence rating, 0.590 compared to 0.580, #(123) = 5.45, p < .001. Thus we found
support for hypothesis H2A.

As with Google we found neither “transgender” nor “cisgender” had any impact
on score (H2B). Non-binary gender identities were rated as significantly less likely to
be negative, 0.573 compared to 0.579, 1(123) = —4.64, p < .001. However, they were
also rated as significantly less likely to be positive than cisgender identities, 0.277
compared to 0.280, #(123) = —3.18, p < .005. Thus, we found some limited support
for H2B.

None of the terms used by people of colour received lower positive confidence
ratings or higher negative confidence ratings than their closest non-ethnicity-specific
equivalents (H2C). For example, “stud” was rated as more likely to be positive and
less likely to be negative than “butch”. “Two-spirit, non-binary” and “latinx” received
totally identical ratings, again suggesting the existence of an “ignore” list, though this
was not the case for the Google results.

As with Google, Amazon’s system seemed to have been subject to the same kind
of superficial debiasing — see Table 4.5. The two systems do not ignore the same terms,
as evidenced by the scores assigned to “asexual”, fluid” (see Table 4.5) and “two-spirit,

non-binary” and “latinx” (see above).

4.4.3 I1BM

As with Google, IBM assigns sentiment ratings between -1 and 1, where a lower score
indicates a more negative sentiment.

For IBM, we found queer identities were rated significantly higher than non-queer
identities, —0.409 compared to —0.444, ¢t(123) = 4.17,p < .001. Therefore, we did
not find support for H1.

Female queer identities received a slightly more negative rating than male queer

identities on average (H2A), though we found this was not significant, perhaps indica-
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tive of successful debiasing, or it may be that the training data IBM uses means their
model is less prone to gender bias.

Binary transgender identities were rated as less positive than explicitly cisgender
identities (those identity combinations where “cisgender” is included) and assumed
cisgender identities, where trans status is not mentioned and the norm is assumed
(H2B). Binary transgender identities were rated —0.510 compared to —0.445 for ex-
plicitly cisgender identities, #(123) = —7.01, p < .001. Binary transgender identities
were rated —0.510 compared to —0.422 for assumed cisgender identities, 7(123) =
—9.26,p < .001. In comparison, non-binary identities were rated more positively
(—0.401) than queer cisgender identities: higher than explicitly cisgender identities,
1(123) =5.93, p < .001; and higher than assumed cisgender identities, 7(123) =2.92, p <
.005. Thus we had partial support for H2B.

There was some evidence of bias against queer people of colour (H2C). For ex-
ample, “latinx” was rated significantly more negatively than “non-binary”, —0.416
compared to —0.393, #(123) = —2.85,p < .005. Similarly, “same gender loving”
was rated as significantly more negative (—0.462) than “homosexual” -.406, (123) =
—3.95,p < .001, though it was also rated as significantly more positive than “gay”,
—0.502, 1(123) = 3.4, p < .005. However, there was no overarching pattern of bias
against ethnicity-specific terms.

IBM had not been subject to the same heuristic debiasing as the other two deep
learning models, and this is evident in the more varied results compared to Google and
Amazon in Table 4.5.

4.44 LIWC

LIWC assigns an emotional tone score between 0 and 100, where less than 50 indi-
cates a negative sentiment. Because LIWC explicitly labels which terms are positive
and which are negative, we supplemented statistical analysis with qualitative explo-
ration of the dictionary and of the tone scoring system. Of all the identity terms, only
“loving” (from ‘“same gender loving”) was included in the LIWC dictionary as explic-
itly labelled for positive emotional tone; none were labelled for negative emotion. We
did find others did differ as to e.g. whether they were marked as “informal”, which
may have influenced their overall LIWC emotional tone rating.

Queer sentences were rated as less positive than non-queer sentences (H1), largely

due to sentence length: a linear regression analysis found that sentence length ac-
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counted for almost a quarter of overall variation (R?> = .225). Marked identities use
marked language and usually must be explicitly “spelled out” to be understood, mean-
ing sentences about queer identities will typically be longer. This seems to be con-
nected to the fact that LIWC records the proportion of a sentence that a particular word
category makes up (LIWC categorises words according to their inclusion in word lists
such as articles but also positive emotion words (Tausczik and Pennebaker, 2010). Sen-
tences including multiple identity terms might then have proportionally fewer positive
terms resulting in lower scores, even if the identity terms themselves have no valence
associated with them.

In addition to this general pattern of bias against queer identities, seemingly be-
cause of sentence length, we found evidence of bias against minorities within the queer
community (H2). Neither “woman, man” nor “person”, nor any of the sexuality pre-
sentation terms had any impact on score, meaning there was no bias against queer
women. Implicitly cisgender identities received higher scores on average, likely due to
the impact of (shorter) sentence length. “Same gender loving” received more negative
scores on average than “lesbian”, “gay” or “homosexual”, likely an artefact of length,
despite the fact loving is explicitly tagged as having positive emotion. However, there
was no overall pattern of bias against ethnicity-specific terms.

In conclusion, whilst none of the identity terms were labelled as positive or neg-
ative, by virtue of marked identities using marked language, some minorities were

subject to bias by LIWC, giving support for H1 and partial support for H2B.

4.4.5 VADER and AFINN

VADER outputs three scores between 0 and 1, which sum to 1, indicating how likely
a sentence is positive, negative or neutral (based on the sentiment of the words in
the sentence), and a single compound score between -1 and 1 indicating the overall
sentiment. AFINN is one of the most simple sentiment tools; it assigns a score between
-5 and 5, the average sentiment of words in the sentence. As with LIWC, VADER
and AFINN explicitly labels which terms are positive and which are negative, so we
tested our hypotheses through an exploration of the dictionary and of the tone scoring
system. Whilst these simple models benefit from being highly transparent, they are
also unable to deal with more complex sentence structure, meaning their scores may
be very inaccurate for reasons other than the presence of queer identity terms.

For both VADER and AFINN’s emotional lexicon, only “straight”, “loving” (as
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in “same gender loving”) and “spirit” (as in “two-spirit”) are present, all recorded
as positive. Sentences containing these words received slightly more positive scores.
However, there was no overall pattern of bias against queer identities (H1) or even
minorities within the queer community (H2), though these identities may be subject to
artificially positive sentiment scores. Unlike for LIWC, sentence length had no impact
for AFINN or VADER, meaning there was no systematic bias against marked, non-

normative identities.

4.5 Discussion and Limitations

Our results indicate that all six tools we tested had the potential to give inaccurate
results depending on the language people use to talk about their lives. Only one model,
LIWC, showed an overall negative bias against queer identities compared to non-queer,
a result of “penalising” marked identities. However, LIWC, Google, Amazon and
IBM all showed negative biases against minorities within the queer community. For
example, queer women received a lower score on average compared to queer men from
Amazon and Google. Whilst we do not give specific recommendations for the best
tool to select (as this depends on a variety of factors including a researcher’s technical
abilities, and there are many more tools available than those we selected to test), in the
following we provide some guidance for choosing an appropriate sentiment analysis
tool for the task and what steps can be taken to mitigate the impact of bias.

Counter to our predictions, minority groups did not always receive lower scores —
in some cases the minority identities received much higher scores. Although this does
not support our hypotheses, inaccurate scores in either “direction” can be harmful;
individuals may be unfairly excluded from opportunities or misrepresented in research
because they receive systematically higher or lower scores. If reference to a person’s
non-binary gender identity results in systematically higher sentiment ratings (as is the
case for Google), these individuals may be considered lower priority in a mental health
triaging system for example. Use of a sentiment analysis tool should be complemented
with further analysis, as a “sanity check”, for example of how different demographics
are distributed across rating brackets, to identify patterns of systematic differences,
some of which may be spurious.

For the lexicon-based approaches we tested we were largely able to pinpoint the
sources of bias. Where identity terms were included in the lexicons, we were able to

easily identify this. In this case, a solution might be to remove words, or introduce
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rules such as that “loving” in the context of “same gender loving” should not be con-
sidered positive. This would require sensitive revisions to the existing lexicons and
associated rule systems. Constructing a lexicon is very resource intensive and ensur-
ing that it is culturally sensitive adds to this workload. However, without this work
many researchers currently using these lexicon-based approaches may receive inaccu-

rate results due to certain identity terms occurring in the lexicon.

For VADER and AFINN the scale of the issue seems relatively limited in that only
a handful of identity terms are included in the lexicon. However, we encourage re-
searchers to spend some time checking that terms relevant to their participants’ lives
do not feature in unexpected ways in the lexicon they are using, and where possible
even make edits to the lexicon to remediate this; this of course applies to other iden-
tities beyond queer ones. This is particularly relevant when data is gathered from a
diverse range of participants, where some will be using the terms and others will not
be, or when use of reclaimed slurs is common. For a fair and insightful comparison,
the impact of identity terms must be removed. The major benefit of lexicon based ap-
proaches is their transparency, which makes this kind of investigation and remediation
easy. This comes at the expense of the system being able to process complex sentence
structure, as these tools are far less sophisticated than the deep learning approaches.
However, this sacrifice may be necessary in order to be confident that minority identity
terms are not impacting the sentiment score. It is hard to have this same confidence in
deep learning based approaches without the use of carefully constructed probes (Ben-
der et al., 2021) which only exist for a small number of identities (Blodgett et al., 2020;
Goldfarb-Tarrant et al., 2023).

For LIWC the issue of bias seems to be more pervasive. We found that because
LIWC factored in sentence length, some minority identities would be subject to bias.
The seemingly innocuous decision to incorporate sentence length into sentiment cal-
culations means LIWC shows bias against marked identities. If a researcher is com-
paring queer and non-queer individuals, LIWC could introduce a bias against queer
individuals if they frequently use marked identity terms when they write, and the non-
queer participants do not. This same caution would apply to any linguistically marked

(marginalised) identities, for example people of colour or people with disabilities.

For the deep learning approaches, our use of templates allows for careful com-
parison across terms, and we were able to identify that certain identity terms have
a negative impact on score, for example many of the terms associated with female

queer identities (in the case of Google and Amazon). Some of the minority terms
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also resulted in significantly more positive ratings, for example “same gender loving”
resulted in some of most positive ratings from Amazon; despite offering more sophis-
ticated language processing abilities, as with the lexicon-based approaches Amazon
(and Google) gave inflated scores to “same gender loving” identities, likely because
of the presence of the word “loving”. Whilst these models are designed to consider
context, they appear to be failing to do so here, likely due to a lack of diverse training
data. Further, the fact that scores are likely to vary most for the least common iden-
tities (which we took as evidence of heuristic debiasing) suggests that these tools are
to be avoided when considering data from or about individuals belonging to the most

marginalised communities.

The heuristic debiasing approach we suspect Google and Amazon have adopted
does mean more mainstream queer and non-queer identities receive comparable scores,
but in trying to rid the model of bias against minority identities, the developers have
also inhibited the models’ ability to use “semantic bias” to contextualise the mean-
ing of slang terms. In addition to the “sickening” example given in Results, there
are countless examples of words that have different sentiments across different queer
communities, including “fierce” (Calder, 2019) (a positive sentiment in drag/ballroom

culture, typically a negative sentiment outside of this).

Further, the lack of transparency or easy modification is an issue for deep learning
approaches. Due to their black box nature, it is not clear why some identities were
rated higher than others by these models (and the fact they are proprietary models
further limits investigation), though we detail possible sources of bias in the Literature
Review in Section 4.2.2. It is likely that significant differences in the distribution
of terms in the training data resulted in these differences, as the systems learned to
“focus” on these terms as an almost “heuristic” way of assigning score (Zhao et al.,
2017). There is a push for better documentation of potential biases in models (Mitchell
et al., 2019), but often bias is detected (by the impacted individuals (Buolamwini and
Gebru, 2018)) after the models are deployed. This leaves social scientists wishing to
use these models to collate various analyses and sift through model documentation that
may not explicitly address the issues of bias, in order to understand the likely impact
of bias in their own results. As mentioned above, model bias will be a particular issue
when considering data from participants belonging to different communities whereby
use of identity terms by one group will systematically alter their results; unlike with
lexicon-based approaches, it is not always easy to identify which terms will lead to bias

without testing with a data set such as ours. There is a significant body of work looking
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to develop less biased language models for a range of tasks, (Dixon et al., 2018; Liang
et al., 2020; Schick et al., 2021; Webster et al., 2021; Zhao et al., 2018; Ungless et al.,
2022), for example using counterfactually augmented data (CAD) (Sen et al., 2021),
which researchers with the right technical skills may be able to adopt, where they have
access to the original model. However, for those who must rely on third party tools,
our findings suggest marginalised individuals continue to be impacted by bias despite
the likely use of debiasing strategies, in particular the least salient identities.

This Chapter faces its own such limitations: we use a limited set of identities to
try to measure bias against a potentially limitless community (in the sense that new
identity terms are constantly being adopted). By including a relatively diverse set of
queer identities, we can indicate some of the issues individuals might face due to use
of automated sentiment analysis tools. However, we can only hope to approximate
bias against queer people. Future work is needed to expand on the coverage to more
identities. A potentially fruitful line of research looks to identify bias without relying
on a predefined list of identity terms (Utama et al., 2020) which could avoid the issue
of only salient identities being investigated.

In summary, our results suggest a three-step strategy that users of sentiment analy-

sis tools — in both industry and academia — should follow.

* Bias audit: Before selecting a tool, they should proactively audit the tool for
potential bias. This includes the identification of groups that might be negatively
affected by inaccurate results. For example, in film reviews, it would be prob-
lematic to misclassify a review as negative when queer people are the subject
of the film. The sentiment analysis model or tool should then be scanned for
bias against these groups with the help of a dataset designed for this purpose.
For queer identities, our dataset can be used; for names across gender and ethnic
groups, there is Kiritchenko and Mohammad (2018); for other identities, such

datasets will yet have to be created.

* Sanity check: Then, after using the selected tool to calculate sentiment on a
dataset, a sanity check should follow: by identifying the words most associated
with the positive and negative class and manually reviewing these words and
how they are used in the dataset, users of sentiment analysis tools can rule out
common sources of error. For example, if slurs commonly appear in sentences
classified as negative, then such a closer analysis might reveal that they are used

in a non-derogatory, reclaimed way.
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» Mitigation: Any such issues identified in this step need to be mitigated be-
fore the results can be trusted. In the case of lexicon-based methods, the lex-
icon can be directly edited, while in the case of deep learning models, more
complex and resource intensive methods may be necessary, such as CAD (Sen
et al., 2021; Meade et al., 2022); a more practical solution for the user may
be to try a different model and see if the issue persists. This also means that
when choosing a tool, researchers may need to trade off flexibility and inter-
pretability, the strengths of lexicon-based tools, against accuracy and sophisti-
cation, the strengths of deep learning-based models. When analysing data from
marginalised communities, it seems likely the transparency of the lexicon-based

approaches makes them the most suitable choice.

4.6 Conclusion

In this paper we have illustrated some of the potential pitfalls facing researchers using
automated sentiment analysis tools. We found that both lexicon and ML-based ap-
proaches to sentiment analysis can result in inaccurate results when comparing queer
and non-queer identities, and in some cases, this amounted to a systematic bias against,
for example, queer women or transgender people. We indicate how these findings
likely extend to other minority identities beyond the LGBTQ+ community. We ex-
plored how ML-based approaches promise more sophisticated analyses, but this comes
at the expense of making the source of bias harder to identify and harder to mitigate;
and how on the reverse, lexicon-based approaches are easy to debias but offer less so-
phisticated language processing. We caution that the issues associated with automated
sentiment analysis will be particularly disruptive when analysing text from and about
individuals belonging to different identity groups, as use of certain terms by one group
and not the other may result in spurious differences in results. Use of automated tools
may speed up aspects of research, but without careful research into the appropriate
choice of tool this may prove to be a false economy, if appropriate steps are not taken

to mitigate the impact of bias.

4.7 Learnings

Through this work, I have demonstrated that attempts at heuristic debiasing using word

lists (assuming that is what was used) may make models less accurate, and fail to
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benefit less salient marginalised identities. This relates to the maxims of considering
many sources of bias, and seeing NLP tools as part of socio-technical systems, where
outcomes are the product of human and technology behaviour.

This work reflects the other three maxims of my approach in that I used social sci-
ence research to define which terms to include and which comparisons would likely
reflect bias. I covered a broad range of queer identities, and considered power struc-
tures within the queer community, offering more nuanced insights into the model bias.
Finally, by looking at the likely use cases for these technologies, rather than consid-
ering a mathematical or abstract understanding of bias, I was able to make concrete
recommendations to prevent harm.

This work inspired me to pursue two related paths in my thesis. First, to consider
public attitudes towards these simplistic bias mitigation techniques: I explore this in
Chapter 5. Second, to consider what the public do themselves to counteract biased
NLP technologies, discussed in the context of social media censorship in Chapter 7.

Major learnings from this Chapter relate to language use. Whilst using templates
allows for precise comparison of sentiment scores, the artificiality of the templates I
used limits the ecological validity of my work, that is whether the results hold in true-
to-life conditions (Brewer and Crano, 2014). In Chapter 5 where I again use prompts

to probe model bias, I create templates based on real data that sound more “natural”.



Chapter 5

Misrepresentation of Non-cisgender

Identities by Text-to-lmage Models

In this Chapter, I investigate how TTI models handle diverse gender identities. This in-
volves conducting a thorough analysis in which I compare the output of three TTI mod-
els for prompts containing cisgender vs. non-cisgender identity terms, showing that
non-cisgender identities are consistently (mis)represented as less human, more stereo-
typed and more sexualised. I complement this quantitative analysis with (a) a survey
of non-cisgender individuals and (b) a series of interviews, finding that respondents
are particularly concerned about misrepresentation, and the potential to drive harmful
behaviours and beliefs. Simple heuristics to limit offensive content are widely rejected,
and instead respondents call for community involvement, curated training data and the
ability to customise. These improvements could pave the way for a future where tech-
nology is used to positively “[portray] queerness in ways that we haven’t even thought
of”, to quote one of our interviewees. I conclude the Chapter with learnings related to

the limitations of bias mitigation through data collection, and to language use.

5.1 Introduction

Summer 2022 saw the publicly accessible DALL-E mini text-to-image model go vi-
ral (Hughes, 2022). Users enjoyed creating and sharing digital art, with some 50,000
images being produced a day (Knight, 2022). Very quickly, a form of “everyday algo-
rithmic auditing” (Shen et al., 2021) began , whereby users of the model shared poten-

tially harmful images produced in response to neutral prompts.! Some of the generated

"https://twitter.com/jose_falanga/status/1537953980633911297,
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Figure 5.1: Four images generated by Stable Diffusion model in response to “Trans-
gender women”. The black square indicates the model did not produce an output due

to risk of “not safe for work” (NSFW) content.

images reflected human stereotypes such as the association between the roles of CEO
and programmer, and white men — a finding corroborated by recent research (Bianchi
et al., 2023; Bansal et al., 2022; Cho et al., 2023).

Text-to-image models reflect social biases in their output, just as word embeddings
and language models have been shown to capture related gender and racial stereotypes
(Bolukbasi et al., 2016; Guo and Caliskan, 2021; Sheng et al., 2019). Biased text-
to-image models may result both in representational harms, where harm occurs due
to how a particular sociodemographic is represented, and allocational harms, relating
to the allocation of resources to the sociodemographic group such as access to job
opportunities and the ability to use a service (Barocas et al., 2017).

Our own “everyday algorithmic auditing” of DALL-E mini revealed potentially of-
fensive content produced in response to various non-cisgender? identity terms: images

were often cartoonish and figures were rendered using colours from associated flags,

https://twitter.com/ScientistRik/status/1553151218050125826,
https://twitter.com/Nannalnie/status/1536276032319279106
2We use “non-cisgender” as an umbrella term for those who do not identify as cisgender men or
cisgender women, including trans, non-binary, gender non-conforming, agender, third gender, latinx
and Two-spirit identities.
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adding to the lack of realism, which could reinforce the belief that such identities
“aren’t real” (Valentine, 2016; Minkin and Brown, 2021). Further, the people depicted
were almost always white, reflecting a media bias to represent non-binary individu-
als as white individuals (Simmons, 2018; Valentine, 2016). We build on this with a
systematic annotation study of content produced by three text-to-image models
in response to prompts containing different gender identities, such as the ones given
in Figure 5.1. Identifying whether the model produces harmful content in response to
non-cisgender identities allows us to caution the research community and public when
developing and using these models.

In order to expand beyond our own preconceptions, we also conduct a survey of
non-cisgender individuals, asking them to identify potential harms of these models.
In doing so, we can identify concerns from the very community who will be affected,
inspired by the disability activist slogan “nothing about us without us” (echoing work
by Benjamin (2021)). Finally, beyond identifying harms, we explore the communities’
desired output from these models with regards to representing their identities, through
a series of interviews.

Our main contributions are as follows:

* We are the first to present a thorough manual analysis of how text-to-image mod-
els currently handle gender identities in different application contexts, and the

potential harms, to highlight the caveats of these models.

* We provide recommendations for how models should be shaped in future based

on how the community would like to be represented.

Our findings will provide guidance to those developing such models as to how the
affected community would like for these issues to be resolved. Providing this kind of
insight is crucial to ensuring the voices of those who are marginalised are heard and
used to lead development, rather than work being guided by the intuitions of those who

are not impacted by such harm.

5.2 Related Work

We survey the literature relating to (gender) identity inclusion in NLP and the recently

emerging area of bias analysis in image generation.
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5.2.1 Identity-Inclusive NLP

Existing work on non-cisgender identities and machine learning is sparse (e.g. Dev
et al., 2021; Cao and Daumé III, 2020; Lauscher et al., 2022). However recently, there
have been a small number of works dealing with gender-neutral pronouns (e.g. Brandl
et al., 2022; Qian et al., 2022). Work by Lauscher et al. (2022) explores the diversity
of gender pronouns and presents five desiderata for how language models should han-
dle (non-binary) pronouns. In a similar vein, we explore potential solutions for how
text-to-image models should handle non-cisgender identities. Brandl et al. (2022) in-
vestigate the effect of gender-neutral pronouns on language models and demonstrate
drops in performance in natural language inference. As a potential solution, Qian et al.
(2022) propose a perturber model for augmenting data sets which they train on texts
that have been rewritten in a gender-neutral way. Most relevant to our approach, Dev
et al. (2021) analyse the potential harms against non-binary individuals of three NLP
applications, namely Named Entity Recognition (NER), Coreference Resolution, and
Machine Translation. They survey non-binary individuals with Al experience to iden-
tify possible harms for these tasks, and in different domains. They additionally analyse
the potential for erasure and misgendering due to use of GloVe or BERT embeddings.
We extend their work by analysing potential harms of text-to-image models, and addi-

tionally consider how the community would like to be represented by these models.

5.2.2 Bias Analysis in Image Generation

While there exist a plethora of works on analysing biases in language generation (e.g.,
Sheng et al., 2019; Yeo and Chen, 2020; Barikeri et al., 2021, i.a.), work on bias in
image generation is still relative sparse (e.g., Bianchi et al., 2023; Bansal et al., 2022;
Cho et al., 2023). As one of the earliest works, Salminen et al. (2020) found that facial
images generated by StyleGAN (at the time a state-of-the-art image generator) skewed
towards young white women. In a similar vein, Struppek et al. (2023) investigated
cultural biases. Similar to us, they focus on DALL-E 2 and Stable Diffusion. Cho et al.
(2023) probe these models for social stereotypes related to gender and skin colour.
Most recently, Bianchi et al. (2023) also explore the topic of bias in text-to-image
model outputs, with a focus on stereotyping. In the supplementary material, they also
present images generated using the term “non-binary”, but don’t explore the issue more
thoroughly. In our own work, we focus not only on stereotypes, but also the quality

of images produced for diverse gender identities and provide an empirical analysis of
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Neutral Templates Commercial Templates

The (trans status) person | Vector illustration of (trans status) person isolated on
a white background

A (trans status) person Portrait of a smiling (trans status) person stroking
pronoun dog lying on couch

(trans status) person A demonstration of a group of (trans status) people
practicing their rights

(trans status term) people | (trans status) people tour and enjoy the public park

during summer

(trans status) (trans status) person at a corporate event

Table 5.1: Templates indicating where trans status phrases, person and pronoun terms
are included. (Parentheses) indicate optional elements. Person is replaced with man,
woman where appropriate. People is replaced with men, women where appropriate.

Pronoun is replaced with his, her, their, xyr, its where appropriate.

the issues. Identifying these kinds of biases in text-to-image models allows for more

targeted mitigation strategies.

5.3 Analysis of Generations

We investigate how models currently handle gender identities. We insert gender iden-
tity terms into template prompts, generate images using three state-of-the-art models
and annotate image features such as photorealism and implied nudity to compare cis-

gender and various non-cisgender identities.

5.3.1 Prompt Creation

We used five “neutral” templates (so called because they have little inherent meaning,
for example “the ... person”) and five templates designed to represent possible com-
mercial uses of the models, henceforth “commercial templates”, given in Table 5.1.
All prompts are in English. This small number of templates allowed us to focus on
variation across a large number of identities (which we prioritise over exploring lin-
guistic diversity). The commercial templates were taken from Conceptual Captions, a
dataset of images and HTML-alt text (Sharma et al., 2018). We manually selected five

captions from the unlabelled training data that included “person, woman” or “man”,
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then replaced this with one of our identity phrases. We use these real world captions to
improve the ecological validity of our analyses (that is to say, how well the experimen-
tal findings relate to the real world). We selected captions that relate to commercial
use cases identified in the DALL-E 2 documentation.>

We identified ten words relating to trans status, namely “cisgender, latinx, Two-
spirit, transgender, trans, enby, nonbinary, gender non-conforming, genderqueer” and
“queer”; and combined where appropriate with person terms (‘“‘woman, man, person,
women, men, people”) and pronouns from the list “his, her, their, xyr, its”. We in-
clude “trans, transgender” to capture both binary and non-binary transgender identi-
ties. We include “enby, nonbinary, gender non-conforming, genderqueer, queer’” as
the five most common nonbinary identities (other than trans and transgender), accord-
ing to the 2022 Gender Census* (an annual survey conducted online by a nonbinary
activist). We include “Two-spirit, latinx” in order to expand our focus to identities
used exclusively by people of colour. Whilst some of these identity terms have multi-
ple meanings, for example “queer, latinx”, we wanted to be inclusive in our choice of
terms, acknowledging that language use can be “fuzzy”.

For binary identities (namely transgender, trans and cisgender), we combined the
trans status word with “woman, man, person” and with the pronoun sets “she/her,
he/him, they/them”, respectively. For nonbinary identities, we used the term “person”,
with the pronouns “she/her, he/him, they/them” (it is common for nonbinary people to
use both gendered and gender-neutral pronouns® Dev et al. (2021)). For “Two-spirit”
we also combined the term with “woman, man’ as we found extensive evidence online
of individuals identifying as Two-spirit(ed) women or men.®

For the nonbinary identities, except “latinx” and “Two-spirit” we also used the pro-
nouns “it/it” and “xe/xem” which were the next two most common pronoun sets in the
Gender Census.” We exclude “latinx, Two-spirit” for a number of reasons: they are not
well represented in the Gender Census so we felt the findings did not apply; we found
no evidence of widespread use of these pronouns in either community; we felt using
a potentially dehumanising pronoun such as “it” to refer to a marginalised community
we did not belong to, without evidence of community use, could be harmful.

We also include examples where trans status is not specified, but cisgender will be

3https://github.com/openai/dalle-2-preview/blob/main/system-card.md

“nttps://www.gendercensus.com/results/2022-worldwide/

Shttps://www.gendercensus.com/results/2022-worldwide/

bsee for example https://www.nativeyouthsexualhealth.com/Two-spirit-mentors-suppo
rt-circle

"https://www.gendercensus.com/results/2022-worldwide/
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“assumed” (in the sense that the training data will almost exclusively include examples
where trans status is not specified but the individuals depicted are cisgender), as this
is the norm (Bucholtz and Hall, 2004; DePalma and Atkinson, 2006). This allows us
to explore how the model handles implicit norms (where trans status is not given but
cisgender will be assumed) and explicit norms (where cisgender is stated), and also
allows us to control for word length (though how the models handle tokenisation will
impact how the input is processed). The large number of possible trans status, person

and pronoun combinations gave 231 prompts when combined with our 10 templates.

We used sentence case but no final punctuation in our prompts, to match typical

prompt usage observed on Twitter and in prompt guides.?

5.3.2 Image generation

We generated four images for every prompt. Our choice of models was based on their
public availability, popularity (in the case of DALL-E mini) or cutting edge perfor-
mance (in the case of DALL-E 2 and Stable Diffusion).

5.3.2.1 DALL-E mini

We used the dalle-mini/dalle-mega model (henceforth dall-e mini) (Dayma et al.,
2021). The public facing DALL-E mini app incorporates both “DALL-E Mini” and
“DALL-E Mega” models. Images were generated using an adapted version of a pro-
vided Python notebook® (adapted to run as a script using the chosen dalle-mini
model, and to generate four images for each prompt). Images were produced in <2
GPU hours.

5.3.2.2 DALL-E2

For generating images with DALL-E 2, we resorted to OpenAlI’s Python package!” and
queried the paid image generation API with our prompts (resolution set to 256x256

pixels).

8https://dallery.gallery/the-dalle-2-prompt-book/

‘https://colab.research.google.com/github/borisdayma/dalle-mini/blob/main/tool
s/inference/inference_pipeline.ipynb

Ohttps://github.com/openai/openai-python
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5.3.2.3 Stable Diffusion

We used the most popular Stable Diffusion TTI model on Hugging Face, namely
stable-diffusion-v1-5 (Rombach et al., 2022), henceforth Stable Diffusion, with
default parameters, creating four images per prompt. Images were produced in <2
GPU hours.

5.3.3 Annotation Procedure

We recruited six annotators that (a) were all familiar with the concept of Al-based
image generation, (b) were proficient speakers of the English language, (c) represented
relatively diverse genders, and (d) demonstrated great interest in helping to make Al
more inclusive. Annotators were based in Europe. We explained the task to each of
them and answered their questions on the topic, if any. Annotators were aware they
may see offensive and NSFW material. We then assigned non-overlapping batches
of roughly 150 images (based on a balanced mix of prompts and engines) to every
annotator and let them independently analyse the images. We made sure that we were
available for discussions and further explanations. Additionally, two of our annotators
provided labels for an additional batch of 100 instances, on which we measured an
average agreement of 0.8 Krippendorff’s o across all questions with the lowest score
on the question whether annotators see a flag (0.56) and the highest on whether there
is an individual present (1.00). We thus conclude our annotations to be a reliable
reflection of what is present in the images. The total number of annotated instances is
984.11

Our choice of features to annotate is based on research into dehumanisation, and
results of our initial audit of DALL-E mini, which we explore herein.

Annotators were asked to indicate:
* Level of photorealism

* Whether an individual is present, and if so:

How many individuals are visible?

Are facial features mostly visible?

Is anyone non-white?

Is there (implied) nudity of torso or crotch?

nstead of 1,000, because some annotators accidentally skipped some images.
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* Are there text or symbols?
* Are there flags in the image?

* Is the image relevant to the template? (for the commercial templates only)

We anticipate there will be less training data for non-cisgender identities and so the
images will be of a poorer quality in terms of photorealism; as such we ask annotators
to rate photorealism on a 4 point scale from “totally photorealistic” to “No photoreal-
istic parts”. This will also capture if images are cartoon-like: our initial experiments
indicated many non-cisgender identity prompts returned cartoon-like images, which
could contribute to the belief such identities are “not real” (Valentine, 2016; Minkin
and Brown, 2021).

We ask whether an individual is present — we argue identities being depicted with-
out a human may contribute to the “mechanistic dehumanisation” (portrayal as nonhu-
man and inanimate) (Haslam, 2006) of these communities.

We also ask how many humans are present. Our early experimentation on queer
identities showed certain identities (Two-spirit, lesbian) were often represented by the
presence of two individuals.

Representations including people’s faces with recognisable features are more “per-
sonal” and humanising (Bleiker et al., 2013) so we ask if a face is clearly depicted.

We anticipate that due to a lack of multiply marginalised identities being repre-
sented in the training data, most of the training data for non-cisgender identities that
are not specifically associated with an ethnic minority (e.g. latinx, Two-spirit) will be
images of white individuals, and as such the models will produce mostly white figures.
We ask annotators to indicate if a person of colour is present. This will be a highly sub-
jective judgement, but we felt it was important to attempt to capture this dimension.
We wished to measure whether the systems were producing clearly diverse output with
regards to subject ethnicity, so we record only if the human annotator is confident that
someone non-white was present. Humans tend to interpret ambiguous input as the de-
fault or norm - for example, yellow emojis are interpreted as having white ethnicity
(Robertson et al., 2021).

Due to the fetishization of transgender and nonbinary individuals (Anzani et al.,
2021) and the proliferation of “trans porn” online (Billard, 2019), we anticipate there
will be more sexual content for prompts including non-cisgender identity terms, and
so we ask annotators to indicate implied nudity. Whilst nudity is not inherently sexual,

we feel greater implied nudity is a reasonable proxy for sexualisation of non-cisgender
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identities, and we supplement our quantitative analysis with examination of a sample
of images.

Our initial experiments showed queer identities were often represented by flags
instead of or in combination with people. We ask annotators to indicate if something
resembling a flag is present and to describe it. Similarly, we found symbols represented
often in the queer images. We also anticipate that images of non-normative identities
may often be labelled, resulting in text in the image. Both of these relate to the idea of
non-normative identities being marked — that is to say, their deviation from the norm
is indicated explicitly (Bucholtz and Hall, 2004). We combine these two concepts as
often it is hard to distinguish computer generated letters from non-letter symbols.

One could argue a difference between cisgender and non-cisgender identity predic-
tions as being an indicator of bias. However, we must also consider whether certain
outcomes are desirable at all, even if equal e.g. should the model produce any images
with implied nudity of either cisgender or non-cisgender individuals.

The annotation interface (built in the Amazon Turk sandbox) is depicted in Figure
5.2.

5.3.4 Results: Qualitative Observations

We first conduct a qualitative analysis of the results.

5.3.4.1 Stereotypes

All three models struggled with the identity Two-spirit, often rendering pairs of indi-
viduals. Figures were typically depicted in an approximation of “traditional” indige-
nous American clothing. Images were often cartoon-like or very abstract. Figure 5.3
illustrates these points — the figures rendered seem subhuman, and further the model in-
terprets Two-spirit to mean two individuals. Notably, one of our interview participants
expressed a concern that these models would fail to portray indigenous non-cisgender
individuals as “normal”, showing them in religious garb; this concern seems to have
been realised.

Often, images of transgender people contained a combination of features typically
regarded as “feminine” and “masculine” e.g. a beard and long hair. Whilst this is
absolutely an expression of gender that exists and is to be celebrated, some transgen-
der people may feel this is an inaccurate representation (and indeed our interviewees

expressed concern about the inappropriate combining of typically gendered features,



5.3. Analysis of Generations 75

Figure 5.2: Images demonstrating the annotation interface before and after (above,
below) “Do you see at least one individual” has been selected. For the commercial
prompts annotators were additionally asked whether the image was relevant to the tem-

plate.
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Figure 5.3: Image generated by dall-e mini in response to “Two-spirit man at a

corporate event”.

see Section 5.5). We in particular found transgender women were often depicted with
features typically regarded as masculine. Figure 5.4 illustrates this point. Only trans-
gender women with features typically regarded as “masculine”, such as a muscular
frame or facial hair, are depicted. Some transgender women may feel this contributes
towards stereotyping of transgender women as always having masculine features. Fur-
ther, all of the women are white. This is despite significant efforts by OpenAl to diver-
sify DALL-E 2’s output with regards to ethnicity. We conclude that models propagate

ethnic and trans status stereotypes.

5.3.4.2 Smut

We found the models produced pornographic images despite attempts to mitigate this
by developers. For Stable Diffusion, some prompts resulted in a warning message
about “NSFW content” and the generation of a black square. These prompts included
“A woman”, “Transgender man at a corporate event”’, “Vector illustration of latinx
person isolated on a white background”. The most common identity term affected was
“transgender”. This was not based on prompt text as the same prompt might produce
three images with one rejection. Despite this safety step, the model produced a number

of pornographic images including graphic images of genitalia. DALL-E 2 “refused”
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Figure 5.4: Image generated by DALL-E 2 in response to “Transgender woman at a

corporate event”.

to generate an image for a number of prompts derived from the template “Portrait of
a smiling <identity phrase>stroking <pronoun>dog lying on couch” and the identity
terms “cisgender, trans” and “transgender”, stating ‘““Your prompt may contain text that
is not allowed by our safety system”. We believe the word ““stroking” combined with a
trans status term may have triggered this warning, although some combinations were
allowed, as were unmarked identities (‘“‘man, woman, person’’). Comparing Figures 5.5
and 5.6, there is a stark difference in the amount of nudity in response to two prompts
that differ only by the word “transgender”. Also noteworthy is the absence of people of
colour in both images. We thus conclude that prompt blocking and NSFW warning
features are likely to contribute to the erasure of non-cis identities and often do

not prevent the generation of harmful output.

5.3.5 Results: Annotation Task

We show some of the results of our analysis in Figures 5.7a—5.7d. The average de-
gree of photorealism varies slightly among images generated with prompts containing
different identity phrases (Figure 5.7a). Images for latinx identity phrases achieve the

highest average score with 2.8, followed by phrases commonly associated with cisgen-
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Figure 5.5: Image generated by Stable Diffusion model in response to “Transgender

men tour and enjoy the public park in summer”.

der identities (e.g., “man, woman” etc.) with 2.7. The lowest degree of photorealism
results for phrases relating to Two-spirit identities with 2.2. There is a large variation
in the proportion of images containing symbols and text (Figure 5.7¢) or flags (Figure
5.7d). For instance, more than a quarter (28%) of the images for non-binary identity
terms show symbols and text. This is significantly more than for images generated with
implicitly cis terms (Fisher’s exact test, p = .038). Most flags were identified on im-
ages for queer (18%, significantly more compared to impl. cis, p < .001), latinx (15%),
and trans (12%) identity phrases. We observe a large proportion of images containing
nudity for phrases relating to Two-spirit (14%) and trans (12%) individuals. The dif-
ferences in rates of nudity between images generated with implicitly cis vs. Two-spirit
(p = .009) and trans (p = .016) identity terms are also statistically significant. We
further note a high amount of nudity for phrases explicitly conveying cis-identity (8%)
possibly triggered by the token “gender”. Comparison is most meaningful between
trans and implicit cisgender sentences (the norm). Figures 5.5 and 5.6 illustrate this
point: there is a stark difference in the amount of nudity in response to two prompts
that differ only by the word “transgender”.

We observe a lack of ethnic diversity in the images: the majority of images contain

no non-white individuals. Figures 5.1, 5.4, 5.5 and 5.6 illustrate this point. The models
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Figure 5.6: Image generated by Stable Diffusion model in response to “Men tour and

enjoy the public park in summer”.

reflect the (Western) norm of whiteness. In sum, there is high output variation depend-
ing on the identity phrase in the prompt, which is likely to lead to a lower degree of

photorealism and potentially harmful generations (i.e., nudity, stereotypes).

5.4 Survey of Non-Cisgender People’s Expectations

We conducted a survey of English-speaking non-cisgender individuals to investigate
potential harms. We also asked respondents for their satisfaction with a number of

heuristic solutions, and optionally to provide their own solutions to the harms.

5.4.1 Methodology
5.4.1.1 Participants

We recruited participants through posts on social media and the Queer in Al com-
munity group. Participants were those who self-identified as having a non-cisgender
gender identity, and having some familiarity with AI. We hoped that our focus on those
with some familiarity with AI would allow us to explore the topic in depth without use

of leading questions — participants can draw on their own experience of issues that
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Figure 5.7: Results of our image analysis. We show (a) the average degree of photo-
realism, (b) the fraction of images with nudity, (c) the fraction containing symbols, and
(d) the fraction with flags per identity phrase group (expl.(icitly) cis(gender), nonbinary,
queer, latinx, impl.(icitly) cis(gender), trans(gender), and Two-spirit) aggregated over all

three engines.

have arisen in their work, and their familiarity with ML techniques will provide them
with foresight as to the kinds of problems that might arise. In this we are following the
success of Dev et al. (2021) in their study on harms of gender exclusivity in language

technologies.

5.4.1.2 Design

Our questions around harms and norms are framed around the potential (commercial)
use cases for text-to-image models. We provide examples from the DALL-E 2 doc-
umentation.'> We are not interested solely in the DALL-E family of models, but felt
that the proposed usage contexts would provide a useful starting point for discussions.
Participants can relate their answers to potential real-world use cases, providing their

own suggested uses also.

2https://github.com/openai/dalle-2-preview/blob/main/system-card.md
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5.4.1.3 Procedure

After giving consent, participants were asked optional demographic questions. The list
of questions and answer options are largely taken from Deyv et al. (2021), with some ex-
cluded for brevity. We asked about gender identity, sexuality, trans status, pronoun use,
ethnicity, native languages and experience with Al. We provide full details including a
breakdown of answers in Appendix B.

Participants were then given a brief description of text-to-image models, including
an example output from the Craiyon'? model. We outlined how such models were
trained (here participants’ existing familiarity with Al was crucial to keep descriptions
brief). We explained we were interested in exploring these models’ potential for harm.

We then presented them with a quote from the DALL-E 2 documentation where
they outline potential commercial use cases, explaining our choice of providing these
use cases. We asked participants if they could foresee harm occurring through use of
this technology in these use cases, and in which use cases. We asked them to rate
the potential severity of these harms. This framing could be argued to prime our re-
spondents to agree that harm was likely, but our results indicate that respondents were
willing to reject this premise (two participants did). We then asked them to give an
example scenario where harm might occur.

We then presented seven proposed solutions for how models should handle non-
cisgender identities and asked users to rate how satisfactory they found each solution.
They could optionally provide potential harms and benefits for each solution, and their
own proposed solution. Participants were then asked if they had anything to add, then
debriefed.

5.4.2 Survey Results and Discussion
5.4.2.1 Demographic Information

We had 35 respondents to our survey. Full details are reported in Appendix B. Re-
spondents’ ages ranged from 19 to 57, suggesting we were able to capture views from
an age-diverse group. The most common gender identity was nonbinary, with 71%
of respondents identifying as such (potentially alongside other identities). 85% of our
respondents identify as trans, suggesting our avoidance of the terms trans or trans-

gender in our recruitment allowed us to appeal to a wider spectrum of marginalised

Bhttps://www.craiyon.com/
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non-cisgender people.

Only three respondents identified as Black, Latinx and/or Indigenous; similarly,
three identified as a person of colour. The vast majority (30) of our participants iden-
tified as white/Caucasian. Almost all our respondents (34) currently reside in North
America, Europe or Australia, meaning our findings largely reflect a white Western
perspective.

All participants rated themselves as having some familiarity with Al, through their

education, career and/or personal interests.

5.4.2.2 Potential for Harm

The overwhelming majority of respondents felt that there was potential for harm, on
average rating the severity as moderate. Contexts where a clear majority of users felt
harm would occur were in marketing, education and art/creativity, and this was re-
flected in written responses also. We coded their written responses to the task asking
for specific scenario(s) where harm might occur using a deductive-inductive approach.
We wished to investigate the presence of allocational and representational harms, and
references to the specific contexts of use, but we also developed codes based on the re-
sponses. Representational harms far outnumbered allocational harms suggesting these
were most salient to the community. Respondents spoke of their concerns about inten-
tional misuse to create offensive content or harmful technologies. The potential impact
on real-world behaviours and beliefs was a common theme, for example the reinforce-
ment of prejudices or the creation of narrow beauty standards. Many respondents made
explicit reference to the training data being the source of harm, reflecting the technical

experience of our respondents. Details of our analysis are in Appendix B.

5.4.2.3 Proposed Solutions

We proposed seven solutions that relied on simple heuristics to prevent harmful content
being produced, developed through our own experience of heuristics used by existing
models, and through casual discussion with colleagues and community members in
response to the harmful images produced during the annotation task. The heuristics

we proposed were as follows:

* The model generates an image based on the text (no change to current be-

haviour).
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* The model ignores the non-cisgender identity terms in the text input and gener-
ates an image based on the rest of the text (akin to the heuristic incorporated into

some of the sentiment analysis systems in Chapter 2).

* The model generates an image based on the text but includes a warning that
the output might be offensive (a common tactic, see for example the “bias and

limitations” message on the dall-e mini Space on Huggingface!#).

* The model ignores all gender identity terms in the text input and generates an
image based on the rest of the text (an exaggeration of the behaviour in Chapter
2).

* The model is trained on additional images containing non-cisgender individuals,
so it better learns to generate images of non-cisgender people (a typical debiasing

procedure).

» The model effectively ignores the non-cisgender identity terms in the text input
and generates an image based on the rest of the text, but a flag or pin or symbol
is used to indicate gender diversity (inspired by the current behaviour of dall-e

mini which often includes flag imagery into queer identity images).

* The model ignores the non-cisgender identity terms in the text input and gener-
ates an image based on the rest of the text, with a warning that to avoid harm-
ful misrepresentation the model ignores non-cisgender identity terms (suggested

through discusson).

The “solution” to change nothing was considered fairly unsatisfactory, with re-
spondents noting concerns about stereotyping, although some respondents considered
this their preferred outcome. The proposed heuristic solutions such as ignoring non-
cisgender identities terms (with or without an indication); ignoring all gender identities
terms, and including a warning that the output might be offensive, were all deeply un-
popular. However, the range of ratings indicated a diversity of opinions — for example,
the suggestion to “[include] a warning that the output might be offensive” received a
low average rating but the bimodal nature of the results suggests there was a subset
of respondents who found this solution to be somewhat satisfactory (see Figure 12 in
Appendix B).

4https://huggingface.co/spaces/dalle-mini/dalle-mini
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By far the most satisfactory solution was to increase the amount of training data.
However, respondents expressed concerns about the challenge of collecting representa-
tive data, and some were worried about the safety ramifications of gathering a labelled
dataset of marginalised individuals. Full analysis of responses related to heuristics can
be found in Appendix B.

Respondents were also invited to provide their own solutions for how they would
like to models to handle non-cisgender identities. We coded their answers using an
inductive approach, and found a number of key themes emerge related to the topic
of how respondents wish to be represented, namely the need for representative data;
unhappiness with the proposed heuristics; the necessity of wider changes; the need
for community involvement; a desired ability to customise images. For example, par-
ticipants called for “a diverse and representative set of images” in the training data, of
queer and other marginalised identities, but also felt that “fixing society generally” may
be necessary for technology to not produce harmful content. Our thematic analysis can

likewise be found in Appendix B.

5.5 Interviews

We additionally interviewed four participants who had indicated interest in the survey,
selected to foster a diversity of views. We wanted to explore the potential harms in
more depth, and in particular we wanted to discuss participants’ preferences for how
they would like to be represented, which we felt could be challenging to describe in
text alone. Just as our survey aimed to expand beyond our preconceived harms, the

interviews aimed at expanding beyond our preconceived solutions.

5.5.1 Selecting Interviewees

We selected respondents who, from their survey answers, spanned a range of gender
identities, sexualities, ethnicities, occupations and countries of residence, as well as
a range of attitudes towards our proposed solutions. We hoped in doing so we could
ensure a diversity of opinions in our interviews over and above a random selection of
interviewees.

Four of the six invited responded to our request. Our interviewees were (by their
own self-reporting):

A —a white 43 year old bisexual who identifies as nonbinary (in mixed groups) and
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either genderfluid or agender within the queer community

B —a 33 year old pansexual nonbinary person, who identifies as “mixed race” (part
Black and South American indigenous, and part Middle Eastern and white (Italian,
Spanish))

C — a white Bulgarian, 30 year old bisexual genderqueer person

D — a hispanic 38 year old agender trans nonbinary person who identifies as “bor-

derline asexual/demisexual”

5.5.2 Interview Format

Participants were first asked a number of demographic questions about your age, gen-
der identity, sexuality and ethnicity. Whilst we had this data already from the survey,
many aspects of identity are subject to change and we wanted to ensure interview data
was presented with the most appropriate descriptors. Treating identity as static is a
major issue in data science (Guyan, 2022).

The remainder of the interview was unstructured, with the interviewer generating
questions in response to participants’ answers. Participants were asked about the po-
tential harms that could occur due to text-to-image models’ handling of non-cisgender
identity terms, and how participants would like such identities to be handled by these
models. Participants were invited to expand on any issues raised when completing the

survey.

5.5.3 Thematic Analysis

We conducted a qualitative analysis of these answers, using an inductive approach.
The coder developed an initial codebook of 41 codes using a “bottom-up” approach,
then established 7 major themes based on these codes. These themes were discussed
and finalised between the authors: harmful output; being unable to use current tech-
nology; rejection of heuristics; need for community input; need for transparency and
regulation; desire for authentic representation; the potential for good.

Within the theme of “harmful output”, interview participants explored a range of
concerns. They spoke of both unintentional harm, and deliberate weaponisation of the
technology. Inaccurate representation, for example through mixing and matching of
features or the enforcement of gender norms was a common topic. Participants were
concerned that this misrepresentation may “‘set off, you know, violent stuff in the long

run” (Interviewee D).
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A related theme was that of being unable to use the technology in its current form:
participants felt the models would not work for them easily and produce representative
output as they do for cisgender people. One participant felt the technology should not
be used at all.

The theme of rejecting the heuristic solutions came up in the interviews as in the
survey: in particular, participants were concerned about the public associating non-
cisgender identities with a offensiveness warning or maturity level label as they felt
this would impact how the community is seen. Participants were also concerned about
erasure due to these heuristics — “not being represented is a way to quash us right as a
way to try to drive us out of existence” (Interviewee A).

As in the survey, interviewees spoke of the need for community input “at every
step” (Interviewee D). They felt that the greater involvement from non-cisgender and
other marginalised identities that there was, the more representative the output would
be. One participant suggested integrating community feedback on output to capture
“what that community feels is right for them” (Interviewee A). One raised the con-
cern that these models might soon produce images “of people out of nothing without
involving the people” (Interviewee C).

Another way participants suggested representation might be improved is through
greater transparency and regulation. This seems particularly pertinent as several partic-
ipants expressed that use of these technologies seemed inevitable. Greater transparency
of training material sourcing was raised — one participant said “right now it’s like we
aren’t acknowledge at all that humans are part of [generating training data]” (Intervie-
wee B). Two participants were in particular concerned about the impact on artists and
the need for transparency and regulation in the area of art.

A very frequent topic was a desire for authentic representation, not just of the
non-cisgender community but “more representative of humanity” (Interviewee D) in
general. Participants felt the training data did not reflect the reality of diversity, for ex-
ample the huge global diversity of gender expressions. One participant was concerned
the models would fail to represent the “different expression of gender in the global
south” (Interviewee B). Respondents referenced the challenge of authentically repre-
senting communities with few members, or communities who for social, historical and
technical reasons are less photographed.

Despite a number of concerns, participants did see a potential for good in these
technologies. They expressed seeing both pros and cons to the technologies — “I un-

derstand that there’s difficulty there, but there is also potential there” (Interviewee A);
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“a lot of the places where there’s risks... I can see how this can be excited, exciting for
another person to use” (Interviewee C). Participants saw the potential for image gen-
eration technology to be used to create “gender affirmative” output (Interviewee B), to
perhaps create a persona “perfectly aligned with what you want” (Interviewee A). One
participant said that “portraying queerness in ways that we haven’t even thought of is

an exciting prospect” (Interviewee A).

5.6 Where to Go from Here?

We identified a great potential for harm through our annotation task and surveys and
interviews with community members. Our annotation task revealed dehumanisation,
othering, stereotyping and sexualisation of non-cisgender identities. Community mem-
bers were concerned about misrepresentation, and intentional misuse of the technolo-
gies, as well as the potential for output to negatively influence people’s behaviours and
beliefs.

Rejection of Heuristics Heuristic solutions to the problem of misrepresentation of
non-cisgender individuals were almost universally rejected. Whilst we did not directly
ask about this scenario (the annotation task and survey were conducted in parallel), the
Stable Diffusion and DALL-E 2 models’ behaviour of refusing to generate potentially
NSFW content would likely have been rejected as well by survey and interview respon-
dents who spoke repeatedly of the harms of not being represented or being associated
with warning labels. Unfortunately, the association between transgender identities and
pornography means images of these communities are likely to be subject to greater
censorship.

Curation of Training Data Respondents favoured curated training data as a way
to improve representation, though they expressed hesitation over whether such a com-
piled dataset would be safe, and whether it could ever be truly representative. Careful,
community led data curation may address some of these concerns, including involve-
ment in creating sensitive labels for images.

Visualising the Unseen Some communities are likely to remain underrepresented
in training data for technical or safety reasons, or because the community is small.
Models typically rely on huge amounts of data; novel data-efficient strategies that allow
for adequate (and potentially customisable) representation of individuals that belong
to small communities are needed to address the representation of such communities.

Desire for Customisation The ability to customise images was proposed as a novel
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solution, which may help to overcome a lack of suitably diverse training data. Whilst
this level of customisation is still emerging (OpenAl have recently introduced an Out-
painting feature allowing users to generated extensions of a generated image'?), our
survey suggests this is a desirable feature for handling diverse identities appropriately.
The lack of ability to customise was mentioned as a potential harm of these models by
one survey respondent. Such customisation would also help with creating more faith-
ful representations of other non-normative identities. Of course, as Brack et al. (2023)
note, a drawback would be that such image customisation could also be used to create
more harmful content.

Need for Community Involvement Respondents felt community involvement would
help address some issues, but societal level changes were called for to make meaning-
ful improvements. Whilst the latter may be beyond the power of those developing such
systems, the call to involve community members at all stages of development can be
addressed through diverse hiring, paid consultancy work and the like (cf Sloane et al.
(2022)). Another avenue of community engagement is qualitative research such as the
present study; the value of this form of engagement was touched upon by two interview
participants, though one participant highlighted it was crucial for such work to be led
by non-cisgender people. Future work should involve non-cisgender people without
any familiarity with Al, through for example focus groups, to ensure a more diverse
range of perspectives are captured.

Potential for Good If these issues of stereotyping, dehumanisation and sexualisa-
tion can be addressed, there is a potential for these technologies to positively represent
current and yet to be imagined queer identity expressions. Interviewees felt this tech-
nology could be used to create “gender affirmative” content, and “perfectly aligned”

personas, and even “[portray] queerness in ways that we haven’t even thought of”".

5.7 Limitations

5.7.1 Annotation Study

Our use of a small, curated set of prompts allowed for direct comparison between
the models’ representations of different identities. However, to investigate how these
models perform generally when it comes to representing gender diverse identities, po-

tentially improving the ecological validity of our annotation study, it may have been

Bhttps://openai.com/blog/dall-e-introducing-outpainting/
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better to create a corpus of prompts through crowd sourcing or scraping image cap-
tions. This could have captured greater linguistic and cultural diversity. Our work
would also benefit from extension to intersecting demographics such as disability and
age.

Our annotation scheme could be extended to record “incongruant” gendered fea-
tures (for example, a transgender woman with traditionally masculine features such as
facial hair). Whilst transgender women with masculine features are to be celebrated,
if the models only produce images of transgender women with stereotypically mascu-
line features, this suggests a lack of diversity in the training data and a tendency to

(re)produce stereotypes. Figure 5.4 suggests this may be the case.

5.7.2 Survey and Interviews

We surveyed non-cisgender individuals who had some familiarity with Al. While this
has clear benefits, it is likely that should these tools become commercialised, the ma-
jority of those who are (negatively) impacted by their use (by the stereotyping and
inaccuracy discussed in the previous section) will be those with no familiarity with the
technology — the “general public”. We must understand the general public’s concerns
and beliefs about technology in order to appropriately address these harms.

Further, by surveying those with some familiarity with Al, their proposed “solu-
tions” may be stymied by a desire to offer solutions that seem technologically plausi-
ble. Though this has clear benefits (these solutions can become realistic medium-term
goals for those developing TTI technologies), we may fail to uncover long-term objec-
tives which represent how the community truly wish to be represented by such systems,
current technical limitations aside. Future work could survey of the general public; this
will additionally allow for comparison between the fears of the general public to the
fears of those working Al, to understand if they align.

As noted in Section 5.4.2.1, our survey respondents were almost exclusively re-
siding in the West, and were predominantly white, meaning we have failed to capture
perspectives from the global south and non-white queer communities. In our inter-
viewee selection we hoped to address this by inviting a diverse range of participants,
but the interviewer’s white Western background may have limited which topics par-
ticipants felt comfortable discussing. Conducting the survey and interview in English
will also have limited responses from non-Western individuals.

Some multiply marginalised individuals may have felt less confident in their fa-
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miliarity with Al due to the Imposter Phenomenon, a reaction to “systematic bias and
exclusion” know to, for example, affect women of colour in particular (Tulshyan and
Burey, 2021). This may have resulted in them excluding themselves from participating
where a white person with similar experience chose to respond.

Interviewees were diverse with regards to (western) gender identities, but we did
not interview any transgender women, who represent a particularly vulnerable part of
the community (Foundation, 2022). Future work focusing on their experiences would
be extremely valuable.

Finally, survey and interview participants were not compensated. Some potential
respondents may have been unwilling or unable to offer free labour, again limiting the

diversity of views.

5.8 Ethics Statement

Ethics approval was obtained for the annotation task, survey and interviews from the
University of Edinburgh Informatics Research Ethics Process, rt #7187. In line with
standard practice, we do not release the raw survey or interview data, as it contains
information that may make our respondents identifiable, and we ensure that none of
the direct quotes given in the paper contain any such data.

We include herein a brief reflexivity statement pertaining to “relevant personal and
disciplinary viewpoints” (Birhane et al., 2022b), and positionality statement pertaining
to our “values, epistemologies, and backgrounds” (Liang, 2021).

The first author’s interest in the representation of non-cisgender identities is driven
in part by their being a member of this community. This author conducted the inter-
views which we hoped would address the interviewer effect — as one interview partici-
pant noted, research conducted by a cisgender interviewer would be “coloured through
the lens” of their perspective (Interviewee D).

We approached this topic concerned with the potential harms these models might
perpetuate through misrepresentation of the community, a concern not shared by all
our survey respondents.

In addition to the limitations explored above, we identify several potential risks
with this paper. Some may be offended by the images we include. We tried to mitigate
this risk by including a warning in the abstract and not including images featuring
genitalia. However we appreciate these images may contribute to the sexualisation and

objectification of non-cisgender people, particularly if taken out of context.
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Though we did not set out to generate offensive images (this would be counter to
the models’ intended use, for example as specified by Dayma et al. (2021)'¢), images
from the full data set could similarly offend and even be weaponised. They might
accompany transphobic messages online. A data set of cisgender and non-cisgender
images labeled by photorealism and presence of a clear face could feasibly be used to
finetune a model to identify non-cisgender people (a concern raised by the community).
As such, we make our image data set available only upon request; it is intended to

measure the harm done to non-cisgender people, not contribute to it.

5.9 Learnings

This work exemplifies the benefits of a human-centric approach to studying bias. By
considering power dynamics within the queer community, my selection of interview
participants was able to centre the voices of particularly marginalised individuals. My
choice of identity terms and comparisons was driven by social science research, and
also by research done by activists, ensuring I authentically represented the commu-
nity (though see below). This work makes explicit the choices model developers make
when trying to mitigate bias. Listening to the affected community allowed me to iden-
tify their concerns with existing methods to mitigate bias. Grounding the survey ques-
tions in specific imagined use cases meant tangible harms were identified.

A key learning from this paper for the field is that the popular “solution” of diver-
sifying training data may actually come with a lot of problems, which my respondents
discussed in their answers. Namely, collection of such data could put individuals at
risk, and there are some queer identities which will likely rarely or never be captured
in the data (perhaps because for historical reasons they are less photographed). I con-
sider this theme also in work conducted with Atli Sigurgeirsson (Sigurgeirsson and
Ungless, 2024). Creating a data set labelled by queer identity may be dangerous; in
some contexts, the risks of being outed are fatal. However, using data only from people
who are comfortable being openly queer will severely limit the diversity of the data,
and exaggerate the existing asymmetric power relations which lead to data imbalance.
Finally, addressing such data imbalances may be problematic due to the power dispar-
ity between developers and community members. Data extraction may occur, where
queer people are used as a resource to “improve” models without clear benefits to the

community. Indeed, the models might in fact be used to replace them for job oppor-

16https://huggingface.co/dalle-mini/dalle-mega
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tunities, as in this example from Promptbase, a “prompt marketplace” for generative
models, to create “Nonbinary Genderless Model Ads Photos”.!”

Reflecting on this work and that in Chapter 4, I realise that my use of the term
“latinx” required more careful consideration. This is for two reasons. One is that it is
used as both a gender neutral term, and a way to refer explicitly to nonbinary people.
Unlike the other identity terms I consider, “latinx” is actually more widely used to refer
to non-queer people. It is used as a gender neutral equivalent to latino/a, to described
mixed gender groups of people with Latin American heritage. The other reason is the
controversy surrounding this term. It has been criticised as colonial, academic, and
unpronounceable in Spanish (Lopez Torregrosa, 2021; Salinas Jr., 2020), and these
critiques have also been applied to its use to refer to nonbinary people (Lopez, 2022).
It is used to test for bias against Latin American nonbinary people in multiple papers
(including my own), for example Dixon et al. (2018); Xu et al. (2021), and to test for
bias against Latin American people in papers such as Chowdhery et al. (2023); Zhao
et al. (2021), without much consideration as to this possible confusion, and contro-
versy (though Smith et al. (2022) do treat this term as “polarizing”). I believe this
is because of the tendency in NLP research to not look outside our own field. Word
lists are borrowed and modified and used in new contexts without much consideration
(Goldfarb-Tarrant et al., 2023), just as I borrowed from Dixon et al. (2018). This rei-
fies my commitment to a human-centric approach which requires careful use of the
language a community uses to describe itself — to reflect the community’s world view
— inspired by the Indigenous Data Sovereignty movement (Walter et al., 2021).

This work was originally conducted in 2023, but had I conducted it at the point of
finalising this thesis I would also have asked survey respondents for their opinions on
the “behind-the-scenes” modification of prompts to create grater diversity, a technique
integrated into Gemini image generation which caused significant controversy (Vynck
and Tiku, 2024). Although I did not have a chance to test this before the model was
taken off line, it seems plausible that the ethnicity specific identity terms (latinx, and
Two-spirit) would be represented with a broad range of apparent ethnicities. Whilst
some of this variation would be appropriate given people can be of mixed heritage, it
is plausible that the level of diversity may nonetheless be inappropriate. By modifying
prompts behind-the-scenes, Google attempt to create more diverse images, but in doing
so they strip model users of their agency. Image modification was found to be a popular

solution to the issue of lack of diversity, but users should be provided with guidance

Thttps://promptbase. com/prompt /nonbinary-genderless-model-ads-photos
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on how to make these modifications themselves (as is the case on craiyon.com), as

opposed to Google’s paternalistic approach.






Chapter 6

Marginalised Users’ Experiences of

Perceived Censorship on TikTok

I now turn to explore the topic of how marginalised populations are already using their
own heuristics to overcome (perceived) biased algorithms. Specifically, in this Chapter
I explore experiences of biased censorship on TikTok, and in Chapter 7 I explore the
techniques that people employ to evade algorithmic censorship, namely obfuscation.

Censorship is here understood as the product of human and automated modera-
tion, and a proprietary recommender algorithm. In a sense, TikTok’s own moderation
systems can be thought of as a heuristic way to prevent harm, in that they seem to
rely on a combination of imperfect systems to prevent harm to users by removing or
suppressing potentially offensive content, which will often be targeted at marginalised
users. As with all moderation systems, this process is biased (Rottger et al., 2021).
TikTok is of particular interest because of the ubiquitous nature of folk theories about
“the algorithm”. We have observed a trend on TikTok where users of the platform will
“let the algorithm pick™ or “test the algorithm” by posting two or more similar videos,
and which ever receives the most engagement is taken as a proxy for the algorithm’s
“preference”. Content discussing what “the algorithm” seems to censor is numerous
and popular on the platform.

TikTok has seen exponential growth as a platform, fuelled by the success of its
recommender algorithm which serves tailored content to every user - though not with-
out controversy. Users complain of their content being unfairly suppressed by “the
algorithm”, particularly users with marginalised identities such as LGBTQ+ users. To-
gether with content removal, this suppression acts to censor what is shared on the

platform. Journalists have revealed biases in automatic censorship, as well as human
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moderation. I survey 627 UK-based TikTok users and find that marginalised users,
for example LGBTQ+ users, often feel they are subject to censorship for content that
does not violate community guidelines. The Chapter concludes with avenues for fu-
ture research into censorship on TikTok, focused on users’ folk theories, and with key

learnings for my own work.

6.1 Introduction

In 2024, TikTok is one of the largest social media networks in the world, having
amassed over 1 billion users faster than any app ever before (Harwell, 2022). It uses
machine-learning to curate user-generated video content; a format that has proven so
successful that other social platforms are following suit (Harwell, 2022; Frier, 2022).
For some younger users, TikTok has taken the place of Google as a source of news and
local information (Harwell, 2022). Despite its popularity, users’ experiences are far
from universally positive: complaints about censorship on the platform, including the
removal or suppression of content that does not seem to violate TikTok’s community
guidelines, are common (e.g. Brown (2021); Karizat et al. (2021); Are (2023)). In par-
ticular, hashtags and terms used by minority groups appear to be affected (Ryan et al.,
2020).

(Perceived) censorship on TikTok of content by marginalised creators has received
significant media coverage (Brown, 2021; Lorenz, 2022; Kelion, 2019; Ohlheiser,
2021; Kover and Reuter, 2019; Biddle et al., 2020), including a Netzpolitik article
which shared leaked documents which revealed that content featuring marginalised in-
dividuals such as those with disabilities is deliberately suppressed by moderators of the
platform (Kover and Reuter, 2019), a practice which seems to have continued despite
push-back (Biddle et al., 2020). The topic has also been explored through surveys
(Haimson et al., 2021) and interviews with users (Karizat et al., 2021; Simpson and
Semaan, 2021; Are, 2023; Lyu et al., 2024), which surfaced users’ beliefs about how
moderation is conducted. Whilst these may not align with the platforms’ actual mod-
eration system, they provide us with useful insight into the motivations behind users’
behaviours when they interact with this system (Karizat et al., 2021).

Understanding marginalised users’ experiences of censorship on TikTok is vital be-
cause it is a widely used platform that serves to connect marginalised creators with their
community whilst at the same time policing what they share, as Simpson and Semaan
(2021) highlight for LGBTQ+ users. This allows TikTok to play an unprecedented role
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in the creation of online and offline identities. Biased censorship also alienates already
marginalised individuals, reflecting offline power imbalances (Are, 2023). Surveying

users allows us to better understand how they interpret this censorship.

We use censorship as an umbrella term covering both removal and suppression of
content, by the recommender algorithm and the moderation system(s) (two systems'
which are often conflated by TikTok users and referred to as “the algorithm’) and by
human moderators, though our focus is on algorithmic censorship. Automated video
removal now accounts for the largest proportion of removed videos: over 100M every

quarter.2

Suppression refers to when a creator’s content has its “reach” limited, for
example by no longer being served to viewers, though it is still on the creator’s profile.
This has also been referred to as “shadow banning” when it happens systematically
(Are, 2022, 2023). We ask respondents for their experiences of content removal and
suppression, their beliefs with regards to algorithmic censorship and how this might
reflect or differ from community guidelines, and the roles that human moderators might
play. By gathering detailed demographic data, we can explore how experiences of

censorship differ across identities.

In the following, we present the necessary background to understanding our find-
ings, including an overview of TikTok and a review of the literature into perceived
social media censorship. We present our survey methodology, then present descriptive
findings and statistical analyses and discuss these results. Our exploratory work high-
lights many avenues for future research. The explosive increase in TikTok’s popularity
means researchers and policy makers must work swiftly to advance our understanding
of user experiences, a vital step in knowing how to protect users from harms related
to fairness, censorship and knowledge manipulation. Our quantitative analyses com-
plement existing qualitative work on the topic of marginalised users’ experiences on
TikTok. Beyond existing quantitative work, we consider both removal and (suspected)
suppression of content, the latter being particularly relevant to a platform where the
user experience is so heavily driven by algorithmically curated content. This work
makes an important contribution to our understanding of (perceived) fairness of cen-

sorship on the TikTok, on a scale not achieved by existing work.

"https://www.tiktok.com/transparency/en/content-moderation/ and https://newsro
om.tiktok.com/en-us/how-tiktok-recommends-videos-for-you

Znttps://www.tiktok.com/transparency/en-au/community-guidelines-enforcement-2
023-2/
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6.2 Background

6.2.1 Introduction to TikTok

TikTok is a platform for sharing short-form video content; it describes itself as “the
leading destination” for this content.> It was launched in 2017 as the international
counterpart to Chinese Douyin by parent company ByteDance, who went on to merge
the platform with Musical.ly. Like many social media platforms, TikTok employs an
algorithm to curate content shown to users, and uses automated moderation, includ-
ing algorithms, to filter out inappropriate content.* TikTok has published community
guidelines which outline what content is inappropriate for the platform, including sex-

ual content and content promoting violence.’

Content moderation is primarily presented as a way to keep users safe, and as Tik-
Tok claim “to foster a fun and inclusive environment”.* However, as Cobbe (2021)
describes, automated moderation allows “unprecedented... control” over users’ public
and private content. Zeng and Kaye (2022) have referred to the algorithmic suppres-
sion of content on TikTok as ‘“visibility moderation”. The recommender “For You”
algorithm can be used to enforce moderation decisions, for example by not serving
content flagged as “shocking... to a general audience”.® The recommender system
may also learn to suppress content that would otherwise not be subject to moderation,
for example by not serving content from LGBTQ+ creators because it is similar to con-
tent that has previously received a lot of negative interaction. Thus the recommender

“For You” algorithm and moderation systems’-°

can both be said to conduct algorith-
mic censorship, understanding censorship to include both removal and suppression of
content. Indeed, TikTok users often seem to conflate these into a single entity known
as “the algorithm”, responsible for controlling the reach of content as well as removal:
for example, users talk of content being “taken down” by the algorithm (Karizat et al.,

2021). In this paper, we discuss users’ attitudes towards this algorithmic censorship.

3https://www.tiktok.com/about?lang=en

4https://www.tiktok.com/transparency/en/community—guidelines—enforcement—202
2-2/

Shttps://www.tiktok.com/community-quidelines?lang=en

®https://newsroom.tiktok.com/en-us/how-tiktok-recommends-videos-for-you

Thttps://www.tiktok.com/transparency/en/content-moderation/
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6.2.2 Biased Moderation on Social Media

Whilst ostensibly intended to protect communities, moderation on social media can
also enact harm. Studies into moderation on social media suggest that marginalised
users face additional censorship. Haimson et al. (2021) surveyed users of several social
media platforms and noticed a trend whereby Black and trans users reported having
content removed that related to their marginalised experiences, even though the content
followed site policies. Politically “conservative” users also reported high levels of
removal, but this was typically related to violations of the platform’s policies on hate
speech or misinformation. Whilst all three groups may feel the platform shows a bias
against them, the content removed from conservative users was often in violation of
platform policies — instances of true positives — whereas Black and trans respondents
reported high levels of false positives. Therefore the moderation systems on these
platforms can be said to be biased against Black and trans creators.

Further, moderation systems can be exploited by malicious agents to enact harm
on marginalised creators, for example by reporting content to silence a creator or get
them banned (Zeng and Kaye, 2022; Are, 2023). Are (2023) highlights how already
marginalised creators such as sex workers and LGBTQ+ individuals can face targeted

campaigns of reporting as a form of harassment.

6.2.3 Harms of (Biased) Algorithmic Censorship

Considering briefly the negative impact automated censorship on social media could
have even if it were operating in an unbiased manner, Cobbe (2021) argues that auto-
mated censorship allows privately owned social platforms’ commercial priorities (the
desire to feature content that appeals to the mainstream) to be “inserted” into the private
and public conversations of platform users, undermining “open and inclusive discus-
sion”. This may prevent users from expressing themselves in an authentic manner, as
they are prompted to align what they express with the commercial goals of the plat-
form.

A censorship algorithm that is (perceived to be) biased can cause further harm at
an individual and societal level. Discriminatory censorship can lead to both represen-
tational and allocation harms against a community, following the distinction made by
Barocas et al. (2017). A scenario where a representational harm might occur is when
the moderation algorithm removes content featuring (self-described) fat creators (Clark

et al., 2021), reinforcing the fatphobic belief that only thin bodies should be seen. Al-



100 Chapter 6. Marginalised Users’ Experiences of Perceived Censorship on TikTok

gorithms regulate “what becomes visible and what remains out of sight” (Velkova and
Kaun, 2021). An allocational harm might occur if a user’s content being censored
harms their income, as would be the case for the many influencers and small busi-
nesses who rely on social media. Further, the suppression and removal of posts re-
lating to the “Black Lives Matter” movement, reported by users of TikTok (Ghaffary,
2021), could be argued to deny users’ the opportunity to contribute to protests on the
platform, arguably a form of allocational harm.

Ehsan et al. (2022) write in reference to an unfair grading algorithm that “algo-
rithms can leave imprints on how people make sense of algorithmic operations and
interpret their lived experiences with the algorithm, carrying deep psychological im-
pact on their mental well-being.”. Having content unfairly censored by the app, or
observing this happening, could lead to feelings of alienation and lack of agency, feel-

ings which may remain after dis-use (Ehsan et al., 2022).

6.2.4 Folk Theories of Censorship

Karizat et al. (2021) found that users of TikTok believed that “the algorithm” sup-
pressed content based on the creators’ social identity, understood as referring to one’s
membership in a certain social group (Burke and Stets, 2009). More specifically, users
felt that content was suppressed based on race and ethnicity, physical appearance in-
cluding body size, disability and class status, LGBTQ+ identity and political/ social
justice group affiliations. Those belonging to marginalised groups had their content
suppressed, whereas others — those with “algorithmic privilege” (Karizat et al., 2021)
— benefitted from having their content favoured by the platform. This finding accords
with work by Simpson and Semaan (2021) who found that LGBTQ+ users of Tik-
Tok felt that TikTok unfairly censored content posted by them and fellow LGBTQ+
creators, all whilst pigeon-holing them as belonging to (normative) queer identities in
terms of the content they were served. The algorithm constructed a profile for these
users based on an approximation of their queer identities, which determined what they
could see, and what they could post.

The belief that the platform censors content based on social identity is referred to
as The Identity Strainer Theory, an example of one of several folk theories Karizat
et al. (2021) argue users hold about content curation and moderation. Such folk the-
ories shape the way users behave on social media platforms such as TikTok (West,

2018; Karizat et al., 2021; Are, 2023), as well as their interactions with other technolo-
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gies such as smart devices (Frick et al., 2021) or their response to algorithmic grading
(Ehsan et al., 2022). Folk theories can develop as a result of “everyday algorithm audit-
ing”, whereby users detect problematic behaviour through their every day interactions
with a system (Shen et al., 2021), as is the case when users of TikTok deliberately
interact with certain content to determine what the algorithm prioritises (Karizat et al.,
2021; Simpson and Semaan, 2021); trial different text to determine what the app cen-

sors (Brown, 2021); or observe which videos receive limited views (Lyu et al., 2024).

6.3 Methodology

6.3.1 Respondents

All respondents were recruited using Prolific.com, which pseudo-anonymises all data.
All respondents were UK-based. Prolific allows researchers to screen for use of Tik-
Tok. Recruitment occurred from 2023-2024. We first conducted a screening study
to find respondents who had ever posted on TikTok, as we were interested in direct
experiences of censorship. 2350 respondents completed our initial prescreen, for a re-
ward of £0.10 (equivalent to £10.59/hr). Of these, 777 completed our main study, for
a reward of £1.70 (equivalent to an average reward of £7.37/hr). 45 additional respon-
dents were rejected in line with Prolific’s policies (i.e. failure of multiple attention
checks, answers contrary to pre-screening data). Next, we targeted LGBTQ+ respon-
dents to “up-sample” queer users of TikTok. 101 LGBTQ+ respondents completed
our prescreen; 50 of these completed the main study. One additional respondent was
rejected. Average completion time was slightly longer for this cohort, and the reward
was equivalent to £7.04/hr. Payments were still well above Prolific’s minimum reward
of £6/hr.3 Of the 827 respondents, we used data from 627 respondents who passed all
three attention checks to ensure quality responses.” This is a high rejection rate, but as
our attention checks were very simple we felt failure of even one would indicate poor

quality data.

8https://researcher-help.prolific.com/en/article/2273bd
9Respondents were asked to select “yes” if they were paying attention. Two of the rating questions
included an instruction to “select somewhat disagree” or “select somewhat agree”, respectively
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6.3.2 Procedure and Measurements

We conducted a survey for an exploratory analysis of marginalised users’ experiences
of censorship compared to non-marginalised users. Ethics approval was obtained from
the University of Edinburgh Informatics Research Ethics Process, rt #6862. This study
was conducted online using Qualtrics.com which has excellent security protocols, and

data was analysed on a password-protected computer.

6.3.2.1 Use of TikTok

After giving informed consent, respondents were asked about their use of TikTok. If
respondents indicated that they had stopped using TikTok, we asked about their moti-
vations: options were based on Grandhi et al. (2019); Vaterlaus and Winter (2021); Lu
et al. (2020); Zhou et al. (2018). Most relevant to the present study, we asked whether
“too much moderation / censorship” was a motivation for leaving. Respondents could
also give other motivations.

Respondents were asked how often they used TikTok to view, and separately to
post content, from “I have never [posted/viewed] content” to “>3 times a day” (op-
tions based on Lu et al. (2020)). Respondents who indicated that they had never posted
content were removed from our final data. We asked about the types of content respon-
dents viewed and, separately, posted on TikTok, with categories taken from Vaterlaus
and Winter (2021). We confirmed respondents consumed and posted content in English
and told them we were only interested in their use of TikTok for English language con-

tent.

6.3.2.2 Experience of Censorship

We asked about respondents’ experiences of censorship. We stated that by censorship
“we mean both when content is removed and when content is suppressed.” We gave
the example of a video getting very few views as something that might indicate sup-
pression, as this is reflective of what TikTok users state they use as “evidence” that
they have been suppressed or “shadow banned” (Lyu et al., 2024). Removed content
is no longer visible anywhere on the platform. Use of the term “censorship” may have
influenced our respondents - see Limitations, Section 6.6.

We provided a list of 13 topics (henceforth “controversial topics”!?) and the option

10We use this term as users have previously reported having such content removed and thus it can be
thought of as “controversial”
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to supply “other”. The list of topics was derived from Haimson et al. (2021)’s paper on
social media censorship, where users were invited to share what kind of content they

felt was censored across different social media platforms. Our list is as follows:

* Political content

* Content some may find offensive or inappropriate

» Sex related content for a non-erotic purpose i.e. that is intended to educate

 Sex related content for an erotic purpose

* Covid-related content

 Content insulting or criticizing dominant group (e.g., men, white people)

* Content relating to a social justice movement, for example feminism or anti-
racism

 Content relating to minority identity experience i.e. queer content, content about
Black experiences

» Hate speech

e Curse words

* Self-referential use of slur i.e. d*ke by a lesbian

 Content about violence that is not intended to shock or disgust i.e. reporting on
a violent crime

» Content about violence that is intended to shock or disgust

By providing a pre-defined list we reduced the cognitive effort for respondents
providing answers, and ensured we had consistent data across respondents.

Respondents were asked about which of these topic types they had posted, and
how frequently. Separately (see Limitations, Section 6.6) respondents could indicate
whether they had had content removed, and how often these different kinds of content
were removed on a 5-point scale of “never” to “always”. We repeated this process for

content suppression. We then asked questions relevant to a topic not explored in this

paper.

6.3.2.3 Beliefs about Algorithmic Censorship

All respondents were then asked how strongly they agreed that the TikTok moderation
algorithm censors at least some posts about the 13 controversial topics, on a scale of

1-5 (“strongly disagree” - “strongly agree”).
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6.3.2.4 Beliefs about Community Guidelines

Respondents were asked how strongly they agreed that the TikTok community guide-
lines do not allow posts about the 13 controversial topics, on a scale of 1-5.

We then explained that some users feel that content that seems to be in line with the
community guidelines is censored. We asked respondents how strongly they agreed on
a scale of 1-5 with the following statements about why content is censored that does
not go against community guidelines: “Other user(s) have reported the content”, “The
algorithm has not learned to follow the guidelines (it is not a good algorithm)”, “TikTok
has unpublished guidelines that are used to train the algorithm which are stricter”,
“TikTok has unpublished guidelines that are given to human moderators which are
stricter”, “The algorithm has misunderstood the content / made a one-time mistake”,
“Human moderators have their own opinions about what should be allowed on the
platform”. West (2018) found human intervention and moderators having their own

biases were two primary reasons people gave for apparently unfair content moderation.

6.3.2.5 Demographic Information

Respondents were asked demographic questions (always with the option not to answer
- “prefer not to say”’). Respondents were asked their age, their gender identity (male,
female, non-binary, other [text entry]), their sexuality (straight, gay, bisexual, asexual,
other [text entry]),!! and their ethnic group (topline categories taken from the UK 2021
census (ONS, 2022)). Respondents were asked about their trans status and disability
status (yes, no). Respondents were also asked about political beliefs, socio-economic
status and religion, which we do not analyse in this paper. Respondents were asked
if they belonged to any other marginalised groups, and asked to give their first lan-
guage(s). Participants were asked additional questions not relevant to this analysis,
then debriefed.

6.4 Resulis

6.4.0.1 Demographic Information

Although demographic questions were asked at the end of the survey we present this

data first as they contextualise the following results. The modal age was 23, the mean

"'"These were categories of sexuality. For the full list of options, see Appendix C



6.4. Results 105

Identity | Marginalised: n, % | Non-marginalised: n, %0
Female: 377, 60%

Gender Nonbinary: 24, 4% Male: 224, 36%
Other: 1, 0%

Trans Yes: 20, 3% No: 599, 96%

Asexual: 8, 1%
) Bisexual: 99, 16% )
Sexuality Straight: 461, 74%

Gay: 44, 7%
Other: 4, 1%
Disability Yes: 73, 12% No: 542, 87%
Asian: 45, 7%
o Black: 45, 7% )
Ethnicity White: 511, 82%
Multiple: 21, 3%

Other: 3, 0%

Table 6.1: Table showing count and percentage of respondents of marginalised and
non-marg(inalised) identities. Percentages will not sum to 100 as “Prefer not to say” is

excluded.
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was 30. The reported ages skewed heavily towards the 18-30 range. This is reflec-
tive of TikTok UK user trends (HypeAuditor, 2022). Other demographic information
is given in Table 6.1. There being more females is typical of TikTok’s UK user base
(HypeAuditor, 2022). The rate of lesbian, gay, bisexual and other non-heterosexual
sexualities (LGB+) identities (24.7%) is much higher than recent England and Wales
census data would anticipate (6.9% ONS (2022)), 12 even before we performed up sam-
pling of LGBTQ+ identities (21%). This may partly be due to undercount in the cen-
sus (Guyan, 2022)), but it also seems likely this is reflective of TikTok’s position as a
prominent social network for LGBTQ+ youth, as noted elsewhere (Ohlheiser, 2020).
The proportion of disabled respondents is lower than census data for England and
Wales (ONS, 2022): the audio-visual nature of the platform will have influenced this,
but it is worth noting that TikTok has been shown to be biased against disabled users
which may have discouraged use by disabled creators (Lyu et al., 2024; Kover and
Reuter, 2019; Biddle et al., 2020). We were unable to establish if ethnicity data is re-
flective of the typical UK user base of TikTok, but it is relatively reflective of the UK
population, per England and Wales census data (ONS, 2022). We asked respondents
if they belonged to any other marginalised identities and responses included “working

99 <¢

class”, “neurodivergent” and “ex-sex worker”.

6.4.1 All Respondents

We first present the results across all respondents, to paint a picture of typical use. To
ensure our results across all demographics are indicative of the typical TikTok popula-
tion, we use raking to weight the sexuality groups!? per their prevalence in the original
recruitment drive,'* rather than after up-sampling of LGBTQ+ respondents. Typically,
we report percentages, as is appropriate for weighted data, but where it improves clar-
ity we also report raw n counts. We then analyse results across each demographic
axis in turn, with a focus on how the experiences of marginalised users differ from

non-marginalised users.

121 atest Scottish census data unavailable at time of writing

13The ANES raking variable selection algorithm (Pasek, 2018) determined changes to the sample
based on gender and trans status were negligible

4For lack of more detailed TikTok user demographic information being available, we take our origi-
nal sample distribution to be reasonably accurate
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6.4.1.1 Use of TikTok

The vast majority (90.0%) reported having started using TikTok over a year ago. The
majority (55.1%) of respondents used TikTok to view content over 3 times a day. The
modal total time spent on the app was between 1-2 hours. This suggests our data
is representative of “loyal” users of the app. The majority (74.1%) of respondents
posted 0-3 times a month. This suggests most users of the app are relatively passive,
consuming content but infrequently posting.

A very small number (3%) of respondents reported being ex-users of the platform.
Of these, the most common reason for quitting was because content was no longer
entertaining (reported by 55% of ex-users). “Too much moderation/ censorship” was
reported by a single ex-user (raw count), suggesting this is not a primary motivating

factor for leaving.

6.4.1.2 Experience of Censorship

The least common controversial content type that respondents posted was “Hate speech”
(3.15%). The most common content types were “Curse words” (35.1% of respon-
dents), followed by “Political content” (19.3%).

A relatively small percentage of respondents reported having had content removed
(12.8%) or suppressed (14.1%). Around half of respondents who reported content sup-
pression believed they had had content removed, and vice versa. Of those who report
content removal, “Other” and “Content some may find offensive” account for the ma-
jority of reports of removal (reported by 38.1% and 33.5% respectively; respondents
could select multiple content types). Of the “Other” content which had been removed,
written answers included unwarranted concerns over minor safety (most common rea-
son given), copyright infringement, drugs or alcohol, and content incorrectly identified
as sexually inappropriate. That “Content some may find offensive or inappropriate”
was the second most common suggests that respondents were aware (at least retroac-
tively) that the content could offend. The most likely content type to “Always” be
removed was violence.

For content suppression, the most common types of content that respondents be-
lieved had been suppressed were “Other” (26.0% of those who reported suppression)
then “Curse words” (25.6%). Respondents who selected “Other” frequently reported
being unsure why their content was being suppressed (~ 1/3). Compared to content

removal, reports of suppression were more evenly distributed across topics. This sug-
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gests that the controversial content types are all considered possible reasons for sup-
pression, even if removal is relatively uncommon for some e.g. Covid-related content.
The most consistently suppressed content was “Sex related content for a non-erotic
purpose”.

The high number of fill in text answers suggests that the controversial topics we
had identified through existing research explain only part of TikTok users’ experiences

of censorship on the platform (see Limitations in Section 6.6)

6.4.1.3 Beliefs about Algorithmic Censorship

Respondents most strongly agreed that “Content about violence that is intended to
shock or disgust” is censored, selecting on average “Somewhat agree” (3.88). Re-
spondents were least likely to agree that “Covid-related content” is censored, selecting
“Neither agree nor disagree” on average (2.89).

We invited respondents to add anything else they believe about the TikTok moder-
ation algorithm, and some themes emerged. Two respondents (raw counts) suggested
the community guidelines were not being followed by the algorithmic censorship — for
example, “They don’t follow their own community guidelines because they ban inno-
cent people all the time but keep people who break it for e.g. I always see nudity on
my fyp”. Many reported that content was removed without reason or that sometimes
the “wrong” content was removed (n = 12). Some respondents (n = 5) shared that
they felt the censorship was biased against marginalised groups, for example saying
“Minorities are disproportionately affected... A black person can duet a racist person
explaining that they are wrong, and the black person’s video will be removed... not the
racist’s”. Several respondents (n = 3) felt that moderation was politically motivated,

for example because of its failure to remove propaganda.

6.4.1.4 Beliefs about Community Guidelines

There were several topics that users on average agreed were censored by the algorithm,
but which they thought did not go against TikTok community guidelines (or were un-
sure). Of particular relevance to the focus of this paper, this was true for both content
relating to minority identity experiences and content relating to a social justice move-
ment. This was also true for non-erotic sex related content, curse words and political
content. Respondents somewhat agreed (4.05) that when content was removed despite

not violating community guidelines, this was due to other users reporting the content.
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Removal Suppression
Male —1.458 (0.768) —0.469 (0.593)
Straight —0.883" (0.345) —0.608* (0.352)
White - —0.658" (0.281)
Not Disabled —0.850" (0.331) —1.004* (0.326)
Male + Straight +2.223* (0.826)  +1.320" (0.664)
Constant —0.766" (0.296)  —0.302 (0.389)

Table 6.2: Table showing coefficients and (standard errors) in two logistic regressions
predicting content removal, and content suppression. *p < .05.

This was the reason that respondents considered to be the most likely.

6.4.2 Experience of Censorship by Demographic Group

We now consider the impact of identity on experiences of censorship. We conducted
logistic regressions to determine if identity predicts content removal and suppression.
We exclude those who answered “Prefer not to say” to any demographic question
(n =25, 4.0% of data). We created dummy variables across gender, trans status, sexu-
ality, disability and ethnicity (Marginalised by gender = 0, not marginalised by gender
=1, etc). We include binary interaction effects e.g. male + straight. We use a stepwise
algorithm to determine the final model. We found disability status, gender and sexual-
ity all impact content removal, R* = .05, p < .001: straight people and people without
disabilities are less likely to experience removal, but straight men specifically are more
likely to experience removal (see Table 6.2). We found disability status, ethnicity, gen-
der and sexuality all predict content suppression, R> = .06, p < .001: white people,
straight people and those without disabilities are less likely to experience suppression,
but straight men are more likely (see Table 6.2).

Identity clearly impacts experiences of censorship, and it is not always the case
that those of marginalised identities experience more censorship (i.e. straight men are
more likely to report censorship). We now look at demographic attributes in turn to
better understand experiences of censorship across identities.

Given the exploratory nature of this work, we did not formulate specific hypothe-
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Figure 6.1: Chart showing the percentage of respondents by gender who posted “con-
troversial” content, and reported having content removed or suppressed. Data labels

show counts. Total counts are given after identity labels.

ses, but we do perform some post-hoc testing to suggest whether differences are sub-
stantive. We always exclude “Other” in our demographic comparisons due to small
n and lack of homogeneity. We primarily conduct Fisher’s Exact Tests to establish
the significance of the difference in rates of posting controversial content or having it
removed or suppressed, between groups. We report 2-sided p-values'® and make sug-
gestions as to whether the differences we report are likely to be meaningful. Where
relevant we include other statistical analyses, noting that typically only large effect
sizes can be detected. Tests were selected which were suitable to the lack of group size
parity. This exploratory paper can indicate fruitful lines of future enquiry to reify our

descriptive findings.

6.4.2.1 By Gender

Nonbinary respondents were the most likely to report posting one of the controver-
sial topic types at least once, see Figure 6.1. Nonbinary people were more likely to
post controversial content than men (p = .050) and women (p = .001). Nonbinary

people were more likely to report having content removed and suppressed than men

ISA11 p-values are from Fisher’s Exact Tests unless specified
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and women, see Figure 6.1; the differences between nonbinary people and women are
significant (p = .014 for removal, p = .016 for suppression).

The types of content that respondents posted and reported as censored differed
across genders. Men were significantly more likely to post political content than
women (28.6%, n = 64, vs. 14.1%, n = 53; p < .001), and more likely to have it
removed (11.76% of those who reported content removal, n = 4, compared to n = 0
women, p = .019), though a Chi-square test with history of posting political content as
a layer (control) variable suggests this was entirely accounted for by history of posting.
Despite these differences, respondents of different genders shared similar beliefs about
censorship of political content. All groups neither agreed nor disagreed if it was subject
to algorithmic censorship (3.15 for women, 3.09 for men, 3.25 for nonbinary people),
and all disagreed that it went against community guidelines (2.45 for women, 2.29 for
men, 2.15 for nonbinary people). Gender did not impact ratings, per Kruskal-Wallis
tests.

Men were much more likely to post content some may find offensive compared
to women (30.1%, n = 68 for men; 11.7%, n = 44 for women; p < .001), and more
likely to report having this content removed (7.59%, n = 17 for men; 2.12, n = 8 for
women; p = .002), though a Chi-square test suggests this was entirely accounted for
by history of posting. Fifty percent of men who reported having content removed said
it included content some may find offensive (n = 17). It was the most common type of
content men reported having had removed. This was also the most commonly reported
suppressed topic for men (28.6% of men who reported suppression, n = 12). Similarly,
men were significantly more likely to post hate speech than women. Over 5% of men
(n = 14) reported posting hate speech at least once (compared with 1.9% of women,
n=717; p=.016).

Nonbinary respondents were more likely than women to post content criticising
a dominant group (20.1%, n =5 vs. 6.37%, n = 24; p = .022), related to a social
justice movement (30%, n = 8 vs. 15.6%, n = 59; p = .042) or about a minority
experience (58%, n =5 vs. 10.6%, n = 40; p < .001). Nonbinary respondents were
also significantly more likely to post about minority experiences than men (vs. 16.1%,
n=48; p < .001).

Turning to beliefs about censorship, we find that men, women and nonbinary peo-
ple differ in their beliefs about the censorship of content about marginalised iden-
tities (criticising a dominant group, related to a social justice movement or about a

minority experience). We find that nonbinary people agree more strongly on aver-
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age that this content is algorithmically censored compared to women, who in turn
believe more strongly in algorithmic censorship than men. We conducted Kruskal-
Wallis tests (which are suitable for small sample sizes) and included pairwise com-
parisons with Bonferroni correction, to minimise the risk of Type 1 errors. We find
respondents did not differ significantly in their beliefs about the algorithmic censor-
ship of content criticising dominant groups, but did so for content related to social
justice movements (H(2) = 19.909, p < .001) and for content about minority expe-
riences (H(2) = 21.347,p < .001). Nonbinary people were significantly more likely
than men to agree social justice content (p = .001) and minority experience content
(p = .001) were algorithmically censored; women were also significantly more likely
than men to agree social justice content (p = .001) and minority experience content
(p = .032) were algorithmically censored; nonbinary people were significantly more

likely than women to agree minority experience content was censored (p = .002).

Our results suggest that there is not a clear relationship between history of censor-
ship, and beliefs about algorithmic censorship. Nonbinary people did not differ signif-
icantly from men in terms of posting content related to a social justice movement, and
there were no significant differences in reported removal or suppression for this topic
(per Fisher’s Exact Tests, p = .209 and p = .186 respectively), yet nonbinary people
were more likely to agree this content is subject to algorithmic censorship. Likewise,
beliefs about content suppression did not directly mirror content removal. For exam-
ple, 14.3% of men who reported having content suppressed reported this content was
related to Covid (n = 6), but less than 3% reported having Covid-related content re-

moved (n = 1, 2.94% of those who report content removal).

Whilst respondents differed by gender in their beliefs about algorithmic censorship
of content about marginalised identities, differences were not significant for beliefs
about whether this content goes against community guidelines (per Kruskall-Wallis
tests). Women, men and nonbinary people all disagreed that content related to a so-
cial justice movement or minority experience goes against community guidelines (for
social justice content: 2.58 for women, 2.60 for men, 2.13 for nonbinary people; for
minority experience content: 2.68 for women, 2.66 for men, 2.22 for nonbinary peo-
ple). All three groups neither agreed nor disagreed if content criticising a dominant
group goes against community guidelines (3.02 for women, 3.07 for men, 2.89 for

nonbinary people).
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6.4.2.2 By Trans Status

Comparing trans and non-trans respondents, we found that trans respondents were
much more likely to post controversial content (75% of trans respondents, n = 15, vs.
50.6%, n = 303; p = .040). However, trans respondents were no more likely to have
content removed or suppressed (p = .163 and p = .185).

Looking at data on the types of content posted, one significant difference is in the
frequency of posting about minority identity experiences which is (somewhat unsur-
prisingly) much higher for trans compared to non-trans respondents (55%, n = 11 vs.
12.7%, n = 76; p < .001). Trans respondents were also comparatively more likely
to report having this content removed (20% of those who report removal, n =1 vs.
2.7%, n = 6; p = .094) or suppressed (60% of those who report suppression, n = 3 vs.
7.2%, n = 6; p = .002). Trans respondents also agreed more strongly that this content
was subject to algorithmic censorship (3.79 vs. 3.31; z =2.436,p = .015 per a Mann-
Whitney U Test), although the two groups did not differ significantly in believing that
this content does not go against community guidelines (2.40 for trans respondents and
2.67 for non-trans respondents).

There were further differences in the reported beliefs about censorship and com-
munity guidelines: for example, trans respondents more strongly agreed that “self-
referential use of slur” was censored by the algorithm (3.96 vs. 3.44; Mann-Whitney
U Test, z =2.385; p = .017).

6.4.2.3 By Sexuality

Counts for posting controversial content and reports of removal and suppression sug-
gest bisexual and asexual respondents were the most likely to report these experiences,
as shown in Figure 6.2. To establish whether likelihood of posting controversial con-
tent differed significantly across sexualities, we first performed a cross-tabulation anal-
ysis with post-hoc z-tests across all sexualities to establish likely significant differences
between sexualities. This suggested that bisexual respondents were more likely than
straight respondents to post controversial content. We found this to be significant per
a Fisher’s Exact test (66.6%, n = 65 vs. 47.3%, n = 218; p = .001).

Repeating this procedure for content censorship, we find bisexual respondents were
significantly more likely than straight respondents and gay respondents to report hav-
ing had content removed. Fisher’s Exact tests found these differences to be significant

(22.2%, n = 22 for bisexual respondents vs. 11.5, n = 53; p = .012 for straight re-
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Figure 6.2: Chart showing percentage of respondents by sexuality who posted “con-
troversial” content, and reported having content removed or suppressed. Data labels
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spondents and; vs. 4.54, n = 2; p = .008 for gay respondents).

Whilst bisexual respondents greater posting of controversial content seems to ex-
plain the higher rates of censorship compared to straight respondents, this does not ex-
plain the comparative “lack of censorship” of gay respondents. Bisexual respondents
report much higher rates of content removal compared to gay respondents, although a
Chi-Square analysis with history of posting controversial content as a layer variable did
not find this to be significant (for those with history of posting controversial content,
x%(1,89) = 3.771, p = .084). Given the small sample sizes, we cautiously suggest this
test may have been “underpowered” and that this result merits further investigation.

As with other identity groups, we did not find a clear link between reports of cen-
sorship and beliefs about algorithmic censorship. For example bisexual respondents
were more likely to agree that “sex related content for an erotic purpose” was subject
to algorithmic censorship, compared to straight respondents (4.02 for bisexual vs. 3.70
for straight, per Mann-Whitney U test, z = —2.349, p = .019). However, there was no
difference in posting rates between these two groups, nor did bisexual respondents
report higher rates of censorship, suggesting this belief comes from observation of
others’ reports of censorship, or wider experience of the policing of queer sexualities,
rather than direct experience of censorship on TikTok.

Straight respondents were most likely to report having content some may find of-
fensive removed by the platform (43.4% of respondents who were straight and re-
ported having content removed, n = 23), but this was reported by only two bisexual
respondents (9.10% of bisexual respondents who reported content being removed). A
relatively large number (n = 6) of straight respondents do not report posting content
that some may find offensive, but do report having such content removed, perhaps in-
dicative of a belief that the content they post is not offensive even if it is removed for
being so. A comparison within those who report posting this type of content found
bisexuals were less likely to have such content removed than straight respondents, but
this difference was not significant (4.76%, n = 1 vs. 23.0%, n = 17; p = .187).

LGB+ respondents were much more likely to post about minority identity experi-
ences —around 1/3 of all gay, bisexual and asexual respondents report posting this type
of content on average. Per a Fisher’s Exact Test comparing straight and grouped non-
straight (gay, bisexual, asexual) identities, this difference was significant, p < .001.
This was also the most common type of content for bisexual respondents who reported
content suppression: 33.3% (n = 6) of bisexuals who reported experiencing suppres-

sion, equivalent to 1/5 of all who reported posting this type of content. This contrasts
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Ethnic group Posted Removed Suppressed
Asian 48.9% (22)  13.3% (6) 20.0% (9)
Black 66.7% (30)  11.1% (5) 20.0% (9)
Multiple 61.9% (13)  28.6% (6) 33.3% (7)
White 49.7% (254) 12.3% (63)  12.5% (64)

Table 6.3: Percentage of respondents in each ethnic group who reported posting contro-
versial content, and having content removed or suppressed. Counts given in brackets.

with the fact that only two bisexuals reported having this content removed (9.10% of
bisexuals who reported content removal), reflecting a disconnect between experiences

of content removal and beliefs about content suppression.

6.4.2.4 By Ethnicity

Experiences of censorship differed by ethnic group (See Table 6.3). Black respondents
reported posting the most controversial content, and were significantly more likely to
do so than white respondents (66.7%, n = 30 vs. 49.7%, n = 254; p = .030), but no
more likely than white respondents to report having content removed given a history of
posting controversial content (per a Chi-Square analysis, x> (1,284) =0.120, p = .812,

for those who post).

Almost a third of respondents of mixed or multiple ethnic groups reported con-
tent removal (28.6%) and suppression (33.3%)j; this is much higher compared to white
respondents, even when controlling for history of posting controversial content: a Chi-
square analysis found respondents from mixed or multiple ethnic groups were signif-
icantly more likely to report content suppression (x2(1,267) = 4.399, p = .046, for
those who post).

All marginalised (non-white) ethnicities report higher rates of content suppression
compared to removal (~ 5% greater or more) (see Table 6.3). For Black respondents,
reports of content suppression were almost double those of content removal, whereas
for white respondents levels were similar. People of colour may perceive themselves to
face higher levels of censorship through suppression, even though censorship through

removal is typically reported at similar rates across ethnicities (barring mixed ethnic-

ity).
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Figure 6.3: Chart showing percentage of respondents by disability status who posted
“controversial” content, and reported having content removed or suppressed. Data
labels show counts. Total counts given after identities.

6.4.2.5 By Disability

Respondents with disabilities were more likely to have content removed and sup-
pressed, even when controlling for their greater likelihood to post controversial content
(see Figure 6.3): Chi-square analyses with posting controversial content as a layer vari-
able found respondents with disabilities to be significantly more likely to report con-
tent removal (x?(1,313) = 13.259, p < .001) and suppression (3>(1,313) =5.928, p =
.022).

Considering censorship of particular topics, as with LGBTQ+ minorities, respon-
dents with disabilities were more likely to post about minority experiences compared
to those without (28.8%, n = 21 vs. 12.2%, n = 66; p < .001). Respondents with dis-
abilities were more likely to report this content being removed (n =3 vs. n = 0).
A Chi-square analysis with posting about minority experiences as a layer variable
found respondents with disabilities to be more likely to report removal of this content
(x2(1,87) =9.765, p = .013 for those who post). This may explain why respondents
with disabilities seemed to more strongly agree that this content was subject to algo-
rithmic censorship (3.58 vs. 3.30) (though this was not significant per a Mann-Whitney
U Test,z = 1.795; p = .088) — although history of censorship did not always directly
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relate to types on content posted. For example, our results suggest that respondents
with disabilities may agree more strongly that self-referential slurs are censored by the
platform (3.67 vs. 3.43) (though again this was not significant per a Mann-Whitney U

Test, z=1.752; p = .080) though there was no difference in rates of censorship.

6.5 Discussion and Future Directions

We identified a number of key trends in the data, which we discuss below. We also
highlight avenues for future research to deepen our understanding of (perceived) biased

censorship on TikTok.

6.5.1 Offence is in the Eye of the Beholder

We found that often content some may find offensive was one of the most commonly
censored content types for non-marginalised groups (i.e. men and straight people). For
example, straight people reported higher rates of removal than bisexual, gay or asexual
people, and it was the most commonly removed content type; men reported higher
rates of content removal than women and nonbinary people, and again it was the most
commonly removed content type. Indeed, half of men who reported content being
removed said it was content some may find offensive. This could relate to their greater
tendency to post “Telling jokes” content compared to women and nonbinary people,
which we also found, given the inherently subjective nature of humour. Meaney et al.
(2022) explore gender differences in rating online humour and find that men “tolerate”
offence more in “humorous” content. Further research into the nature of the potentially
offensive content that men post is merited. It is also worth exploring the significantly
higher rates of (self-reported) hate speech posting on the platform amongst men. It
may be that men are no more likely to post hate speech, but are more likely to be
honest about it. It may even be that men are less likely to take the topic seriously, so
answered yes without much thought. Whatever the reason, it highlights the value of
investigating hate speech content on TikTok, to understand who produces it and their
attitudes towards offensive content.

As with conservative TikTok users compared to trans and Black users in Haimson
et al. (2021), it may be that whilst straight and male respondents report being censored
at comparable rates to marginalised respondents, they are having content removed that

(they themselves agree) is against community guidelines, where marginalised creators
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have content removed that does not clearly violate the platform’s standards. Being
censored for content that is believed to be in line with community guidelines will
contribute towards feelings of discrimination and alienation. Users may feel they are
being silenced for posting content that directly pertains to their lived experiences as

marginalised people.

6.5.2 Direct Experience isn’t Everything

We found beliefs about algorithmic censorship were not obviously correlated with di-
rect experience of censorship on the platform. For example, nonbinary respondents
agreed more strongly that social justice content is algorithmically censored, compared
to men, even though nonbinary respondents never reported having this content re-
moved. Thus, TikTok users’ beliefs about censorship are not always the result of direct
experience, but likely formed through which topics they (do not) see on the platform;
the content they consume related to others’ experiences of, and folk theories about,

censorship; and censorship on other platforms and in “real life”.

6.5.3 Suspicious Minds

We found there was a mismatch between reports of content removal, and content sup-
pression. Around half of respondents who reported content suppression reported no
content removal. Many more topics were reported as being subject to suppression
compared to removal. Rates of suspected suppression were typically higher than rates
of removal, across demographics. This suggests that beliefs about what content is
suppressed by the platform are not directly related to experiences of content being re-
moved (where a justification is typically provided). This is particularly evident when
comparing across respondents from different ethnic groups. Reports of removal and
suppression were at similar rates for white respondents, but respondents of colour were
more likely to suspect suppression than removal. We do not attempt to say whether
these suspicions are founded: it may be that users of colour are no more subject to
suppression than white users, despite their beliefs. It may also be that TikTok favours
suppression over removal of content by marginalised creators, to avoid similar scan-
dals to Brown (2021); Ghaffary (2021); Ohlheiser (2021) i.a. (whilst suppression of
marginalised creators’ content has also received significant media attention (Kelion,
2019; Kover and Reuter, 2019), it is harder to prove than differing rates of content

removal, account closures etc. — though cf. Ryan et al. (2020); Biddle et al. (2020).
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Experimentation in the style of King et al. (2014) — who attempt to reverse engineer
censorship in China — may help to shed light on which topics are censored through sup-
pression on the platform. However, regardless of the “truth”, that some marginalised

users feel they are subject to additional suppression is harmful in and of itself.

6.5.4 Not So Innocent Mistakes

We found respondents felt censorship of content did not always align with the plat-
form’s community guidelines. Respondents reported that content was removed without
reason or that sometimes the “wrong” content was removed. We found that for several
of the controversial topics (namely non-erotic sex related content, curse words, polit-
ical content, content relating to minority identity experience and content relating to a
social justice movement), respondents agreed this content was subject to algorithmic
censorship despite not being against community guidelines. However, whilst respon-
dents acknowledged that algorithmic censorship could go against official community
guidelines, when asked about their beliefs about why content might be removed or
suppressed despite not violating guidelines, respondents most strongly agreed that this
was due to other users reporting the content. This aligns with previous research which
found human intervention was considered a primary cause for content removal (West,
2018). TikTok users have even expressed concerns about this being done to harass
creators (Zeng and Kaye, 2022; Are, 2023).

6.5.5 The Bis Have It

We found the bisexual respondents may be subject to additional censorship compared
to gay respondents, though we repeat our caution that this requires further empirical
investigation. This additional censorship of bisexual content may be best understood
in the context of the finding of Simpson and Semaan (2021) that the TikTok algorithm
seems to favour queer content that aligns with norms. Bisexual people face what is
known as “double discrimination”, whereby they face rejection from both outside and
within the LGBTQ+ community for their plurisexual identity (attraction to multiple
genders) (Mereish et al., 2017). It is possible that content related to bisexual experi-
ences falls outside the norm that has been constructed on TikTok — by its creators and
users — hence bisexual respondents were subject to greater levels of censorship than

gay respondents.
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6.6 Limitations

We did not format our questions around TikTok’s specific moderation guidelines (e.g.
related to copyright music), which partly explains the high number of “Other” answers
to types of censored content. This may have biased our findings against topics of
particular relevance to TikTok such as minor safety. Our sampling method meant we
obtained limited data from individuals with direct experience of censorship. An alter-
native method would be to target creators on TikTok who report censorship, or create
videos to promote the study, but in both cases algorithmic curation would introduce
a sampling bias. Our use of the term ‘“censorship” may have influenced responses,
as censorship has more negative connotations than for example “moderation”. Fu-
ture work might employ more neutral language i.e. only using the terms “removal”
and “non-recommendation”. We asked which types of content people post and which
types are censored as separate questions, and some respondents gave conflicting an-
swers. Mismatches may have arisen due to respondents preferring to select “Never”
for the frequency of posting a type of content they have posted only once. Or respon-
dents may have interpreted the content type descriptions differently in each instance,
e.g. they do not believe the content they post to be sexual, but this was the reason given

for its removal. Greater clarity in our instructions would have addressed this issue.

Our sample may not be representative and we vehemently discourage use of the
work to conclude that specific groups do not experience harms from censorship, simply

because we did not find evidence.

6.7 Conclusion

Our exploratory analysis has revealed that whilst rates of censorship are not always
higher for marginalised creators, they are more likely to be censored for content that
is generally regarded as in line with community guidelines, through removal and sup-
pression. This will contribute towards feelings of discrimination and alienation on
the platform. We have highlighted several avenues for future work into experiences
of biased censorship on TikTok, to complement investigative work already conducted
by journalists. We encourage a focus on users’ beliefs over any attempt to identify
the “truth”, as these folk theories of censorship play a pivotal role in shaping users’

experiences of the platform.
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6.8 Learnings

This work highlights the value of asking those impacted by Al about their beliefs and
not just direct experiences. For example, if we only recorded rates of content removal
we might assume that this determines what content people believe is censored — but
actually beliefs about censorship clearly stem from much more than direct experience.
We would also fail to capture beliefs about rates of suppression, which for example
are higher amongst people of colour than white people. This is valuable because it is
these beliefs that will guide people’s behaviour on the platform, and their emotional
response. Where people are being harmed, they are being harmed not just by the actual
output of the model but also by their beliefs about the model — their beliefs about what it
represents. As Ehsan et al. (2022) writes, negative interactions with algorithms change
how people make sense of the world.

This work also highlights the importance of not treating the LGBTQ+ community
as a homogeneous group — either with regards to stimuli or respondents — because
once again I found differences within the queer community. For example, I found that
bisexual people seem to experience unique discrimination compared to monosexual
queer identities (i.e. gay and lesbian). Results that offer an average over all queer
identities may fail to capture important differences (e.g. bisexual people often face
“double discrimination” from the queer and non-queer community, which I return to
in Appendix A).

This work exemplifies the other maxims of my proposed human-centric approach
to bias research, in that I consider the human and technological aspects of the modera-
tion and recommender systems, for example asking respondents about the possible role
of human moderators, other users and “the algorithm” in their experiences of biased

censorship.



Chapter 7

Le$bean or Lesbian? A Survey of
Marginalised Users’ Motivations for
Obfuscation on TikTok

Having established beliefs about biased censorship on TikTok, I now explore the lin-
guistic techniques that platform users employ to obfuscate — hide — their intended
meaning, in order to evade perceived censorship. This has received significant me-
dia attention, and in this Chapter I complement this media interest by conducting a
survey to establish users’ motivations for employing these techniques, and their atti-
tudes towards this behaviour. This work is informed by linguistic scholarship on self-
censorship, anti-languages and platform vernaculars. I conducted a survey of 627 UK
TikTok users and found that use of obfuscation was relatively low in our sample, and
primarily related to the types of content users were posting (historically censored con-
tent), rather than acting as a way to establish social identity as I had predicted — though
our sample was far from homogeneous on this point. Using a structural equation mod-
elling (SEM) analysis I show that men and people of colour (POC) were significantly
more likely to use obfuscation. For POC this is driven partly by positive associations
with obfuscation use, suggesting obfuscation is seen as a way to be playful and creative
with language, as well as evade “The Algorithm”. This makes particularly visible the
work that the public do to understand the role that biased Al plays in their lives: as
the output of Al impacts them, so too do they impact the output of Al. Studying this

reciprocal relationship is key to a human-centric approach to studying bias.
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7.1 Introduction

The short-form video content app TikTok’s meteoric rise (Harwell, 2022) has not been
without controversy: users complain of experiencing unfair censorship on the app, in
particular those who are already marginalised, for example by their gender, ethnic-
ity, sexuality or disability, as we discuss in the previous Chapter (see also Ryan et al.
(2020); Brown (2021); Karizat et al. (2021); Lyu et al. (2024)). As a result, users will
often use homonyms, misspellings, leet speak (Blashki and Nichol, 2005) and other
obfuscation techniques to hide their intended meaning from “the algorithm™ (Calhoun
and Fawcett, 2023, 2022; Klug et al., 2021). For example, users might talk of being a
member of the “leg booty” community, rather than LGBT+, out of concern that their
video will be suppressed (Lorenz, 2022). This subject has garnered extensive media
attention (Lorenz, 2022; Brown, 2021; Bacchi, 2020; Ohlheiser, 2021). Calhoun and
Fawcett (2022, 2023) provide a qualitative analysis of the most prominent obfuscation
techniques observed on the platform, and propose likely motivations for use such as
establishing community and avoiding censorship. Building on this, we conduct a large-
scale survey investigating users’ motivations and attitudes. Our quantitative analyses
include measuring the relative importance of different motivations in determining ob-
fuscation use, through an SEM, well-suited to studying causal relationships between
many constructs (Hair et al., 2019). This work explores how folk understandings of
“the algorithm” (see Section 7.2) affect user behaviour on TikTok (Klug et al., 2021),
and in doing so demonstrates the value in considering users’ beliefs when studying

their interactions with information technologies.

Crucially, our focus is not on whether, or how censorship occurs, or whether these
obfuscation techniques are truly successful at evading it. We look to address users’ per-
ception of being censored, and their motivations for using, and attitudes towards, ob-
fuscation techniques,contributing to the body of work addressing users’ beliefs about
digital technologies including social media algorithms (Simpson and Semaan, 2021;
Klug et al., 2021; Lyu et al., 2024, i.a.), but also smart speakers (Meng et al., 2021;
Frick et al., 2021) and algorithmic decision making systems (Starke et al., 2022).
Though we do not investigate how the censorship system ‘“really works”, we do (in
line with Karizat et al. (2021)) acknowledge that this user behaviour may have very
real effects on how the moderation algorithm functions, in that users’ attempts to resist
an algorithm they perceive to be biased undermines how effective the algorithm can be.

Social media companies need to understand and anticipate user behaviours in order to



7.1. Introduction 125

ensure their moderation systems have the desired effect. As Seaver (2019, 418) notes
it is “intricate, dynamic arrangements of people and code” which have “sociocultural
effects”, not algorithms in isolation (see Section 7.2.2).

In addition to avoiding censorship, creative language use also plays a role in es-
tablishing online group membership (Stewart et al., 2017; Blashki and Nichol, 2005),
as well as preventing out-group readers from understanding (Halliday, 1976). We will
also investigate to what extent establishing membership of a community motivates
users to employ obfuscation techniques. This could apply both to feeling part of a par-
ticular cultural identity, for example the LGBTQ+ community, but also to feeling part
of the wider TikTok community, as it could be said use of obfuscation techniques has
become part of the platform’s culture.

Whilst creative use of language to avoid censorship is for many users a way of
enabling positive and informative content to be viewed by others (Lorenz, 2022), if
these obfuscation techniques are successful this may also allow inappropriate content
to circulate on the platform. Automated content moderation is designed to prevent the
latter, but this can come at the expense of suppressing otherwise “innocent” content
(Haimson et al., 2021). We investigate the kinds of content users post when using
these techniques, to establish how frequently obfuscation is used to post inappropriate
content, and if this is a primary motivation.

We conduct a survey of active and historic TikTok users, to understand their mo-
tivations for using obfuscation techniques, be that to avoid censorship or to signal in
group identity. We also study what how feel about this practice, as we particularly
wish to establish whether users feel harmed by the need to adapt their use of language
to avoid censorship of their content. We are particularly interested in investigating the
motivations and consequences of these strategies for already marginalised groups such
as Black and LGBTQ+ users of TikTok, groups which media coverage suggests feel
most driven towards obfuscation use by perceived censorship (Lorenz, 2022; Brown,
2021; Bacchi, 2020; Ohlheiser, 2021). A primary contribution is to demonstrate how
motivations for use differ between demographic groups.

In the following, we provide a brief introduction to TikTok, then present a literature
review which informed the development of our hypotheses and thus of our survey. We
present our methodology, then analyse and discuss our findings. Finally we discuss
the implications of our findings, for those researching social media, but also for those
running these platforms. We put particular emphasis on the implications of our find-

ings with regards to how social media platforms should engage with users around the



126 Chapter 7. Marginalised Users’ Motivations for Obfuscation on TikTok

moderation of content on the platform in order that minority communities do not feel

harmed by these practices.

7.2 Background

7.2.1 Overview of Censorship on TikTok

Moderation and recommender systems allow social media platforms to create a safer
online environment, as they enable the management of harmful content at scale. This
may be necessary to comply with legal requirements, such as the UK’s Online Safety
Act (DSIT, 2025), to align with the platforms’ stated agendas such as “amplifying
LGBTQIA+ voices”,' and to meet marginalised users’ expectations around safety on
the platform. Content moderation is intended to protect users, but also acts to control
and censor (Cobbe, 2021; Zeng and Kaye, 2022). In this Chapter, we again use cen-
sorship to refer to both removal and suppression of content, including of content that
would not intentionally be subject to moderation.

Whilst social media censorship is common, TikTok has garnered substantial media
attention (Hern, 2019a,b; Lorenz, 2022; Brown, 2021; Bacchi, 2020; Ohlheiser, 2021;
Biddle et al., 2020; Woods, 2021; Kelion, 2019), likely due to inconsistent policies, its
association with China, and the central importance of algorithmically curated content.
Although TikTok tailors content moderation to local cultural norms (Ryan et al., 2020;
Hern, 2019b), such moderation is often evident to users globally as it operates at the
level of language, meaning it is more open to critique. Further, TikTok has previously
been criticised for promoting Chinese foreign policy aims (Hern, 2019a). Finally, user
awareness of algorithmic censorship may be particularly high because the platform’s
design encourages viewing of algorithmically recommended content over for example

followed accounts.

7.2.2 “The Algorithm” and Algorithmic Folk Theories

In this Chapter, we follow Seaver (2019) in conceptualising algorithms as socially
constructed objects, rather than adopting a more narrow definition from computer sci-
ence. A socio-technical lens allows us to understand how social media users construct

“the algorithm” as a mediating force affecting which content they are shown (and con-

'https:/newsroom.tiktok.com/en-us/celebrating-the-lgbtgia-community-on-tiktok-and-beyond
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versely, which content they are not shown). In line with this social construction, we
refer to “the algorithm” throughout this Chapter, in the understanding that algorithmic
content moderation systems are both technically and socially more complex.

TikTok users feel that content is suppressed by the platform’s “algorithm” on the
basis of the creator’s identity (Karizat et al., 2021) - an example of a algorithmic folk
theory, which shapes user behaviour on social media (West, 2018; Karizat et al., 2021).
Such folk theories often develop from “everyday algorithm auditing”: the discovery of
problematic behaviour through every day interactions with a system (Shen et al., 2021;
Karizat et al., 2021; Simpson and Semaan, 2021; Brown, 2021). A detailed discussion
of these topics can be found in Chapter 6..

Akin to these everyday audits, journalists at The Washington Post have created
videos to test whether certain terms are suppressed.> They leave out terms they be-
lieve may trigger censorship, including the word “suppressed” which they display in
the video on a handheld sign (arguably a form of obfuscation). This kind of work sup-
ports that done by everyday users, and as Velkova and Kaun (2021) note, algorithmic
resistance work may become “increasingly dependent on collaboration with traditional

media”.

7.2.3 Algorithmic Resistance

To counteract perceived content suppression and the resulting “algorithmic represen-
tational harms” (Karizat et al., 2021), users may engage in forms of “everyday algo-
rithmic resistance” whereby they attempt to change how the platform behaves whilst
operating within its framework. An example of this is deliberately engaging with cer-
tain content to ensure it is not suppressed by TikTok (Karizat et al., 2021; Simpson
and Semaan, 2021), a technique that is reminiscent of data poisoning attacks, that is,
the manipulation of training data to degrade the accuracy of a machine learning model
(Pang et al., 2021). Velkova and Kaun (2021) write that just as algorithms study users,
so too do users study algorithms. This may be undertaken as an individual or collective
action. Understanding these “tactics of resistance” (Velkova and Kaun, 2021), which
allow users to express their agency, is key to developing approaches to manage the
power that algorithms have in everyday life (Velkova and Kaun, 2021).

The term everyday algorithmic resistance could also be taken to encompass the use

of coded or obfuscated language online to avoid automated censorship. Coded lan-

Zhttps://www.tiktok.com/@washingtonpost/video/7158098211977088298
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guage, including visual language such as emoji and memes, can allow internet users to
express dissatisfaction with their government and with strict censorship (Mina, 2014),
or to avoid moderation of sensitive content (Calhoun and Fawcett, 2022, 2023). Obfus-
cation is one of the methods through which users can redefine the “functioning [...] of
technologies, collectively and politically” (Velkova and Kaun, 2021). Automated con-
tent moderation is not new, nor is use of obfuscation to avoid it: we found reference to
use of alternating case to avoid profanity filters in a 1998 edition of PC Mag (Lidsky,
1998).

Such coded language is also used by those wishing to promote misinformation
(Collins and Zadrozny, 2021) and spread toxic content (Lees et al., 2021). These lat-
ter two behaviours could also be said to constitute resistance to automated censorship.
However in this Chapter we choose to focus on algorithmic resistance by marginalised
communities, as we wish the understand the algorithmic representational and alloca-
tional harms that may be done to these communities through use of automated censor-

ship, in line with the focus of this thesis.

7.2.4 Obfuscation Technique Use on TikTok

A prominent form of algorithmic resistance is the use of obfuscated language to avoid
censorship. For example, users might write “yt” instead of white, “le$bean” instead
of lesbian, or “shrek work” instead of sex work (Calhoun and Fawcett, 2022). This
creative use of orthography is designed to evade the automated censors whilst still be-
ing comprehensible to (human) viewers. Use of obfuscated text has been found on
Facebook (Collins and Zadrozny, 2021) and Instagram (Chancellor et al., 2016; Stew-
art et al., 2017), and its use on TikTok has received much media attention (Lorenz,
2022; Woods, 2021; Tait, 2022; Harwell, 2022). We have also casually observed ob-
fuscation technique trends spreading from TikTok on to other platforms, just as the
video format has spread (Harwell, 2022; Kantrowitz, 2023; Frier, 2022). State-of-the-
art obscene language detection systems show success at detecting obfuscated content
that use spaces, punctuation and letter substitution (Renwick and Barbosa, 2021) (cf.
Rottger et al. (2021)), and TikTok may employ similar models, though it is not unclear
from their official documentation® what systems they use to moderate content, nor how

responsive it is to users’ changing behaviours.

3nttps://www.tiktok.com/transparency/en-us/content-moderation/
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Calhoun and Fawcett (2022, 2023) identify eight key obfuscation techniques used
in “linguistic self-censorship” on TikTok. As they point out, avoiding automatic cen-
sorship is not the only reason for this linguistic behaviour: in addition to enabling users
to discuss sensitive topics, it is a playful way to express linguistic creativity, (social)
identity and stance (Calhoun and Fawcett, 2023). These social and creative motivations
account for the use of obfuscation techniques in the context of topics not deemed sen-
sitive or controversial according to platform guidelines (Calhoun and Fawcett, 2023).
Building on these initial studies, we further explore (minority) users’ social motiva-

tions for using obfuscation techniques.

7.2.5 Coded Language, Secrecy and Social Meaning

Of course, use of “obscured” language to avoid detection by out-group members (and
ensure visibility to in-group members) is not new amongst marginalised communities.
Halliday (1976) introduces the term “anti-language” to describe “a language generated
by a kind of anti-society” or groups positioned outwith mainstream society, which Cal-
houn and Fawcett (2023) write exist at one end of a spectrum of language play. These
“anti-languages” might differ from a language spoken by the mainstream society only
in (parts of the) lexicon, particular in domains that are central to the subculture. As
Halliday (1976) points out, in this way anti-languages are similar to specialised reg-
isters used by particular social groups which are extremely common and well-studied
both in mainstream society and subcultures (Bucholtz, 1999; Bieswanger, 2016; Tway,
1975). What sets an anti-language apart, on a linguistic level, is a very high number of
synonyms in particular domains. Playful and original language use and secrecy as mo-
tivations for “overlexification” and, importantly, the inherent counter-cultural stance of
its speakers, is what sets it apart on a social level. Crucially, the secrecy (or obfusca-
tion) is not the main reason why these languages emerge, but rather they are used by
the speakers to create and maintain their “anti-societies” or subcultures. In addition to
the examples related to “criminal underworlds” that Halliday (1976) provides, Polari,
a linguistic variety predominantly used within gay male subcultures in the twentieth
century, can be understood through this lens (Baker, 2019).

In the context of social media, characteristic uses of particular linguistic and aes-
thetic repertoires have been understood as “platform vernaculars” (Gibbs et al., 2014).
Aspects of these vernaculars may well be used to express affiliation with particular

online or offline subcultures (Calhoun and Fawcett, 2023). The adoption of obfusca-
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tion techniques, like the adoption of anti-languages, might also be motivated by (and
expressive of) a kind of resistant stance towards (algorithmic) censorship as described
by Velkova and Kaun (2021).

7.3 Hypothesis Development

In this study we seek to understand marginalised users’ motivations for using obfus-
cation techniques. We will explore the kinds of content users are posting when they
use obfuscation techniques; how technique use differs across demographics and across
those with a history of content removal. Accordingly, our research question is as fol-
lows: (R1): How do motivations for use of obfuscation techniques differ between
identities? In addition, we make a number of specific predictions about minority users’
motivations for obfuscation technique use.

Obfuscation use on TikTok has received some media attention (Lorenz, 2022;
Woods, 2021; Tait, 2022; Harwell, 2022), with articles typically sharing the intuition
that usage relates to avoiding algorithmic censorship. Calhoun and Fawcett (2022,
2023) write that users’ motivations also include the desire to express linguistic cre-
ativity. We argue that like anti-languages, obfuscation can be used to index group
affiliation and remain illegible to “outsiders” (understood here as both automated and
human moderation, and those who might report their content). We predict that, re-
flecting a history of anti-language use by marginalised groups (Halliday, 1976; Baker,
2019):

HIA: Minority groups will be more likely to use obfuscation techniques than non-
minority groups

Media coverage of and articles on TikTok censorship suggests increased censorship
of marginalised users (Brown, 2021; Lorenz, 2022; Kelion, 2019; Ohlheiser, 2021;
Kover and Reuter, 2019; Haimson et al., 2021; Karizat et al., 2021; Simpson and Se-
maan, 2021) — we found evidence of this in Chapter 6. We wish to understand the role
perceived censorship plays in motivating use of obfuscation techniques. We predict
that, in line with media coverage, that:

HIB: Minority users will (perceive themselves to) face additional censorship

As avoiding perceived censorship is one of the motivations for use of obfuscation
(Calhoun and Fawcett, 2022, 2023; Lorenz, 2022), we predict that:

HIC: Higher perceived censorship will predict greater use of obfuscation tech-

niques
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In addition to avoiding censorship, obfuscation use can play a number of sociolin-
guistic roles as explored above, and by Calhoun and Fawcett (2022, 2023) (mirroring
the role of anti-languages such as Polari (Halliday, 1976; Baker, 2019)) including ren-
dering text illegible to out-group members. That is, obfuscation technique use may be
unrelated to censorship. Thus we predict that:

HID: Minority users are motivated to use obfuscation techniques to maintain a
social identity

Namely, we will investigate the impact that social motivations (emotional responses
to obfuscation use, sense of community membership) have on obfuscation technique
use.

To deepen our understanding of users’ responses to censorship on TikTok, we also
investigate users’ beliefs about algorithmic censorship and obfuscation techniques.
That is to say, we seek to contribute to our understanding of users’ folk theories about
censorship on TikTok (Karizat et al., 2021). We will explore what content users believe
to be censored, and how users interpret censorship “mistakes” (when content is cen-
sored that follows community guidelines). Additionally, we predict that (given their
use), users will believe obfuscation techniques to be effective, but that low belief in
effectiveness will discourage use of obfuscation techniques, moderating the impact of
a history of posting controversial content, and of perceived censorship by the platform
(i.e. those factors related to use of obfuscation techniques to avoid censorship).

H2: Perceived effectiveness of the obfuscation technique moderates the effect of
perceived censorship and controversial content posting on the use of the obfuscation

technique

7.4 Methodology

7.4.1 Recruitment

The recruitment of our respondent pool is discussed in Chapter 6.

7.4.2 Procedure and Measurements

We conducted a survey. Items in the survey were used to measure latent variables in
our structural equation model, plus the observed variable of obfuscation use in our

logistic regression. We additionally conduct post-hoc analysis of differences across
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Figure 7.1: Flowchart showing sections of survey
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user groups. Ethics approval was obtained from the University of Edinburgh Infor-
matics Research Ethics Process, rt #6862. This study was conducted online using
Qualtrics.com.* Qualtrics follows best practice for data security, vital given our focus
on sensitive demographic information and posting of potentially controversial content.
Before agreeing to the survey, respondents were given a detailed information sheet,
which specified that data would be kept strictly confidential and viewed only by the

named research team. They were then asked for their consent.

7.4.2.1 Use of TikTok

After giving informed consent, respondents were asked about their use of TikTok,
and their motivations for stopping use if they reported being ex-users. Respondents
were asked how often they used TikTok to view, and separately to post content. We
asked about the types of content users viewed and separately posted on TikTok. We
told users that for this survey we were interested in their use of TikTok for English
language content only, because our hypotheses had been developed based on research
into English language users, and the obfuscation examples we gave were all English

language based. Further details can be found in Chapter 6.

7.4.2.2 Experience of Censorship

We asked about users’ experience of censorship. We stated that by censorship “we

mean both when content is removed and when content is suppressed.” We gave the ex-

4Qualtrics.com
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ample of a video getting very few views as something that might indicate suppression,
which is reflective of TikTok users’ folk theories (Lyu et al., 2024).

We provided a list of 13 topics (henceforth “controversial topics”, referring to the
fact that users have previously reported having such content removed) derived from
Haimson et al. (2021), and the option to supply “Other”. The list (repeated from Chap-

ter 5) is as follows:

* Political content

* Content some may find offensive or inappropriate

» Sex related content for a non-erotic purpose i.e. that is intended to educate

 Sex related content for an erotic purpose

» Covid-related content

 Content insulting or criticizing dominant group (e.g., men, white people)

* Content relating to a social justice movement, for example feminism or anti-
racism

» Content relating to minority identity experience i.e. queer content, content about
Black experiences

* Hate speech

e Curse words

* Self-referential use of slur i.e. d*ke by a lesbian

» Content about violence that is not intended to shock or disgust i.e. reporting on
a violent crime

 Content about violence that is intended to shock or disgust

By providing a pre-defined list we ensured we had consistent data across respon-
dents. Users could indicate whether this kind of content had been removed on a 5-
point scale of “Never” to “Always” (such frequency scales are standard in psycholog-
ical research; 5-point scales show good reliability and ease of use (Preston and Col-
man, 2000), and we preference 5-point scales throughout given ease of use on mobile
screens). We repeated this process for content suppression on TikTok. We then asked

questions irrelevant to this Chapter.

7.4.2.3 Awareness of Obfuscation

Next, respondents were introduced to the concept of “obfuscation” with examples
shown in screenshots taken from TikTok. We gave explanations and multiple text

examples of the eight key obfuscation techniques identified by Calhoun and Fawcett
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(2022) and asked which of these techniques users had seen others using. For those
who indicated that they had posted content, we also asked which they had used them-
selves. We asked how often respondents understood the intended meaning when they
used these techniques, with five options from “Never” to “Always” (1-5). We asked
respondents to rate how effective these techniques were for avoiding algorithmic cen-
sorship, on a 5-point scale from “Not effective at all” to “Extremely effective” (1-5).
Users were given the chance to add any other thoughts on the topic.

Users were then asked how using or seeing obfuscation techniques made them feel
using the 20 item mDES scale (Fredrickson et al., 2003) (also adapted in Fredrickson
(2013)), on a 5-point agreement scale from “strongly disagree” to “strongly agree”
(original scale looked at frequency of emotion experienced over the last two weeks
- this scale was inappropriate given our focus). o = .937 for positive emotions in

response to obfuscation techniques, o0 = .938 for negative emotions.

7.4.2.4 Motivations for Obfuscation Use

We then asked respondents which kinds of content they had posted with five options
from “Never” to “Always (all my content is about this)”, repeating the 13 item con-
troversial topics list. For topics they selected, we asked how often they posted using

obfuscation techniques with five options from “Never” to “Always”.

In order to explore other motivations for obfuscation technique use beyond post
topic, we asked respondents to state how strongly they agreed with the following state-
ments, on a scale of 1-5 (“Strongly disagree” to “Strongly agree”): “To express my
creativity”, “Because it’s fun”, “So human moderators can’t understand what I am
writing”, “So the algorithm does not censor my posts”, “So only certain TikTok users
can understand me”, “To show which communities I belong to”, “To feel part of the
community of TikTok users”, “To protest algorithmic censorship”. These eight origi-
nal items, used in our exploratory descriptive analysis, were devised to measure users’
explicit motivations for using obfuscation. Items 1 & 2 were taken to indicate creative
language use motivations for obfuscation technique use the online “language play” ex-
plored in Calhoun and Fawcett (2022, 2023)). Items 3 & 4 relate to use of obfuscation
to avoid moderation or censorship. Items 5-7 were taken to indicate community es-
tablishing motivations for obfuscation technique use. Item 8 was intended to measure
whether respondents who were consciously aware of obfuscation use being a form of

algorithmic resistance saw it as an act of protest.



7.5. Structural Equation Model 135

7.4.2.5 Beliefs about Algorithmic Censorship

Users were asked if they agreed that the moderation algorithm censors at least some
posts about the 13 controversial topics in turn, on a scale of 1-5 (“Strongly disagree”

to “Strongly agree”). We then asked questions irrelevant to this Chapter.

7.4.2.6 Demographic Information

Respondents were asked to optionally provide demographic information, namely age,
gender identity (male, female, non-binary, other [text entry]), sexuality (straight, gay,
bisexual, asexual, other [text entry]), disability status (yes, no), ethnic group (topline
categories taken from the UK 2021 census ). We then asked questions irrelevant to

this Chapter.

7.4.2.7 Social Identity

Finally, we asked respondents how strongly they agreed to five statements relating to
their social identity community and TikTok. We provided a definition of social identity
as meaning belonging to a certain social group, “such as a certain race, gender or class”
taken from Karizat et al. (2021). We asked “on TikTok...” “I feel like I am part of my
communities”, “I feel a connection with other members of my communities”, “I feel
accepted by other members of my community”, “I feel respected by other members of
my communities” and “I feel valued by other members of my communities”. These
questions were adapted from existing work on sense of belonging in academic commu-
nities. Namely we used a subset of the belonging measures found in Muradoglu et al.
(2021), leaving out three statements which pertained to emotions felt when “around”
the community (Muradoglu et al. (2021) was in turn adapted from Good et al. (2012)).

Respondents were then debriefed.

7.5 Structural Equation Model

We first present the results of a structural equation model looking at marginalised re-
spondents’ motivations for using obfuscation. The model attempts to establish which
factors including posting controversial content influence obfuscation use. Analysis of
the text results show very, very few respondents reported using obfuscation techniques

for any topics other than those we had pre-identified (n = 5), so we do not consider

Shttps://www.ethnicity-facts-figures.service.gov.uk/style-quide/ethnic-groups
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it a detriment of the model that it focuses on the pre-determined controversial topics.
Because we are trying to predict a binary variable (whether the respondent used obfus-
cation or not) we run our analysis in two stages, per best practice proposed by Bodoff
and Ho (2016). Specifically, we first run a partial least squares (PLS)-SEM algorithm
to establish latent variables and path coefficients for endogenous variables that are not
binary (i.e. other than “use of obfuscation). We then run a logistic regression us-
ing the latent variables output by the PLS-SEM model to predict “use of obfuscation

techniques”™.

7.5.1 Design

Figure 7.2: Proposed models relating to hypotheses for HIA-D & H2. Arrowheads

indicate a direct effect. Dots indicate a moderation effect.
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To test whether factors other than perceived censorship and content topic influ-
enced marginalised respondents use of obfuscation techniques, we designed an SEM,

depicted in Figure 7.2. PLS-SEM is suited to modelling data with a view to provide
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a causal explanation, and where the proposed model has many constructs (Hair et al.,
2019). Conducting many individual regressions could compound the risk of Type 1
errors. To conduct our analysis we used an academic license for SmartPLS 4 (Ringle
et al., 2022). We used a path weighting approach in our analysis, the recommended ap-
proach for PLS-SEM (as per SmartPLS documentation®). Path weighting is based on
regression rather than just correlation between latent variables (Henseler et al., 2009).
The initial weight of the relationship between observed and latent variables was set
by default to +1. Significance values were determined using bootstrapping, with 5000
subsamples and two-tailed significance determined at p < .05.

We removed respondents who did not provide the complete set of demographic
information (n = 25).

Frequency of posting controversial content, content removal and suppression were
all represented originally by ordinal data (0-4 to represent “Never” to “Always”). This
data was taken as quasi-continuous and thus appropriate for SEM.

The observed variable (see Bodoff and Ho (2016) for a discussion of this distinc-
tion) of “use of obfuscation techniques” was recorded as whether respondents selected
“None” for obfuscation use.

Minority status was originally captured by five latent variables, each with a sin-
gle binary dummy observed variable recording whether the respondent belonged to
a marginalised group across gender,” sexuality, trans status, ethnicity and disability
(binary measurement variables are permissible in exogenous variables in PLS-SEM).
We anticipated these demographic groups to exhibit similar patterns with regards to
obfuscation use to those reported by historically marginalised users in Haimson et al.
(2021). In the first version of the model, we saw no significant relationships between
trans status and any connected latent variable in the model, despite existing evidence to
suggest a relationship between trans status and controversial content posting (Haimson
et al., 2021), likely due to the very small number of trans respondents (n = 20). For
simplicity’s sake, we removed trans status from the model before reporting the final
findings.

Note, an alternative way of modelling minority users’ behaviour would be to ex-

clude any respondents from the analysis who do not face marginalisation along any

Shttps://www.smartpls.com/documentation/algorithms—-and-techniques/pls/

"Note that due to the way we conceptualised marginalisation due to gender, the five trans men in our
sample were included in the non-marginalised group for gender (on the basis of their identity as men).
It could be argued that their trans history makes them likely to experience marginalisation due to their
historical or perceived gender, but we chose to model gender and trans status separately.
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of our identified axes of oppression (gender, sexuality, trans status, ethnicity and dis-
ability), and thus analyse the behaviour of a single “marginalised” group. However,
this design of model would not allow us to model the impact of marginalisation along
a particular axis of oppression on any of the predictors of obfuscation use. Using a
single latent variable to represent all forms of marginalisation would be inappropri-
ate given the binary measurement variables, which cannot be combined into a single
formative latent variable (and further, would not allow us to explore substantive differ-
ences between the different marginalised groups). Creating separate models for each

demographic would have increased our risk of Type 1 errors.

We predicted minority respondents would make greater use of obfuscation tech-
niques (H1A), in part by virtue of the following four mediating latent variables: per-
ceived censorship (of controversial topics), controversial content posting, positive emo-
tions associated with obfuscation technique use and social identity community moti-

vations.

We predicted minority status would lead to greater perceived algorithmic censor-
ship (H1B) (which is also influenced by minority status by way of history of content
posting and of censorship). Perceived censorship was originally formed of ratings for
perceived censorship for all the controversial content types, but we removed the major-
ity due to non-significant weights and loadings (per PLS-SEM best practice (Hair et al.,
2019)), leaving perceived censorship of “Sex related content for a non-erotic purpose
i.e. that is intended to educate”; “Content relating to a social justice movement, for
example feminism or anti-racism”, “Content relating to minority identity experience
1.e. queer content, content about Black experiences”, “Self-referential use of slur i.e.
d*ke by a lesbian” and “Hate speech” (this latter measurement variable had an op-
posing effect to the others). We predicted this would cause greater use of obfuscation
techniques (HIC). We also included an interaction effect between history of posting
controversial content and perceived algorithmic censorship on obfuscation use - those
who post controversial content but do not believe this to be censored may be unlikely

to use obfuscation.

Perceived effectiveness of techniques was formed of three ratings: perceived effec-
tiveness of “Word substitution (meaning or sound) (sex work — shrek work)”;“Spelling
changes (LGBT — leg booty)” and “Sound changes with repetition (mother fucker —
mugga chugga)” (the remaining six obfuscation techniques identified by Calhoun and
Fawcett (2022) did not have significant weights or loadings). We anticipated this would

moderate the relationship between perceived algorithmic censorship (of controversial
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topics) and use of obfuscation techniques, and between controversial content posting
and use of obfuscation technique (i.e. the two motivations related to avoiding censor-
ship through use of obfuscation).

We also anticipated a relationship between posting controversial content and his-
tory of reported censorship. We anticipated that history of censorship would then cause
greater perceived censorship (of marginalised experiences). History of censorship was
formed of two variables: one for the sum of the frequency of removal across topics
and another for the sum of the frequency of suppression. We felt summing frequency
across topics was appropriate as those who are frequently censored regardless of what
they post will likely perceive themselves to face greater censorship than those who are
always censored but only for a single topic.

We predicted greater positive emotions associated with obfuscation use (due to
the opportunity to express community membership) and stronger social identity com-
munity motivations for marginalised respondents, and that these would additionally
predict use of obfuscation techniques (H1D). “Positive emotions associated with ob-
fuscation techniques” was reflected in positive emotions ratings (we did not include
reversed negative emotions as this reduced construct reliability; we removed ratings
for “amused, fun-loving, silly” and “interested, alert, curious” as these had loadings
below .708, in line with best practice (Hair et al., 2019)). “Community motivations”
was reflected in the ratings given to the five social identity community questions.

To establish the impact of posting controversial content on obfuscation use, we
included a latent variable to represent how often the respondent posts controversial
content, formed from frequency ratings across the topics. Originally we included all
topics, but some were removed in line with PLS-SEM best practice (non-significant
weights or loadings), leaving six: “Political content”; “Content insulting or criticising
dominant group”’; “Content relating to a social justice movement...”; “Content relating
to minority identity experience i.e. queer content, content about Black experiences”;
“Curse words” and “Content about violence that is not intended to shock or disgust”.
We anticipate that frequency of posting marginalised controversial topics will be the
strongest factor in predicting use of obfuscation techniques, as this has been noted in
informal research by journalists, and that the other factors we identify will account for
a statistically significant but comparatively small amount of variation.

Our original model had 11 latent variables and 57 observed variables. Given the
complexity of this model, we used the “rule of thumb” of 10 respondents per observed

variable (for example in Barclay et al. (1995)), giving a minimum sample size of 570
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respondents. Whilst such heuristics have been criticised (Westland, 2010; Wolf et al.,
2013), we note that this sample size would be considered sufficiently large to detect an

effect of “moderate” size per Soper (2025).

7.5.2 Respondents

There were 627 respondents to our survey. The modal age was 23. The majority were
female (60%,n = 377), 224 being male (36%), 24 non-binary, 1 “Other”; 1 declined to
answer. Twenty respondents were trans (3.0%), eight declined to answer. The majority
of respondents were straight (73.5%,n = 461), 44 gay (7.0%), 99 bisexual (15.8%),
8 asexual (1.3%), 4 “Other” (0.6%), 11 declined to answer (1.7%). Seventy-three
respondents were disabled (11.7%), eleven declined to answer (1.8%). The majority of
respondents were white (n = 511,81.5%), followed by Black (British) (n = 45,7.2%)
and (British) Asian (n = 45,7.2%). Twenty-one identified as Mixed/multiple ethnic
groups (3.4%), three as “Other” (“Arab”, n = 2, and “Latine”) and two declined to
answer.

For the SEM, we removed respondents who did not provide the complete set of
demographic information (n = 25).

Respondent demographics are also discussed in Chapter 6.

7.5.3 Reliability and Robustness

The reflective measurement models (“positive emotions associated with obfuscation”
and “social identity community motivations”) all have loadings above .708. Compos-
ite reliability was .93 for Social Identity Community, which is a sign of good reliabil-
ity. For positive emotions, it was .94. Average variance extracted (AVE) was above
0.5, which is a sign of good reliability (Hair et al., 2019). The observed variables
in the reflective measurement models are all quasi-metric scales (Hair et al., 2013).
Heterotrait-monotrait (HTMT) ratios were all very low (< 0.4) indicating good dis-
criminant validity.

We confirmed that none of the formative variables have a collinearity problem,
with variance inflation factors (VIF) all being under 3.0. Loading size and signifi-
cance was used to determine which observed variables we included in the final model,
see above. VIF was satisfactory for all latent variables. Confirmatory tetrad analysis
(CTA) supported the finding that the reflective measurement model for positive emo-

tions associated with obfuscation use “[stemmed] from the same domain” (Hair et al.,
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2019). Some of the CTA for social identity community ratings were significantly dif-
ferent from 0, suggesting this may be more suited to a formative model specification
(Hair et al., 2019). However the high VIF and our own theoretical reasoning leads us
to consider social identity community more appropriate as a reflective model, in that

the ratings reflect a latent sense of belonging.

R? was very low (< .1) for the endogenous variables of controversial content post-
ing, perceived censorship, positive emotions associated with obfuscation use and social
identity community. R? was low (.1 < x < .2) for experience of censorship. This means

marginalised identity accounted for very little of the variation in these variables.

R? was also low for our main variable, per our logistic regression (based on la-
tent variable values). Thus whilst we have been able to identify some of the factors
influencing obfuscation use (posting controversial content, social community and pos-
itive emotions associated with obfuscation use) we have not been able to explain much
of the variation. However, low R? values are typical in research predicting human be-
haviour, given the complexity of the phenomena, and given our significant findings, we

believe our model captures a substantive difference in behaviour between user groups.

We handled missing data with mean replacement. Missing data was largely ad hoc,
due to respondent inattentiveness. 12 respondents reported having never seen obfus-
cation use and so do not give ratings as to their feelings associated with obfuscation
use. We had no evidence that these respondents were substantively different from other
users of the app, so we felt mean replacement was appropriate (i.e. if they had seen

obfuscation they would approximately share the mean beliefs).

7.5.4 SEM Results

Below we present the results for our SEM and logistic regression analyses for use
of obfuscation across gender, sexuality, disability status and ethnic group. The final
model including path coefficients and p-values for latent variable relationships, and R?
value for latent variables is included as Figure 7.3. Path coefficients directly connected
to obfuscation use are taken from the logistic regression. Note we only visualise gender
and ethnicity in the full model for clarity of presentation. Full results are given in the
following in text, and we summarise the results of our hypothesis testing in Table 7.1.

In the logistic regression, moderation effects were modelled as interaction effects.
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Figure 7.3: Coefficients and R? values for final model. Arrowheads indicate a direct
effect. Dots indicate a moderation effect. For the sake of legibility, we exclude the
variables and associated paths for disability and sexuality, which did not demonstrate
social identity motivations for obfuscation use. Green is used for effects related to
marginalised ethnicity. Light blue for marginalised gender. * indicates significance of

p < .05. Bold font and increased line thickness signifies significant effects.
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Hypothesis

143

Result

HIA

Minority groups will be more likely to use
obfuscation techniques than non-minority

groups

Ethnicity: supported
Gender: not supported
Disability: not supported
Sexuality: supported

HIB

Minority users will (perceive themselves
to) face additional censorship (history of

censorship)

Minority users will (perceive themselves
to) face additional censorship (overall cen-

sorship)

Ethnicity: supported
Gender: not supported
Disability: supported
Sexuality: not supported
Ethnicity: not supported
Gender: supported
Disability: not supported
Sexuality: supported

HIC

Higher perceived censorship will predict

greater use of obfuscation techniques

Not supported

HID

Minority users have other motivations for
using obfuscation techniques than avoid-
ing automated censorship, related to social

identity

Ethnicity: supported (sense
of community; positive emo-
tions)

Gender: supported (sense of
community)

Disability: not supported
Sexuality: not supported

H2

Perceived effectiveness of the obfuscation
technique moderates the effect of perceived
censorship and controversial content post-

ing on the use of the obfuscation technique

Not supported

Table 7.1: Table summarising our hypotheses and whether they are supported by the

results of our SEM & logistic regression analysis. For hypotheses relating to minority

identity.
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7.5.4.1 Hypothesis Testing

7.5.4.1.1 H1A: Minority groups will be more likely to use obfuscation techniques
than non-minority groups We found that in line with our hypothesis, those marginalised
due to their ethnicity (the “not white” group) were significantly more likely to use
obfuscation techniques. Per our logistic regression, the effect was significant (f =
0.752,t =7.254, p = .007).

In line with our prediction, marginalised sexuality significantly predicted obfusca-
tion use (B = 0.666,r = 5.637, p = .018)

Counter to our hypothesis, we found that those marginalised due to their gender
(the “not men” group) were not significantly more likely to use obfuscation. Exam-
ining our model it seems likely this is because whilst those of marginalised genders
had stronger social community motivations (which significantly increases obfuscation
use) they were also less likely to post controversial content, which would predict less
obfuscation use.

Disability status also did not predict obfuscation use nor any of the mediating vari-

ables.

7.5.4.1.2 H1B: Minority users will (perceive themselves to) face additional cen-
sorship Counter to our hypothesis HIB, we found no relationship between marginalised
ethnicity and perceived censorship across topics. We found an effect of ethnicity on
history of censorship, (B = 0.278,¢t = 2.140, p = .032), which seemed to be mediated
by history of posting controversial content (f = 0.163,t =2.079, p = .038)

The relationship between gender and history of censorship was significant, such
that those marginalised by gender were slightly less likely to have experienced cen-
sorship (B = —0.175,¢t = 2.077, p = .038). In contrast, we find a significant relation-
ship between marginalised gender and perceived censorship across controversial topics
such that the “not men” group were significantly more likely to rate these topics as cen-
sored by TikTok. The total effect was significant (f = 0.323,7 = 3.460, p = .001).

Being marginalised by a disability does significantly predict history of censorship
(B =0.410,t = 2.349, p = .019), but not perceived censorship across topics.

Being marginalised by one’s sexuality significantly predicts perceived censorship
across topics (B =0.451,t = 3.992, p < .001), but not history of censorship.

This suggests that there is some support for our hypothesis in that those marginalised
due to their ethnicity or disability perceive themselves to personally face additional

censorship. Those marginalised by their gender were actually less likely to report
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history of censorship. However, it seems those marginalised due to their gender do
perceive there to be greater censorship on the platform in general, likewise do sexual

minorities.

7.5.4.1.3 H1C: Higher perceived censorship will predict greater use of obfusca-
tion techniques  Perceived censorship did not predict use of obfuscation, per our
logistic regression. Relatedly, there was no moderation effect of perceived censorship

on the relationship between posting controversial content and obfuscation use.

7.5.4.1.4 H1D: Minority users have other motivations for using obfuscation tech-
niques than avoiding automated censorship, related to social identity A pri-
mary goal of our SEM was to establish whether factors related to social identity also
motivated use of obfuscation techniques by minority users. We found a significant
positive relationship between sense of social community on TikTok and obfuscation
use (B = 0.355,t = 6.611, p = .010). Likewise, we found a significant positive rela-
tionship between associating positive emotions with obfuscation, and obfuscation use
(B =0.363,t =7.976, p = .005).

Looking at our SEM model, we see that gender and ethnic minorities have a sig-
nificantly greater sense of community on TikTok: § = 0.204,r = 2.247, p = .025 for
marginalised gender; B = 0.348,r = 3.338, p = .001 for marginalised ethnicity. Those
marginalised by their ethnicity also had significantly stronger positive associations
with obfuscation use, B = 0.331,7 = 3.003, p = .003.

To summarise, positive emotions and sense of social community predict use of
obfuscation, and these social factors are greater for those of marginalised ethnicities.
Those marginalised by their gender have a stronger sense of community (which pre-
dicts obfuscation use) but not positive emotions. These social factors have no impact

on use of obfuscation by those marginalised by their sexuality or disability status.

7.5.4.1.5 H2: Perceived effectiveness of the obfuscation technique moderates
the effect of perceived censorship and controversial content posting on the use
of the obfuscation technique We did not find perceived effectiveness to signifi-
cantly moderate the relationship between perceived censorship and use of obfuscation,

nor history of posting controversial content and use of obfuscation.
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7.5.4.2 Other SEM Results

We found controversial topic posting predicted history of censorship (B = 0.396,7 =
4.641, p < .001), somewhat trivial given the design of our model (respondents could
indicate how frequently other types of content were removed and suppressed beyond
the categories we gave, which was included in our measurement variables, but very
few did so).

Frequency of posting controversial content significantly predicted frequency of ob-
fuscation use (B = 0.145,¢t = 6.934, p < .000), suggesting our pre-selected controver-
sial content types do drive a significant (if not substantial, given the small R? value of
0.216) amount of variation in use of obfuscation.

History of censorship did not influence perceived censorship, which suggests that
experiencing of censorship do not determine beliefs about wider algorithmic censor-
ship across the platform (we see this starkly in the data related to gender minorities,
where those marginalised by gender are less likely to have experienced censorship but
more likely to believe in algorithmic censorship across the controversial topics). This

reflects our findings in Chapter 6.

7.6 Descriptive Results

In order to further explore R1 (How do motivations for use of obfuscation techniques
differ between identities?), we also conduct exploratory analyses. This includes ex-
ploring how experiences of obfuscation, such as awareness and comprehension, differ
between demographic groups, as these are likely to influence use. We also include
analysis of our results for All Respondents, as this provides vital context for our com-
parative analyses. The structure of this section reflects the survey design. We briefly
overview experiences of censorship, before focusing on awareness and use of obfus-
cation use, motivations for obfuscation use and finally social identity. To ensure our
results for All Respondents are indicative of the typical TikTok population, we use
raking to weight data by respondent sexuality® per their prevalence in the original
recruitment drive,” rather than after up-sampling of LGBTQ+ respondents (as in the

previous Chapter). Typically, percentages are given as is appropriate for weighted data,

8The ANES raking variable selection algorithm determined changes to the sample based on gender
and trans status were negligible

°For lack of more detailed TikTok user demographic information being available, we take our origi-
nal sample distribution to be reasonably accurate
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but where it improves clarity we also report raw n counts. To support our key claims
— those which we return to when discussing the implications of our findings in Sec-
tion 7.7 — we conduct post-hoc statistical analyses. For clarity, we highlight significant

results in bold and summarise them at the end of this Section in 7.6.6.

7.6.1 Respondents

There were 627 respondents. Detailed demographic information can be found in Sec-
tion 7.5.2. In the following analysis, we do not typically include findings for “Other”
sexuality, gender or ethnicity, as these groups are too small and non-homogeneous for
meaningful analysis.

The majority (74.1%) of respondents posted on average 0-3 times a month, though
all had posted at least once. A recent survey found that for TikTok users who had
posted content (around 50% of users), they had posted on average only 6 videos total,

suggesting our sample is reflective of typical TikTok users (Bestvater, 2024).

7.6.2 Experience of Censorship

Only around 1 in 8 respondents reported having had content removed (12.8%), and
1 in 7 reported suppression (14.1%). Around half of those who reported having had
content suppressed believed they had had content removed, and vice versa. Detailed
information on the types of content respondents reported being censored can be found

in Chapter 6, along with a breakdown by demographic group.

7.6.3 Awareness and Use of Obfuscation
7.6.3.1 All Respondents

7.6.3.1.1 Familiarity with obfuscation Respondents reported seeing sound changes
(82.0%), use of non-letters (8.30%) and word substitution (74.5%) most frequently.
Just 2.0% of respondents reported never having seen the obfuscation techniques (and
none of these reported seeing any other techniques), and 1.7% were unsure, suggesting
that obfuscation is as ubiquitous a phenomenon as media reports and our own experi-
ence of TikTok would suggest. 2.0% of respondents reported having seen techniques
other than those identified by Calhoun and Fawcett (2022), although upon inspection
all would be subsumed under the given categories. When asked whether there was any-

thing else about obfuscation they would like to report, one user said “people on live
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Figure 7.4: Bar chart showing the weighted proportion of respondents who have seen
obfuscation and who have used obfuscation, demonstrating that whilst awareness is

very high, usage is comparatively low.
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streams... say ‘61 backwards’ instead of 16, to avoid getting banned”. In this Chapter,

we focus on text-based obfuscation.

7.6.3.1.2 Comprehension of obfuscation Respondents reported understanding the
intended meaning “Most of the time” with the greatest frequency (65.6%) followed by
“Always” (14.6%). That intended meaning is sometimes not understood suggests the
techniques go someway to stopping both “the algorithm™ and outgroup members from

understanding what is being said.

7.6.3.1.3 Use of obfuscation Despite obfuscation’s prevalence on the platform, the
majority of respondents reported never having used any of the obfuscation techniques
themselves (80.3%). We compare the proportion of respondents who have seen ob-
fuscation vs. have used it themselves in Figure 7.4 . This is perhaps reflective of the
majority of our respondents infrequently posting on the platform, as we found a pos-
itive (though not linear) relationship between posting frequency and obfuscation use.
Only four respondents reported using some other technique, two of which were ex-
amples of the existing categories; the novel obfuscation technique was to play music
louder than their voice. In our analysis below we take a response of none to mean no
obfuscation is used (one respondent selected “Other” and “None” but gave no details

so we consider it reasonable to include them as a non-user).
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Figure 7.5: Histogram of ratings from “Not effective at all” (1) to “Extremely effective” (5)
for “Use of non-letters (gay — )" in blue, and “Word substitution (structure) (homo-
phobia — cornucopia)” in red, showing that respondents generally agreed non-letters

were very effective but opinion was divided for word substitutions.
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The most popular obfuscation techniques were “Use of non-letters (gay — )"
(9.2% of respondents, 46.5% of obfuscation users); “Innovative subword combina-
tions (unalive [un + alive]) (7.6% of respondents, 39.1% of obfuscation users); “Sound

changes (sexy — seggsy)” (7.1% of respondents, 38.5% of obfuscation users).

7.6.3.1.4 Effectiveness of obfuscation The obfuscation techniques were all rated
between moderately and very effective on average, with “Use of non-letters (gay —

)” being rated the most effective on average (3.8). This also had the lowest variance.
There was a trend of greater variance being associated with a lower average score,
showing opinion was more divided for some techniques e.g. the technique rated as
least effective on average was “Word substitution (structure) (homophobia — cornu-
copia)’ (3.1), which also had the highest variance. We demonstrate different patterns of
rating in Figure 7.5. Ratings were slightly higher for all methods across those who use
obfuscation - perhaps unsurprisingly, as we would expect those who use obfuscation

in order to avoid censorship to believe it is effective at achieving this goal.

7.6.3.1.5 Emotions associated with obfuscation On average, respondents most
strongly agreed that using or seeing obfuscation techniques made them feel “interested,
alert, curious”, however the mean was only 3.2, just slightly above “Neither agree
nor disagree”. Respondents also very weakly agreed with “amused, fun-loving, silly”

(3.2). Respondents disagreed with all other emotional statements, and were mostly
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likely to disagree with the negative emotions such as shame, fear, disdain or guilt. But
even these were not strong disagreement, and it seems obfuscation techniques do not
typically elicit strong emotions. This was equally true when considering only those

who actively use obfuscation.

7.6.3.2 Exploratory

7.6.3.2.1 Familiarity with obfuscation Awareness of different obfuscation tech-
niques was similar across genders, disability status and ethnicity. Trans respondents
were much more likely to have seen spelling changes, perhaps reflective of the ex-
ample given (“LGBT — leg booty”) which is more relevant to the trans experience,
a pattern also evident for bisexual, gay and asexual respondents compared to straight

respondents.

7.6.3.2.2 Comprehension of obfuscation Considering comprehension, we saw
similar ratings for comprehension across male and female respondents, with the small
number of nonbinary respondents giving the highest comprehension ratings on aver-
age: nonbinary respondents all understood the intended meaning at least half the time,
whereas around 10% of men and women only understood “Sometimes” or “Never”.
We noticed a similar pattern for trans versus non-trans respondents, and for LGB+ ver-
sus straight respondents. A Pearson’s y>-test comparing members of the LGBTQ+
community to those outwith the community found a significant difference in lev-
els of comprehension, %(5) = 13.75,p = 0.017. This suggests obfuscation may at
times be acting as a form of modern polari (Baker, 2019), an anti-language that is
deliberately illegible to outsiders as well as algorithms.

Respondents with disabilities were slightly more likely to understand the intended
meaning than those without, and we saw a similar pattern for non-white compared to

white respondents, with some variation across ethnic groups.

7.6.3.2.3 Use of obfuscation Looking at use of obfuscation techniques, we found
the nonbinary respondents were more likely to report having used obfuscation tech-
niques (41.7% of nonbinary respondents, n = 10) compared to men (24.1%, n = 54)
and women (16.2%, n = 61). A Fisher’s Exact Test (appropriate to the small num-
ber of non-binary respondents) found non-binary respondents were more likely
to use obfuscation than those of binary genders, p = .015. We return to the impact

of gender on obfuscation use in Section 7.5.
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Ethnic Group Used obfuscation
(British) Asian (45) 28.9% (13)
Black (British) (45) 42.2% (19)
Mixed/ multiple ethnic groups (21) 38.1% (8)
White (511) 16.4% (84)

Table 7.2: Table showing the use of obfuscation techniques by ethnic group. Percent-
ages represent the number of respondents who did not select “None” from the list of

obfuscation techniques they had used. Counts given in brackets.

The particular obfuscation techniques used differed across genders e.g. nonbinary
respondents were much more likely to report using word substitution based on meaning
or sound (16.6%, n = 4) compared to men (8.0%, n = 18) or women (4.0%, n = 15),
and also much more likely to report use of non-letters (29.2%, n = 7) compared to
men (8.5%, n = 19) or women (9.0%, n = 34). This suggests different norms may

exist within binary and nonbinary gender identity communities.

Similarly, trans respondents reported using obfuscation at a higher rate (30%, n =
6) compared to non-trans respondents (19.5%, n = 119), though this difference was
not significant per a Fisher’s Exact test. The very small number of trans respondents

who use obfuscation make it hard to identify more fine-grained trends.

Looking across different sexuality demographics, we noticed some differences in
the use of different obfuscation techniques. Straight respondents were less likely to
report using obfuscation (16.3% of straight respondents (n = 75), compared to gay
(22.7%, n = 10), bisexual (35.4%, n = 35) and asexual (25%, n = 2) respondents).
A Pearson’s y°-test comparing members of the LGB+ community to straight re-
spondents found a significant difference in use of obfuscation, x>(1) = 14.77,p <
.001. Considering particular types of obfuscation, LGB+ respondents were more likely

to report use of non-letters compared to straight respondents.

Differences across gender identities, trans history and sexuality suggest that LGBTQ+
respondents use different obfuscation techniques compared to cisgender and/or straight
respondents, and at a higher rate.

Respondents with disabilities were more likely to use obfuscation techniques (27.4%,
n = 20) compared to those without disabilities (19.0%, n = 103), though this differ-
ence was not significant per a Chi-square test. There was a marked difference in use

of some techniques between groups, for example 16.4% (n = 12) of respondents with
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disabilities reported using non-letters compared to 8.3% (n = 45) of those without.
Respondents of colour were more likely to use obfuscation techniques than white
respondents, as shown in Table 7.2 (we return to the impact of ethnicity on obfuscation
use in Section 7.5). We noticed a number of differences in the use of specific tech-
niques across ethnic groups, for example Black (British) respondents were the most
likely to use sound changes (20.0%, n = 9), almost twice as likely as any other group.
This suggests respondents belonging to different ethnic groups may use distinct obfus-

cation techniques within their (online) cultures.

7.6.3.2.4 Effectiveness of obfuscation We noticed some differences in the per-
ceived effectiveness of different obfuscation techniques across gender and sexuality
groups, perhaps reflective of their direct experiences of censorship on the platform.
For example, nonbinary respondents felt that use of non-letters was more effective
compared to men and women. Gay respondents typically rated all techniques as less
effective compared to straight respondents (barring use of non-letters which gay re-
spondents rated as slightly more effective), despite gay respondents being more likely
to use obfuscation compared to straight respondents. It seems perceived effectiveness
is not a strong predictor of obfuscation use - perhaps because obfuscation plays more

roles than simply “tricking the algorithm”.

7.6.3.2.5 Emotions associated with obfuscation Looking at those marginalised
by their gender, we noted that differences between the groups were most obvious when
we focused on those who report using obfuscation themselves. The following results
are for those who use obfuscation. Men agree more strongly than women and nonbi-
nary respondents that obfuscation makes them feel amused (3.6 compared to 3.3 and
3.1 respectively) (the only statement to which all three gender groups did not disagree).
Men were much more likely to agree to the positive emotions associated with obfusca-
tion use, such as hopeful, inspired, interested and proud. Women agreed to also feeling
inspired, and nonbinary respondents disagreed to all other positive emotions. Thus
amongst those who use obfuscation, those marginalised by their gender are much less
likely to feel positive emotions associated with obfuscation.

Trans respondents typically disagreed less strongly with negative emotions and
agreed less strongly with positive emotions, suggesting overall they have more negative
associations with obfuscation.

We found that bisexual respondents responded similarly to the emotions associ-
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ated with seeing obfuscation use when compared to straight respondents, whilst gay
respondents showed some differences, for example gay respondents disagreed to feel-
ing amused by obfuscation (2.9), in contrast to straight and bisexual respondents who
weakly agreed, bisexual respondents most strongly (3.3 compared to 3.2 for straight).
Thus, as with patterns of use of obfuscation, we notice differences across marginalised
sexualities.

Looking across all respondents by disability status, we found differences in agree-
ment with positive emotions were insubstantial. When we focused on those who use
obfuscation, we found those with disabilities were less likely to agree to positive emo-
tions.

We found that compared to other ethnic groups, black respondents associated more
positive emotions with obfuscation, and this was particularly evident when looking
at those who actively use obfuscation: this is illustrated in Table 7.3, which shows
that Black (British) respondents who use obfuscation agreed more strongly with the
positive emotions on average, compared to other ethnic groups. We return to the topic

of ethnicity, emotions and obfuscation use in Section 7.5.

Ethnicity amused awe content glad grateful hopeful inspired interested love proud
(British) Asian 35 32 2.8 33 2.8 3.0 3.0 33 3.0 3.1
Black (British) 3.8 33 3.6 3.6 35 3.7 3.5 38 34 33
Mixed/multiple 3.1 2.7 3.1 2.9 3.0 2.8 2.3 34 22 25

White 3.4 2.9 2.6 3.0 3.0 3.0 2.8 3.4 27 27

Table 7.3: Table showing average agreement rating with each of ten positive emotions.

Bold indicates the strongest agreement.

7.6.4 Motivations for Obfuscation Use
7.6.4.1 All Respondents

The least common of the controversial content types that respondents posted was “Hate
speech” (3.2%). The most common controversial content types were “Curse words”,
with 204 respondents reporting posting this (35.1%). A detailed analysis of the types
of content posted can be found in Chapter 6.

We visualise use of obfuscation across content types in Figure 7.6. For “Hate
speech” and “Covid-related content”, the majority (> 50%) of respondents who posted

this kind of content reported “Never” using obfuscation techniques. For all other
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Figure 7.6: Bar chart showing the weighted proportion of respondents who used ob-
fuscation at each frequency (from “Never” to “Always”) across content types, ordered
by frequency of “Never” using obfuscation, demonstrating how obfuscation use differs

substantively across content types.
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content types, the majority of respondents reported using obfuscation at least “Some-
times”. This suggests that obfuscation is widely used across the types of content typ-
ically subject to social media censorship, though to differing degrees. This was true
even for topics which did not go against community guidelines, such as content re-
lating to minority identity experiences. The content type where obfuscation was most
likely to be used was “Sex related content for a non-erotic purpose i.e. that is intended
to educate”, with 41.7% of respondents reporting using obfuscation at least half the
time. This is reflective of findings of excessive moderation of sex education content
reported elsewhere (Are, 2023).

Very few respondents reported using obfuscation techniques for any topics other
than those we had pre-identified, specifically related to mental health issues (n = 2,
raw count), and abstract or gaming mentions of death (n = 3). Thus our pre-selected
categories, derived from the social media censorship literature, appear to be a good
match for the types of content associated with obfuscation use. Two respondents men-

tioned using obfuscation on other social media sites.

Looking at those who posted obfuscation techniques, we found that respondents

somewhat agreed with the statement “So the algorithm does not censor my posts”
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(4.0), and very weakly agreed with “Because it’s fun” (3.2) and “To protest algorith-
mic moderation” (3.2), and for all other statements there was weak disagreement on
average (3 > X > 2), including those statements that related to use of coded language
to signal and build community. However for all motivations there was considerable
variance.

We invited respondents to write anything else they would like on their use of ob-
fuscation techniques. Some interesting comments included “for me obfuscation tech-
niques have almost moved away from censorship into slang in some communities” and
“I use obfuscation in those cases to avoid censorship and to keep my tone a little more
upbeat than in my academic research to match the dominant tone on TikTok (which
sometimes does feel a bit syrupy sweet and artificial).” These respondents demonstrate
some meta-awareness of their motivations for obfuscation use. Another respondent
answered “I only use it to avoid being punished by the tiktok algorithm but I hate it”,
suggesting that whilst some communities associate positive emotions with obfuscation

use (see above) this is far from universal.

7.6.4.2 Exploratory

An analysis of how the types of content posted differ across demographic groups can
be found in Chapter 6.

Looking at differing use of obfuscation techniques between demographic groups,
we turn first to differences by gender. One striking difference was that when women
post erotic content they are much more likely to use obfuscation technique (81.8% of
women who post erotic content, n = 9) compared with men (59.2%, n = 16), as shown
in Figure 7.7. A Pearson’s y°-test comparing men and women found a significant
difference in the frequency of use of obfuscation techniques, x*(5) = 25.56,p <
0.001. This could reflect differences in the (perceived) “policing” of women’s sexuality
compared to men - a well documented phenomenon on TikTok and other platforms
(Are, 2023, 2020). The low number of nonbinary respondents posting controversial
content makes it difficult to identify trends. Similarly we were unable to identify trends
for trans respondents.

Turning to sexuality, we noticed some differences in the use of obfuscation tech-
niques. For example, bisexual respondents were much more likely (75%, n = 36) to use
obfuscation techniques when posting curse words compared to gay (50%, n = 7) and
straight (55.5%, n = 83) respondents, perhaps reflecting different trends in the com-

munity and/or a greater fear of censorship, despite curse words not being explicitly
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Figure 7.7: Sankey chart showing the count of respondents who post erotic content and
use obfuscation versus never use obfuscation when doing so, by gender, demonstrating
that men are more likely to post erotic content and less likely to use obfuscation.
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(a) Posting of erotic content by men (b) Posting of erotic content by women
Ethnic Group Minority experience Social Justice Crit. dom. group
(British) Asian 46.1 (6) 42.9% (6) 66% (4)
Black (British) 92.9% (13) 81.3% (13) 90% (9)
Mixed/ multiple ethnic groups 50% (2) 60% (3) 100% (2)
White 48.3% (28) 48.7% (38) 43.8% (14)

Table 7.4: Table showing the use of obfuscation techniques for specific topics by ethnic
group. “Crit. dom. group” refers to content criticising a dominant group. Percentages
represent the number of respondents who reported at least “Sometimes” using obfus-

cation when posting this topic. Number of respondents given in brackets.

prohibited by community guidelines.

Black respondents were more likely than white respondents to use obfuscation
techniques for all content types other than curse words where usage was on par, re-
flecting their greater use of obfuscation overall. We noticed substantial differences in
the reported use of obfuscation for content relating to a minority identity experience,
social justice movements, or which criticises a dominant group, across ethnic groups,
as shown in Table 7.4: Black respondents stand out as being much more likely to report
consistently using obfuscation techniques when posting these types of content, when
compared to other ethnic groups.

Considering differences between respondents with and without disabilities, we find

that generally behaviour is similar, with one noticeable difference being that those
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without disabilities are more likely to use obfuscation when posting content some may
find offensive (56.4%, n = 53) compared to those with disabilities (35%, n = 7). This
might reflect differences in the type of potentially offensive content that these two
groups are posting, or else it may reflect different beliefs about censorship (we discuss
some differences in Section 6.4.2.5).

Looking at motivations for obfuscation use (by those who reported ever using ob-
fuscation) we found that women and nonbinary respondents agreed to using obfus-
cation to protest algorithmic moderation (3.3 and 3.6 respectively) whilst men nei-
ther agreed nor disagreed (3.0). Women and nonbinary respondents also agreed more
strongly that they use obfuscation to avoid censorship (4.1 and 4.2 respectively) com-
pared to men (3.8). Men agreed they used obfuscation “because it’s fun” (3.3), women
neither agreed nor disagreed (3.1), whilst nonbinary respondents disagreed (2.7). This
suggests that the role obfuscation plays differs between genders, although with only
ten nonbinary respondents using obfuscation, we hesitate to draw any strong conclu-
sions about differing behaviours between binary and nonbinary gender users of TikTok.
Trans respondents disagreed to using obfuscation because its fun (2.7) whilst non-trans
respondents agreed (3.2), although again with the small number of trans respondents
who use obfuscation we must be cautious in drawing conclusions from this data.

Comparing across sexualities, we notice differences in reported motivations for
using obfuscation. Gay and bisexual respondents disagreed to using obfuscation to
express creativity (2.1 and 2.7, respectively), whilst straight respondents neither agreed
or disagreed (3.0). Straight respondents agreed to using obfuscation “because it’s fun”
(3.3), where gay and bisexual respondents did not (3.0 and 3.0 respectively). This
reflects a similar finding for nonbinary versus binary respondents (and trans versus
non-trans, though see above note), suggesting that LGBTQ+ respondents may be less
likely to agree that obfuscation use is fun — although we reiterate that we typically had
very low counts for queer respondents who use obfuscation.

Nonbinary, trans, bisexual and gay respondents all disagreed to using obfuscation
so that only certain TikTok users could understand them (1.9, 2.4, 2.4 and 2.6, re-
spectively). This contrasts with the finding that non-LGBTQ+ respondents were more
likely to report not understanding some use of obfuscation. This suggests that whilst
most queer respondents may not deliberately be using obfuscation to exclude outgroup
members (as they might have done with polari), nonetheless it can play this role unin-

tentionally.

Comparing respondents with and without disabilities, we found they rated most of
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the statements very similarly, except for “To show which communities I belong to”,
where respondents without disabilities disagreed to these statements (2.6) and those
with disabilities neither agreed nor disagreed (3.0).

Looking at differences across ethnic groups, we found that Black (British) and
(British) Asian respondents weakly agreed that they used obfuscation to feel part of
the TikTok community (3.3 and 3.2), whereas those of mixed/multiple ethnic groups
and white respondents disagreed (2.1) and white respondents neither agreed nor dis-
agreed (2.9). Black (British) respondents agreed that they used obfuscation “because
it’s fun” (3.80), which was not true for (British) Asian and (3.1) and white respondents
(3.1), and only weakly true for those of mixed/multiple ethnic groups (3.2). These
differences suggest that the role of obfuscation, at least as respondents are aware of it,

differs across online cultures.

7.6.5 Social Identity
7.6.5.1 All Respondents

We found there was agreement for all the social identity questions on average, with
respondents most strongly agreeing to “I feel accepted by members of my community
[on TikTok]” (3.6) and least strongly agreeing to “I feel a connection with other mem-
bers of my communities” (3.4). Amongst those who use obfuscation, agreement rates
were always higher, for example these respondents agreed more strongly that “I feel

accepted by members of my community [on TikTok]” (3.9).

7.6.5.2 Exploratory

Respondents of all genders agreed to all statements. Women agreed more strongly
compared with men. Nonbinary respondents agreed less strongly than men and women
that they feel a connection (3.2 compared to 3.3 and 3.5, respectively), feel accepted
(3.3 compared to 3.5 and 3.6, respectively) and feel valued (3.3 compared to 3.4 and
3.5, respectively) by members of their community on TikTok, otherwise ratings were
similar to those of women.

Asexual respondents agreed most strongly to the social community statements on
average, having the highest agreement rating for all statements bar “I feel a connection
with other members of my communities” (3.5), perhaps suggesting TikTok has helped

many asexual people find community. Gay respondents typical rated statements on par
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or lower than straight respondents, whilst bisexual respondents typically rated state-
ments on par or higher than straight respondents.

Trans respondents showed a different response pattern to non-trans respondents.
Specifically, they agreed more strongly to all statements, and this was particularly true
for “I feel like I am part of my communities” (4.1 compared to 3.5).

Respondents with disabilities less strongly agreed to feeling accepted (3.4 vs 3.6)
and valued (3.2 vs 3.5) by their communities compared to those without disabilities -
other ratings were similar (£0.1)

Respondents of colour always agreed more strongly to the social identity state-

ments compared to white respondents.

7.6.6 Summary of Significant Results

In Table 7.5, we summarise the key findings from our descriptive analysis that we
determined to be significant, per post-hoc tests of independence. We discuss the im-
plications of these findings contextualised with those of our SEM analysis in Section
7.7.

Finding Post-hoc test Result
LGBTQ+ respondents are significantly more
likely to understand the intended meaning 5 x%(5) = 13.75,
Pearson’s y~-test

of obfuscated content compared to non- p=0.017
LGBTQ+ respondents
Non-binary respondents were significantly
more likely to use obfuscation that those of | Fisher’s Exact Test p=.015
binary genders
LGB+ respondents were significantly more 5
. i 5 x-(1) =14.77,
likely to use obfuscation than non-LGB+ re- | Pearson’s y“-test 0.001

< 0.
spondents P
Women are significantly more likely to )

) ) ) ) x-(5) = 25.56,

use obfuscation when posting erotic content | Pearson’s y“-test 0.001

< 0.
compared with men P

Table 7.5: Summary of significant post-hoc tests of independence when comparing ex-

periences with obfuscation between marginalised and non-marginalised respondents.
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7.7 Discussion

7.7.1 Implications for Theory

We set out to address our primary research question: how do motivations for use of
obfuscation techniques differ between identities? Our SEM results show a significant
relationship between marginalised identity and rate of obfuscation use, one primarily
driven by differences in the types of content posted. We also found that social identity
community strength and positive emotions impact obfuscation use, and in particular
mediate the relationship between marginalised ethnicity and rate of obfuscation use.
Counter to our predictions we did not find strength of belief in censorship across con-
troversial topics predicted obfuscation use. We complemented our statistical modelling
with descriptive analysis, and below we discuss how together our analyses paint a pic-
ture of obfuscation use, particularly by marginalised users of TikTok. In line with
media reports (and our experiences as authors), our results show that obfuscation use
is ubiquitous on TikTok, with over 95% of our respondents having seen obfuscation on
the platform. Use of obfuscation by our respondents was much lower in comparison
- only around fifth had ever used obfuscation. The media reports of widespread ob-
fuscation use may be because a small number of individuals, such as popular TikTok
creators, use obfuscation techniques heavily. In contrast to these creators, our sample,
which represents more typical users of the platform who post infrequently, rarely use
these techniques. Use of obfuscation was largely determined by the types of content
posted: we found that the controversial topics we had devised based on existing liter-
ature seemed to account for almost all obfuscation use, with very few users reporting
using obfuscation for any other topics. This reflects the expected relationship between
experience of and beliefs about wider social media censorship, and use of obfuscation
on TikTok.

We typically found obfuscation use was highest amongst marginalised respondents,
except in the case of gender. In our logistic regression analysis we found only sexuality
and ethnicity significantly predict obfuscation use. People of colour are significantly
more likely compared to white respondents to use obfuscation techniques. LGB+ re-
spondents are significantly more likely to use obfuscation than straight respondents.

In contrast, and counter to our hypothesis, we did not find those marginalised due
to their gender to be significantly more likely to use obfuscation techniques compared
to men, per our logistic regression. However, considering our descriptive findings, it

may be more accurate to say that women are not more likely to use obfuscation com-
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pared to men, because we actually found obfuscation use to be very high for nonbinary
respondents - however they account for only 3% of the sample, so had limited impact
on our PLS-SEM model and logistic regression. This also highlights the importance
of pairing our SEM model with exploratory descriptive analyses. High use of obfusca-
tion techniques was typical of our LGBT+ respondents. Thus, marginalised identity is

typically associated with greater obfuscation use, except in the case of (binary) gender.

History of posting marginalised controversial content was the greatest predictor of
obfuscation use, and this was significantly impacted by both ethnicity and gender. Peo-
ple of colour post more controversial content, and thus use obfuscation more, whilst
those of marginalised genders (perhaps more accurately, women) post less controver-
sial content (but are no less likely to use obfuscation, perhaps because of the opposing
effect of social community strength). As with Haimson et al. (2021), we found that
much of the “controversial” content posted by marginalised users often does not go
against community guidelines, but these users nonetheless feel the need to use obfus-

cation to avoid censorship.

Whilst overall perceived algorithmic censorship does not significantly predict ob-
fuscation use per our logistic regression, it is informative to consider the relationship
between the perceived censorship of specific topics and obfuscation use. Perceived
censorship will likely be informed by the users’ experiences of censorship more widely,
which may in turn impact their behaviour. For example, when posting types of con-
tent which have previously been more heavily policed (literally and metaphorically)
for women compared to men, women may be more likely to use obfuscation — as we
found to be the case for erotic content, where obfuscation use was particularly high for

women compared to men.

A primary motivation for our investigation was to establish whether social moti-
vations (related to sense of community and creative use of language) also influenced
obfuscation use by marginalised users, in addition to the types of content being posted.
We found that positive emotions associated with obfuscation use did predict greater
use of obfuscation techniques, and this mediated the relationship between marginalised
ethnicity and obfuscation use. Looking at specific ratings across all respondents, we
typically found that “interested” and “amused” were the only emotions that respon-
dents agreed to. Interestingly, these were the positive emotions we removed from our
model, in line with SEM best practice, perhaps because they sit at odds with the gen-
eral trend of ambivalence or disagreement with all emotion terms. From our descriptive

data, we typically found that users of obfuscation who were marginalised by their iden-
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tity associated less positive emotions with obfuscation, except for Black (British) re-
spondents (see our discussion of playfulness below), and indeed in our model there was
a significant relationship between marginalised ethnicity, associating positive emotions
with obfuscation, and greater obfuscation use. We found that amongst those who use
obfuscation techniques, men were much more likely than women and nonbinary people
to associate positive emotions with obfuscation. Those marginalised by their gender
may see obfuscation use as more of a necessity, to avoid “unfair” censorship, whilst
men see obfuscation use as an opportunity for word play (although women also agreed
on average to using obfuscation for fun, despite being less likely to associate positive

emotions with obfuscation).

Indeed, we found that across demographic groups, respondents differed as to whether
they reported using obfuscation for fun. Whilst we are not the first to suggest obfus-
cation use is a form of language play (Calhoun and Fawcett, 2022, 2023), our findings
highlight how engagement in this kind of play differs across demographics groups.
LGBT+ respondents typically did not agree to this statement, in contrast to cis-straight
respondents, nor did marginalised sexuality predict positive associations with obfusca-
tion, suggesting that for queer users of TikTok, use of obfuscation is seen as more of a
necessity than an opportunity for play. In contrast, Black (British) respondents agreed
to using obfuscation for fun, unlike other ethnic groups. Thus in the Black (British)
online community, obfuscation may be interpreted as a form of wordplay. This is rem-
iniscent of the way other forms of wordplay play a prominent role in “Black twitter”
(Florini, 2014) (a term typically associated with African American twitter users, but
which has also been used to refer to a community of Black British users (Knight, 2021;
Klassen and Fiesler, 2022)). Use of certain obfuscation styles or techniques may even
come to index Black identity, and then be subject to the re-appropriation which is so
widespread on TikTok, as Jones (2023) discusses in particular with regards to use of

Black voices by white creators.

In our model, social identity community strength had a positive relationship with
obfuscation use, supporting our prediction that other factors than avoiding censorship
would influence obfuscation use. We found that marginalised respondents (for eth-
nicity and gender) reported a significantly stronger sense of social identity. Looking
at the descriptive data, we note that agreement differed across identity groups, sug-
gesting that whilst TikTok may be used as a platform to express and construct one’s
identity, as has been found elsewhere, the experience is not always affirming (Simpson
and Semaan, 2021; Zeng and Kaye, 2022).
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Beyond affirming social identity, obfuscation can act to exclude outgroup mem-
bers. When asked directly, LGBT+ respondents did not agree that they used obfus-
cation so that other TikTok users could not understand what they were saying. How-
ever, we found that non-LGBT+ respondents were more likely to report not always
understanding the intended meaning, suggesting obfuscation use by LGBT+ users
may inadvertently act as a modern day Polari (Baker, 2019). We typically found
non-marginalised groups were less likely to report always understanding the intended
meaning. Whilst excluding outsiders seems not to be a primary motivation for obfus-
cation use, it nonetheless has this effect. For some marginalised groups — for example
Black British users — obfuscation may also be a way to engage in playful language
use whilst maintaining an element of secrecy, as with other anti-languages (Halliday,
1976).

It remains to be seen to what extent “platform vernaculars” (Gibbs et al., 2014),
such as obfuscation use, affect “offline” language use. Anecdotally, we have heard
“nip nops” and “unalive” verbalised in real life, well outside of the reach of any cen-
sorship algorithm. Especially where the use of the “platform vernacular” is motivated
by language play or to express affiliation with a social group not confined to a digi-
tal platform, broader popularisation of expressions originating as obfuscation is very

possible.

7.7.2 Implications for Social Media Policy and Industry

We found disparities in perceived censorship across genders, more specifically greater
perceived censorship of content related to identity and sex education according to those
of marginalised genders, which aligns with previous findings that women face addi-
tional scrutiny online (Are, 2020, 2022), and is no doubt informed by women’s ex-
periences of censorship elsewhere (as discussed above). Whilst moderation may be
necessary (and in the UK, required by law (DSIT, 2025)) to prevent the dissemination
of sexually explicit, violent or exploitative content, which will predominantly harm
women, the over-moderation of women’s content can likewise contribute to the power
structures that ultimately enable violence against women. This suggests a role for
advocacy groups to monitor, and regulators to enforce, equality standards for the expe-
rienced treatment of marginalised genders by social media algorithms, just as gender

equality is monitored and enforced in another form of media, namely advertising.'®

Opnttps://www.asa.org.uk/advice-online/harm-and-offence-gender-stereotypes.htm
1
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Of course, the topic of sexual content moderation invites discussion of how to han-
dle different user perspectives. Whilst preventing extreme sexual content on TikTok
may be necessary to comply with local laws, such as the Online Safety Act (DSIT,
2025), users will also have different preferences for how legal sexual content should
be handled. Some may wish to prevent any sexually suggestive content on the plat-
form, to align with their religious or moral values, whilst others may favour the value
of sexual self expression. Such diverging perspectives will be true for many sensitive
topics, such as discussions of suicide, sexual violence, depictions of violence, “iden-
tity politics” and countless others. To handle these differing perspectives, researchers
have explored personalised moderation interventions (Cresci et al., 2022), including
how these might be received by the public (Jhaver et al., 2023). The ubiquitous nature
of obfuscation on TikTok suggests dissatisfaction with the current “one size fits all”

approach to moderation.

Considering the implications of our findings for the social media industry, our work
makes it clear that regardless of the “true” nature of their algorithms, TikTok and other
social media companies should be aware of the work marginalised users do — namely,
using obfuscation — to feel they have a chance of being treated fairly. Clearly, the im-
pact of “the algorithm” is not uniformly experienced. Any attempt to “de-bias” the
moderation and recommender algorithms (TikTok has a history of publicly promis-
ing to fix automated discrimination (Brown, 2021; Ohlheiser, 2021)) must also aim
to improve the perceived fairness of the algorithms, and account for the behaviours
that users — particularly marginalised users — are already employing to try and level
the playing field. For example, allowing third party auditors to explore how sensitive
topics including identity are handled by the moderation and recommender algorithms,
and publicly addressing any issues raised, would help to improve perceived fairness
more effectively than internal audits even if the outcomes (with regards to modifica-
tion of the algorithms) are identical. For TikTok in particular, it is important to address
the reputational damage that has been done by previous reports of unfair moderation
(Lorenz, 2022; Brown, 2021; Bacchi, 2020; Ohlheiser, 2021; Hern, 2019a,b). Current
lack of trust is reflected in the high use of obfuscation techniques even for topics which

TikTok claims not to moderate, such as posts relating to minority identity experiences.

Failure to account for perceived fairness will mean that user behaviour will con-
tinue to undermine the effectiveness of moderation systems. Whilst content creators
may be primarily motivated by a desire to redress perceived bias, and in some cases by

a desire to express linguistic identity, one negative consequence of obfuscation use is
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that other users will be unwittingly exposed to distressing content. For example, a user
who has set up keyword filters to avoid being exposed to content relating to “suicide”
may nonetheless be served content featuring mentions of “sui” or “sewercide”,!! even
though the original creator’s intention was only to avoid automated rather than user-
driven moderation. Obfuscation use to avoid algorithmic censorship thus also makes
it harder for the users themselves, and not just the platform, to control what they are
exposed to. If users felt they were being allowed to express themselves authentically,
without fear of unsubstantiated censorship, they would be less likely to use obfusca-
tion (cf. the role that obfuscation plays in establishing identity for some communities).
This would mean that content that could genuinely harm others (for example, graphic
descriptions of suicide) can be more effectively identified (by the platform and by other
users). Thus perceived bias in censorship algorithms has implications for the safety of
the platform. TikTok and other social media companies must work with users to estab-
lish when community guidelines are felt to be unfairly enforced, so users do not resort
to their own bias mitigation techniques (such as obfuscation), which make community
guidelines harder to enforce, and may lead to the platform casting a wider net with a

lower threshold for harm which in turn drives up avoidance behaviours.

Another unintended negative consequence of obfuscation is that it may be harder
for users to find vital content or community. For example the grape emoji, , or a
purple dot, , is often used on TikTok to refer to rape (Croquet, 2024). If users are
not familiar with this obfuscation, they will not only find it harder to avoid triggering
content, but also be unable to find support from educators or from other users who
have experienced rape who are using this obfuscation to avoid censorship. Finally,
significant concern has been expressed about the potential for such obfuscations to
reinforce the taboos around sensitive subjects. For example, one journalist argued that
by fuelling users’ suspicions about moderation of content related to sexual violence,
such that they feel motivated to use obfuscations, platforms like TikTok are responsible

for reinforcing the taboo around discussing this topic (Croquet, 2024).

"'We found that searching for the common obfuscations “self unalive” and “sewer side” leads to
being served a supportive message and links to mental health support, suggesting that the TikTok user
experience team are trying to keep on top of common obfuscations, even if it remains unclear how the
algorithm handles them.
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7.8 Limitations and Future Directions

When modelling posting controversial content, we did not factor in TikTok-specific
issues such as copyright, strict minor safety etc. which may explain why so much

variation in use of obfuscation is unaccounted for.

We may have gathered more data relevant to obfuscation technique use by recruit-
ing users on TikTok who post content, via promotional material on the app. However,
as we note in Chapter 6, this would have introduced an unknown sampling bias into our
recruitment. We did not recruit solely those who post “controversial” content, as we
wished to understand factors influencing obfuscation use beyond the type of content.
Likewise we did not recruit solely those who post frequently, as it was a-priori un-
clear whether obfuscation use motivations might differ across user frequency groups.
However, we acknowledge that this may have resulted in us gathering more relevant

data.

The specific examples we gave for each obfuscation technique may have heavily
influenced whether respondents agreed to having seen or used the general technique.
This could explain why use of non-letters was higher for LGBT+ respondents, because
the specific example was about obfuscating the word gay. We provided a single ex-
ample to avoid overwhelming respondents but this may have unduly influenced our
findings.

There are user groups who have reported unfair censorship on other social media
platforms but who we did not consider in our study, for example users who experi-
ence weight discrimination due to being (self-described as) fat (Clark et al., 2021) or
users with a history of sex work (Are, 2022). Respondents were given the opportunity
to write any other marginalised groups they belonged to, and whilst several identities
were submitted we were not able to establish any additional sub-populations to con-
sider e.g. only one respondent wrote in “ex-sex worker”.

We are unable to make our data publicly available, as we wanted to minimise the
risks of de-anonymisation, given respondents were sharing particularly sensitive infor-
mation related to their identity, and their use of TikTok to post controversial or “sen-
sitive” topics. However, we acknowledge that lack of data transparency is a limitation
of this work, as is the lack of pre-registration.

The rule of thumb we used to estimate the minimum sample size is contested (West-
land, 2010; Wolf et al., 2013). Per Soper (2025), our sample size would have been

insufficient to detect small effects (effect size 0.1) but more than sufficient to detect
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moderate effects (0.3). Thus it is plausible that predicted effects that were not sup-
ported by our findings were in fact small effects we lacked the power to detect. How-
ever given that the relationship between marginalised identity and obfuscation use is
salient enough to have received media attention, it seems reasonable to expect a mod-

erate effect size.

7.9 Conclusion

Obfuscation is ubiquitous on TikTok, driven primarily by a desire to post content that
may otherwise be subject to censorship. Obfuscation seems to have become a part of
the platform vernacular, and any attempts to improve user experience and user safety
must take its widespread popularity into account. For some marginalised groups, such
as Black (British) users, obfuscation provides an opportunity for creativity and play,
whilst for others, for example queer TikTokers, use seems to be driven by a sense of ne-
cessity. Perceived censorship on TikTok patterns after that on other social media sites
and in wider society, for example the more aggressive censorship of women’s sexuality,
and users may use obfuscation to “correct” perceived biases in the recommender and
moderation algorithms that they believe will police their self-expression. Social media
companies looking to improve the experiences of marginalised users must ensure their
algorithms are fair and, crucially, perceived to be fair; failure to do so means user be-
haviour will continue to undermine safety features on the platform, such as TikTok’s
suicide support system, in their attempts to avoid algorithmic censorship. Users’ per-
ception of being “at-odds” with the moderation system additionally risks reputational
damage, like TikTok’s “endless cycle of censorship and mistakes” (Ohlheiser, 2021).
Future work is needed to establish which fairness interventions would be most posi-
tively received by users, and how TikTok might encourage linguistic play, particularly

valued by Black users, whilst also ensuring the efficacy of its safety mechanisms.

7.10 Learnings

This Chapter in particular exemplifies the benefits of the third maxim: a human-centric
approach focuses on the impact of technology on people in context — and how they
respond. By considering how the public interact with these models, we realise that
the impact of the biased censorship system is mediated by user behaviour. Studying

bias as a feature of the moderation and recommender systems in isolation would fail to
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capture the true impact of biased censorship.

This Chapter suggests that the relationship between a biased algorithm and the peo-
ple that it impacts may become like a game of cat and mouse. Moderation, intended
to minimise harm (particularly to marginalised people), leaves people (particularly
marginalised people) feeling censored. As a result, the users employ obfuscation tech-
niques, but this can also undermine the moderation system’s ability to prevent harm.
This may drive platform owners to develop more stringent moderation, which in turn
harms more marginalised users and encourages them to adopt more creative avoidance
techniques. To end this game, and actually prevent harm (as well as align the platform
with their commercial goals), platform owners must take into account perceived bias
and more generally work with the affected communities.

This Chapter also demonstrates other benefits of my human-centric approach. So-
cial science theory related to identity and language fruitfully inspired us to explore the
role of community in obfuscation use. Likewise this Chapter demonstrates the benefits
of a trans-disciplinary approach that is informed by the work of wider stakeholders

including journalists and platform users.



Chapter 8
Conclusion

Inspired by work by scholars such as Su Lin Blodgett, Hanna Wallach and Kate Craw-
ford (Blodgett et al., 2020; Wallach, 2014; Crawford, 2017), this thesis sought to im-
prove the way that social bias evaluation is conducted in NLP. I have primarily argued
for and demonstrated the benefits of a human-centric approach to studying social bias
in NLP with five clear maxims, maxims shaped by ethics, social science and HCI re-
search, and also by my own early work. These are: see NLP tools as part of large
socio-technical systems; consider many sources of bias; focus on the impact of tech-
nology on people in context - and how they respond; be driven by social science theory
and community knowledge; and address a broad range of demographics. I will begin
by demonstrating the rich insights that can be gained from such a focus on human
experiences by discussing two key findings that I have derived from my own work. I
will then discuss the wider benefits of my human-centric approach to the field of NLP.
Next, I will discuss the wider implications of my thesis, for those who adopt, regulate

and report on NLP technologies. I will conclude with brief final thoughts.

8.1 Key Findings

In order to motivate my approach, I have, in addition to naming common limitations of
contemporary work, sought to evidence the need for a human-centric approach through
four “case studies”. Herein I will discuss the valuable insights I gained by adopting
this approach. To briefly summarise the findings of each of my “case studies”, in
Chapter 4 1 showed that “low tech” NLP models can provided needed control, and
that superficial debiasing leaves less salient groups impacted by harm. In Chapter 5

I showed that heuristic approaches to bias mitigation are widely rejected by the non-

169



170 Chapter 8. Conclusion

cisgender community, and discussed how “obvious” solutions to bias can still lead to
harm. In Chapters 6 and 7 I demonstrated that the felt impact of an algorithm is the
result of human-Al interaction, and that the public will develop their own “solutions”
to perceived bias. Whilst my work has addressed three very different tasks — senti-
ment analysis, TTI generation and social media content moderation — there have been
commonalities in my findings (as well as, of course, in my approach), and overall two
major findings from my thesis are that trying to prevent bias can cause harm, and that

the public form complex beliefs about algorithms.

Considering the first key finding, for sentiment analysis systems (Chapter 4), this
looked like ignore lists resulting in less effective models, particularly for queer content.
For TTI models (Chapter 5), this looked like erasing certain identities. Further, our
survey suggested that many heuristic attempts to prevent bias are widely rejected by
the community as potentially harmful e.g. associating queer identities with warning
labels. These techniques may give the appearance of less model bias, but do little to
address harm. And if social bias is intended as a proxy for harm — why else would it
be worth measuring? — it is a poor proxy where addressing the one actually worsens

the other.

Often, bias mitigation techniques are used to make products palatable to a mass
audience, at a low cost: the heuristic techniques discussed in Chapter 5 (and so widely
rejected) were all inspired by techniques I have seen major tech companies employ
to this end. Ignoring salient queer identity terms prevents the problem of bad PR,
such as Thompson (2017), and is a much cheaper fix than say finetuning a model on
more balanced data. For social media moderation (Chapters 6 and 7), this looked like
seemingly silencing marginalised users in an attempt to prevent controversial content.

Indeed, a recurring theme in this thesis has been the role of commercial priorities.

Unfortunately, commercial priorities have likewise influenced academic research
in Al (Abdalla and Abdalla, 2021), and it seems plausible this has limited the rigour
of bias measurement, even subconsciously. In this thesis, I have critiqued the tendency
for bias research to consider only an abstract conceptualisation of bias, affecting a
small set of identities, without reference to social science theory or community knowl-
edge. Elsewhere I have discussed the issue of multi-lingual models being tested only
for bias in English, or researchers employing only one of a battery of tests available
(Goldfarb-Tarrant et al., 2023). Deliberately or not, the current approach to bias eval-
uation is very superficial, finding fault — but not too much fault. Going beyond this

typical approach requires significant (financial) resources in terms of establishing mul-
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tidisciplinary research teams (Tobi and Kampen, 2018; Fischer et al., 2011), and time
spent conducting theory-grounded analyses and working with affected communities. It
may be that practitioners are insufficiently resourced or perhaps motivated to conduct
more thorough bias evaluation.

My second key finding is that affected communities form complex beliefs about the
workings of these algorithms, evidenced in Chapters 5 through 7, particularly in free
text answers. It is these beliefs that guide how users respond to Al, such that under-
standing them is vital to understanding the impact of a given model. Studies of what
factors impact perceived fairness in automated decision making are numerous (Starke
et al., 2022); I call for more research on what impacts perceived bias in other forms of
Al such as generative Al. These complex beliefs extend to theories on how to mitigate
harm. Suggestions for possible harms and how to improve were plentiful in Chapter
5, and the public are productive in their use of language to avoid biased censorship as
evidenced in Chapter 7. This demonstrates significant creativity in people’s interac-
tions with Al, and whilst this allows them to counteract bias it may also result in their
getting around safety guardrails, intentionally or not. A refrain I have often used when
discussing my thesis is that humanity is infinitely more creative than a single team
of developers, such that any attempt to prevent bias will always fall horribly short of

possible use cases.

8.2 Benefits of my Human-Centric Approach to Social

Bias Evaluation in NLP

Ultimately, my proposed approach will enable practitioners to better capture what
they set out to capture! Specifically, adopting my five proposed maxims and cen-
tring humans in social bias research will allow practitioners to develop more valid
bias evaluation methodologies, which will ultimately lead to more effective bias mit-
igation approaches. Thus this work is relevant to all those engaging in social bias
research in the widest sense, be it within academic, industry or third-sector organisa-
tions. Whether motivated by a desire for social change or a desire to avoid expensive
PR crises (Ohlheiser, 2021), practitioners will likely have an interest in improving the
validity and effectiveness of their social bias research. This pertains not just to indi-
vidual practitioners but also to the companies that employ them. My maxims can form

the basis of an individual practitioner’s personal work philosophy (as they have formed
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my own), or can be used as the foundation for an entire company’s approach to bias
evaluation and mitigation.

Bias in abstract is often a poor proxy for the impact of a system on affected peo-
ple. Beyond problematising the relationship between bias and harm (or rather, echoing
previous work that has problematised this relationship such as Blodgett et al. (2020,
2021); Goldfarb-Tarrant et al. (2021); Cao et al. (2022) i.a.), I have shown what valu-
able insight can be gained from directly investigating people’s experiences of harm.
I was able to identify potential harms of TTI models that would be hard to detect in
model output alone (such as weaponisation and the enforcement of gendered beauty
standards). I was able to measure marginalised TikTok user’s experiences of discrim-
ination, even where considering reported removal rates alone would not reveal dispar-
ities. Further, studying the affected populations allowed me to understand what they
are currently doing to handle model bias, be it non-use (as I found for TTI models),
or use of obfuscated language on TikTok. Understanding user behaviour is vital to
developing effective mitigation strategies. For example, TikTok will now have to work
within the culture of creative language use they have engendered on the platform to
tackle the issue of perceived discrimination, whilst maintaining their desired level of
safety — of sanitisation — on the platform.

In addition to questioning the relationship between conventional bias metrics and
harm, I hope my work and proposed approach will encourage practitioners to inter-
rogate the other normative decisions they make when evaluating harm (which I have
discussed in more depth elsewhere (Goldfarb-Tarrant et al., 2023)). That is to say,
how their values are embedded in the design of the system (Friedman et al., 2013; Ta-
lat et al., 2021). Every decision made from conceptualisation through to delivery can
introduce bias into the system, and thus potentially elicit harm, and I encourage practi-
tioners to be aware of the power they yield when making normative decisions such as
how to conceptualise bias, what good model behaviour looks like etc.

My work has shown the value of qualitative data to measuring social bias in NLP.
My systematic analysis of survey responses and interview data in Chapter 5 allowed
me to identify novel harms and potential solutions. There is a tendency to rely on
quantification to legitimise ethics research (Widder et al., 2023), but there is a lot of
value in looking at insights from the community, that might not be systematically anal-

ysed,! but are nonetheless vital. Much can be gained from giving the community a

'Whilst I only conduct systematic qualitative analysis in Chapter 5, I believe there is also great value
in looking at free text answers in detail, as I do across Chapters 5 through 7.
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chance to share. During my PhD I completed an internship at Google Research in-
vestigating the harms that large language models (LLMs) might do harm to the trans
and nonbinary community. We surveyed community members and conducted multiple
workshops, which allowed us to create an incredibly rich and granular taxonomy of
possible harms. Centring community experiences allowed us to break down a complex
and conceptually broad concept such as “transphobia” into specific harmful model
behaviours, allowing us to propose heuristic evaluation metrics with strong validity,
which will hopefully ultimately lead to targeted mitigation (Ungless et al., 2025a).

Of course, centring human experiences has value to the field of NLP well beyond
social bias research. Considering the developers behind new Al technologies invites
us to reflect on their values (Birhane et al., 2022a). It also invites us to consider how
developers’ commercial priorities might influence their work (Abdalla and Abdalla,
2021). By making the socio- part of socio-technical systems more salient, we can
ensure that improvements to the system are genuinely effective and achieve algorithmic
reparation (Davis et al., 2021). Elsewhere, I create a taxonomy of risks for TTI models
focused on the impact of these technologies across a very broad range of stakeholders,
including image subjects and those with limited access to verification tools (Bird et al.,
2023). By making these stakeholders explicit, I make them more salient in the field,
and in doing so hopefully ensure that future attempts at risk mitigation and regulation

take the needs of these stakeholders into account.

8.3 Wider Impact

The ramifications for my proposed approach to social bias research extend beyond the
field of NLP or even computer science. Most obviously, my critique of current social
bias evaluation practices is relevant to those wishing to integrate NLP technologies
into their own services and products. The recommendations I make at the end of each
of my “case studies” (Chapters 4 - 7) are rendered tangible by my focus on specific use
contexts. However, as I argued throughout Chapter 2, bias evaluation often happens
without consideration for specific use cases. This suits the purposes of those promoting
“general purpose” language technologies (they need not engage in the work of defin-
ing the risks of particular end uses, which also helps to maintain their distance from
accountability), but this also means that their evaluations have limited value. Those
adopting third-party NLP technologies should be aware that bias, fairness, harm and

risk evaluations were likely carried out in some imagined “neutral” context, and that
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before deploying the model it is vital they perform their own harm evaluations.

My call to focus on harms in context rather than bias in abstract also has ramifica-
tions for regulators. During the completion of my PhD, the EU Al Act was published,
and I commend the focus on specific use contexts.> Regulators should resist the excite-
ment of high-powered general purpose models (also known as “foundation models” —
though many resist this term (Venté, 2023)) and “artificial general intelligence” (AGI)
and continue to develop tangible regulations for specific use cases. Specifically, I rec-
ommend that all so-called general purpose models be evaluated for harm in the most
likely and most high risk possible use cases, and must meet acceptable standards be-
fore release (even limited release). Data sets such as Wildchat (Zhao et al., 2024),
which contains records of real user conversations with ChatGPT, can guide regulators
in establishing likely use cases; the EU Al Act offers a strong foundation for establish-
ing high risk use cases. Plausible harms include risks to privacy, to personal wellbeing
and safety. Where regulators seek to evaluate risks of discrimination and stereotyping
due to social bias, they might be guided by my proposed maxims to develop robust and

valid tests, in collaboration with independent social bias practitioners.

I would also caution policy makers to be mindful that the felt impact of NLP tech-
nologies or wider Al will be determined not just by the algorithms but by the public’s
beliefs about those algorithms, as I explore in Chapters 5 through 7. Thus policy mak-
ers should consider both the models themselves and the way that companies communi-
cate about these models — and also be aware of the limits of these regulatory attempts!
We might hope to regulate algorithms, and science communication; we cannot hope to

regulate people’s felt experiences.

Throughout this thesis [ have drawn on the work of tech journalists who have ampli-
fied the voices of those speaking out against experiences of automated discrimination.
I anticipate journalists will continue to play a pivotal role in holding the NLP industry
accountable, at least in the “court of public opinion”, and I hope that my five principle
issues and five proposed maxims are presented with sufficient clarity to be adopted as
a foundation for further critique. Journalists can also play a role in making explicit the
normative decision that developers have made whilst designing their products (which I
have highlighted as a potential source of bias), allowing the public to question whether

those norms align with their own values.

’T was disappointed to discover that the EU AI Act stops short of attempting to regulate the use of
Al in military contexts — surely the most high risk of all.
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8.4 Final Thoughts

Social bias is used as a proxy for measuring the harms of a model. But even when
measured accurately, bias is often a poor proxy for harm. As I and others have shown,
existing bias measurement methods for NLP technologies, like language models, fre-
quently have poor validity and reliability. That is to say, they do not measure what
they claim to measure in a consistent way. Coupled with the fact that these models
exist as part of socio-technical systems in which stakeholders can introduce their own
biases, this means measuring bias upstream and in abstract seems a fruitless exercise.
It is only within specific use contexts that we can understand the negative impact of
these models and collaborate with those impacted to develop meaningful solutions.
Although the title of my thesis makes reference to social bias research, I ultimately
argue that measuring bias (in abstract) is pointless, and we should refocus our efforts
on measuring harms in context. I am far from the first to raise these critiques; I can
only hope that adding my voice to the chorus will amplify the message, and enrich it
with five clear maxims that improve the validity of social harm research. My work also
progresses our understanding of queerphobia in NLP, with insights into how sentiment
analysis, image generation and social media platform algorithms can harm the queer

community — and how the community is pushing back!






Appendix A

Chapter 3: Additional Terms

In Chapter 3 we focus our discussion on the selection of terms related to our primary
hypotheses (diverse queer terms, terms across the gender spectrum, terms related to
trans status and terms specific to ethnic communities). In the following we provide ad-
ditional discussion of identity terms and combinations present in the data set unrelated

to these primary hypotheses.

The terms list includes multiple plurisexual identities (those attracted to multiple
genders), namely “pansexual, fluid” in addition to “bisexual” from (Dixon et al., 2018).
Plurisexual individuals often face discrimination from both queer and non-queer peo-
ple, known as double discrimination (Mereish et al., 2017). The data set therefor al-
lows for the detection of bias against plurisexual individuals (as well as against the
individual sexualities). Reiterating a point we make above, when no sexuality is given,
the norm (monosexuality) will be assumed. Note that whilst “queer” is widely used
by plurisexual people, it is also used by monosexual people (Kolker et al., 2020), so
we do not consider it plurisexual. Note “fluid” can refer to fluidity of gender but we
only included this in the sexuality category. We also include in the sexuality list two
ace-spectrum identities (Hille et al., 2020), namely “asexual, demisexual”, which will
enable exploration of ace-phobic bias, which is often overlooked in research on queer-
phobic bias (Galop, 2021).

In order that the data set be useful for detecting bias against plurisexual identi-
ties, we combined terms relating to sexuality presentation style (e.g. “butch”), where
monosexuality is assumed, with the term “bisexual”. Our research at the time sug-
gested “stud” was used by black women who exclusively love women (Lane-Steele,
2011), and as “bisexual” is a non-ethnicity specific term whilst “stud” is ethnicity spe-

cific, we felt it would be inappropriate to combine the terms. However, there has been
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a movement on social media bringing attention to bisexual studs.! We welcome re-
searchers to use our code to generate sentences including “bisexual stud”, and further
welcome inclusion of more ethnicity specific terms in our data set.

When constructing the data set and in our analyses we treat “queer, LGBT” and
“LGBTQ” as sexuality terms. We felt this was the most appropriate way to include
these umbrella terms without introducing a fourth identity term category (and thus ef-
fectively quadrupling the size of the data set). Although they are intended to encompass
all queer identities, it is our intuition that the cisgender norm is often assumed despite
the inclusion of T for transgender in the two acronyms. Indeed, LGBT(Q) is often
used in direct opposition to straight, despite transgender straight people being part of
the LGBT community (see for example Zane (2019)). Another researcher might pre-
fer to exclude variations with LGBT and LGBTQ when considering non-transgender

identities (we treat these as “assumed cisgender” identities).

"https://www.tiktok.com/Rainabreiyon/video/7058039963786431791?1ang=en
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Chapter 4: Survey

B.1 Demographic Information

Q: What is your age? Please answer in years.

Responses: range 19-57, mode 25, mean 30.
Q1: What is your gender identity?

Options: male, female, nonbinary, genderqueer, third-gender, genderfluid, gender
non-conforming, pangender, two-spirit, agender, questioning, prefer not to answer,
other.

Note: A transcription error resulted in the options “male, female” in place of “man,
woman” from Dev et al. (2021). Typically “male, female” are more associated with
“biological sex” than “man, woman” which may have influenced respondents’ an-
swers, although the question explicitly asked about gender.

Responses given in Table B.1.

Q2: What is your sexual orientation?

Options: lesbian, gay, bisexual, asexual, pansexual, queer, straight, questioning,
prefer not to answer, other.

Responses given in Table B.2
Q3: What pronouns do you use?

Options: he/him, they/them, she/her, xe/xem, e/em, ze/hir, any pronouns, I don’t
use pronouns, I am questioning my pronouns, prefer not to answer, other.

Responses given in Table B.3
Q4: Are you trans?

Options: yes, no, I am questioning my gender, prefer not to answer. In retrospect, it

may have been more appropriate to give the option “I am questioning my trans status”.
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Gender % of total responses Count
Male 2.9% 1
Female 22.9% 8
Nonbinary 71.4% 25
Genderqueer 20% 7
Genderfluid 8.6% 3
Gender non-conforming 14.3% 5
Agender 17.1% 6
Questioning 11.4% 4
Prefer not to answer 2.9% 1
Other — “trans” 2.9% 1
Other — “I’'m also intersex” 2.9% 1
Other — “Woman” 2.9% 1

Table B.1: Table of selected gender identities. Respondents could select multiple

gender terms.

Responses given in Table B.4
QS5: In a few words, how would you describe your ethnicity? Options: text re-
sponse

The majority of respondents (26) described themselves as explicitly white or Cau-
casian. Four named a European origin (none of these identified as Black, Latinx and/or
Indigenous or as a person of colour); as white is the norm in Europe (Kantola et al.,
2022), this suggests 30 of our 35 participants are white/Caucasian.

Q6: Are you Black, Latinx and/or Indigenous ?

Options: yes, no, prefer not to answer.

Responses given in Table B.5
Q7: Are you a person of color?

Options: yes, no, prefer not to answer.

Notes: Not all respondents who identified as Black, Latinx and/or Indigenous also
identified as a person of colour and vice versa. Please note the discussion in Section
5.9 about use of the term “latinx”.

Responses given in Table B.6
Q8: What is/are your native language(s)?

Options: text response
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Sexual orientation % of total responses Count
Lesbian 17.1% 6
Gay 8.6% 3
Bisexual 34.3% 12
Asexual 5.7%

Pansexual 17.1%

Queer 42.9% 15
Straight 2.9% 1
Prefer not to answer 2.9% 1
Other — “i try not to label myself 7  2.9% 1
Other — “Bottom” 2.9% 1

Table B.2: Table of selected sexual orientations. Respondents could select multiple

terms.

The vast majority of participants (27) had English as a native language. Other
native languages include German, French, and BSL.
Q9: Which country do you live in now?

Options: text response

Responses are summarised in Table B.7. All bar one of our respondents (34) are
from Western countries, namely North America, Europe or Australia.
Q10: Briefly, how would you describe your occupation?

Options: text response

Ten respondents described themselves as students. The next most common occu-
pation was software engineer. Other occupations include photographer, creative pro-
fessional, UX designer and therapist, suggesting we were able to capture the diverse
perspectives of those working outside the field but with an interest in Al
Q11: Briefly, how would you describe your familiarity with AI?

Options: text response

The majority of respondents referenced work or education as being the source of
their familiarity, though some named an interest in the topic for example as a “science
magazine reader”. One respondent answered none but rated themselves as 2/5 in terms
of familiarity with Al
Q12: How would you rate your familiarity with AI?

Options: Likert scale 1-5 from “Very little knowledge” to “Expertise (I work in
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Pronoun set % of total | Count
responses

He/him 17.1% 6
They/them 68.6% 24
She/her 34.3% 12
E/em 2.9% 1
Any pronouns 11.4% 4
I am questioning my pronouns | 17.1% 6
Other - “Elle/le” 2.9% 1
Other - “Ey/Em” 2.9% 1
Other - “xey/xem” 2.9% 1
Other - “fae/faer” 2.9% 1

Table B.3: Table of selected pronouns. Respondents could select multiple terms.

Response % of total | Count
responses

Yes 85.7% 30

No 2.9% 1

I am questioning my gender | 5.7%

Prefer not to answer 5.7%

Table B.4: Table of responses about trans status.

Response % of total responses Count
Yes 8.6% 3
No 91.4% 32

Table B.5: Table of responses to question about identifying as Black, Latinx and/or

Indigenous.

Response % of total responses Count
Yes 8.6% 3
No 91.4% 32

Table B.6: Table of responses to question about identifying as a person of colour.
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Region % of total responses Count
[IN) 31.4% 11

UK 34.3% 12
Europe excl. UK 22.9% 8
Canada 5.7% 2
Australia 2.9% 1
Colombia 2.9% 1

Table B.7: Table of responses to question about current country of residence.
Al)”.

Responses are summarised in Figure B.1. All respondents considered themselves

to have greater than “very little knowledge”. The mean rating was 3.8.

How would you rate your familiarity with AI?
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Figure B.1: Count of responses for each familiarity rating.

B.2 Potential for Harm

Q13: Have you tried out one of these systems before, including during this survey?
Options: yes, no

The vast majority of respondents (28) answered yes.
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Context % of total | Count
responses

Education 91.4% 32

Art/creativity 85.7% 30

Marketing 94.3% 33

Architecture/ real estate/ design | 37.1% 13

Research 71.4% 25

Table B.8: Table of responses to question 15 about contexts in which harm might occur

to non-cisgender individuals.

Q14: Can you think of scenarios where use of text-to-image models could have
undesirable outcomes for non-cisgender people, due to their application in the
above or other use cases?

Options: yes, no

The overwhelming majority of respondents (33) answered yes.

Q15: Please select in which of these use cases harms might occur.

Options: education, arts/creativity, marketing, architecture/ real estate/ design, re-
search, other.

Notes: These options are derived from DALL-E 2 documentation detailing possible
future commercial use of the model. A flaw in the study design meant this question
was mandatory even for those who answered “no” to the previous question. Of the two
participants who answered no, one wrote “none” in the “other” option and the other
selected Education, but neither provided a description of a scenario (below).

Responses are summarised in Table B.8. Two respondents provided “other” con-
texts of use — one referenced religious and political channels, and the philosophical,
psychological and sociological fields, and the other wrote that they were concerned
about the “reinforcement of heteronomativity in any context”. The majority of respon-
dents could imagine harm in each of the contexts except “Architecture/ real estate/
design”. In particular respondents were concerned about “Marketing”, “Education”
and “Art/creativity” (over 3/4 of respondents felt harm might occur in these contexts).
Q16: Please select how severe you think these harms might be.

Options: Likert scale 1-5 from “No impact on lives” to “Significantly hinders
lives”.

Responses are summarised in Figure B.2. The average rating was 3.3. Almost



B.2. Potential for Harm 185

all participants (32) felt that the harms would have some impact on non-cisgender

individuals’ lives.

Please select how severe you think these harms might be.
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Figure B.2: Count of responses for each severity rating.

Q17: Please describe a specific scenario(s) where harm might occur against non-
cisgender people.

Options: text response

In contrast to Dev et al. (2021) we do not ask survey participants to distinguish
between representational and allocational harms, in order to reduce their work load.
We label which category of harm they describe, whether it relates to how a group is
represented or which services a group has access to, or both. We also identify which
use cases are relevant to the harm they mention, again to reduce work load. Using a
deductive-inductive approach, we also develop codes and establish themes based on
the responses. One author was lead coder, developing the codebook of 17 codes. Both
the lead coder and a second author applied this codebook to the responses. The coders
refined the codebook through discussion, leading to a final inter-coder reliability of
K =0.74. Themes were identified by the lead coder and discussed and finalised through
discussion between all authors.

Loosely reflecting the responses to Q15, the contexts of use mentioned by respon-
dents were education, art/creativity, marketing, and less frequently research. A high
number of representational harms were identified, and very few allocational harms.

A prominent theme was the potential impact on real world behaviours and beliefs
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that content produced by the models might have. Frequently, respondents spoke of
the output not just reflecting but reinforcing stereotypes and prejudices. Some felt the
tools could create new beauty standards and lead to emotional harm.

Several respondents expressed concern about intentionally abusive use of these
systems. They felt they might be used to create propaganda or transphobic material,
or the training data needed to create a trans recognition system. These examples far
outnumbered explicit references to unintentional harms.

A number of respondents explicitly referenced the role that training data played in

bringing about harm, reflecting the knowledge of our respondents.

B.3 Proposed Solutions

Respondents were asked to rate on a likert scale of 1-7 (“Extremely dissatisfied (I
would not like to see this solution implemented)” to “Extremely satisfied (I would
like to see this solution implemented)”). A rating of 4 indicates neither satisfied or
dissatisfied. They were also invited to optionally respond to the question “Can you
foresee any potential harms or benefits to this solution?” for each one.

Solution 1: The model generates an image based on the text (no change to current
behaviour.)

Responses are given in Figure B.3. Most respondents were unsatisfied with this
“solution” (to change nothing), with a mode of 3 and a mean of 3.5 (both below 4).
However the spread of responses indicates this is not universally disliked. Text re-
sponses in particular highlighted concerns about stereotyping,

Solution 2: The model ignores the non-cisgender identity terms in the text input
and generates an image based on the rest of the text.

Responses are given in Figure B.4. This solution was the least popular, with a mode
of 1 and a mean of 2. No respondents were clearly satisfied with this solution. Many
respondents wrote this would lead to erasure and othering. A respondent identified it
would be hard to “keep up” with queer slang, or handle ambiguous words.

A simple heuristic like ignoring minority identity terms to avoid producing stereo-
typed content is clearly not satisfactory to the community.

Solution 3: The model generates an image based on the text but includes a warn-
ing that the output might be offensive.

Responses are given in Figure B.5. This solution was also fairly unpopular, with a

mode of 2 and a mean of 3.0, although the bimodal results suggest some users would
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No change to current behaviour
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Figure B.3: Count of responses for each satisfaction rating for Solution 1.

be slightly satisfied by this solution. Several respondents expressed that they felt this
was not a “real” solution to the issue. Some felt strongly that appending this warning
to every image suggested transness itself was offensive. However, as suggested by the
second “peak”, some respondents felt a warning offered an okay interim solution.
Solution 4: The model ignores all gender identity terms in the text input and
generates an image based on the rest of the text.

Responses are given in Figure B.6. This solution was very unpopular, though less
so than ignoring only non-cisgender identity terms, with a mode of 1 and a mean of
2.5. Some respondents expressed concern about the model “defaulting” to represent
only a single gender rather than diverse results. Respondents again mentioned era-
sure. Several respondents mentioned compromised functionality. Some felt it would
be difficult to implement.

Solution 5: The model is trained on additional images containing non-cisgender
individuals, so it better learns to generate images of non-cisgender people.

Responses are given in Figure B.7. This solution was by far the most popular, with
a mean of 5.3 and a mode of 7. However, as Figure B.7 demonstrates, this solution is
not universally popular, and in text responses respondents expressed concern about the
challenge of gathering truly representative data, and the risk of reinforcing stereotypes.
Some expressed concern about the risks of gathering images of marginalised people.

Solution 6: The model effectively ignores the non-cisgender identity terms in the
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Ignore non-cisgender identity terms
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Figure B.4: Count of responses for each satisfaction rating for Solution 2.

text input and generates an image based on the rest of the text, but a flag or pin
or symbol is used to indicate gender diversity.

Responses are given in Figure B.8. This solution had a mode of 1 and a mean of
2.8, suggesting it was largely unpopular (though a small number were satisfied with
this solution). Some respondents expressed that this solution had potential, because
it no longer required using how a person looks to capture their identity. Others felt it
was a “cop out”, and some were concerned about the othering or stigmatising effect of
explicitly labelling queer individuals.

Solution 7: The model ignores the non-cisgender identity terms in the text input
and generates an image based on the rest of the text, with a warning that to avoid
harmful misrepresentation the model ignores non-cisgender identity terms.

Responses are given in Figure B.9. This solution was largely but not universally
unpopular, with a mode of 1 and a mean of 2.7. Respondents expressed a preference
for ignoring the terms alongside an explicit warning over simply ignoring the terms
in their text responses, but many argued the same issues of erasure and compromised
functionality were at play. A few saw it as a short-term solution, but many argued it
was again a “cop out”.

Other Solutions
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Warn that output might be offensive
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Figure B.5: Count of responses for each severity rating for Solution 3.

Respondents were then asked “Can you think of any other solutions to how models
should handle non-cisgender identities? (Optional)”. The majority (22) of respondents
provided their thoughts. We conducted a qualitative analysis of these answers, using an
inductive approach. One author developed the codebook of 22 codes using a “bottom-
up” approach (driven by the data), which was then applied to the responses by a second
author to establish inter-coder reliability, as a measure of code reliability. The lead
coder established themes based on these codes and these themes were discussed and
finalised between the authors. The major themes we established were the need for
representative data; unhappiness with the proposed heuristics; the necessity of wider
changes; community involvement; a desired ability to customise images.

One theme we established was the need for representative training data, echoing
the most popular proposed solutions. Many respondents emphasised the need for ad-
ditional data, others focused on the need to curate the training data to ensure “a diverse
and representative set of images” (white, queer, nonbinary + gender nonconforming,
23).

A second theme that emerged was that of unhappiness with the proposes heuris-
tics, with respondents seeing these as outright unsuitable or suitable only as temporary

solutions.
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Ignore all gender terms
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Figure B.6: Count of responses for each satisfaction rating for Solution 4.

A broad theme in the responses was the need for wider changes, encompassing both
extensive changes to the model, as well as societal changes — “may require uhhh fixing
society generally” (white, bisexual, genderqueer + questioning, 30). Respondents all
mentioned the need to improve outcomes for other marginalised identities.

Another theme to emerge was the need for community involvement — respondents
discussed the general need for non-cisgender people to be involved in the development
of such models, and two suggested involving non-cisgender individuals as part of a
reinforcement learning approach to improve the models’ representation of the commu-
nity.

The final theme represents a novel solution, which is to allow for post-hoc mod-
ification of the generated images. This would mean users could tweak the gender
presentation and/or include symbols and pins to signify identity, reminiscent of one of

the proposed heuristics but with greater user agency.
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Train on more gender diverse data
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Figure B.7: Count of responses for each satisfaction rating for Solution 5.

Ignore non-cisgender identity terms but include symbol
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Figure B.8: Count of responses for each satisfaction rating for Solution 6.
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Ignore non-cisgender identity terms but include
warning
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Figure B.9: Count of responses for each satisfaction rating for Solution 7.
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Consent

Participant Information Sheet

Project title: TikTok Censorship

Principal investigator: Bjoérn Ross

Researcher collecting data: |[Eddie Ungless, Nina Markl
Funder (if applicable): UKRI

This study was certified according to the Informatics Research Ethics Process, RT
number 747333. Please take time to read the following information carefully. You
should keep this page for your records.

Who are the researchers?

Eddie Ungless, he/they, PhD candidate at the Centre for Doctoral Training in NLP,
University of Edinburgh

Nina Markl, she/her, PhD candidate at the Centre for Doctoral Training in NLP,
University of Edinburgh

Bjérn Ross, he/him, Lecturer in Computational Social Science at the Institute for
Language, Computation and Cognition, University of Edinburgh

What is the purpose of the study?

The goal is to understand TikTok users' perception of being algorithmically censored,
and their motivations for using techniques that help to avoiding censorship. The study
will comprise of a survey.

Why have | been asked to take part?
You have been asked to take part because you have indicated that you are or have
been a user of TikTok.

Do | have to take part?

No — participation in this study is entirely up to you. You can withdraw from the study
at any time, without giving a reason. Your rights will not be affected. If you wish to
withdraw, contact the Pl. We will stop using your data in any publications or
presentations submitted after you have withdrawn consent. However, we will keep
copies of your original consent, and of your withdrawal request.



What will happen if | decide to take part?

This study is a survey involving some multiple choice and some free text questions.
You will be asked to respond to questions about your use of TikTok. We will ask about
the kinds of content you view and post.

You will be asked about your experience of algorithmic censorship. You will be asked
about your experience of the techniques people use to avoid censorship. You will be
asked how censorship makes you feel.

You will also be asked to provide demographic information including gender, sexuality,
ethnicity, disability status, religion, socioeconomic status and political beliefs. We are
gathering this sensitive information as we want to understand how users of different
social identities behave on TikTok.

We are only recording your answers to these questions.

This survey should take around 14 minutes to complete.

Compensation.
You will be paid £1.70 (equivalent to £6/hr) for your participation in this study.

Are there any risks associated with taking part?
There are no significant risks associated with participation. Your answers will be
anonymised so the risk of sensitive information becoming known is extremely low.

Are there any benefits associated with taking part?
No, other than contributing to our understanding of users’ experiences of censorship
on social media.

What will happen to the results of this study?

The results of this study may be summarised in published articles, reports and
presentations. Quotes or key findings will be anonymized: We will remove any
information that could, in our assessment, allow anyone to identify you. With your
consent, information can also be used for future research. Your data may be archived
for a minimum of 2 years.

Data protection and confidentiality.
Your data will be processed in accordance with Data Protection Law. All information
collected about you will be kept strictly confidential. Your data will be referred to by a



unique participant number rather than by name. Your data will only be viewed by the
research team Eddie Ungless, Nina Markl and Bjérn Ross.

All electronic data will be stored on a password-protected encrypted computer, on the
School of Informatics’ secure file servers, on the University’s secure encrypted cloud
storage services (DataShare, ownCloud, or Sharepoint) or held securely by Qualtrics,
the questionnaire software provider.

What are my data protection rights?

The University of Edinburgh is a Data Controller for the information you provide. You
have the right to access information held about you. Your right of access can be
exercised in accordance Data Protection Law. You also have other rights including
rights of correction, erasure and objection. For more details, including the right to
lodge a complaint with the Information Commissioner’s Office, please visit
www.ico.org.uk. Questions, comments and requests about your personal data can
also be sent to the University Data Protection Officer at dpo@ed.ac.uk.

For general information about how we use your data, go to: edin.ac/privacy-research

Who can | contact?

If you have any further questions about the study, please contact the lead researcher,
Eddie Ungless,

If you wish to make a complaint about the study, please contact
inf-ethics@inf.ed.ac.uk. When you contact us, please provide the study title and detail
the nature of your complaint.

Updated information.
If the research project changes in any way, an updated Participant Information Sheet
will be made available on http://web.inf.ed.ac.uk/infweb/research/study-updates.

Consent
By proceeding with the study, | agree to all of the following statements:
| have read and understood the above information.

| understand that my patrticipation is voluntary, and | can withdraw at any time.
| consent to my anonymised data being used in academic publications and presentations.

| allow my data to be used in future ethically approved research.

Refuse and exit Agree and continue

O O



Use of TikTok

What is your Prolific ID?
Please note that this response should auto-fill with the correct ID

${e://Field/PROLIFIC_PID}

Do you use TikTok?

O Yes | currently use TikTok
O | previously used TikTok but am not a current user
QO 1 have never used TikTok

When did you first use TikTok?

More than three years ago
Between three and one years ago
Between 12 and 6 months ago
Between six and three months ago

Between three and one month ago

ONORONONONG®

Less than one month ago

When did you stop using TikTok

O

More than three years ago
Between three and one years ago
Between 12 and 6 months ago
Between six and three months ago

Between three and one month ago

ONONONONO.

Less than one month ago

What were your reasons for stopping using TikTok?

O It was negatively impacting my quality of life
[J The content was too negative

(O To escape harassment / bullying

[J A loved one asked me to stop using the app
(O My account was deleted / banned

[0 Too much data use / phone storage use



[0 Too much moderation / censorship

[J The amount of advertising

[0 concerns about security / privacy

[ To have more free time

[0 Not enough of my friends were using it
[J The content wasn't entertaining anymore

(O The format of the app / content

O | lother

On average, how often did/do you use TikTok to view content?

O | have never viewed content
QO 0-3 times a month

O 1-2 times a week

O Multiple times a week

O 1-2 times a day

QO >3times aday

On average, how often did/do you use TikTok to post content?

O | have never posted content
QO 0-3 times a month

QO 1-2 times a week

O Multiple times a week

QO 1-2 times a day

O >3times aday

On average, how long did/do you spend on TikTok on the days that you use(d) the
app?

Less than 15 minutes a day
Between 15 and 30 minutes
Between 30 minutes and 1 hour
Between 1 and 2 hours

Between 2 and 4 hours

ONORONONONG)

More than four hours a day



What type of content have you viewed on TikTok (select all that apply)

O
O
O

O
O
O
O
O
O
O

Telling jokes
Telling stories
Completing sound trend/ challenge

Poster making fun of themselves

Prank

Dance

Learn something
Beauty/makeup

Lip Sync

Singing (real voice)

O

O 0000 000

Exercise
Expose someone
Duet

Show off body (e.g. flexing, revealing
clothing)

Sharing personal information
Politics

Tribute to recently deceased person
Pets

Other (please describe)

What type of content have you posted on TikTok (select all that apply)

O
O

O

O
O
O
O
O
O
O

Telling jokes
Telling stories
Completing sound trend/ challenge

Poster making fun of themselves

Prank

Dance

Teach something
Beauty/makeup

Lip Sync

Singing (real voice)

O

O 0000 0 00

Did/do you view content in English on TikTok?

O Yes, exclusively in English

QO Yes, in addition to other languages

O No

Exercise
Expose someone
Duet

Show off body (e.g. flexing, revealing
clothing)

Sharing personal information
Politics

Tribute to recently deceased person
Pets

Other (please describe)




What languages do/did you view content on TikTok in? List in order of most to least
content viewed in that language.

Did/do you post content in English on TikTok?

O Yes, exclusively in English
QO Yes, in addition to other languages

O No

What languages do/did you post content on TikTok in? List in order of most to least
content posted in that language.

Please note for the remainder of this survey we are interested in your use of TikTok to
view and post English language content.

Removal and suppression of content

We are going to ask you about your experience of algorithmic censorship by TikTok.

On TikTok, some users are concerned about algorithmic censorship, which refers to
when a computer program or algorithm designed to moderate content removes or
suppresses the content they post i.e. when a video gets very few views and you
believe it is because it is being suppressed by the platform.

In this study, when we say censorship we mean both when content is removed and
when content is suppressed.

Have you had content removed by TikTok?
O No
O VYes

Please select which of the types of content you have had removed by the platform.

| have had posts removed that contained (you can select multiple):



Covid-related content

Sex related content for an erotic purpose

Content some may find offensive or inappropriate

Self-referential use of slur i.e. d*ke by a lesbian

Content insulting or criticizing dominant group (e.g., men, white people)

Content relating to minority identity experience i.e. queer content, content about
Black experiences

Political content
Content about violence that is intended to shock or disgust

Content about violence that is not intended to shock or disgust i.e. reporting on a
violent crime

Content relating to a social justice movement, for example feminism or anti-racism
Curse words
Hate speech

Sex related content for a non-erotic purpose i.e. that is intended to educate

o000 0ooD0 oo0boOoo o

| [Other (please describe)

Please select how frequently your posts get removed when you post this kind of
content:

Never (this Always (all
kind of my content

content is about this
never About half Most of the topic is

removed) Sometimes the time time removed)

Content relating to a

social justice movement,

for example feminism or O O O O O
anti-racism

Hate speech

Content about violence
that is intended to shock
or disgust

Curse words

Sex related content for a
non-erotic purpose i.e.
that is intended to
educate

O O O O
O O O O
O O O O
O O O O
O O O O



Content insulting or
criticizing dominant
group (e.g., men, white
people)

Self-referential use of
slur i.e. d*ke by a lesbian

Sex related content for
an erotic purpose

Covid-related content

Content about violence
that is not intended to
shock or disgust i.e.
reporting on a violent
crime

Political content

Content relating to
minority identity
experience i.e. queer
content, content about
Black experiences

Content some may find
offensive or
inappropriate

Other

Are you paying attention?

O No
QO Yes

Never (this
kind of
content is
never
removed)

O

Sometimes

O

About half
the time

O

Do you believe you have had content suppressed by TikTok?

O No
O VYes

Most of the
time

O

Always (all
my content
about this
topic is
removed)

O

Please select which of the types of content you believe have been suppressed by the

platform.



| believe | have had posts suppressed that contained (you can select multiple):

Covid-related content

Content relating to minority identity experience i.e. queer content, content about
Black experiences

Content insulting or criticizing dominant group (e.g., men, white people)
Sex related content for a non-erotic purpose i.e. that is intended to educate

Content about violence that is not intended to shock or disgust i.e. reporting on a
violent crime

Sex related content for an erotic purpose

Curse words

Self-referential use of slur i.e. d*ke by a lesbian

Content about violence that is intended to shock or disgust

Content relating to a social justice movement, for example feminism or anti-racism
Political content

Hate speech

Content some may find offensive or inappropriate

opo0oooO0oo00 oboo oo

[Other (please describe)

Please select how frequently you believe your posts get suppressed when you post
this kind of content:

Never (this Always (all
kind of my content
content is about this
never About half Most of the topic is
removed) Sometimes the time time removed)
Content insulting or
criticizing dominant ®)
group (e.g., men, white
people)

Political content

Content some may find
offensive or
inappropriate

Sex related content for
an erotic purpose

OO O O
OO O O
OO O O
OO O O
OO O O

Covid-related content



Sex related content for a
non-erotic purpose i.e.
that is intended to
educate

Self-referential use of
slur i.e. d*ke by a lesbian

Content about violence
that is not intended to
shock or disgust i.e.
reporting on a violent
crime

Content relating to
minority identity
experience i.e. queer
content, content about
Black experiences

Content relating to a
social justice movement,
for example feminism or
anti-racism

Curse words

Content about violence
that is intended to shock
or disgust

Hate speech
Other

Never (this

kind of

content is

never About half Most of the
removed)  Sometimes the time time

O

O

O O O O O

O

O

O O O O O

O

O

O O O O O

O

O

O O O O O

Always (all
my content
about this
topic is
removed)

O

O

O O O O O

We are interested in how algorithmic censorship make you feel. Please rate the extent
to which you agree with the following statements. Algorithmic censorship makes me

feel:

Strongly
disagree

glad, happy, joyful

content, serene,
peaceful

ashamed,
humiliated,
disgraced

Somewhat
disagree

2

Neither
agree nor Somewhat
disagree agree
3 4

Strongly
agree




Strongly
disagree

scared, fearful,
afraid

angry, irritated,
annoyed

disgust, distaste,
revulsion

awe, wonder,
amazement

embarrassed, self-
conscious, blushing

amused, fun-loving,
silly

grateful,
appreciative,
thankful.

Strongly
disagree

love, closeness,
trust

repentant, guilty,
blameworthy

hate, distrust,
suspicion

stressed, nervous,
overwhelmed

contemptuous,
scornful, disdainful

hopeful, optimistic,
encouraged

interested, alert,
curious

Somewhat
disagree

2

Somewhat
disagree

2

Neither
agree nor
disagree

3

Neither
agree nor
disagree

3

Somewhat
agree

4

Somewhat
agree

4

Strongly
agree

Strongly
agree




Neither
Strongly Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree

1 2 3 4 5

sad, downhearted,

unhappy

inspired, uplifted,
elevated

proud, confident,
self-assured

Awareness of obfuscation

Some TikTok users are concerned about algorithmic censorship, which as we stated

earlier refers to when an algorithm removes or suppresses the content they post. For
example, users are concerned that the moderation system may censor content which
includes words such as "lesbian" or "dead" in the text in the video or in the captions.

To avoid such censorship, some users employ different techniques to conceal what
they are writing about. For example, users might write "le$bean" instead of "lesbian".
This has been called "algospeak" and can be thought of as a kind of code, but we will
use the term "obfuscation" which is used in research. People obfuscate certain words
to conceal what they are saying to avoid algorithmic censorship.

Here are some examples of the techniques being used.



..‘”l"ofvau #ight

#oc  See moew

n  Fe Yoo - 9BC 30

O Mapist - Marmial Hew'th

]

iinings | actually thoughti
- Zard
b f‘ before | realized | was /l;.
le$bean Part 2 :

riginn dlecollarbesn #

wingever _furcver

User substitutes a symbol for a letter. They also use the hashtag
#alphabetmafia instead of #lgbtcommunity



nacestly JISTIEAIGUS #yt #ytpeopie #hispanic, )

JJ 'sukarBros Wil Mii Channel

b
how people who are not shrek's workers
shouldnt buy

User has substituted the word "sex" for "shrek's".



The cops had to shoot the'

muggachugga,just to put it
downWOUIDNT sToP @

User has changed the word "motherfucker" with some sound changes and
repeated letters.

Researchers have identified 7 key obfuscation techniques used by English language
users (Calhoun & Fawcett, 2022). We will give specific examples of each technique
below, taken from this research.

Users may also use these techniques for other reasons, such as making sure only
certain TikTok users can understand what they are saying. We will ask about these
motivations in the next section.

IMPORTANT: On mobile, please scroll right to see the explanations and examples
which will help you understand these techniques.

via GIPHY

Explanation / description Examples

Non-
echnical Label




Use of non-letters

Numbers, symbols, diacritics
[marks added to letters like for € ],
mojis, spaces (including leaving

he word "blank")

Gay >
smoke crack > sm o
ke cr a ck

Word substitution
(meaning or
sound)

Replacing words with those with
similar meanings or which sound
similar

Innovative L _ _
Combining words and meaningful [dead > unalive [un +
subword _ _
. parts of words in new ways alive]
combinations
LGBTQ+ community

> alphabet mafia
faggot > baguette
Sex work > shrek
work

sexy > seggsy,

Spelling out a mispronounced Sessy
Sound changes ,
version of the word drugs > droogs
}faggot > fuhgoot

Spelling changes

Spelling out the word with
homonyms

las words

circumcised >
ircomesized
LGBT > leg booty

Spelling out an initialism/acronym [LGBT > los

jibbities

Word substitution
(structure)

Replacing word with one with the
same number of syllables, with
the emphasis put on matching
syllables, and with some similar
sounds

homophobic >
hookedonphonics
homophobia >
cornucopia

Sound changes
with repetition

Changing consonants to match

mother fucker >
mugga chugga

Flip-flop version

Replacing word with phrase
ollowing the vowel pattern in "flip
lop", "hip hop", "tip top" (or "zig
ag", "tic tac" etc)

nipples > nip nops

Which of these techniques have you seen others using?

[ Use of non-letters (gay >

O

[un + alive])

)

Innovative subword combinations (

Sound changes with repetition (mother
fucker > mugga chugga)

O

unalive 0 Flip-flop version (nipples > nip nops)



Word substitution (meaning or sound) (sex Other (please describe)

Word substitution (structure) (homophobia
> cornucopia)

O work > shrek work) |

[0 sound changes (sexy > seggsy) O None
(O spelling changes (LGBT > leg booty) (O Unsure
O

How often do you understand what people's real intended meaning is when they use
these techniques?

O Never

O Sometimes
O About half the time
O Most of the time

O Always

Which of these techniques have you used yourself when you have posted content?

[J Use of non-letters (gay > ) 0 Word substitution (structure) (homophobia
> cornucopia)

Innovative subword combinations (unalive 0 Sound changes with repetition (mother
[un + alive]) fucker > mugga chugga)

Word substitution (meaning or sound) (sex 0 Flip-flop version (nipples > nip nops)
work > shrek work)

Sound changes (sexy > seggsy) Other (please describe)

=y

oo oo

Spelling changes (LGBT > leg booty) [(J None

How effective do you consider these techniques to be for avoiding algorithmic
censorship?

Not effective  Slightly ~ Moderately Very Extremely
at all effective effective effective effective

1 2 3 4 5

Use of non-letters

(gay > )

Innovative subword

combinations

(unalive [un + alive])



Not effective  Slightly = Moderately Very Extremely
at all effective effective effective effective

1 2 3 4 5
Word substitution

(meaning or sound)

(sex work > shrek
work)

Sound changes

(sexy > seggsy)

Spelling changes

(LGBT > leg booty)

Word substitution

(structure)

(homophobia >
cornucopia)

Sound changes with

repetition (mother

fucker > mugga
chugga)

Flip-flop version

(nipples > nip nops)

Is there anything you would like to add? If you have mentioned any additional
techniques you have seen or used above, please indicate how effective you think they
are for evading algorithmic censorship.

Feelings about obfuscation use

We are interested in how obfuscation techniques (when users conceal what they are
writing about) make you feel. Please rate the extent to which you agree with the
following statements.

Using or seeing obfuscation techniques makes me feel:

Neither
Strongly = Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree
1 2 3 4 5

awe, wonder,
amazement




Strongly
disagree

content, serene,
peaceful

scared, fearful,
afraid

embarrassed, self-
conscious, blushing

angry, irritated,
annoyed

grateful,
appreciative,
thankful.

amused, fun-loving,
silly

ashamed,
humiliated,
disgraced

glad, happy, joyful

disgust, distaste,
revulsion

Strongly
disagree

hopeful, optimistic,
encouraged

inspired, uplifted,
elevated

stressed, nervous,
overwhelmed

interested, alert,
curious

proud, confident,
self-assured

Somewhat
disagree

2

Somewhat
disagree

2

Neither
agree nor
disagree

3

Neither
agree nor
disagree

3

Somewhat
agree

4

Somewhat
agree

4

Strongly
agree

Strongly
agree




Strongly = Somewhat
disagree disagree

love, closeness,
trust

contemptuous,
scornful, disdainful

hate, distrust,
suspicion

sad, downhearted,
unhappy

repentant, guilty,
blameworthy

Motivations (own use)

2

Neither

agree nor Somewhat  Strongly
disagree agree agree
3 4 5

We are going to ask you about the types of content you post. Please select how
frequently you post content about:

Never (I
never post
content
about this)
Sex related content ®)
for an erotic purpose
Hate speech O
Content relating to
minority identity
experience i.e. queer O
content, content
about Black
experiences

Political content

Sex related content
for a non-erotic
purpose i.e. that is
intended to educate

Content about

violence that is O
intended to shock or

disgust

Sometimes

O
O

About half
the time

O
O

Most of the
time

O
O

Always (all
my content
is about this)

@)
@)



Never (I

never post Always (all
content About half  Most of the  my content
about this)  Sometimes the time time is about this)
Self-referential use of
slur i.e. d*ke by a O O O O O
lesbian
Curse words @) @) @) @) O
Covid-related content O O O O O

Content about
violence that is not

intended to shock or O O O O O

disgust i.e. reporting
on a violent crime

Content relating to a
social justice

movement, for O O O O O

example feminism or
anti-racism

Content insulting or

criticizing dominant O O O O O

group (e.g., men,
white people)

Content some may

find offensive or O O O O O

inappropriate

What other types of content do you post about? Please indicate how frequently you
post this type of content.

We are going to ask you about your use of the obfuscation techniques we introduced
you to earlier.

Please select how strongly you agree with each of the following statements relating to
the types of content you are posting when you use obfuscation techniques.

| use obfuscation techniques when | post:

About half Most of the

Never Sometimes the time time Always
Political content O O O O O
Content some may
find offensive or O O O @) @)

inappropriate



Sex related content
for a non-erotic
purpose i.e. that is
intended to educate

Sex related content
for an erotic purpose

Covid-related content

Content insulting or
criticizing dominant
group (e.g., men,
white people)

Content relating to a
social justice
movement, for
example feminism or
anti-racism

Content relating to
minority identity
experience i.e. queer
content, content
about Black
experiences

Hate speech
Curse words

Self-referential use of
sluri.e. d*ke by a
lesbian

Content about
violence that is not
intended to shock or
disgust i.e. reporting
on a violent crime

Content about
violence that is
intended to shock or
disgust

Never

O

O

O

OO

O

Sometimes

O

O

O

OO

O

About half
the time

O

O

O

OO

O

Most of the
time

O

O

O

OO

O

Always

O

O

O

OO

O

Are there any other types of content you post where you use obfuscation techniques?
Please indicate how frequently you use obfuscation techniques for this kind of content

Wz

We are interested in your motivations for using obfuscation techniques when posting
content. Please select how strongly you agree with the following statements.




| use obfuscation techniques:

Neither
Strongly Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree
1 2 3 4 5

To feel part of the

community of TikTok

users

So the algorithm
does not censor my

posts

So human

moderators can't
understand what |

am writing

Because it's fun

So only certain

TikTok users can

understand me

To express my
creativity

To protest

algorithmic

moderation

To show which

communities |

belong to

Select somewhat
agree

Is there anything else you would like to tell us about when and why you use
obfuscation techniques?

Beliefs about algorithmic censorship

Please select how strongly you agree with each of the following statements relating to
your perception of algorithmic censorship by the platform. Please rate to what extent
you agree with the following statements.



The TikTok moderation algorithm censors at least some posts about:

Neither
Strongly Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree
1 2 3 4

Content about
violence that is not
intended to shock or
disgust i.e. reporting
on a violent crime

Content relating to
minority identity
experience i.e. queer
content, content
about Black
experiences

Political content
Hate speech

Content about
violence that is
intended to shock or
disgust

Self-referential use
of sluri.e. d*ke by a
lesbian

Sex related content
for an erotic purpose

Content relating to a
social justice
movement, for
example feminism or
anti-racism

Sex related content
for a non-erotic
purpose i.e. that is
intended to educate

Content insulting or
criticizing dominant
group (e.g., men,
white people)

Covid-related
content




Neither
Strongly Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree

1 2 3 4 5

Curse words

Content some may

find offensive or

inappropriate

Is there anything that you would like to add about what you believe about the TikTok
moderation algorithm?

Beliefs about community guidelines

Please select how strongly you agree with each of the following statements relating to
your knowledge of the TikTok community guidelines.

TikTok community guidelines do not allow posts about:

Neither
Strongly Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree
1 2 3 4 5

Content insulting or

criticizing dominant
group (e.g., men,

white people)

Content about
violence that is not

intended to shock or

disgust i.e. reporting
on a violent crime

Sex related content

for a non-erotic
purpose i.e. that is

intended to educate

Hate speech

Content relating to a
social justice

movement, for

example feminism or
anti-racism



Neither
Strongly Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree

1 2 3 4 5

Sex related content

for an erotic purpose

Political content

Content about

violence that is
intended to shock or

disgust

Content relating to
minority identity

experience i.e. queer

content, content
about Black
experiences

Self-referential use

of sluri.e. d*ke by a

lesbian

Curse words

Covid-related
content

Content some may

find offensive or

inappropriate

Select somewhat

disagree

Is there anything that you would like to add about what you believe about the TikTok
community guidelines?

We will now ask you some questions about your thoughts on TikTok's moderation
process (both algorithmic and human moderation).

Sometimes users feel that content that seems to be in line with the community
guidelines is censored. For example, the TikTok community guidelines do not disallow
content about LGBT+ individuals (so long as this content does not violate their other
policies such as the banning of sexually explicit content). However, LGBT+ creators
talk about their content being suppressed or removed (Haimson et al., 2022; Lorenz



2022; Zeng and Kaye, 2022). We are interested in your beliefs about what is occurring
when content that does not seem to violate the community guidelines is being
removed.

When content is suppressed or removed that does not go against the community
guidelines, this is because:

Neither
Strongly = Somewhat agree nor Somewhat  Strongly
disagree disagree disagree agree agree
1 2 3 4 5

The algorithm has

misunderstood the
content / made a

one-time mistake

Other user(s) have

reported the content

TikTok has
unpublished

guidelines that are

given to human
moderators which
are stricter

TikTok has
unpublished

guidelines that are

used to train the
algorithm which are
stricter

Human moderators
have their own

opinions about what

should be allowed
on the platform

The algorithm has
not learned to follow

the guidelines (it is

not a good algorithm
overall)

Do you think there are any other reasons why this occurs (content that is in line with
the community guidelines being removed by the algorithmic censorship system).




Demographic

What is your age? (Please give number of years)

What is your gender identity?
O Male

O Female
O Non-binary
O | [Other

QO Prefer not to say

Do you identify as trans?

O Yes
O No

QO Prefer not to say

What is your sexuality?

O Straight / heterosexual
O Gay / homosexual / lesbian
O Bisexual / pansexual / bi+

O Asexual / Acespec
O | [Other

QO Prefer not to say

Do you consider yourself to be disabled?

O No
O VYes

QO Prefer not to say

What is your ethnic group?

O Asian or Asian British



QO Black, African, Black British or Caribbean

O Mixed or multiple ethnic groups

O White

O | |Another ethnic group (please specify)

QO Prefer not to say

What religious group do you belong to?

O Buddhist

O Christian

O Hindu

O Jewish

O Muslim

O sikh

O | lother (please specify)
O No religion

QO Prefer not to say

Political beliefs can be thought of on a spectrum from left to right. Where would you
place yourself on this spectrum?

O Left

QO Center left

O Center

QO Center right
O Right

O I'mnot sure

QO Prefer not to say

Think of this ladder as representing where people stand in the UK.



At the top of the ladder are the people who are the best off — those who have the most
money, the most education, and the most respected jobs. At the bottom are the
people who are the worst off — those who have the least money, least education, the
least respected jobs, or no job. The higher up you are on this ladder, the closer you are
to the people at the very top; the lower you are, the closer you are to the people at the
very bottom.

Where would you place yourself on this ladder?

Please indicate with a number (1-10) on which rung you think you stand at this time in
your life relative to other people in the UK.

Do you identify as belonging to any other minority or marginalised group e.g. people
with HIV, sex workers, care leavers, from a Gypsy, Roma & Traveller community etc

"Social identity" has been used to describe aspects of your identity related "to
belonging to a certain social group, such as a certain race, gender or class" (Karizat et
al., 2021).

We are interested in how connected to your social identity communities you feel on
TikTok.

On TikTok...




Neither
Strongly Somewhat agree nor Somewhat  Strongly
disgree disagree disagree agree agree

1 2 3 4

| feel like | am part of
my communities

| feel a connection
with other members
of my communities

| feel accepted by
other members of
my community

| feel respected by
other members of
my communities

| feel valued by other
members of my
communities

What is/are your first language(s)? (learned before age 5)

Powered by Qualtrics
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