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Abstract 
 

Background 

Funders, regulators and publishers are increasingly requesting that clinical trial 

researchers share their research data with others, once the primary analysis has 

been completed. Existing clinical trial data could significantly contribute to expanding 

medical and scientific knowledge by investigating questions beyond the original 

study scope, facilitating individual participant data (IPD) meta-analysis, verifying 

results, and exploring novel methodologies for data analysis.  

Anonymisation of IPD before sharing can offer a way to safeguard participants' 

privacy. While there are several recommendations and guidance available for 

attempting data anonymisation prior to sharing, completely anonymising data while 

keeping it usable remains challenging. Moreover, many anonymised datasets are 

already publicly available for secondary research. However, it remains unclear 

whether study participants could potentially be at risk of re-identification, and under 

what circumstances re-identification is more likely to occur.  

Methods 

In the first phase of this PhD research, a systematic scoping review was conducted 

to gather publications that reported recommendations on anonymisation for enabling 

data sharing from clinical trials, to understand what guidance was available to 

researchers and how publicly available anonymised datasets from clinical trials might 

have been compiled. Two reviewers, Aryelly Rodriguez with Chris Tuck or Alastair 

Murray independently assessed titles, abstracts, and full texts for eligibility. One 

reviewer extracted data from selected papers using thematic synthesis, which was 
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then reviewed by a second reviewer for accuracy. Results were summarised through 

narrative analysis.  

Moving on to the second phase, I collected a broad selection of publicly available 

anonymised datasets that have been made available for research purposes 

extending beyond their original scope, to explore the characteristics of these 

anonymised datasets, assess the feasibility of applying re-identification risk scores to 

them, and determine how these scores could be useful. I estimated their re-

identification risk scores with three equations designed for calculation of such scores 

based on the information in the entire dataset. These equations are commonly 

applied to routinely collected health records and only generate numerical values 

ranging from 0 (lowest risk) to 1 (maximum risk), without attempting to re-identify 

individuals within the datasets. Subsequently, I calculated the re-identification risk 

scores for each dataset, using the three equations. This analysis explored the 

characteristics of the datasets associated with increased or decreased risk scores, 

and compared the risk scores to evaluate their practicality for implementation. 

In the third and final phase of this PhD research, I used an online exploratory cross-

sectional descriptive survey that consisted of both open-ended and closed questions 

to gather the UK researchers’ views regarding their experiences with the de-

identification, anonymisation, release methods and re-identification risk estimation 

for clinical trials datasets. 

Results 

The systematic scoping review identified 59 eligible articles (from 43 studies) for 

inclusion. From these articles, three distinct themes emerged: anonymisation, de-

identification and pseudonymisation. The articles also showed that the most 

commonly recommended anonymisation techniques are removal of direct participant 



PhD Title: Are anonymised datasets from clinical trials truly anonymous? - Project Ref: AUKCAR-17-01a Abstract 

Aryelly Rodriguez  Page v  20 December 2024 

identifiers, and the careful evaluation and modification of indirect identifiers to 

minimise the risk of identification. Anonymisation of datasets in conjunction with 

controlled access was the most recommended method for data sharing.  

For the next phase, I contacted data holders and followed their local procedures to 

access the anonymised datasets. I identified 86 potentially eligible datasets from 18 

repositories and successfully secured 76 of them. After full evaluation, 70 datasets 

met the inclusion criteria and were included in the analysis, representing 14 out of 

the 18 repositories. Thirty-one datasets were shared with minimal restrictions (open 

access), while 39 were shared with varying levels of restrictions before access was 

granted (controlled access). Datasets had, on average, four identifiers and mean risk 

scores ranging from 0.47 to 0.91. The most common pieces of information present in 

the datasets that, when combined, may indirectly identify a participant were sex 

(80%) and age (72.9%). 

For the final phase, the exploratory survey had 38 responses to invitation from June 

2022 to October 2022. Thirty-five participants (92%) used internal documentation, 

institutional standard operating procedures and/or published guidance to de-

identify/anonymise clinical trials datasets. De-identification followed by 

anonymisation and then fulfilling data holders’ requirements before access was 

granted (controlled access) was the most common process for releasing the 

datasets as reported by 18 (47%) participants. Eleven participants (29%) had 

previous knowledge of re-identification risk estimation but had not used this. 

Experiences in the process of de-identifying/anonymising the datasets and 

maintaining such datasets were mostly negative, the main reported issues were lack 

of resources, guidance, and training. 

Conclusions 
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There is no single standardised set of recommendations on how to anonymise 

clinical trial datasets for sharing. However, the systematic scoping review showed a 

developing consensus on techniques used to achieve anonymisation. Researchers 

in clinical trials still consider that anonymisation techniques by themselves are 

insufficient to protect participant privacy, and they need to be paired with controlled 

access. 

The second phase of this research confirmed that clinical trial datasets are very rich 

in personal details and using re-identification risk scores as a measure of this 

richness is feasible. These scores could inform the anonymisation process of clinical 

trials datasets to release them for secondary research. We proposed a strategy for 

incorporating these scores into the decision-making process for releasing clinical 

trials datasets. 

Finally, the majority of responders to the survey reported using documented 

processes for de-identification and anonymisation. However, our survey results 

clearly indicate that there are still gaps in the areas of guidance, resources and 

training to fulfil sharing requests of de-identified/anonymised datasets, and that re-

identification risk estimation is an underdeveloped area. 

This work will be of interest to the clinical trials research community, funders and 

publishers seeking to improve the process of anonymisation and foster data sharing.  
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Plain English summary 
 

Researchers should share their clinical trial data with other investigators after their 

studies end, as this can help expand medical knowledge. It is important to protect 

privacy by anonymising this data. But it's tricky to make data completely anonymous 

while keeping it useful. We wanted to see if it was possible to identify people from 

data that had been "anonymised". 

First, we looked at recommendations for anonymising clinical trial data. A common 

suggestion is to remove participants' personal details, like name and date of birth. 

Another suggestion is to be careful with information, such as: sex, race, height and 

weight. Also, sharing anonymised data with some restrictions and conditions is often 

recommended. 

Next, we checked anonymised datasets available in the public domain, we used 

three equations to estimate the risk of identifying someone from the data. We found 

that it is possible to calculate the risk, that some data had more risk than others, and 

that risk calculation could be informative to researchers.  

Then, we asked UK researchers about their experiences with anonymising data. 

Most used guidelines for this process. They often had to follow strict rules before 

sharing data.  

We found that there isn't one perfect way to make clinical trial data anonymous. 

Researchers still worry about privacy, even with anonymised data. We also found 

that there's not enough support for researchers in this area. 

Our findings are important for anyone involved in clinical trials. They show the 

challenges of anonymising data and the need for better support in this area. 
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Outline of the thesis 
 

This doctoral research was conducted part time over six years with the support of the 

University of Edinburgh (UoE) and the Asthma UK Centre for Applied Research 

(AUKCAR). I pursued this research concurrently with my role as a clinical trials 

statistician at the Edinburgh Clinical trials Unit (ECTU).  

The genesis of this project stemmed from observations made by my supervisors, 

Steff Lewis and Chris Weir, who also serve as my line managers. They noted an 

increasing demand for sharing anonymised clinical trial data at ECTU, coupled with a 

dearth of knowledge in this particular domain. Subsequently, they initiated a 

competitive PhD funding opportunity through UoE and UKCAR to address this gap. 

Drawing upon my experience at ECTU and my aspiration to advance my career as a 

clinical trial statistician through doctoral studies, I applied for the advertised PhD 

program and was successfully awarded in June 2017. 

At the outset, the chosen topic 'Are anonymised datasets truly anonymous?' 

presented a broad scope with numerous avenues for exploration. As time 

progressed, we recognised its potential for controversy as well. My supervisors and I 

diligently worked to delineate a meaningful research focus aimed at addressing 

some of the gaps in our understanding of anonymisation and data sharing in clinical 

trials. 

This PhD research encompasses three main complementary stages: a systematic 

scoping review, an analytical assessment of re-identification risks in publicly 

available clinical trial datasets, and an exploratory survey on UK researchers' 

opinions regarding data sharing. Each of these stages will be systematically outlined 
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in the subsequent chapters. To present this research comprehensively, the thesis 

has been organised into six chapters. 

Chapter 1 outlines the finalised aims, objectives, scope and importance of this PhD. 

Chapter 2 introduces this PhD by providing a comprehensive overview of clinical 

trials, including their regulatory framework, transparency requirements, and how their 

intersect with personal data regulations. It then delves further into the specific 

domain of sharing anonymised data for clinical trial datasets, setting the context for 

this research. 

Chapter 3 details the methodology, execution, and findings of a systematic scoping 

review, consolidating guidelines and recommendations and providing an evidence 

base to guide subsequent stages of the project. 

Chapter 4 reports on the development, execution, and outcomes of the assessment 

of re-identification risks associated with publicly available anonymised datasets. 

Chapter 5 presents the methodology, implementation, and results of a cross-

sectional survey aimed at gathering the views of UK researchers on de-identification, 

anonymisation, release methods, and re-identification risk estimation for clinical trial 

datasets. 

Finally, in Chapter 6, I offer a comprehensive discussion summarising the 

conclusions and key findings from preceding chapters. Additionally, I explore 

avenues for future research and work in this field. 
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Chapter 1 Aims and objectives 
 

1.1 Aims 

This PhD aimed to develop recommendations for enhancing the privacy protection of 

clinical trials participants when sharing their anonymised datasets with external 

parties for further investigations. This involved understanding the requirements and 

characteristics necessary to declare a dataset anonymised in the context of clinical 

trials, estimating the re-identification risk of existing publicly available anonymised 

datasets, and investigating the views of researchers who undertake these 

anonymisation tasks. 

 

1.2 Objectives of PhD 

a. To describe the available anonymisation methods/techniques for clinical trials 

datasets. 

b. To investigate whether individual participants could potentially be at risk of 

being re-identified from a range of datasets that have been anonymised and 

made available for sharing. 

c. To identify factors that could increase the risk of re-identification of an 

anonymised clinical trial dataset. 

d. To explore researchers’ views and experiences regarding the sharing of 

clinical trial data. 

e. To develop evidence-based recommendations on anonymisation techniques 

and data security for clinical trial datasets. 
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The work on this PhD adhered to the principles outlined by Erlich (Erlich 2013) in the 

editorial “Breaking Good: A Short Ethical Manifesto for the Privacy Researcher”: 

Therefore, I sought to: 

1. "Increase the general knowledge" by having the findings of this PhD 

communicated via open access publication and conference proceedings 

despite limited resources 

2. "Do no harm" as I did not attempt to identify or single out participants with this 

research or to bring any organisation into disrepute. 

3. "If it is broken, try to fix it", findings and recommendations have been 

communicated via open access publication and conference proceedings. 

4. "Don’t be over-confident", for this I had all results checked by a group of my 

peers. 

5. "Not be afraid", here all methodology and results have been published under 

open access, we used all tools at our disposal to calculate the re-identification 

risk scores and we would welcome further requests for information. 

 

1.3 Scope 

This PhD research focused on the specific needs and implications of anonymising 

clinical trial datasets, setting itself apart from existing studies on big data (Bin, Jian et 

al. 2008, Potiguara Carvalho, Potiguara Carvalho et al. 2020) and routinely collected records(El 

Emam, Jabbouri et al. 2006) (Balas, Vernon et al. 2015), which extensively address 

anonymisation and de-identification. Although, audio-visual, imaging and genomic 

data are often included in clinical trial datasets, they were excluded from this study 

because they possess inherent characteristics (Aryanto, van Kernebeek et al. 2016) (Doel, 

Shakir et al. 2017) (Evans and Jarvik 2018) that do not respond well to anonymisation 
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techniques and privacy models designed for tabular data. The research also 

considered the limitations of the one-size-fits-all approach that data privacy 

regulators typically apply to data sharing and anonymisation. Additionally, I focused 

on clinical trial datasets, because this area aligns with my expertise, and I have easy 

access to the data. I believe this research can make a significant impact and could 

potentially be scaled to other areas that use personal data. 

 

1.4 Importance of this PhD 

Existing clinical trial data could be used to expand medical and scientific knowledge 

by exploring questions beyond the original study scope. It could facilitate individual 

participant data (IPD) meta-analysis, verify results, and investigate novel 

methodologies for data analysis. The importance and significant benefits of clinical 

trial data sharing have been well documented by many researchers (Gøtzsche 

2011),(Packer 2016, Bertagnolli, Sartor et al. 2017),(Al-Shahi 2000, Pisani, Aaby et al. 2016). 

The example given of data sharing between Copernicus and Kepler by Packer(Packer 

2016) provides an excellent reason for why it is the right thing to do: Copernicus 

published his pivotal results demonstrating the existence of a heliocentric universe in 

1543. Years later, Kepler would revisit Copernicus’ data and discover discrepancies. 

These discrepancies provided Kepler with the evidence to support the theory that 

planets moved in an ellipse (instead of a circle) in 1604, an idea Kepler initially 

thought was too simple for earlier astronomers to have overlooked.  

However, despite the clear benefits of data sharing, participant privacy protection 

must come first. One way to safeguard privacy is through anonymisation, but it must 

be done correctly. There are many documented cases in “big data” (large, routinely 

collected datasets) where individuals have been successfully re-identified from 
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released anonymised datasets (El Emam, Buckeridge et al. 2011, El Emam, Jonker et al. 2011, 

Sweeney 2013, Sweeney, Abu et al. 2013). These big data datasets are massive compared 

to clinical trials datasets. Therefore, we can infer that the re-identification risk for the 

former should be smaller than for the latter. This suggests that the threat of re-

identification of anonymised individual patient data (IPD) from clinical trials, despite 

the lack of known cases, is a potential reality, particularly as traditional data sources 

(such as electoral rolls) and innovative ones (like social media) continue to evolve. 

Not sharing data is no longer an option if we want to continue research, as funders 

(Cancer Research UK , National Institute for Health and Care Research (NIHR) 2019, Medical 

Research Council (MRC) 2023, National Institutes of Health (NIH) 2023) and publishers(Loder, 

Macdonald et al. 2024) (International Committee of Medical Journal Editors (ICMJE) 2024) are 

increasingly requesting the sharing of the data that back up the results from clinical 

trials. Hence, it is necessary to investigate ways to enhance the level of privacy 

protection provided to participants of clinical trials when anonymising datasets for 

sharing with the broader research community.  
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Chapter 2 Introduction  
 

This chapter provides an overview of the context for this research. 

2.1 Overview of Clinical trials 

Clinical trials are fundamental to the advancement of medical science and the 

development of new treatments, medications, and medical procedures. They 

represent a systematic approach to evaluating the safety and efficacy of 

interventions in human subjects, aiming to provide reliable evidence for medical 

decision-making. 

Understanding the definition and historical evolution of clinical trials provides insight 

into their significance and the rigorous processes involved. 

 

2.1.1 History 

The history of clinical trials dates back centuries, evolving from rudimentary 

observations to the rigorous scientific methodologies employed today. Early trials 

lacked standardised protocols and ethical considerations, often resulting in unreliable 

outcomes(Bhatt 2010). 

The first recorded controlled clinical trial in modern time was done by the Scottish 

physician James Lind in 1747(Bhatt 2010). Lind conducted a trial to test treatments for 

scurvy among sailors, providing different groups with various supplements including 

citrus fruits. This study demonstrated the effectiveness of citrus fruits in preventing 

scurvy, laying the foundation for controlled clinical experimentation. 

The 20th century saw advancements in the conduct of clinical trials, spurred by 

events like World War II, the development of the randomised controlled trial (RCT) 

(Bothwell, Greene et al. 2016) and tragedies such as the Tuskegee Syphilis Study (Cingi 

and Bayar Muluk 2016) and the thalidomide disaster (Bothwell, Greene et al. 2016). These 
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events were pivotal in the development of ethical frameworks such as the 

Nuremberg Code(U.S. Government Printing Office 1949), the Belmont report(Biomedical and 

Research 1978) and the Declaration of Helsinki(World Medical Association 2013) to guide 

human experimentation, protect trial participants, and continue to shape current 

clinical trial practices. Modern clinical trial regulation, overseen by agencies like US 

Food and Drug Administration (FDA), the European Medicines Agency (EMA), the 

UK Medicines and Healthcare products Regulatory Agency (MHRA) and the 

Pharmaceuticals and Medical Devices Agency (PMDA) in Japan, emphasises 

methodological rigor, ethical oversight. and participant safety. Recent years have 

witnessed innovations in trial design, reporting and technology, aiming to enhance 

efficiency and data collection. Examples include the development of “patient reported 

outcome measures” (Black 2013) and the increasing use of cluster randomised trials 

(Moberg and Kramer 2015), to name just a few.  

The history of clinical trials reflects a journey of evolving methodologies and ethical 

standards in medical research, from that first clinical trial conducted by Lind to fast-

forward 275+ years, where clinical trials remain integral to medical advancements. 

 

2.1.2 What are clinical trials 

A clinical trial is a type of research study designed to evaluate the safety and efficacy 

of medical treatments, interventions, devices or procedures in humans (National 

Institute for Health and Care Research (NIHR) 2019). They “may involve patients, healthy 

people, or both” (NHS). These trials aim to gather scientific data to determine whether 

a new drug, therapy, medical device, or treatment approach is safe and effective for 

use in the general population; they could also aim to repurpose existing safe 

treatments. Typically, they compare the effect of a novel treatment against an 

existing treatment (called the control) or a placebo treatment (when no existing 
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treatment is available). Not every clinical trial will yield new and improved treatments. 

Some may find that the treatment under examination is ineffective or has side effects 

that are more severe than those of existing treatments. However, these data remain 

valuable for researchers, doctors, and ultimately, participants. (Cancer Research UK 

2022) 

Clinical trials typically follow a structured protocol or plan that outlines the objectives, 

methodology, participant eligibility criteria, treatment procedures, and outcome 

measures. They adhere to stringent regulatory oversight and strict ethical and 

scientific standards to protect the rights and welfare of participants, ensure research 

integrity, and uphold public trust. This includes obtaining informed consent from 

participants, ensuring confidentiality, and oversight by Institutional Review Boards 

(IRBs) or Ethics Committees. An aspect of particular importance is the use of 

randomised controlled trials (RCTs), a specific type of clinical trial where participants 

are randomly assigned to different treatment groups. This random allocation helps 

eliminate bias in the results, ensuring that any observed differences in the studied 

outcome are due to the treatment itself (MRC Clinical Trials Unit - UCL 2024). 

 

2.1.3 Importance  

Randomised controlled trials (RCTs) are crucial for advancing medical knowledge, 

improving patient care, and developing new treatments, ultimately, saving lives by 

identifying safe and effective treatments for various diseases and conditions (Fujimoto 

2023). Due to their rigor, RCTs have proven to be the gold standard in medical 

research. This has positioned them at the top of the evidence-based medicine 

pyramid (Murad, Asi et al. 2016) (Figure 2-1).  
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The largest share of the clinical trials market is in the North America region at 51.7%, 

followed by Europe and the Asia Pacific regions with 26.5% and 18.3%, respectively. 

(Precedence Research Pvt Ltd 2024). Various factors are driving the expansion of the 

global clinical trials market, including the rising prevalence of chronic disorders, the 

increasing number of clinical trials in developing regions, the growing availability of 

biologics, the heightened demand for advanced treatments like personalised 

medicines, the occurrence of viral disease outbreaks, the surge in global cancer 

cases, the aging population, and the escalating expenditure on research and 

development. (Precedence Research Pvt Ltd 2024).  

 

2.1.4 Phases of Clinical Trials  

Clinical trials for medicinal products are conducted in phases, starting from initial 

testing in a small group of people (phases I-II) and progressing to larger scale studies 

to assess the effectiveness and safety of the intervention (phases III-IV) (Evans 2010). 

Each phase serves a specific purpose (Figure 2-3): 

• Phase 1 trials involve a small number of healthy volunteers and in certain 

instances patients (e.g., cancer phase I trials) and focus primarily on 

assessing the safety, dosage, and potential side effects of the intervention. 

• Phase 2 trials enrol a larger group of participants, often patients with the 

targeted disease or condition, to further evaluate safety and begin assessing 

efficacy. 

• Phase 3 trials involve a larger and more diverse population of patients and are 

designed to provide more comprehensive data on safety and efficacy. These 

trials compare the new treatment with existing standard treatments or a 

placebo (inactive substance) to determine its effectiveness and potential 

benefits. 
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2.1.5 How are trials executed? 

The lifecycle of a clinical trial encompasses the entire process from study conception 

to completion and beyond. This includes, for example, protocol development, 

participant recruitment, data collection and analysis, regulatory submissions, and 

dissemination of results. Each stage of the lifecycle requires meticulous planning, 

execution, and monitoring to ensure scientific integrity, participant safety, and 

regulatory compliance (Figure 2-4). 

 
Figure 2-4 Lifecycle of a clinical trial 

Image source: Adapted from Bagley et al. 2016 (Bagley, Short et al. 2016), with 

information from “Fundamentals of clinical trial design” by Evans 2010 (Evans 2010) 
This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/) 

 

Analysis and dissemination
• Final report
• Publications and conferences
• Post result in registry
• Post-hoc analysis
• Data sharing
• Archive 

Implementation
• Site(s) staff training and site(s) set-up
• Database goes live
• Recruitment and data collection starts with first patient first 

observation 
• Ongoing management, monitoring of safety, recruitment, data 

collection, applicable updates to documentation  
• Recruitment ends (completed or terminated) and data 

collection ends with last patient last observation
• Statistical analysis plan is finalized before database lock
• Final data cleaning checks and database lock

Planning
• Confirm Sponsor and contracts  
• Set trial management and monitoring teams
• Complete documentation including: protocol, case report form 

(CRF), patient information sheet (PIS), consent form, other trial 
forms and documentation, risk assessment, registration.

• Test database and randomisation system creation
• Statistical analysis plan (if applicable) is started 
• Obtain all required approvals

Conceptual
• Set trial investigation team
• Define outline for the trial, include: Research question, 

population, entry criteria, interventions, controls, design, 
blinding, endpoints, sample size, follow up length, data 
managing plan, costings  

• Approach Sponsor
• Seek Funding 
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Clinical trials begin as an idea and conclude with results, yielding deliverables such 

as clinical study reports (CSRs), publications and data. These deliverables could 

subsequently be used for regulatory approval, the development or updating of 

clinical practice guidelines, the updating of drug uses and their side effects, and to 

inform healthcare decision-making, just to name a few. 

 

2.1.6 Who Executes Clinical trials 

Clinical trials are typically conducted by a variety of entities including (but not limited 

to): 

• Pharmaceutical companies and biotech firms: These organisations often 

initiate and sponsor clinical trials to test the safety and efficacy of new drugs, 

therapies, or medical devices. 

• Academic institutions: Universities and medical schools often conduct clinical 

trials, sometimes in collaboration with pharmaceutical companies, government 

agencies, non-profit organisations, hospitals and medical centres. These trials 

may be led by researchers or clinicians with expertise in the relevant field. 

• Government agencies: Government agencies such as the National Institutes 

of Health (NIH) in the United States, the European Medicines Agency (EMA) 

in Europe, the National Institute for Health Research (NIHR) in the UK or 

similar organisations in other countries may fund and conduct clinical trials, 

particularly for investigating public health concerns or evaluating treatments 

for rare diseases. 

• Contract research organisations (CROs): These are independent 

organisations hired by pharmaceutical companies or other sponsors to 

manage various aspects of clinical trials, including protocol design, participant 

recruitment, data management, and regulatory compliance. 
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• Hospitals and medical centres: Clinical trials are often conducted within 

hospitals and medical centres, where clinicians and researchers have direct 

access to patients and resources for conducting studies. 

• Patient advocacy groups: Sometimes, patient advocacy groups initiate or 

sponsor clinical trials to address specific medical conditions or to evaluate 

treatments from a patient perspective. 

• Non-profit organisations: Non-profit organisations may conduct clinical trials 

as part of their mission to improve healthcare outcomes or to address specific 

medical needs in underserved populations. 

Clinical trials involve collaboration among various stakeholders, including healthcare 

professionals, researchers, regulatory authorities, and participants, to ensure the 

ethical conduct and scientific validity of the studies. Occasionally, these groups 

formalise their collaboration by establishing clinical trial units (CTUs). 

 

2.1.7 What are clinical trial units? 

Clinical trial units (CTUs) are specialised organisations dedicated to conducting 

clinical trials. These units are often found within academic medical centres, hospitals, 

research institutions, or private organisations and are staffed by multidisciplinary 

teams of researchers, clinicians, coordinators, and support staff. 

Key features of clinical trial units include: 

• Trial Management: CTUs oversee the planning, implementation, and 

coordination of clinical trials from inception to completion. They develop 

protocols, recruit participants, manage study logistics, and ensure compliance 

with regulatory requirements and ethical standards. 

• Clinical Expertise: CTUs often have access to a diverse range of clinical 

expertise, including physicians, nurses, pharmacists, and other healthcare 
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professionals. This expertise ensures that clinical trials are conducted safely 

and effectively, with appropriate medical oversight and patient care. 

• Methodology Expertise: CTUs also have experts in clinical trial methodology, 

such as statisticians and health economists, who play crucial roles in the 

design, analysis, and interpretation of data. Their contributions ensure that 

study results are scientifically valid and ethically sound. Both statisticians and 

health economists are integral to ensuring that clinical trials not only produce 

scientifically rigorous results but also provide practical insights into the value 

and impact of new medical interventions on both patients and healthcare 

systems.  

• Research Infrastructure: CTUs provide access research infrastructure and 

facilities necessary for conducting clinical trials. This may include clinical 

research units, laboratory facilities, imaging centres, and data management 

systems to support data collection, analysis, and storage. 

• Quality Assurance: CTUs prioritise quality assurance and adhere to Good 

Clinical Practice (GCP) guidelines and other regulatory standards to ensure 

the integrity, reliability, and ethical conduct of clinical trials. They may 

implement quality control measures, conduct site monitoring visits, and 

participate in audit and accreditation processes. 

• Training and Education: CTUs often offer training and educational programs 

for research staff, investigators, and study participants to enhance knowledge 

and skills in clinical research methods, regulatory compliance, and ethical 

principles. 

• Collaboration and Networking: CTUs collaborate with sponsors, industry 

partners, regulatory agencies, and other research institutions to facilitate the 

design, conduct, and dissemination of clinical trials. They may participate in 
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multicentre studies, consortia, and collaborative research networks to 

leverage resources and expertise. 

CTUs play a critical role in advancing medical research and translating scientific 

discoveries into clinical practice. By providing infrastructure, expertise, and support 

for clinical trials, CTUs contribute to the development of new treatments, therapies, 

and interventions that improve patient care and outcomes. 

In the UK, CTUs and the UK Clinical Research Collaboration (UKCRC) (UKCRC 2024) 

have a synergistic relationship aimed at enhancing the quality and efficiency of 

clinical research in the UK. The UKCRC accredits CTUs that meet rigorous 

standards of clinical trial management and conduct. This accreditation process 

ensures that CTUs have the necessary expertise, resources, and infrastructure to 

design, conduct, and analyse high-quality clinical trials. By fostering a network of 

accredited CTUs, the UKCRC promotes best practices, collaboration, and the 

sharing of knowledge and resources among units, thereby supporting the overall 

goals of improving clinical research and patient outcomes(UKCRC 2024).  

 

2.2 Regulation of Clinical trials 

2.2.1 The International Council for Harmonisation of Technical Requirements for 

Pharmaceuticals for Human Use (ICH) 

The International Council for Harmonisation of Technical Requirements for 

Pharmaceuticals for Human Use (ICH) is a global organisation that brings together 

regulatory authorities and pharmaceutical industry representatives from around the 

world to develop and promote harmonised guidelines for the pharmaceutical 

industry. The ICH was established in 1990 as a joint initiative between regulatory 

authorities and industry associations from Europe (which included the UK), Japan, 
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and the United States. Since then, it has expanded to include regulatory agencies 

and industry groups from other regions, such as UK, Canada and Switzerland. The 

primary goal of the ICH is to facilitate the development and registration of safe, 

effective, and high-quality pharmaceutical products while reducing duplication of 

efforts and unnecessary regulatory barriers. (The International Council for Harmonisation of 

Technical Requirements for Pharmaceuticals for Human Use (ICH) 2024) The key objectives of 

the ICH are: 

• Harmonisation of Regulatory Requirements: The ICH develops guidelines and 

standards that aim to harmonise regulatory requirements for the development, 

registration, and post-approval oversight of pharmaceutical products. 

Harmonisation helps streamline the regulatory process, reduce delays in drug 

approvals, and facilitate global drug development and marketing.  

• Guideline Development: The ICH develops guidelines covering wider aspects 

of pharmaceutical development, including quality, safety, efficacy, and 

multidisciplinary topics. These guidelines are developed through a consensus-

driven process involving regulatory authorities and industry experts from 

member countries. Some of the notable guidelines developed by the ICH 

cover topics such as Good Clinical Practice (GCP), Good Manufacturing 

Practice (GMP), pharmacovigilance, clinical safety evaluation, and quality risk 

management, among others. 

• Implementation Support: The ICH provides support and guidance to 

regulatory authorities and industry stakeholders to facilitate the 

implementation of its guidelines. This includes training programs, workshops, 

and other educational initiatives aimed at promoting understanding and 

adoption of ICH standards. 
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• Periodic Review and Revision: The ICH periodically reviews and updates its 

guidelines to ensure they remain current and reflect advancements in science, 

technology, and regulatory practices. This iterative process helps maintain the 

relevance and effectiveness of ICH standards over time. 

The ICH plays a critical role in promoting global regulatory harmonisation and 

facilitating the development and registration of pharmaceutical products worldwide, 

ultimately benefiting participants by ensuring access to safe, effective, and high-

quality medicines. 

 

2.2.2 ICH guidelines for clinical trials 

The core guidelines for clinical trials are outlined in ICH E8 (R1) (The International 

Council for Harmonisation of Technical Requirements for Pharmaceuticals for Human Use (ICH) 

2021) and ICH E6 (R2) (The International Council for Harmonisation of Technical Requirements 

for Pharmaceuticals for Human Use (ICH) 2016). ICH E8 (R1) provides comprehensive 

principles guiding the design, conduct, recording, and reporting of clinical trials, 

emphasising ethical considerations, scientific integrity, and regulatory compliance 

across all phases of clinical development. This guideline covers various aspects of 

trial design, including protocol development, the selection of study populations, 

endpoints, and statistical considerations. Serving as a foundational document, ICH 

E8 (R1) assists sponsors, investigators, and regulatory authorities in conducting and 

evaluating clinical trials effectively. 

Meanwhile, ICH E6 (R2), also known as "Good Clinical Practice: Consolidated 

Guideline" or ICH GCP, establishes unified standards for the design, conduct, 

monitoring, auditing, recording, analysis, and reporting of clinical trials involving 

human subjects. Its primary focus is ensuring the protection of trial participants' 
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rights, safety, and well-being, as well as maintaining the credibility and accuracy of 

the generated data. ICH E6 (R2) plays a pivotal role in upholding the quality and 

integrity of clinical trial data by outlining the 13 key principles for the conduct of 

clinical trials (Table 2-1). 

1 Ethics “Clinical trials should be conducted in accordance with the 

ethical principles that have their origin in the Declaration of 

Helsinki, and that are consistent with GCP and the 

applicable regulatory requirement(s).” 

2 Trial risk vs 

trial benefit 

“Before a trial is initiated, foreseeable risks and 

inconveniences should be weighed against the anticipated 

benefit for the individual trial subject and society. A trial 

should be initiated and continued only if the anticipated 

benefits justify the risks.” 

3 Trial 

participants 

“The rights, safety, and well-being of the trial subjects are the 

most important considerations and should prevail over 

interests of science and society.” 

4 Information on 

the Medicinal 

Product 

“The available non-clinical and clinical information on an 

Investigational Product should be adequate to support the 

proposed clinical trial.” 

5 Good quality 

trials 

“Clinical trials should be scientifically sound, and described 

in a clear, detailed protocol.” 

6 Compliance 

with the study 

protocol 

“A trial should be conducted in compliance with the protocol 

that has received prior institutional review board 

(IRB)/independent ethics committee (IEC) 

approval/favourable opinion.” 

7 Medical 

decisions 

“The medical care given to, and medical decisions made on 

behalf of, subjects should always be the responsibility of a 

qualified physician or, when appropriate, of a qualified 

dentist.” 

8 Trial staff “Each individual involved in conducting a trial should be 

qualified by education, training, and experience to perform 

his or her respective task(s).” 

9 Informed 

consent 

“Freely given informed consent should be obtained from 

every subject prior to clinical trial participation.” 

10 Clinical trial 

data 

“All clinical trial information should be recorded, handled, and 

stored in a way that allows its accurate reporting, 

interpretation and verification. ADDENDUM: This principle 

applies to all records referenced in this guideline, 

irrespective of the type of media used.” 
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11 Confidentiality “The confidentiality of records that could identify subjects 

should be protected, respecting the privacy and 

confidentiality rules in accordance with the applicable 

regulatory requirement(s).” 

12 Good 

Manufacturing 

Practice 

“Investigational products should be manufactured, handled, 

and stored in accordance with applicable good 

manufacturing practice (GMP). They should be used in 

accordance with the approved protocol.” 

13 Quality 

assurance 

“Systems with procedures that assure the quality of every 

aspect of the trial should be implemented. ADDENDUM: 

Aspects of the trial that are essential to ensure human 

subject protection and reliability of trial results should be the 

focus of such systems.” 

Table 2-1 The 13 principles of ICH GCP 

Data Source: ICH (The International Council for Harmonisation of Technical Requirements for 

Pharmaceuticals for Human Use (ICH) 2016) 

 
These principles ultimately facilitate the development and registration of safe and 

effective pharmaceutical products, interventions, medical devices and therapies. 

Moreover, numerous other ICH guidelines complement E8 and E6, synergistically 

supporting the effective execution of clinical trials, as depicted in Figure 2-5 
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Where:  
 
E6 Good Clinical Practice 
E8 General considerations for clinical studies 
 
Design Analysis 
M11 Clinical electronic Structured Harmonised 
Protocol (CeSHarP) 
E4 Dose–Response Studies 
E9 Statistical Principles for Clinical Trials 
E10 Choice of Control Groups in Clinical Trials 
E17 Multi-Regional Clinical Trials 
E20 Adaptive Clinical Trials 
 
Conduct & Reporting 
E3 Clinical Study Reports 

 
Safety Reporting 
E1 Clinical Safety for Drugs used in Long-
Term Treatments 
E2A–E2F Pharmacovigilance 
E14 Clinical Evaluation of QT 
E19 Safety Data Collection 
 
Populations 
E5 Ethnic Factors 
E7 Clinical Trials Geriatric Population 
E11–E11A Clinical Trials in Paediatric 
Population 
E12 Clinical Evaluation by Therapeutic 
Category 
 
Genetics/Genomics 
E15 Definitions in 
Pharmacogenetics/Pharmacogenomics 
E16 Qualification of Genomic Biomarkers 
E18 Genomic Sampling 

Figure 2-5 ICH Guidelines connected by E8 and E6 

Image source: Whitehead et al. 2024 (Whitehead, Suprin et al. 2024) 
This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/) 



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a   Chapter 2 

Aryelly Rodriguez Page 24 of 270 20 December 2024 

 

ICH E9 Statistical Principles for Clinical Trials deserves special mention because it 

provides internationally recognised guidelines on the statistical methodology 

necessary to ensure the validity and reliability of clinical trial results. These principles 

help in designing, conducting, analysing, and reporting clinical trials, guaranteeing 

that the data collected is robust and the conclusions drawn are scientifically sound. 

Adhering to ICH E9 helps in maintaining the integrity of the research and ensures 

that the findings are credible and can be used to make informed decisions in clinical 

practice and policy. 

 

2.2.3 Implementation of ICH 

Regulatory agencies in different countries or regions, such as the US Food and Drug 

Administration (FDA), the European Medicines Agency (EMA), the UK Medicines 

and Healthcare products Regulatory Agency (MHRA) and the Pharmaceuticals and 

Medical Devices Agency (PMDA) in Japan (Brody 2016), just to mention few, are 

responsible for overseeing the implementation of ICH guidelines within their 

respective jurisdictions. They may adopt, adapt, or harmonise ICH guidelines into 

their regulatory frameworks to ensure the safety, efficacy, and quality of 

pharmaceutical products. But in general, the implementation of ICH guidelines 

typically involves multiple stakeholders and is a collaborative effort involving 

regulatory authorities, pharmaceutical industry, healthcare professionals, and other 

relevant entities to ensure the safety, efficacy, and quality of pharmaceutical 

products and clinical research.  
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2.3 Clinical trial data transparency 

Clinical trial data transparency refers to the practice of making clinical trial data and 

results accessible to various stakeholders, including researchers, healthcare 

professionals, regulatory agencies, and the public. It involves sharing detailed 

information about the design, conduct, findings, and outcomes of clinical trials in a 

timely and comprehensive manner. (Bruckner 2017) 

The principles outlined in ICH E6(R2) currently support the goals of clinical data 

transparency by emphasising the importance of data integrity, reliability, and 

accuracy. Adhering to ICH E6(R2) guidelines helps ensure that clinical trial data is of 

high quality and can be effectively communicated to stakeholders. However, ICH 

E6(R2) does not explicitly recommend clinical trial data transparency, and as a 

result, commitments to transparency vary widely. For example, commercial 

sensitivity of data can limit willingness to share data due to concerns about 

protecting proprietary information, maintaining competitive advantage, and 

safeguarding intellectual property rights. This could particularly impact 

pharmaceutical companies and other industry sponsors who invest significant 

resources in research and development and may view their results and data as 

confidential assets (Ross, Tse et al. 2012, Hartung, Zarin et al. 2014, Goldacre, Lane et al. 2017, 

Rowhani-Farid, Grewal et al. 2023). 

The explanatory note of ICH E6(R2) (The International Council for Harmonisation of 

Technical Requirements for Pharmaceuticals for Human Use (ICH) 2021) (and its next version, 

ICH E6(R3) currently under public consultation (The International Council for 

Harmonisation of Technical Requirements for Pharmaceuticals for Human Use (ICH) 2023)) are 

covering this gap, by addressing the transparency of clinical trials with the statement 

“The transparency of clinical trials in drug development includes registration on 

publicly accessible and recognised databases, and the public posting of clinical trial 
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2.3.1.1 Registration of trials 

Clinical trial registration is the process of publicly documenting the details of a clinical 

trial before enrolling participants. It involves submitting comprehensive information 

about the trial to a publicly accessible registry. Clinical trial registration serves 

several important objectives. Firstly, it promotes transparency by making information 

about clinical trials publicly available, allowing stakeholders such as researchers, 

healthcare providers, participants, and policymakers to access essential details 

about ongoing and completed trials, such as the trial's purpose, design, eligibility 

criteria, and contact details. Secondly, registration helps prevent duplication of 

research efforts by enabling researchers to identify ongoing trials and assess 

whether similar studies are already underway. Thirdly, registration enhances ethical 

standards in clinical research by ensuring that study protocols are publicly 

documented before enrolling participants, thereby reducing the risk of selective 

reporting and outcome bias. Fourthly, registered trials contribute to the availability of 

comprehensive data for systematic reviews and meta-analyses, enabling 

researchers to synthesise evidence and draw more robust conclusions about the 

effectiveness and safety of interventions. Finally, registration fosters public trust and 

confidence in the research enterprise by demonstrating a commitment to 

transparency and accountability in clinical research practices. 

While ICH E6 doesn't specifically mandate trial registration, it emphasises principles 

such as transparency, data integrity, and compliance with regulatory requirements, 

which align with the objectives of trial registration. In many countries, regulatory 

authorities or professional organisations mandate clinical trial registration as a 

requirement for conducting research involving human participants and as part of their 

oversight process to ensure that clinical trials are conducted ethically and 

transparently. Electronic registries such as the WHO International Clinical Trials 
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Registry Platform (ICTRP) (World health Organization (WHO)), the US National Library of 

Medicines ClinicalTrials.gov (NIH U.S. National Library of Medicine 2024) and BioMed 

Central International Standard Randomised Controlled Trial Number (ISRCTN) 

(BioMed Central Ltd) registry serve as central repositories for registered clinical trials, 

facilitating global access to trial information. 

Key components of clinical trial registration typically include: 

• Trial Protocol: Detailed description of the study objectives, design, 

methodology, and planned analyses. 

• Participant Eligibility Criteria: Criteria defining who can participate in the trial, 

such as age, gender, medical condition, and other relevant factors. 

• Interventions: Description of the experimental treatments or interventions 

being tested, including dosage, duration, and mode of administration. 

• Comparators: A description of the standard treatment/intervention or 

placebo/sham (when no standard exists) used for comparison. 

• Outcome Measures: Specification of the primary and secondary outcomes 

that will be evaluated to assess the effectiveness and safety of the 

interventions. 

• Study Locations: Information about the sites where the trial will be conducted, 

including contact details for principal investigators and study coordinators. 

• Funding and Sponsorship: Disclosure of sources of funding and the 

organisation or entity responsible for overseeing the trial. 

 

2.3.1.2 Dissemination of Results 

After the completion of a clinical trial, researchers are expected to publish the trial's 

results, which includes, academic publications, full trial reports (such as clinical study 
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reports (CSRs)) and summary results. Publication ensures that the findings of the 

trial are disseminated and are available for scrutiny, validation, and incorporation into 

medical knowledge and practice. Also, there is recognition of the importance of 

involving patients and the public in clinical trial data transparency efforts. Providing 

accessible and understandable information about clinical trials and their results 

empowers patients to make informed decisions about their healthcare and enhances 

public trust in the research enterprise (Palmer 2024). 

 

2.3.1.3 Individual participant data (IPD) 

In addition to publishing results, there is a growing emphasis on sharing individual 

participant data (IPD) for further analysis and secondary research (i.e., research not 

included in the original proposal for data collection). Data sharing promotes 

transparency, reproducibility, and collaboration in scientific research, allowing 

independent validation of findings and maximising the utility of collected data. 

Existing clinical trials research data could be used to expand medical and scientific 

knowledge, thereby improving ‘patient outcomes’ and ‘public trust in regulatory 

agencies and medicines’ (Modi, Kichenadasse et al. 2023) (Figure 2-7).  
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Figure 2-7 Potential impacts of data sharing 

Image source: Modi et al. 2023 (Modi, Kichenadasse et al. 2023) 
This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/) 
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Similar to registration processes, funders, professional organisations, and regulatory 

agencies have been establishing guidelines and policies to promote transparency 

regarding the dissemination of results and the sharing of Individual Participant Data 

(IPD) (Zemła-Pacud and Lenarczyk 2023) (Kaplan, Koong et al. 2023) (Gamertsfelder, Figueroa et al. 

2023) (Califf 2023). In many cases, regulatory agencies may require sponsors to submit 

detailed study protocols, summary results, and individual participant-level data for 

regulatory review and approval. Additionally, sponsors and regulatory agencies often 

aim to facilitate sharing with a broader audience, though this remains a developing 

area. Before delving into the topic of requests for sharing of clinical trials results and 

IPDs, it is important to note that harmonising the data is desirable to maximise the 

objective of achieving clinical trial data transparency (Mann, Pedersen et al. 2023). 

 

2.3.2 Harmonisation of clinical trial data 

The harmonisation of clinical trial data refers to the process of standardising and 

aligning data collection, management, and reporting practices across different 

clinical trials. This effort aims to increase transparency in clinical research by making 

trial data more consistent, comparable, and accessible. Currently, it is led by the 

Clinical Data Interchange Standards Consortium (CDISC) (Clinical Data Interchange 

Standards Consortium), a global non-profit organisation that develops and maintains 

data standards for clinical research.  

Founded in 1997, CDISC aims to develop global, platform-independent data 

standards that ensure the interoperability of clinical research data and streamline 

regulatory review processes. By standardising the collection, exchange, and 

submission of clinical trial data, CDISC improves efficiency, quality, and collaboration 

across the clinical research process. Their standards cover various aspects of 
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clinical research, including study design, data capture, terminology, data 

management and analysis, ensuring consistent data reporting regardless of the 

technology used. This facilitates seamless data exchange and collaboration among 

all stakeholders involved in clinical research, reduces errors, inconsistencies, and 

redundancies, and enhances the reliability and robustness of clinical trial findings, 

ultimately accelerating drug development. 

Key standards developed and maintained by CDISC include: 

• Study Data Tabulation Model (SDTM) (Clinical Data Interchange Standards 

Consortium): A standard format for organising and presenting clinical trial data 

in a tabular format for submission to regulatory agencies. 

• Analysis Data Model (ADaM) (Clinical Data Interchange Standards Consortium): A 

standard format for analysing and reporting clinical trial data, enabling 

consistent data analysis and interpretation. 

• Controlled Terminology (Clinical Data Interchange Standards Consortium): A 

standardised set of terms and definitions used to describe clinical trial data 

elements and concepts. 

CDISC standards are widely recognised and endorsed by regulatory agencies 

worldwide, including the US Food and Drug Administration (FDA), the European 

Medicines Agency (EMA), the UK Medicines and Healthcare products Regulatory 

Agency (MHRA), and the Pharmaceuticals and Medical Devices Agency (PMDA) in 

Japan, who often require compliance with these standards for the submission of 

regulatory applications and marketing authorisation of new drugs and medical 

devices. 

CDISC plays a vital role in promoting data standardisation and interoperability in 

clinical research, contributing to greater efficiency, transparency, and reliability in the 
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development and evaluation of new medical treatments. Specifically, by adhering to 

CDISC standards, researchers and organisations can enhance transparency in 

clinical trial data, ensuring that it is collected, stored, and reported consistently and in 

a format that facilitates sharing and analysis. 

 

2.3.3 Request for the sharing of results and IPD 

Humans are currently enjoying a time where information is at their fingertips, and its 

value can be maximised due to the great advancements in computational power, the 

internet, and the burgeoning field of Artificial Intelligence. Combined with the 

increasing demand for data transparency, this has created optimal conditions for 

data sharing. Therefore, regulators have taken steps to foster the sharing of results 

and Individual Participant Data (IPD) from clinical trials. 

For example, the EMA released the “European Medicines Agency Policy on 

Publication of Clinical Data for Medicinal Products for Human Use - POLICY/0070” 

(European Medicines Agency (EMA) 2019) to provide a legal basis for the release of results. 

It is divided into two phases: the first phase concentrates on the publication of 

Clinical Study Reports (CSRs), while the second phase focuses on reviewing several 

aspects to implement the sharing of Individual Participant Data (IPD).  

Similarly, the FDA uses 42 CFR Part 11, “Clinical Trials Registration and Results 

Information Submission” (National Institute of Health (NIH) - Department of Health and Human 

Services (HHS) 2016) to monitor and enforce the registration and publication of summary 

results. However, compliance with the rule is low (Anderson, Chiswell et al. 2015). 

Regarding the sharing of IPDs, 42 CFR Part 11 only provides guidance and 

recommendations without legally enforceable responsibilities. Both Policy 0070 and 

42 CFR Part 11 are still facing barriers for widespread implementation (Zemła-Pacud 

and Lenarczyk 2023) (Ferran and Nevitt 2019) (HMA Permanent Secretariat 2021) (Chaturvedi, 
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Mehrotra et al. 2019) (Dal-Ré and Mahillo-Fernández 2023) (Goldacre, DeVito et al. 2018) 

(Pisternick-Ruf, Marquart et al. 2018) (Holtedahl 2020) (Hanson 2018) (Vorland, Brown et al. 2024) 

Meanwhile, The MHRA published the results of a consultation on legislative 

proposals for clinical trials (Medicines and Healthcare products Regulatory Agency (MHRA) 

2023) in 2023. In this report, the MHRA proposed addressing data transparency by 

including requirements such as the “Requirement to register a trial”, the 

“Requirement to publish a summary of results within 12 months of the end of the trial 

unless a deferral has been agreed” and the “Requirement to share trial findings with 

participants in a suitable format” through the drafting of new legislation. However, 

Law et al. (Law, Couturier et al. 2023) observed that the topic of sharing Individual 

Participant Data (IPD) was omitted. Therefore, there are gaps in transparency 

guidance from regulators regarding data sharing; as a result, it is important to stay 

up to date with their rapidly evolving requirements and recommendations (PHUSE 

2020). (Eichler and Rasi 2020) 

In the same way, there has also been an increase in the number of requirements 

from funders and publishers, for clinical researchers to share their research data with 

others, within the existing legal framework, once the primary analysis has been 

completed. For example, new grant applications with funding from Cancer Research 

UK(Cancer Research UK) and the Medical Research Council(Medical Research Council (MRC) 

2023) must contain a concrete data-sharing plan. The funding bodies(Digital Curation 

Centre) have also released guidance to create data sharing plans and how to 

estimate the cost related with data sharing activities and, at the start of 2018, the 

Medical Research Council, along with the Wellcome Trust, Cancer Research UK, 

and the Bill and Melinda Gates Foundation, announced their commitment to covering 

all expenses associated with sharing academic clinical trial data through the Clinical 

Study Data Request (CSDR) website(Digital Curation Centre) 
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Regarding publishers, the International Committee of Medical Journal Editors 

(ICMJE) most recent release of “Recommendations for the Conduct, Reporting, 

Editing, and Publication of Scholarly Work in Medical Journals” (International Committee 

of Medical Journal Editors (ICMJE) 2024) outlines the following requirements related to 

clinical trial data transparency: First, all clinical trials must be prospectively registered 

in a publicly accessible registry before enrolment of the first participant. This helps 

prevent selective reporting and ensures that all trials, regardless of outcome, are 

documented. Secondly, authors are encouraged to share their data to promote 

transparency and reproducibility of research findings. This includes making raw data, 

analysis scripts, and other relevant materials available upon request or through 

public repositories. Lastly, authors are required to include a data sharing statement 

in their manuscripts, indicating whether and how they will share data related to the 

study. This statement helps readers understand the availability of data and facilitates 

access for further analysis or replication. 

Therefore, data-sharing activities in the area of clinical trials, which in the past were 

considered a burdensome and bureaucratic exercise, diverting scientist from actual 

research or, even worse, posing a threat to future work due to plagiarism, have 

become critical and essential components for enabling new research and maximising 

scientific endeavours.(Cancer Research UK) 

However, in the vast majority of cases, clinical trials involve handling participants' 

personal data throughout the entirety of their execution process, from the recruitment 

of the first participant to all the way to archiving, and including the sharing of IPD for 

secondary research purposes. Therefore, it is important to understand how clinical 

trials participants’ personal data is subject to regulatory frameworks set by national 

governments.  
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2.4 Personal Data protection regulation 

Personal data is any information that relates to an identified or identifiable individual. 

This can include a wide range of identifiers, such as name, contact details, 

identification numbers, online identifiers, and factors specific to the individual's 

physical, physiological, genetic, mental, economic, cultural, or social identity(Finck and 

Pallas 2020). Personal data is subject to data protection regulations, which aim to 

safeguard individuals' privacy and ensure responsible handling and processing of 

their information (Custers, Sears et al. 2019). 

Personal data protection regulation refers to laws and regulations that govern the 

collection, processing, storage, and sharing of personal data to ensure the privacy 

and security of individuals' information. These regulations are designed to protect the 

rights of individuals and establish guidelines for organisations that handle personal 

data, including businesses, government agencies, CTUs and other entities. 

While there isn't a single, global personal data protection guideline akin to the ICH 

(International Council for Harmonisation of Technical Requirements for 

Pharmaceuticals for Human Use) guidelines for clinical trials, there are several 

regulations and frameworks that address personal data protection. Examples of 

notable personal data protection regulations and frameworks include: 

• General Data Protection Regulation (GDPR): Enforced by the European 

Union (EU), GDPR sets out comprehensive requirements for the protection of 

personal data of individuals within the EU and European Economic Area 

(EEA). It applies to organisations worldwide that process the personal data of 

EU/EEA residents. 

• UK Data Protection Act 2018 (The National Archives 2018), which incorporates the 

General Data Protection Regulation (GDPR) into UK law. The Data Protection 

Act 2018 outlines the rules for processing personal data in the UK 
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• Personal Information Protection Law (PIPL): Enacted by China, PIPL governs 

the processing of personal information and imposes requirements on 

organisations that collect, process, or transfer personal information of 

individuals in China 

• Asia-Pacific Economic Cooperation (APEC) Privacy Framework: APEC 

developed a privacy framework that provides a set of principles and 

implementation guidelines for protecting personal information in the Asia-

Pacific region. 

• ISO/IEC 27701: This is an international standard for privacy information 

management that provides guidance for organisations on protecting privacy 

and complying with relevant data protection regulations, including GDPR. 

In the United States, data protection regulations are primarily governed by a 

combination of federal and state laws, as well as industry-specific regulations. Unlike 

the European Union's comprehensive GDPR, the United States does not have a 

single overarching data protection law at the federal level. Instead, data protection in 

the US is regulated by a patchwork of laws that address specific aspects of data 

privacy and security. For this research, the Health Insurance Portability and 

Accountability Act (HIPAA) holds special importance as it regulates the use and 

disclosure of protected health information (PHI) by healthcare providers, health 

plans, and other covered entities, as well as their business associates. 

While these frameworks may not be identical in scope and requirements, they share 

common principles such as transparency, accountability, and individuals' rights to 

control their personal data. Organisations operating globally or conducting 

international clinical trials often need to navigate and comply with multiple regulations 

to ensure the protection of personal data. 



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a   Chapter 2 

Aryelly Rodriguez Page 38 of 270 20 December 2024 

Key principles and requirements commonly found in personal data protection 

regulations encompass several fundamental aspects. Firstly, there is the principle of 

lawfulness, fairness, and transparency (Information Commissioner's Office (ICO) 2023), 

which mandates that personal data must be processed in a lawful, fair, and 

transparent manner, with individuals duly informed about the collection, usage, and 

sharing of their data. Additionally, the principle of purpose limitation (Information 

Commissioner's Office (ICO) 2023) emphasises that personal data should only be 

collected for specified, explicit, and legitimate purposes, without further processing 

beyond these objectives. Moreover, data minimisation (Information Commissioner's Office 

(ICO) 2023) underscores the importance of collecting and processing only the 

minimum necessary personal data for the intended purpose. Ensuring accuracy 

(Information Commissioner's Office (ICO) 2023) is also crucial, with personal data required 

to be accurate and kept up to date, with corrections made promptly when necessary. 

Furthermore, regulations stipulate storage limitation (Information Commissioner's Office 

(ICO) 2023), indicating that personal data should only be retained for as long as 

necessary for the purposes for which it was processed. Security (Information 

Commissioner's Office (ICO) 2023) is paramount, with requirements for maintaining the 

integrity and confidentiality of personal data, guarding against unauthorised 

processing, and preventing loss, destruction, or damage. Lastly, accountability 

(Information Commissioner's Office (ICO) 2023) is emphasised, with data controllers bearing 

the responsibility of compliance with data protection regulations and being able to 

demonstrate adherence to the principles and requirements outlined therein. 

In addition to these general principles, personal data protection regulations often 

include specific provisions related to consent, data subject rights (such as the right to 

access, rectification, erasure, and portability of personal data), data breaches, cross-

border data transfers, and the appointment of data protection officers. 
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These principles help define the 'Lawful basis' (Information Commissioner's Office (ICO) 

2023), which are the legal grounds or justifications that organisations must have to 

process and share personal data  . These include: 

• Consent: The individual has given clear consent for their personal data to be 

processed for a specific purpose. 

• Contract: Processing is necessary for the performance of a contract to which 

the individual is a party, or for taking steps at the request of the individual prior 

to entering into a contract. 

• Legal obligation: Processing is necessary for compliance with a legal 

obligation to which the data controller is subject. 

• Vital interests: Processing is necessary to protect the vital interests of the 

individual or another natural person. 

• Public task: Processing is necessary for the performance of a task carried out 

in the public interest or in the exercise of official authority vested in the data 

controller. 

• Legitimate interests: Processing is necessary for the legitimate interests 

pursued by the data controller or by a third party, except where such interests 

are overridden by the interests or fundamental rights and freedoms of the data 

subject requiring protection of personal data, particularly where the data 

subject is a child. 

A single basis is not inherently better or more important than any other. 

Organisations must determine and document the most suitable lawful basis for their 

operation. This determination should be clearly outlined in their privacy policy, where 

organisations detail how they collect, use, share, and protect personal data. The 

privacy policy also serves to inform individuals about their rights regarding their 

personal information. 
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2.4.1 Enforcement of data protection regulation. 

The Information Commissioner’s Office (ICO) is the UK’s independent body 

entrusted to uphold information rights in the public interest, promote openness by 

public bodies and protect data privacy for individuals (Information Commissioner's Office 

(ICO)). At the supranational level, the European Data Protection Supervisor (EDPS) is 

responsible, while each EU member state has its own national data protection 

authority tasked with enforcing pertinent data protection laws and regulations. In the 

US, the Department of Health & Human Services (HHS) is responsible for data 

protection and privacy in the healthcare sector. 

Compliance with personal data protection regulations is essential for organisations to 

build trust with their customers, avoid legal liabilities, and mitigate the risks 

associated with data breaches and privacy violations. Violations of these regulations 

can result in significant fines, penalties, and reputational damage. Therefore, 

organisations must implement robust data protection measures and adopt privacy-

by-design principles to ensure compliance with applicable regulations. 

 

2.4.2 Privacy protection and CTUs  

As handlers of personal data, CTUs are bound by their corresponding personal data 

protection regulation and must prioritise the protection of their clinical trial 

participants’ privacy. Privacy is a highly complex concept that often encompass 

various sub-domains such as anonymity (i.e., the ability to hide one’s identity), 

confidentiality (i.e., the ability to share information with a second party without the 

information being publicly revealed), and solitude (i.e., the right to be left alone) 

(Figure 2-8). 
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Figure 2-8 Privacy domains 

Image source: Original,  
Note: Created using the information in Malin et al. 2013 (Malin, El Emam et al. 2013)   

 

Even when a sub-domain is clearly defined, privacy can be very contextual and it is 

tailored to the circumstances and expectations of individuals. For example, patients’ 

expectations of privacy change when they share information with their doctors 

versus random people on the street. This expectation could be further modified if the 

information shared is sensitive or embarrassing. Furthermore, we also need to add a 

layer that determines what is deemed sensitive from person to person as it can 

vary(Malin, El Emam et al. 2013). Clinical Trials Units (CTUs) have to deal with all the 

sub-domains of privacy in their day-to-day operations.  

Typically, all data collected in a clinical trial will fall within one of the following four 

categories in Table 2-2: 
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matched with the participant’ personal identification details, usually held separately). 

Subsequently, the clinical trial data, in its corresponding database is processed 

and/or extracted for its primary use as per the study protocol and analysis plan, and 

finally, the clinical trial datasets should be suitable prepared for secondary research, 

including the provision of the necessary documentation for their interpretation and 

valid use (Modi, Kichenadasse et al. 2023) (Tudur Smith, Hopkins et al. 2015) (Ohmann, Banzi et 

al. 2017). Data protection regulations apply at every step of this process. For this last 

step, anonymisation could be a used as a tool to protect participants’ privacy and to 

mitigate some of the obligations imposed by data protection laws (Modi, Kichenadasse 

et al. 2023) (Tudur Smith, Hopkins et al. 2015) (Ohmann, Banzi et al. 2017).  

 

2.5 Anonymisation 

Anonymisation is defined as “the act or process of making anonymous, of hiding or 

disguising identity” (Wiktionary). However, anonymisation is an evolving concept in 

relation to data sharing, because it has changed as the technological and regulatory 

environments progress.  

Anonymisation, before the 1990s, used to be about simply removing name and 

contact details of individuals on the databases. This approach did not make the data 

anonymous as shown by Sweeney in 1996 (Sweeney 2002), as she successfully re-

identified individuals on publicly available and anonymised heath records. This 

positive re-identification led to the creation and passing of the Health Insurance 

Portability and Accountability Act (HIPAA) in the US (U.S. Department of Health & Human 

Services (HHS) 2022), which clearly proposes two methods for data release: “Expert 

Determination” and the “Safe Harbor” for de-identifying protected health information 

(PHI). According to HIPAA, de-identified health information is not considered PHI 
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and is thus not subject to the HIPAA Privacy Rule. The “Safe Harbor” method 

provides specific criteria for removing identifying information from health data to 

achieve de-identification and it requires the removal of 18 specified identifiers (or any 

other unique identifying characteristic) that could potentially link the data to an 

individual (Table 2-4)  
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The following are the 18 elements that must be excluded/removed from a dataset: 

1. Names; 

2. All geographic subdivisions smaller than a State, including street address, city, county, 

precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip 

code if, according to the current publicly available data from the Bureau of the Census: 

a) The geographic unit formed by combining all zip codes with the same three 

initial digits contains more than 20,000 people; and 

b) The initial three digits of a zip code for all such geographic units containing 

20,000 or fewer people is changed to 000. 

3. All elements of dates (except year) for dates directly related to an individual, including 

birth date, admission date, discharge date, date of death; and all ages over 89 and all 

elements of dates (including year) indicative of such age, except that such ages and 

elements may be aggregated into a single category of age 90 or older; 

4. Telephone numbers; 

5. Fax numbers; 

6. Electronic mail addresses; 

7. Social security numbers; 

8. Medical record numbers; 

9. Health plan beneficiary numbers; 

10. Account numbers; 

11. Certificate/license numbers; 

12. Vehicle identifiers and serial numbers, including license plate numbers; 

13. Device identifiers and serial numbers; 

14. Web Universal Resource Locators (URLs); 

15. Internet Protocol (IP) address numbers; 

16. Biometric identifiers, including finger and voice prints; 

17. Full face photographic images and any comparable images; and 

18. Any other unique identifying number, characteristic, or code. 

 

When all the above identifiers of the individual or of relatives, employers, or household 

members of the individual, are removed, the dataset satisfies the de-identification 

standard as per the Health Insurance Portability and Accountability Act (HIPAA) Privacy 

Rule using the Safe Harbor method (issued by the US Department of Health & Human 

Services). 

Table 2-4 HIPAA privacy rule Safe Harbor de-Identification method 
Data Source: The HIPAA Privacy Rule (U.S. Department of Health & Human Services (HHS) 

2022) 
Note: Some elements from the Safe Harbor De-Identification Method would need to be adapted to 

fit other regions. For example, in the UK, the ZIP code is not applicable, but a similar measure can 

be used for the UK postcode. This adaptation ensures that regional specificities in address 

formatting are taken into account, maintaining the method's effectiveness in protecting individual 

privacy while still allowing for accurate data anonymisation. 
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The “Expert Determination” method entails engaging a qualified expert with 

knowledge and experience to assess whether the risk of re-identification of the data 

is sufficiently low for the dataset to be considered de-identified and exempt from the 

HIPAA Privacy Rule. This evaluation considers factors such as the nature of the 

dataset, the intended use of the data, and the risk mitigation measures in place. 

However, it's important to note that this assessment can be subjective (National 

Committee on Vital and Health Statistics 2017). 

The certainty and simplicity of “Safe Harbor” makes it very attractive (El Emam 2011) 

and preferable to the “Expert Determination” method. However, “Safe Harbor” has a 

number on disadvantages such as the excessive removal of useful information, lack 

of consideration for longitudinal data, no provisions to deal with “free-text” data, just 

to cite a few (El Emam 2011). 

For the UK and the EU, their corresponding GDPR Recital 26 (PrivazyPlan® 2018) 

defines anonymous information, as “information which does not relate to an identified 

or identifiable natural person or to personal data rendered anonymous in such a 

manner that the data subject is not or no longer identifiable”, and anonymised data 

as “data rendered anonymous in such a way that the data subject is not or no longer 

identifiable”. While these definitions may appear vague and circular, they emphasise 

that anonymised data must be stripped of any identifiable information, rendering it 

impossible to derive insights on a single individual, even by the party that is 

responsible for the anonymisation. (Table 2-5) 
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“The principles of data protection should apply to any information concerning an 
identified or identifiable natural person. 
 
Personal data which have undergone pseudonymisation, which could be 
attributed to a natural person by the use of additional information should be 
considered to be information on an identifiable natural person. 
 
To determine whether a natural person is identifiable, account should be taken of 
all the means reasonably likely to be used, such as singling out, either by the 
controller or by another person to identify the natural person directly or indirectly. 
 
To ascertain whether means are reasonably likely to be used to identify the 
natural person, account should be taken of all objective factors, such as the costs 
of and the amount of time required for identification, taking into consideration the 
available technology at the time of the processing and technological 
developments. 
 
The principles of data protection should therefore not apply to anonymous 
information, namely information which does not relate to an identified or 
identifiable natural person or to personal data rendered anonymous in such a 
manner that the data subject is not or no longer identifiable. 
 
This Regulation does not therefore concern the processing of such anonymous 
information, including for statistical or research purposes.” 

Table 2-5 UK and EU GDPR recital 26 

Data Sources: (PrivazyPlan® 2018) (European Parliament - Council of the European Union 

2016) (The National Archives 2016) 
 

In contrast to the HIPAA regulations in the US, the UK and the EU do not have 

specific mechanisms such as “Safe Harbor” or “Expert Determination” for 

anonymisation of data. Instead, ICO in the UK and the EDPS (including its 

associated national enforcing agencies) in the EU have issued general guidance on 

anonymisation practices (Agencia Española Proteccion Datos and The European Data Protection 

Supervisor (EDPS) 2021) (Information Commissioner's Office (ICO) 2012) (Information 

Commissioner's Office (ICO) 2021) (Information Commissioner's Office (ICO) 2022). These 

guidelines provide recommendations and best practices for organisations to follow 

when anonymising data to ensure compliance with data protection laws. 

When done properly, anonymisation places the processing and storage of personal 

data outside the scope of the (UK or EU) GDPR or HIPAA by maximising 
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anonymisation continues. This area is evolving at an immense speed, as there is 

more computational power at our disposal. 

 

2.5.3 Re-identification risks 

Even after a dataset is declared anonymised, there remains a risk of re-identification, 

wherein specific individuals could potentially be linked back to the data (Narayanan and 

Felten 2014). Re-identification risk arises when external information, such as publicly 

available data or data from other sources, is combined with the anonymised dataset, 

allowing individuals to be identified (Sweeney 2013). Advanced data analysis 

techniques, machine learning algorithms, or even simple cross-referencing with 

publicly available information can sometimes enable re-identification. 

Re-identification risk poses a significant concern in data privacy and protection. 

Therefore, anonymised datasets should aim to carry only a minimal and acceptable 

risk of re-identification (El Emam, Rodgers et al. 2015). The acceptable level of risk is a 

function of the information inside the dataset and the wider context of its release (El 

Emam, Rodgers et al. 2015). For example, patients enrolled in a trial investigating the 

effects of a medicinal product on the common cold virus might not be concerned 

about others discovering their participation. However, if the investigated disease is 

the human immunodeficiency virus (HIV), the patients would (rightly so) have higher 

expectations of privacy. 

If the re-identification risk increases or if participants can be re-identified, then that 

could bring the dataset back into the realm of data protection laws. Furthermore, if a 

re-identification actually occurs, it will automatically subject the dataset to the 

jurisdiction of applicable data protection laws and entail legal repercussions to the 

organisation responsible (defined as data controllers) for the anonymised dataset. 

Consequently, mitigating re-identification risk often involves implementing strong 
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Figure 2-11 The trade-off between perfect data and perfect privacy 

Image source: Replica Analytics Ltd, author: Professor Khaled El Emam 
https://www.dataguidance.com/opinion/international-what-synthetic-data-and-how-it  

Permission given by the author to reproduce this content 

 

Generally, as the amount of anonymisation increases, the utility (e.g., clarity and/or 

precision) of the dataset is reduced (El Emam et al. 2013)(El Emam and Arbuckle 2013). 

To strike the perfect balance between data protection and data utility, organisations 

need to decide in advance the degree of the trade-off between acceptable (or 

expected) utility and the effort to reduce the risk of re-identification in their datasets. 

It is necessary to define clearly the objective of the anonymisation, because it should 

be tailored specifically to the purpose at hand.  
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2.5.5 Anonymisation and IPDs of clinical trials for sharing 

The anonymisation approaches outlined in this chapter are versatile and applicable 

to any kind of personal dataset. Consequently, they could be employed to facilitate 

the sharing of individual participant data from clinical trials. By using these 

approaches, researchers and organisations (including CTUs), could share data more 

freely without compromising the confidentiality of participants, thus safeguarding 

their privacy. However, the specific requirements for a particular situation may be 

complex. The interplay between levels of anonymisation, data utility, and legal 

requirements, combined with the resources available, may prevent sharing at an 

ideal level. The approaches presented in this chapter promote transparency, 

facilitate collaboration, and support the advancement of medical research, while 

adhering to ethical standards and data protection regulations. However, 

understanding how these approaches are tailored to clinical trials is essential, and 

this is further explored in the next chapter. 

 

2.6 Conclusion  

Executing clinical trials demands a significant amount of effort, as they require 

meticulous planning, coordination, and resources. Clinical trial units (CTUs) play a 

crucial role in this process, assembling all the necessary components to conduct 

these trials (see Figure 2-12), ultimately producing documentation, results, and data. 

The Individual Participant Data (IPD) obtained at the end of the study, which is very 

expensive to acquired, holds immense value beyond the initial research question, 

serving various purposes that are increasingly recognised through requests for 

clinical trial data transparency.  
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It is important to note that privacy protection addressing the needs on routinely 

collected data and big datasets seems to be well-researched, generating numerous 

useful anonymisation techniques and models. These techniques could potentially be 

applicable to small datasets, such as those derived from clinical trials, as they 

provide an additional layer of protection. Moreover, they could serve as valuable 

tools for estimating the risk of re-identification.  

With that said, anonymised clinical trials datasets have their own hurdles to clear 

before they can be shared, as acknowledged by others (Hughes, Wells et al. 2014) 

(Narayanan and Felten 2014) (El Emam, Rodgers et al. 2015). These challenges include for 

example, the presence of many indirect identifiers needed for data analysis or 

dealing with "free text verbatim terms". Therefore, in the next chapter, we further 

delve into the current recommendations and practices for anonymising IPD from 

clinical trials to facilitate sharing. This marks the first piece of original research for 

this project.
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Chapter 3 Scoping review 
 

3.1. Introduction 

This chapter relates to the first objective of the PhD: to describe the available 

anonymisation methods and techniques for clinical trials datasets.  

As discussed in the previous chapter, various techniques and data privacy models 

exist for achieving anonymisation, but many are general and applicable to any kind 

of dataset. Therefore, we aimed to understand the specific recommendation and 

methods available for anonymising clinical trial datasets.  

To this end, I executed a scoping review (Peterson, Pearce et al. 2017) (Peters, Godfrey et 

al. 2015) because it provides a broad overview of a research area, clarify concepts, 

identify gaps and synthesises diverse evidence. I used the Joanna Briggs Institute 

(JBI) methodology(The Joanna Briggs Institute 2015) which outlines six steps as follows: 

1) identifying the research question; (2) identifying relevant studies; (3) study 

selection; (4) charting the data, (5) collating, summarising, and reporting the results; 

and (6) (optional) consultations. 

The objective of this scoping review was to describe and compile all available ideas 

and recommendations on anonymisation of clinical trial datasets in one 

comprehensive place. 

Steff Lewis, Christopher Weir and Aryelly Rodriguez identified four indicator papers 

(Hrynaszkiewicz, Norton et al. 2010, Tudur Smith, Hopkins et al. 2015, Ohmann, Banzi et al. 2017, 

Keerie, Tuck et al. 2018) that provided a robust foundation of the concepts of 

anonymisation in clinical trials datasets. These papers were used to design the 

search strategy with the UoE librarian, Ms Marshall Dozier, whose input was so 

critical that she qualified to be a co-investigator on this part of the research. 
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With the objective and search strategy defined, I initiated the drafting of a systematic 

scoping review protocol, which underwent peer review by my co-authors. The 

protocol was finalised on the 11th Jan 2019. Subsequently, I spearheaded the 

execution of the protocol, with contributions from my co-authors as follows: Chris 

Tuck and Alastair Murray served as second reviewers for screening titles/abstracts 

and full documents, the remaining co-authors arbitrated any disagreements.  

Since this part of the research did not use any participant data, a full ethics 

application was not required. I only had to complete a “Self-Audit Checklist for Level 

1 Ethical Review” (Appendix 1) to verify that there were no foreseeable ethical risks.  

To the best of our knowledge, this was the first scoping review on anonymisation 

methods/techniques for clinical trials datasets.  

After completing all pre-defined protocol activities in May 2021, I compiled a 

manuscript for publication. I carefully addressed all comments from my co-authors 

before submitting it for publication on the 9th Jun 2021. Additionally, I managed and 

addressed the journal peer reviewers’ and editorial comments until the manuscript 

was accepted for publication on the 11th Feb 2022. 

The scoping review was published as a peer-reviewed paper in the Clinical Trials 

SAGE Journal on the 22nd June 2022 and is openly licensed under CC BY 4.0 

(https://creativecommons.org/licenses/by/4.0/). Our article, titled “Current 

recommendations/practices for anonymising data from clinical trials in order to make 

it available for sharing: A scoping review” (Rodriguez, Tuck et al. 2022), is available at 

https://doi.org/10.1177/17407745221087469 and is presented in the next item of this 

chapter. All additional published material related to this article is included in 

Appendix 2 (including the protocol).   
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3.2. Published article 
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3.3. Conclusions 

The preliminary results, derived solely from the execution of the electronic literature 

database searches were successfully presented as an oral presentation at the 5th 

International Clinical Trials Methodology Conference (ICTMC) in October 2019 in 

Brighton, UK. The subsequent addition of the grey literature did not alter the 

emerging themes found through the studies from the database searches. 

The fully executed scoping review has three core findings. The first is that there are 

no standardised recommendations on how to anonymise clinical trial datasets for 

sharing. This aligns with the observations of Sariyar et al. (2015) (Sariyar, Schluender et 

al. 2015), who determined that anonymisation is a regional definition, making it difficult 

to provide a precise definition. Chevrier et al. (2019) (Chevrier, Foufi et al. 2019) also 

observed a similar issue and recommended the development of clear definitions and 

guidance in their respective fields—Sariyar et al. (2015) in human bio samples and 

Chevrier et al. (2019) in biomedical literature. 

The second and third core findings of the scoping review are that a consensus is 

developing on definitions and techniques used to implement anonymisation, and that 

anonymisation techniques alone are insufficient to protect patient privacy; they need 

to be paired with controlled access. 

Since the publication of the scoping review, articles by El Emam and Abdallah (2015) 

(El Emam and Abdallah 2015) and Handelsman (2015) (Handelsman 2015) have been 

brought to my attention during a webinar on 17th April 2024, titled “The Costs of 

Anonymisation” (Pilgram, Meurers et al. 2024). Upon retrospectively checking these 

articles, I found they would have met the inclusion criteria of the scoping review. 

These articles are not indexed in any literature database, as verified by Ms. Marshall 

Dozier (UoE leader of the academic support librarians), which explains their 
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omission and makes their findability an issue. However, the absence of the article by 

El Emam and Abdallah (El Emam and Abdallah 2015) did not change the conclusions of 

the scoping review because it is very similar to the already included El Emam et al. 

(2015) (El Emam, Rodgers et al. 2015) article. While El Emam and Abdallah’s findings 

align with ours, our scoping review uses a systematic approach, bringing together 

the collective knowledge of the community. Handelsman's work discusses similar 

topics to our scoping review, framing them in the practical context of using SAS 

software (SAS Institute Inc 2013) to deliver de-identification.  

I also found another eligible article by Gudi et al. (2022) (Gudi, Kamath et al. 2022), 

which was published in May 2022. This article would have been eligible but was left 

out because it was published outside our search period, which ended in February 

2021. Nonetheless, Gudi et al. (2022)(Gudi, Kamath et al. 2022) reached similar 

conclusions to ours, albeit using a different search scope targeted towards data 

sharing policy or guidance in clinical trials. 

At the time of writing this thesis (August 2024), the article associated with this 

chapter has been formally cited 16 times (according to Google Scholar(Google)) and 

has been viewed and downloaded 4,200+ times (Clinical Trials, a SAGE journal, 

2022 (Clinical Trials a SAGE journal 2022)). It has also served as supporting evidence for 

“Qualitative data sharing practices in clinical trials in the UK and Ireland: towards the 

production of good practice guidance” (McCarthy et al., 2023) (McCarthy, Gillies et al. 

2023) to extend the interpretation of anonymisation, de-identification, and data 

sharing practices to qualitative data. 

Having the published recommendations in one place through this scoping review 

helped us understand how publicly available anonymised datasets from clinical trials 

might have been put together. In the next chapter, we will explore how the 



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a   Chapter 3 

Aryelly Rodriguez Page 76 of 270 20 December 2024 

implementation of these guidelines and recommendations is manifesting in the 

process of data sharing and how participant privacy is protected through 

anonymisation and de-identification, because the scoping review revealed that while 

some authors accept that anonymised datasets can only be release if an acceptable 

level of risk is achieved, very little guidance exist on how this re-identification risk 

should be assessed. 
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Chapter 4 Exploration and assessment re-identification 

risks scores of anonymised clinical trials datasets shared 

for secondary research 
 

4.1 Introduction 

In Chapter 3, I collected published recommendations and guidance on how to 

anonymise clinical trial datasets(Rodriguez, Tuck et al. 2022). A key aspect of this scoping 

review was that 35% of the collected sources highlighted the importance of assessing 

the risk of the anonymised datasets before deciding on their release. However, only 

three sources (7%) provided methods for estimating this risk. 

With an understanding of how anonymised datasets could be compiled, the advice to 

evaluate the re-identification risk, and awareness of the increasing public availability of 

these datasets due to rising pressures and incentives(Huser and Shmueli-Blumberg 2018), I 

had the preliminary knowledge needed to address the second and third objectives of 

this PhD: “To investigate whether individual participants could potentially be at risk of 

being re-identified from a range of datasets that have been anonymised and made 

available for sharing” and “To identify factors that could increase the risk of re-

identification of an anonymised clinical trial dataset.” 

To address these questions, I conducted exploratory(Babbie 2020, Swedberg 2020, George 

2021) quantitative research(Vogt 2011, Sheard 2018, Bhandari 2022) on anonymised clinical 

trial datasets shared for secondary research purposes(Saunders, Lewis et al. 2009, Goodwin 

2012). This research aimed to explore the datasets’ characteristics and assess the 

feasibility of implementing re-identification risk methods. Well-established 

methodologies exist for exploring the re-identification risk of anonymised datasets in 

broader contexts(Information Commissioner's Office (ICO) 2012, O’Keefe, Otorepec et al. 2017, 

Office of the Information Commissioner Queensland 2020) (Elliot 2016, Elliot, Mackey et al. 2020), as 
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explained in Chapter 2. This methodology has been particularly studied for the release 

of electronic health records in the US and Canada(El Emam and Fineberg 2009, Skinner 2009, 

El Emam, Buckeridge et al. 2011, El Emam, Arbuckle et al. 2012, Simon, Shortreed et al. 2019), but it is 

not commonly recommended for clinical trial datasets, as seen in our scoping 

review(Rodriguez, Tuck et al. 2022). 

Therefore, I developed the protocol titled “What are the re-identification risk scores of 

publicly available anonymised clinical trial datasets? A study protocol” in Appendix 3. I 

used this protocol to apply for ethical research approval on 3rd December 2022, using 

the “Usher Research Ethics Group ‘Triage’ Tool” in Appendix 3. This tool helped identify 

the appropriate form for the ethics application, pointing to the “Fully Anonymous 

Secondary Data Analysis (FASDA)” form (Appendix 3), as I intended to perform 

secondary data analysis on data extracts containing ‘fully anonymous’ information. This 

led down a self-certification path due to the “absence of reasonably foreseeable ethics 

risks.” 

In the protocol, I proposed to take a sample of datasets and apply the re-identification 

risk calculations described by El Emam (2013)(El Emam 2013). As this is an exploratory 

study with limited resources, the sample size (number of datasets) was deliberately 

small and arbitrary. Therefore, if a single data repository had five or fewer datasets 

meeting the inclusion criteria, I requested all datasets from that repository. If a 

repository had more than five eligible datasets, a random selection of five datasets was 

drawn from the eligible datasets. 

After completing all protocol activities, I compiled a manuscript for the publication of the 

results, as I believe this part of my research will be highly beneficial to the wider clinical 

trials community. I meticulously addressed all comments from my co-authors and data 

holder/owners and submitted the manuscript to the peer-reviewed Clinical Trials SAGE 

Journal on 23rd July 2024, and it is currently under review. Our submitted manuscript, 



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a   Chapter 4 

Aryelly Rodriguez Page 79 of 270 20 December 2024 

titled “Evaluating Re-Identification Risk Scores in Publicly Available Clinical Trial 

Datasets: Insights and Implications,” is presented in the next section of this chapter. As 

shown in other chapters in this thesis I am planning to support this manuscript all the 

way until publication. 

All additional materials associated with this submitted article are included in Appendix 3.  
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4.2 Submitted manuscript 
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4.3 Extended methods, results and discussion 

In this part of chapter 4, I present important broader components of the research that, 

while significant, were not included in the proposed manuscript as they were not part of 

the study protocol. The protocol focused solely on addressing the second and third 

objectives of this PhD: “To investigate whether individual participants could potentially 

be at risk of being re-identified from a range of datasets that have been anonymised 

and made available for sharing” and “To identify factors that could increase the risk of 

re-identification of an anonymised clinical trial dataset.” 

First, the protocol for calculating re-identification risk scores had to be carefully crafted 

to convey that our aim was not to identify individuals but to assess any potential risk 

present in the datasets. For example, the protocol's title was changed from “What is the 

risk of re-identification of individuals within publicly available anonymised/de-identified 

clinical trial datasets? A study protocol” to “What are the re-identification risk scores of 

publicly available anonymised clinical trial datasets? A study protocol”. I successfully 

explained that the re-identification risk calculations did not pose a risk to individuals in 

the anonymised datasets, as evidenced by the high success rate of obtaining datasets. 

Second, during the protocol revision stage, I discovered several sources describing how 

to calculate re-identification risk scores. These included methodologies by the 

Comprehensive R Archive Network (CRAN) via its “Statistical Disclosure Control for 

Micro-Data Using the R Package sdcMICRO” (Templ, Kowarik et al. 2015, Templ, Meindl et al. 

2021), “Sharing Clinical Trial Data: Maximizing Benefits, Minimizing Risk”(IOM (Institute of 

Medicine) 2015), and “The Anonymisation Decision-Making Framework (ADF)”(Elliot 2016, 

Elliot, Mackey et al. 2020). Initially, these methodologies were included in the draft protocol. 

However, they are general and not particularly tailored to clinical trial datasets. Upon 

closer inspection, I decided to use only the methodology by El Emam for the final 



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a   Chapter 4 

Aryelly Rodriguez Page 107 of 270 20 December 2024 

protocol, as it is the most comprehensive, well-documented, and encompasses all the 

previously mentioned methodologies. I also tested this methodology with the ECTU 

non-anonymised datasets for the study “Fractures and Bisphosphonates: A Double-

Blind, Randomised Controlled Trial on the Effect of Alendronic Acid on Healing and 

Clinical Outcomes of Wrist Fractures”, the FaB study (Duckworth, McQueen et al. 2019), to 

ensure that the methodology could be implemented on clinical trials datasets. At this 

stage, the re-identification report consisted of two parts. The first part presented a 

cross-tabulation of the indirect identifiers, a necessary step for calculating re-

identification risk scores. The second part presented the calculated risk scores. I 

realised that the first part could potentially be highly disclosive, so for the final report, I 

requested the statistical software to suppress its printing. I also recognised that non-

manipulation of the datasets should be a mandatory protocol requirement and that there 

was very little value in exploring combinations of available indirect identifiers, as 

datasets should be analysed as they are. The results of the methodology test are 

presented in Appendix 5 part 1.   

Thirdly, I underestimated the effort and time required to sign data-sharing agreements 

between my institution and third parties. This was mainly due to two factors: the 

COVID-19 pandemic and personnel shortages at Edinburgh Research Office (ERO) at 

the University of Edinburgh. Despite these challenges, ERO became an invaluable 

partner and successfully signed all the necessary data-sharing agreements. 

Additional materials not submitted for publication include the compiled file with all 

datasets’ metadata in Appendix 4 and each dataset's individual re-identification risk 

score report in Appendix 5 part 2. I consider these materials sensitive and confidential, 

and therefore not suitable for the public domain. My goal is to further knowledge in the 

area of anonymisation of clinical trials datasets. These documents have the potential to 

expose vulnerabilities in the analysed datasets, and the aim is not to name and shame 
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data holder/owners but to increase understanding of how we can further protect 

anonymised datasets. 

I am also attaching the relevant SAS code in Appendix 6, which I am offering to share 

at the end of the manuscript with those who contact us. This has been deliberately left 

out of the submitted materials as I hope to engage with interested parties, further 

enhancing my knowledge of the topic through their needs and creating opportunities for 

future collaborations. 

Preliminary results from available datasets as of the 30th June 2022 (44 datasets) were 

selected as an oral presentation at the 6th International Clinical Trials Methodology 

Conference (ICTMC) in October 2022 in Harrogate, UK, after successfully submitting an 

abstract to this conference. This talk concentrated on the process to obtaining the 

datasets, the characteristics of the datasets, and the gaps to fully executing the 

protocol. I then presented the final results of the 70 analysed datasets at Statisticians in 

the Pharmaceutical Industry (PSI) conference in June 2024 in Amsterdam, Netherlands. 

In both instances, the topic was well received by the audience. Finally, I am scheduled 

to give an oral presentation at the 7th ICTMC in October 2024 in Edinburgh, UK. This is 

all evidence that there is an appetite in the clinical trials community to improve practices 

to further protect clinical trials datasets. 

 

4.4 Conclusion 

In this part of the thesis, I performed an exploratory analysis on individual patient data 

(IPD) datasets shared for secondary research from 70 clinical trials. I calculated the re-

identification risk scores using the methodologies proposed by El Emam (El Emam 2013) 

to determine if these scores could be applied to clinical trials and, if so, whether they 

serve any purpose in the anonymisation process of such datasets. 
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The results presented in this chapter highlight a significant tendency among 

researchers to share clinical trial datasets, which often include sensitive personal 

information. Although re-identification risk scores for these datasets might seem overly 

high (especially when compared to larger electronic health record datasets in the 

literature), these high scores do not necessarily indicate a real re-identification threat. 

The scores do not reflect the actual vulnerability of datasets to re-identification attacks 

in the real world, as they are influenced by factors such as an attacker’s motivations, 

resources, and potential gains. Instead, these scores provide important insights into the 

level of detail in clinical trial datasets, aiding decisions about data release for secondary 

use. 

I showed that calculating re-identification risk scores is simple and practical. The 

number and type of identifiers (continuous or discrete) are crucial in managing risk 

scores. More identifiers increase granularity, with continuous identifiers adding more 

detail than discrete ones. While risk scores alone cannot ensure sufficient 

anonymisation, they assist in fine-tuning the process of anonymising clinical trial 

datasets. 

Clinical trial researchers could compare the re-identification risk scores from their 

anonymised datasets to the scores calculated in this research to inform their 

anonymisation processes. Researchers are also advised to use the outlined procedure 

in the proposed manuscript to guide their anonymisation efforts before data release. 

The proposed method is both cost-effective and practical. Despite its simplicity, it is 

highly informative and serves as an effective interim measure, particularly when 

resources are limited. In the next chapter, I will explore whether re-identification risk 

scores (commonly used in health records) are known and used in the UK clinical trials 

community.  
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Chapter 5 UK researchers’ views regarding their 

experiences with the de-identification, anonymisation, 

release methods and re-identification risk estimation 
 

5.1 Introduction 

In Chapter 3, I gathered a collection of recommendations and guidance on how to 

anonymise clinical trial datasets. In Chapter 4, I discovered that re-identification risk 

scores, commonly used for health records, could inform the process of sharing 

anonymised clinical trial datasets for secondary research. With these insights in hand, 

the natural next questions were whether my peers in clinical trials are using 

recommendations and guidance to anonymise their datasets for secondary purposes, 

their experiences so far with the process of anonymising clinical trial data, and their 

general experiences with data sharing. Additionally, I wanted to explore whether they 

were aware of and using re-identification risk scores to inform the process of dataset 

release. This relates to the fourth objective of my PhD: To explore researchers’ views 

and experiences regarding the sharing of clinical trial data. 

To address these questions, I decided to execute a cross-sectional survey to gather those 

opinions, as cross-sectional surveys are an efficient and cost-effective way to collect data 

from a representative group at one specific point in time (Creswell 2008). 

Therefore, I developed a protocol titled “What are the UK researchers’ views regarding 

their experiences with the de-identification, anonymisation, release methods and re-

identification risk estimation for clinical trials datasets? A study protocol” along with an 

“online exploratory cross-sectional descriptive survey”. I used the protocol and the 

survey to apply for ethical research approval on the 4th May 2022 (additional files 1 and 

2 in Appendix 7) and obtained a favourable ethical opinion (22-EMREC-027) on the 1st 

June 2022 (additional file 7 in Appendix 7). After implementing the survey and 

completing all protocol activities, I compiled a manuscript for the publications of the 
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results. I meticulously addressed all comments from my co-authors and then submitted 

the manuscript to the peer-reviewed Clinical Trials SAGE Journal on the 19th May 2023. 

I addressed all the peer reviewers’ comments, the manuscript was accepted for 

publication on the 5th April 2024. The results of the cross-sectional survey were 

published as a peer-reviewed paper in the Clinical Trials SAGE Journal on the 19th 

June 2024 and is openly licensed under CC BY 4.0 

(https://creativecommons.org/licenses/by/4.0/). Our article, titled “A survey on UK 

researchers’ views regarding their experiences with the de-identification, 

anonymisation, release methods and re-identification risk estimation for clinical trial 

datasets” (Rodriguez, Lewis et al. 2024) , is available at 

https://doi.org/10.1177/17407745241259086 and is presented in the next item of this 

chapter. All additional published materials related to this article are included in 

Appendix 7.  
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5.2 Published article 
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5.3 Conclusion 

This part of the thesis explored the views of UK clinical trials researchers regarding their 

experiences with creating and releasing anonymised datasets, generating and using re-

identification risk scores, and their perspectives on broader re-identification risks. Re-

identification risk scores, as described by El Emam (El Emam 2013) , use information in 

anonymised datasets to estimate the probability of identifying individuals. While these 

scores are currently used primarily for health records, they could also be applied to 

clinical trials, as discussed in Chapter 4. Although there may be instances where re-

identification risk scores have been used in clinical trials, such applications are not yet 

widely documented. 

The research in Chapter 5, aimed to understand what is working and what is not in the 

creation and release of anonymised datasets and to determine if re-identification risk 

scores are used by UK clinical trials researchers. To achieve this, I employed an online 

exploratory cross-sectional descriptive survey, including both open-ended and closed 

questions, to gather detailed insights. The survey, conducted in English, was structured 

in five parts: consent and eligibility check, researchers' work background, experiences 

with anonymised datasets, knowledge and use of re-identification risk scores, and 

views on re-identification risks. 

Participants were recruited from various UK-based clinical trial units, data transparency 

groups, and an academic conference (6th ICTMC 2022 in Harrogate UK) (International 

Clinical Trials Methodology Conference (ICTCM), Sydes et al. 2023) , using convenience non-

probability sampling. The survey was active from June to October 2022, resulting in 52 

responses to invitation, of which 38 were eligible to participate. Most participants were 

statisticians or senior statisticians, with significant experience in their roles.  

The survey results showed that the most common involvement with anonymised  

 



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a   Chapter 5 

Aryelly Rodriguez Page 126 of 270 20 December 2024 

datasets was in their creation and approval for release. Documents and guidance were 

used to inform the process, and the most used method for releasing datasets involved 

de-identification followed by anonymisation, with their release under controlled access, 

this mirrors the most recommended method as per our scoping review(Rodriguez, Tuck et 

al. 2022) . 

Thematic analysis revealed that most opinions on the process of de-identifying and 

anonymising datasets were negative, citing long processes, lack of advice, and data 

constraints. Positive sentiments included straightforward processes and sharing with 

trusted researchers. Regarding the release of datasets, opinions were more balanced 

between positive and negative views. 

The survey also found that none of the participants used re-identification risk scores, 

with many unaware of what they are or lacking the training to use them. Researchers 

did consider various factors before releasing datasets, such as data format, 

uniqueness, sensitivity, and potential re-identification risks. However, there is a need for 

more robust guidance and training in this area. At the time of writing this thesis (August 

2024), the article associated with this chapter has been viewed and downloaded 250+ 

times (Clinical Trials, a SAGE journal, 2022 (Clinical Trials a SAGE journal 2022)). 

This study highlights the need for improvements in guidance, resources, and training for 

the de-identification and anonymisation of clinical trial datasets. While researchers 

follow recommended processes, there are still significant challenges and gaps in the 

implementation and understanding of re-identification risks. Future research should 

address these gaps to improve data sharing practices and ensure the safe and effective 

use of anonymised clinical trial datasets. In the next and final chapter, I will amalgamate 

the findings from Chapter 3, 4 and 5 to produce an overarching conclusion for my PhD 

research. 
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Chapter 6 Overall Discussion and Conclusions  
 

6.1 Introduction 

This thesis discusses the increasing emphasis on sharing anonymised clinical trial 

datasets, driven by publishers and funders. This practice is essential for disseminating 

current research, enabling new investigations, and maximising scientific efforts. 

However, anonymising data is complex, and achieving robust anonymisation can lead 

to a loss of detail necessary for comprehensive analysis. Therefore, there is a balance 

between minimising the risk of re-identification and maintaining sufficient detail to 

replicate original analyses and answer further, valid, research questions. 

This final chapter relates to the fifth objective of the PhD: “To develop evidence-based 

recommendations on anonymisation techniques and data security for clinical trial 

datasets”. To this effect, I first summarise the findings in Chapters 3, 4 and 5. I then 

discuss the implications of these findings for current practices and their connections 

with recent developments in the field, and outline directions for future research. 

Finally, I provide the overarching conclusion of this 6-year part-time PhD. 

 

6.2 Summary of findings 

There are growing demands for sharing anonymised datasets from clinical trials within 

the scientific community, amidst varying recommendations on anonymisation. To 

begin this PhD research, I conducted a systematic scoping review on MEDLINE®, 

EMBASE, and Web of Sciencetm, including any publication with recommendations on 

anonymisation for data sharing from clinical trials, to understand what was available to 

researchers that was tailored to clinical trials datasets. Fifty-nine articles were 

included, which identified three main concepts: anonymisation, de-identification, and 
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pseudonymisation. Commonly suggested anonymisation techniques involved 

removing direct patient identifiers and modifying indirect identifiers to minimise 

identification risks. This first part of the research found no single standardised 

anonymisation recommendation but noted a trend towards consensus on definitions 

and techniques and highlighted the necessity of pairing anonymisation with controlled 

access to protect patient privacy. 

The second part of this PhD investigated whether publicly available anonymised 

clinical trial datasets pose a privacy risk to participants. I accessed a broad sample of 

de-identified/anonymised datasets from human participants and classified personal 

data within these datasets. I calculated re-identification risk scores based on 

combinations of indirect identifiers such as sex, age, and race. These scores ranged 

from 0 (indicating the lowest risk) to 1 (maximum risk). Seventy datasets were 

analysed, with 31 shared openly and 39 under controlled access. The datasets had an 

average of four identifiers, with average risk scores ranging from 0.47 to 0.91. I found 

out that clinical trial datasets contained rich personal details, highlighting the 

importance of carefully managing re-identification risks. I suggest using re-

identification risk scores to guide the anonymisation process for secondary research 

purposes. This recommendation is incorporated into a comprehensive strategy, which 

is detailed in the flow chart presented in Figure 1, Section 4.2 of this thesis. 

The third and final part of this PhD explored the views and experiences of UK clinical 

trial researchers regarding de-identification, anonymisation, data release methods, 

and re-identification risk estimation for clinical trial datasets. An online survey of UK 

clinical trials researchers was conducted between June 2022 and October 2022, 

yielding 38 responses. The majority (35, 92%) used internal documentation or 

published guidance for de-identification/anonymisation, with controlled access being 
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the most common release method. Despite some familiarity with re-identification risk 

estimation, it was rarely used. Surveyed researchers reported negative experiences 

due to a lack of resources, guidance, and training. This part of the PhD concluded that 

while documented processes are commonly used, there are significant gaps in 

guidance, resources, and training for sharing de-identified/anonymised datasets, and 

re-identification risk estimation remains underdeveloped. 

 

6.3 Context and implications  

The landscape of clinical trial data sharing is rapidly evolving, making it increasingly 

difficult to justify the refusal to share such data. Several recent developments 

underscore this shift. This section explores these developments, the implications of my 

research, and how they intersect. 

In 2019, the University of Bristol was ordered by a UK First-tier tribunal to release 

anonymised clinical trial data collected on 100 children in the Bath area (Healy 2019). 

Additionally, funders like the MRC are already indicating the imperative nature of data 

sharing at the funding stage with a robust data sharing policy (Medical Research Council 

(MRC) 2023). A significant recent development in this area is the new policy introduced 

by the BMJ, effective from the 5th of March 2024. The BMJ now mandates that all 

authors of submitted research trials must share relevant trial data in a publicly 

accessible, enduring repository, such as Vivli (Vivli Center for Global Clinical Research Data 

2020), before publication. Moreover, authors are required to submit the analytical code 

used in their research as a supplementary file, which will be permanently accessible 

alongside the published paper (Loder, Macdonald et al. 2024). This policy aims to enhance 

transparency and scrutiny of medical research by ensuring that data and code are 

readily available for re-analysis and verification by other researchers. The BMJ might 
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be taking this step to address concerns observed by Butte (Butte 2021), Gabelica et al. 

(Gabelica, Bojčić et al. 2022) and Esmail et al. (Esmail, Kapp et al. 2023) that even when 

researchers committed to data sharing via a “data sharing statement,” this did not 

ensure the data was actually accessible, and more needed to be done to increase 

data availability. In general terms, it could have been predicted that was going to be 

next step, the requirement of a mandatory, permanently accessible dataset in a 

defined location before publication, rather than relying on authors to self-regulate and 

fulfil their promises in their data sharing statements. It seems likely that other 

publishers and funders will follow suit in requiring mandatory data sharing. Moreover, 

reliable data is crucial for advancing AI research and its applications, which have the 

potential to benefit society significantly. For example, AI has already led to the 

discovery of a new antibiotic (Gallagher 2023). While making clinical trial data available 

may not yet be an explicit duty, it could significantly contribute to AI development and 

enhance the value of these datasets (Kulakiewicz, Parkin et al. 2022), aligning with 

emerging trends in research transparency and data sharing. However, it is important 

to approach this with careful consideration. We should ensure that data is shared 

responsibly and used intelligently, as there is potential for misunderstandings or 

misinterpretations of data fields. Establishing robust guidelines and oversight is crucial 

to manage how data is used in AI initiatives, ensuring that it supports meaningful and 

accurate advancements without compromising the integrity of the research. 

The growing attention to data sharing is further reflected in the increasing importance 

placed on anonymisation. The principles discussed by Hrynaszkiewicz et al. 

(Hrynaszkiewicz, Norton et al. 2010) regarding anonymisation in clinical trials are gaining 

traction (Figure 6-1), much like how HIPAA regulations have become widespread in 

the US.  
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Figure 6-1 Usage statistics for Hrynaszkiewicz et al. 2010 – January 2018 – August 2024 

Image source: https://www.bmj.com/content/340/bmj.c181/article-info 
This image is openly licensed via CC BY-NC 4.0. (https://creativecommons.org/licenses/by-nc/4.0/) 
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Bearing in mind the central role that sharing clinical trial data will play in years to 

come, and considering anonymisation one of the key solutions to improve data 

sharing(Hrynaszkiewicz, Simons et al. 2020), we, trialists, need to adopt unified working 

concepts. The findings from the first part of this PhD provide evidence that there are 

numerous definitions of anonymisation and de-identification. Many issues could be 

resolved if we agreed on universal definitions; however, we have to understand that 

this agreement must come from the community rather than from regulators(El Emam 

and Abdallah 2015) (Law, Couturier et al. 2022). The law has to cater for a wide range of 

datasets and has to implement a one-size-fits-all approach, but this may not be 

suitable for all fields. The good news is that Hrynaszkiewicz et al. (2010) 

(Hrynaszkiewicz, Norton et al. 2010) and Tudur Smith et al. 2015 (Tudur Smith, Hopkins et al. 

2015) have already provided us with definitions, and it is time to implement them. For 

example, a new challenge has emerged, such as the confusion between personal 

data and anonymised data, particularly when asking participants to share their 

anonymised data. While it is correct to notify clinical trial participants that their data is 

going to be anonymised and shared for secondary purposes, it is contradictory to 

ask for their permission to share anonymised data, which is no longer personal 

data(El Emam, Hintze et al. 2020). This type of confusion stems from the lack of unified 

definitions. Although it might be unrealistic to call for a new single source of 

definitions, rallying around Hrynaszkiewicz et al. (2010) and Tudur Smith et al. 

(2015) could be a viable solution. Without moving towards accepted universal 

definitions, these kinds of challenges will continue to manifest. 

Another relevant finding in this PhD is the confirmation that re-identification risks are 

never going to be zero, regardless of the steps taken to anonymise a dataset  (Stalla-

Bourdillon and Knight 2016) (El Emam 2013). Therefore, it is essential to educate ourselves 
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and the wider community with these key messages: "fully" anonymised data does not 

exist, rather, anonymisation exists on a spectrum (Figure 6-2), and it is a balancing 

act between data utility and re-identification risk minimisation, as confirmed by this 

research. 

 

 
Figure 6-2 Spectrum of identifiability 

Image source: https://understandingpatientdata.org.uk/weighing-up-risks#privacy 
This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/) 

 

We should consider adopting terms like “sufficiently anonymised” (El Emam, Rodgers et 

al. 2015) data, thus accepting some level of risk, having the confidence that in the UK, 

an attempt to re-identify such datasets is a criminal offence under the UK Data 

Protection Act 2018 (The Crown Prosecution Service 2018). Moreover, we should not fear 

those risks posed by anonymised data; instead, they should be studied and 

compared against the actual background risk we already endure due to our daily 

digital lives. For example, in 2018, the Cambridge Analytica scandal exposed how 

the Facebook users’ personal data was exploited (Trezza 2023); in 2020, personal 

information from 284 NHS Highlands patients was accidentally disclosed (BBC News 

2020); in 2023, almost half a million people had their personal data stolen from the 
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Universities Superannuation Scheme (USS) via a cyber-attack (Davies 2023); and also 

in 2023, an NHS secretary illegally accessed personal medical records out of 

curiosity (Khan 2023). These examples illustrate that the greatest risks to our personal 

data perhaps come from the internet, the people who handle it, and the level of 

investment and protection afforded to it. 

These constantly changing everyday exposures pose greater risks to privacy, 

offering attackers simpler and cheaper methods of obtaining personal data than 

acquiring anonymised datasets and attempting to re-identify them. Motivated 

attackers have easier targets to exploit before investing lots of considerable 

resources to explore anonymised datasets (Yakowitz 2011), as I did in the second part 

of this PhD. Successful re-identification attacks on anonymised dataset have 

occurred on data that have not been properly anonymised (El Emam, Jonker et al. 2011). 

Therefore, the risk is real if anonymisation is not done robustly. However, when 

anonymisation is properly executed and thoroughly checked, the chances of 

successful re-identification attacks could be small (IOM (Institute of Medicine) 2015). 

Like data sharing, re-identification risk assessment is proving to be an ever-moving 

target. For example, Appendix 8 - Case Study - Professor Sweeney’s Research 

highlights how Professor Sweeney’s 20 years of work on re-identification risk has 

changed and evolved over time. Re-identification risk assessment is already 

recommended as good practice by high-level guidance such as the “Anonymisation: 

managing data protection risk code of practice” issued by the UK Information 

Commissioner's Office (Information Commissioner's Office (ICO) 2012) which aims to 

“detect and deal with re-identification vulnerabilities”. The Institute of Medicine (IOM) 

(IOM (Institute of Medicine) 2015) also recommend its use, although their 

recommendation is more abstract. Specifically, the IOM describes re-identification 
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risk assessment at a “conceptual level”, meaning it outlines the importance and 

general principles of the assessment without delving into detailed, practical 

implementation methods. Their focus is on the theoretical framework and broader 

rationale for its use. The second part of this PhD provides evidence that assessing 

the re-identification risk in anonymised clinical trial datasets is not only feasible but 

can also inform the anonymisation process, offering a valuable entry point for the 

clinical trials community. This approach enhances transparency and builds 

confidence in the effectiveness of anonymisation practices. Existing documentation 

only shows theoretical examples of re-identification risk calculations, while this PhD 

takes a step further by providing calculations from real clinical trial datasets, offering 

valuable guidance and comparison for the clinical trial community. 

Finally, it is essential to listen to the voices in the community and address the 

negative perception surrounding the sharing of clinical trial datasets. The third part of 

this PhD showed that more training and resources are required to adequately 

anonymise datasets and explore their re-identification risks, because currently the 

rewards of data sharing are few, but the efforts are substantial, as observed by 

Humphreys et al. (Humphreys, Merriott  et al. 2020) Rios et al. (Rios, Zheng et al. 2020) and 

Modi et al. (Modi, Kichenadasse et al. 2023). However, the potential benefits to science 

and society make this an endeavour worth pursuing. 

 

6.4 Future research 

The topic of anonymisation of clinical trial datasets for secondary research is vast 

and controversial, and one PhD alone cannot do it justice. While data sharing of 

clinical trials is part of a broader conversation, progressing the issues around 
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anonymisation could help remove a significant barrier related to privacy protection 

(van Panhuis, Paul et al. 2014). 

6.4.1 Enhancing current work 

If I had more time, I would have liked to convert the scoping review in Chapter 3 into 

a living document that is continuously updated as new guidance becomes available. 

Additionally, a qualitative assessment of the studies included in the scoping review 

could have been valuable. Identifying a hierarchy of studies could facilitate progress 

towards unified concepts, eliminating issues of contradiction within the same 

concept. 

6.4.2 Scoping reviews and anonymisation methods 

The clinical trials community would greatly benefit from a comprehensive scoping 

review to identify and critically assess the most effective techniques for 

anonymisation and privacy models for clinical trial datasets; this was not covered by 

my scoping review. This review should also systematically search for re-identification 

assessment methods to ensure no advanced or superior methods beyond those by 

El Emam (2013) (El Emam 2013) are overlooked. 

6.4.3 Re-identification risk scores and assessment 

Regarding re-identification risk scores, it is worth exploring whether there should be 

maximum limits recommended for clinical trials datasets. Chapter 4 highlighted the 

dual aspects of re-identification risk assessment: a quantitative part (re-identification 

risk scores) and a qualitative part (prioritising risks based on probability and impact, 

considering motives for attacks and the data release context) (IOM (Institute of 

Medicine) 2015); (Stalla-Bourdillon and Knight 2016). I plan to conduct a small study, 

possibly via a cross-sectional survey, to collect perceived re-identification risks and 
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catalogue them with a group of experts using a rational approach to record risks and 

consider mitigating actions, like in Table 6-1. 

What are 
the re-
identification 
risks? 

Who 
might be 
harmed 
and 
how? 

What are 
we already 
doing to 
control the 
risks? 

What further 
action do we 
need to take 
to control the 
risks? 

Who 
needs to 
carry out 
the 
action? 

When is 
the action 
needed 
by? 

Done 

                                          

                                          

Table 6-1 Proposed table for identification of qualitative re-identification risks 

Source Adapted from Health and Safety Executive “Risk Assessment template” located at 
https://www.hse.gov.uk/simple-health-safety/risk/risk-assessment-template-and-

examples.htm 

 

I also aim to develop a training course and materials on calculating re-identification 

risk scores, as outlined in Chapter 4, to be delivered as a free webinar and recorded 

for future training resources. This initiative could start in the UK via UKCRC. 

6.4.4 Assessing data utility 

Future investigation should focus on assessing the utility of anonymised datasets. 

Chapter 4 included only a small number of datasets with anonymisation details, 

leaving this research without an evaluation of how different the anonymised datasets 

were from their non-anonymised versions. This comparison is crucial for assessing 

utility. Potential approaches include the “non-uniform entropy” recommended by El 

Emam and Arbuckle (El Emam and Arbuckle 2013) and a “generic method” investigated 

by Prasser et al. (Prasser, Bild et al. 2016), but their feasibility in clinical trials requires 

evaluation. 

Calculating utility metrics necessitates access to non-anonymised datasets, meaning 

this assessment can only be conducted by the creators of the anonymised datasets. 

The exploration of utility will likely follow a path similar to re-identification risk 
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assessment, encompassing both quantitative and qualitative aspects. Ongoing 

efforts, such as Pilgram's research on the privacy-utility trade-off in anonymised data 

(Pilgram, Meurers et al. 2024), will continue to advance the field. However, the qualitative 

aspect remains to be explored. 

6.4.5 Alternatives solutions to anonymisation. 

While the concept of "sufficiently anonymised" data, as discussed in 6.3, presents a 

viable pathway for managing data privacy, it is not without its challenges, particularly 

in balancing the trade-off between data utility and privacy. As an alternative to 

traditional anonymisation techniques, the use of synthetic data has emerged as a 

promising approach to address these challenges (Azizi, Zheng et al. 2021, Jiang, Mosquera 

et al. 2022) . 

Synthetic data is artificially generated data that mimics the statistical properties and 

distribution of real-world data but does not contain any actual individual-level 

information (Gretel Labs 2024). This method offers a way to preserve the privacy of 

individuals while still enabling analysis and research.  

Among the advantages of synthetic data are its enhanced privacy, as the absence of 

real individual observations significantly reduces the risk of re-identification. This 

makes it an attractive option in scenarios where the anonymisation of real data is 

insufficient or where the legal implications of a privacy breach are severe. 

Furthermore, synthetic data can be shared more freely with external researchers or 

third parties, avoiding many of the privacy concerns associated with real data. It also 

offers an easier pathway to meeting regulatory requirements, as it does not link back 

to any real individuals, thereby simplifying the legal framework around data sharing 

and use. 
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However, it is important to note that one of the main drawbacks of synthetic data is 

that it may not capture all the nuances of the original data, particularly in complex 

datasets. The utility of synthetic data depends on how accurately it replicates the 

relationships and patterns present in the real data. Additionally, the generation of 

high-quality synthetic data requires advanced techniques and can be resource-

intensive. The process also demands careful validation to ensure that the synthetic 

data retains the necessary properties for meaningful analysis. Finally, as synthetic 

data does not correspond to real events or individuals, findings based solely on 

synthetic data may lack real-world validation, potentially limiting their applicability. 

Therefore, the choice between sufficiently anonymising real data and using synthetic 

data involves weighing the trade-offs between privacy, data utility, and practicality 

(Bamford, Lyons et al. 2022). While sufficiently anonymised data remains an important 

approach, especially given the legal protections against re-identification in 

jurisdictions like the UK, synthetic data offers a complementary or alternative 

pathway that may be particularly valuable in high-risk scenarios or where greater 

flexibility in data sharing is required. Future research should explore the conditions 

under which each approach is most appropriate, potentially leading to hybrid 

solutions that leverage the strengths of both methodologies. 

6.4.6 Expanding survey participation 

The survey in Chapter 5 could be expanded to include a larger and more diverse 

group of participants, including those from outside the UK, to improve the 

generalisability of the findings. Additionally, this survey could serve as a tool for 

assessing the impact of re-identification risk scores training courses. 
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6.4.7 Additional Resources investigation 

Achieving appropriate anonymisation is complex, with significant barriers such as 

limited funding, resource allocation, and access to expert guidance. Tudur Smith et 

al. (2017) conducted important work in estimating the costs and time required to 

prepare a clinical trial dataset for sharing. However, as demonstrated in the process 

outlined in Chapter 4, there are many additional resources to consider. For example, 

institutions must address significant research governance elements when sharing 

data under controlled access models. 

Given that Clinical Trials Units (CTUs) often lack the resources to perform extensive 

data manipulation or engage in prolonged legal consultations once a study has 

concluded, they may struggle with the practical aspects of preparing data for sharing 

or anonymisation due to limited post-study funding and personnel. It is crucial to 

acknowledge that CTUs frequently operate under tight financial and resource 

constraints, which hinders their ability to fully engage in the detailed processes 

required for effective data anonymisation and legal compliance. 

CTUs need easy access to experts in research governance and legal matters who 

can provide guidance on whether data is "anonymised enough" for specific 

purposes. This support is vital because anonymisation is not merely a technical 

process; it also involves complex legal and ethical considerations that are often 

context-dependent. The current system may lack adequate support structures, 

making it difficult for clinical trial researchers to navigate the complexities of data 

anonymisation on their own. Further research into all the resources required would 

be beneficial. 
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Five members of the AUKCAR PPI group accepted the invitation and met with me on 

27th January 2021 via Zoom. After presenting the outline of the research detailed in 

Chapter 4 of this thesis, all five members expressed a desire to further engage with 

this study. They offered to provide advice on the findings related to re-identification 

risk scores and agreed to meet again once these results are available. The aim is to 

initially explore the implications of these findings for participants and to identify 

potential avenues for qualitative research that could be pursued. Due to delays in 

data analysis, I did not manage to meet with them before the end of my PhD, but I 

will do so as soon as the related article is published. This could complement findings 

by Howe (Howe, Giles et al. 2018) in her thesis “Participants’ Attitudes Towards Data 

Sharing” (Howe 2021), where she explored clinical trial participants’ views on data 

sharing. It would be interesting to approach participants with actual re-identification 

scores and gather their perspectives. 

6.4.9 Addressing stigmatising conditions 

Once anonymisation and re-identification risk concepts are unified and established 

for clinical trial datasets, research should evaluate these aspects for datasets 

studying stigmatising conditions, such as addictions, where data sharing practices 

are practically non-existent (Vassar, Jellison et al. 2020). 

6.4.10 regulatory considerations 

Finally, there should be more research to motivate regulators to explore stronger 

laws to penalise criminal activity and more favourable views for organisations that 

have taken all necessary steps to anonymise and share data robustly. 
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6.5 Overall Conclusion  

This PhD research underscores the critical importance and complexity of sharing 

anonymised datasets from clinical trials. The findings reveal significant challenges, 

opportunities, and necessary actions to enhance data sharing practices while 

safeguarding participant privacy. The journey towards effective and safe sharing of 

anonymised clinical trial datasets is complex and requires careful consideration of 

privacy risks, data utility, and regulatory compliance. While fully anonymised data 

may never be achievable, "sufficiently anonymised" data represents a pragmatic 

goal.  

To advance data sharing practices, the clinical trials community must embrace 

unified concepts and standards, supported by robust training and resources. Re-

identification risk assessment should be integrated into the anonymisation process, 

as recommended by high-level guidance and demonstrated by this research. 

However, it is important to recognise that achieving appropriate anonymisation is not 

a straightforward process that can simply be implemented. In reality, significant 

barriers remain, particularly concerning funding, resource allocation, and the 

availability of expert guidance. These challenges underscore the need for more 

sustainable funding models and better access to expertise to ensure that 

anonymisation efforts are both effective and feasible. 

This PhD provides a foundational understanding and actionable recommendations to 

enhance the anonymisation process and promote the responsible sharing of clinical 

trial data, ultimately benefiting scientific progress and public health. 
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Appendices 
 

Appendix 1 - Chapter 3 - Associated “Self-Audit Checklist for Level 1 Ethical 

Review” 
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Appendix 2 - Chapter 3 - Published supplementary materials 
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Appendix 4 - Chapter 4 - Datasets’ metadata 
 

<<<<<< REDACTED >>>>>> 
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Appendix 5 part 1 - Chapter 4 - Re-identification risk individual reports test 
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Appendix 5 part 2 - Chapter 4 - Re-identification risk individual reports for 

each dataset 
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Appendix 6 - Chapter 4 - Re-identification risk SAS code 
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Appendix 7 - Chapter 5 - Published supplementary materials.  
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Appendix 8 - Case Study - Professor Sweeney’s Research 
 

Sweeney (Sweeney 2002) positively linked the Group Insurance Commission anonymised 

data (freely available to researchers) with the voter registration list for Cambridge, 

Massachusetts (United States (US)), which she acquired for 20 US dollars in 1996. The local 

press provided the final piece of information when the then Massachusetts Governor William 

Weld collapsed in a public appearance on the 19th May 1996, an event that was widely 

reported. Consequently, she knew that Governor Weld lived in Cambridge Massachusetts 

and according to the Cambridge voter registration list, six people had his particular birth 

date; only three of them were men; and, he was the only one in his 5-digit ZIP code. This re-

identified Governor Weld’s anonymised medical record.  

 

This aspect of Sweeney’s research shaped US policy and due to her successful re-

identification of Governor Weld’s, the Health Insurance Portability and Accountability Act 

(HIPAA) was enacted in 1996. 

 

This prompted Sweeney to investigate further. She demonstrated that 87% of the US 

population could be uniquely identified by their five-digit ZIP code, sex and date of birth. So, 

even though each of these variables on their own would be non-identifiable, storing/linking 

them together makes it possible to uniquely identify an individual (Wes 2017). Clearly, data 

released containing such information about these individuals should not be automatically 

considered anonymous. This concept of uniqueness could also apply to the UK population 

(or in the worst case, potentially underestimate it due to the smaller population size when 

compared to the US), as the UK is organised in a similar manner with postcodes. 

 

Sweeney has continued her research, and more than 15 years after the introduction of 

HIPAA, she shown in 2013 that improvements are still needed to achieve anonymity in 

datasets, as she managed to re-identify a patient in the Washington State's health records 

using linkage to traditional data sources (newspaper articles and public records) (Sweeney 

2013). In 2017, she indicated that HIPAA “is not sufficient to protect data against re-

identification” (Sweeney, Yoo et al. 2017).  

 

Sweeney’s team’s latest project theDataMap™ (Sweeney, Zang et al. 2010), provides a 

sobering overview of all the places US patients’ data goes, sometimes whether they want it 

to or not, given the advancement of the internet. Most of the paths travelled by the data are 

relatively innocuous, but there are interactions that can be harmful to the individual, for 

example, employers or financial institutions may get access to personal health information 

that individuals would prefer to be keep away from such organisations, as it could affect their 

employability of credit worthiness.  
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