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Abstract

Background

Funders, regulators and publishers are increasingly requesting that clinical trial
researchers share their research data with others, once the primary analysis has
been completed. Existing clinical trial data could significantly contribute to expanding
medical and scientific knowledge by investigating questions beyond the original
study scope, facilitating individual participant data (IPD) meta-analysis, verifying

results, and exploring novel methodologies for data analysis.

Anonymisation of IPD before sharing can offer a way to safeguard participants'
privacy. While there are several recommendations and guidance available for
attempting data anonymisation prior to sharing, completely anonymising data while
keeping it usable remains challenging. Moreover, many anonymised datasets are
already publicly available for secondary research. However, it remains unclear
whether study participants could potentially be at risk of re-identification, and under

what circumstances re-identification is more likely to occur.

Methods

In the first phase of this PhD research, a systematic scoping review was conducted
to gather publications that reported recommendations on anonymisation for enabling
data sharing from clinical trials, to understand what guidance was available to
researchers and how publicly available anonymised datasets from clinical trials might
have been compiled. Two reviewers, Aryelly Rodriguez with Chris Tuck or Alastair
Murray independently assessed titles, abstracts, and full texts for eligibility. One

reviewer extracted data from selected papers using thematic synthesis, which was

Aryelly Rodriguez Page iii 20 December 2024



PhD Title: Are anonymised datasets from clinical trials truly anonymous? - Project Ref: AUKCAR-17-01a Abstract

then reviewed by a second reviewer for accuracy. Results were summarised through
narrative analysis.

Moving on to the second phase, | collected a broad selection of publicly available
anonymised datasets that have been made available for research purposes
extending beyond their original scope, to explore the characteristics of these
anonymised datasets, assess the feasibility of applying re-identification risk scores to
them, and determine how these scores could be useful. | estimated their re-
identification risk scores with three equations designed for calculation of such scores
based on the information in the entire dataset. These equations are commonly
applied to routinely collected health records and only generate numerical values
ranging from O (lowest risk) to 1 (maximum risk), without attempting to re-identify
individuals within the datasets. Subsequently, | calculated the re-identification risk
scores for each dataset, using the three equations. This analysis explored the
characteristics of the datasets associated with increased or decreased risk scores,
and compared the risk scores to evaluate their practicality for implementation.

In the third and final phase of this PhD research, | used an online exploratory cross-
sectional descriptive survey that consisted of both open-ended and closed questions
to gather the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk estimation

for clinical trials datasets.

Results

The systematic scoping review identified 59 eligible articles (from 43 studies) for
inclusion. From these articles, three distinct themes emerged: anonymisation, de-
identification and pseudonymisation. The articles also showed that the most

commonly recommended anonymisation techniques are removal of direct participant
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identifiers, and the careful evaluation and modification of indirect identifiers to
minimise the risk of identification. Anonymisation of datasets in conjunction with

controlled access was the most recommended method for data sharing.

For the next phase, | contacted data holders and followed their local procedures to
access the anonymised datasets. | identified 86 potentially eligible datasets from 18
repositories and successfully secured 76 of them. After full evaluation, 70 datasets
met the inclusion criteria and were included in the analysis, representing 14 out of
the 18 repositories. Thirty-one datasets were shared with minimal restrictions (open
access), while 39 were shared with varying levels of restrictions before access was
granted (controlled access). Datasets had, on average, four identifiers and mean risk
scores ranging from 0.47 to 0.91. The most common pieces of information present in
the datasets that, when combined, may indirectly identify a participant were sex

(80%) and age (72.9%).

For the final phase, the exploratory survey had 38 responses to invitation from June
2022 to October 2022. Thirty-five participants (92%) used internal documentation,
institutional standard operating procedures and/or published guidance to de-
identify/anonymise clinical trials datasets. De-identification followed by
anonymisation and then fulfilling data holders’ requirements before access was
granted (controlled access) was the most common process for releasing the
datasets as reported by 18 (47%) participants. Eleven participants (29%) had
previous knowledge of re-identification risk estimation but had not used this.
Experiences in the process of de-identifying/anonymising the datasets and
maintaining such datasets were mostly negative, the main reported issues were lack

of resources, guidance, and training.

Conclusions

Aryelly Rodriguez Page v 20 December 2024



PhD Title: Are anonymised datasets from clinical trials truly anonymous? - Project Ref: AUKCAR-17-01a Abstract

There is no single standardised set of recommendations on how to anonymise
clinical trial datasets for sharing. However, the systematic scoping review showed a
developing consensus on techniques used to achieve anonymisation. Researchers
in clinical trials still consider that anonymisation techniques by themselves are
insufficient to protect participant privacy, and they need to be paired with controlled

access.

The second phase of this research confirmed that clinical trial datasets are very rich
in personal details and using re-identification risk scores as a measure of this
richness is feasible. These scores could inform the anonymisation process of clinical
trials datasets to release them for secondary research. We proposed a strategy for
incorporating these scores into the decision-making process for releasing clinical

trials datasets.

Finally, the majority of responders to the survey reported using documented
processes for de-identification and anonymisation. However, our survey results
clearly indicate that there are still gaps in the areas of guidance, resources and
training to fulfil sharing requests of de-identified/anonymised datasets, and that re-

identification risk estimation is an underdeveloped area.

This work will be of interest to the clinical trials research community, funders and

publishers seeking to improve the process of anonymisation and foster data sharing.
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Plain English summary

Researchers should share their clinical trial data with other investigators after their
studies end, as this can help expand medical knowledge. It is important to protect
privacy by anonymising this data. But it's tricky to make data completely anonymous
while keeping it useful. We wanted to see if it was possible to identify people from

data that had been "anonymised".

First, we looked at recommendations for anonymising clinical trial data. A common
suggestion is to remove participants' personal details, like name and date of birth.
Another suggestion is to be careful with information, such as: sex, race, height and
weight. Also, sharing anonymised data with some restrictions and conditions is often

recommended.

Next, we checked anonymised datasets available in the public domain, we used
three equations to estimate the risk of identifying someone from the data. We found
that it is possible to calculate the risk, that some data had more risk than others, and

that risk calculation could be informative to researchers.

Then, we asked UK researchers about their experiences with anonymising data.
Most used guidelines for this process. They often had to follow strict rules before
sharing data.

We found that there isn't one perfect way to make clinical trial data anonymous.
Researchers still worry about privacy, even with anonymised data. We also found
that there's not enough support for researchers in this area.

Our findings are important for anyone involved in clinical trials. They show the

challenges of anonymising data and the need for better support in this area.
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Abbreviations

Abbreviation | Term

ADaM Analysis Data Model

ADF Anonymisation Decision-Making Framework

APEC Asia-Pacific Economic Cooperation

AUKCAR Asthma UK Centre for Applied Research

CDISC Clinical Data Interchange Standards Consortium

CMVM/UoE | The College of Medicine & Veterinary Medicine at the University of
Edinburgh

COVID-19 Coronavirus disease, an infectious disease caused by the SARS-
CoV-2 virus

CRAN Comprehensive R Archive Network

CRF Code of Federal Regulations

CROs Contract Research Organisations

CSDR Clinical Study Data Request
websitewww.clinicalstudydatarequest.com

CSRs Clinical Study Reports

CTUs Clinical Trials Units

eg. Latin abbreviation for “exempli gratia” and means “for example”

ECTU Edinburgh Clinical Trials Unit

EDPS European Data Protection Supervisor

EEA European Economic Area

EMA European Medicines Agency

EMREC Edinburgh Medical School Research Ethics Committee

ERO Edinburgh Research Office

Et al. Latin abbreviation for “et alia” and means “and others”

EU European Union

FASDA Fully Anonymous Secondary Data Analysis

FDA Food and Drug Administration

GAPP GaPP: a pilot randomised controlled trial of the efficacy of action of
gabapentin for the management of chronic pelvic pain in women:

GCP Good Clinical Practice

GDPR General Data Protection Regulation

GMP Good Manufacturing Practice

HHS Health & Human Services

HIPAA Health Insurance Portability and Accountability Act of 1996

HIV Human immunodeficiency virus

HSS The Department of Health & Human Services (US)

l.e. Latin abbreviation for “id est” and means “in other words.”

ICH The International Council for Harmonisation of Technical
Requirements for Pharmaceuticals for Human Use

ICMJE The International Committee of Medical Journal Editors

ICO Information Commissioner’s Office

ICTMC International Clinical Trials Methodology Conference

ICTRP International Clinical Trials Registry Platform
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Abbreviation | Term

IPD Individual Participant data

IRBs Institutional Review Boards

ISRCTN International Standard Randomised Controlled Trial Number

JBI Joanna Briggs Institute

MHRA Medicines and Healthcare products Regulatory Agency

MRC Medical Research Council

NHS National Health Service

NIH National Institutes of Health

NIHR National Institute for Health Research

PhD Doctorate of Philosophy is an abbreviation of the Latin phrase
“philosophiae doctor”

PHI Protected health information

Pl Personally identifiable information

PIPL Personal Information Protection Law

PMDA Pharmaceuticals and Medical Devices Agency

PPI Patient and Public Involvement

RCT Randomised controlled trial

SAGE Inc A global academic publisher of books, journals, and a growing
suite of library products and services.

SDTM Study Data Tabulation Model

TOPPIC The TOPPIC Trial: a randomised, double-blind parallel-group trial
of mercaptopurine versus placebo to prevent recurrence of Crohn’s
disease following surgical resection in 240 patients

UK United Kingdom

UKCRC UK Clinical Research Collaboration

UoE The University of Edinburgh

us United States

USD United States dollar

USS Universities Superannuation Scheme

WHO World Health Organization
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Definitions

Definitions

Due to the variety of terms and meanings used in literature on the subject of data

anonymisation, this section explains the meaning of some key terms as they are

used in this PhD thesis.

Concept

Definition

Anonymisation(Rodriguez,
Tuck et al. 2022)

A data set would be considered anonymised if it has
been de-identified and then subsequent data
manipulation/steps have been taken to further protect
the dataset, for example, if a privacy model has been
applied (e.g., k-anonymity) or the link with the original
non anonymised dataset has been destroyed and this
action cannot be reversed.

Big Data(Google 2024)

Extremely large, diverse and complex datasets that
cannot be handled by traditional data processing
methods. It is characterized by high volume, velocity,
and variety, often requiring advanced tools and
techniques for analysis. The analysis of big data can
reveal patterns, trends, and insights valuable for
decision-making across various fields.

Brexit (Government of the
Netherlands)

Name given to the United Kingdom's departure from
the European Union. Brexit is the combination of the
two English words: 'Britain' and 'exit'.

Clinical trials (NHS)

Research studies involving human participants to
evaluate the safety and effectiveness of new medical
treatments, drugs, devices, or interventions.

Clinical trial dataset

Clinical trial data organised into one or more tables of
columns and rows with a relational database structure,
where each table has a unique key (relation) identifying
each row. Rows are also called records or tuples.
Columns are also called attributes or variables. They will
be assumed to be always two dimensional (rows by
column structure) for this PhD.

Clinical Trial Units (UK
Clinical Research Collaboration

(UKCRC) 2023)

Specialised research facilities typically found within
academic medical centres or hospitals. CTUs are
dedicated to the planning, coordination, and conduct of
clinical trials.

Controlled Access(Tudur
Smith, Hopkins et al. 2015)

Datasets that can only be accessed if permission is
granted by the data holders via their internal
procedures.
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Definitions

Concept

Definition

De-identification

Removal of all personal health information and all other
indirect identifiers which could lead to the identification
of an individual. The most common de-identification
methods are:

1. HIPAA (US Health Insurance Portability and
Accountability Act of 1996) Safe harbour, in
which 18 identifiers are removed from the
datasets (U.S. Government 1996) (U.S. Department of
Health & Human Services (HHS) 2012)

2. Hrynaszkiewicz et al. (Hrynaszkiewicz, Norton et al.
2010) proposed an enhanced removal of
potential identifiers which are commonly present
in clinical trials datasets.

Journalist scenario(tl
Emam 2013)

If the adversary sets out to identify any individual from
the publicly available dataset just to prove that it can
be done by using another dataset for “matching” with
the publicly available dataset, then we are under
journalist re-identification risk scores.

Matching dataset(tl

An independently obtained dataset with direct

Emam 2013) identifier, this dataset also needs to contain at least
two matching variables to link it with the publicly
available dataset.

Metadata Data that describes characteristics and/or contents of

anonymised/de-identified datasets.

Open Access(Tudur Smith
Hopkins et al. 2015)

Datasets that can be accessed without any or minimal
restrictions imposed by the data holders.

Prosecutor scenario(tl
Emam 2013)

If the adversary knows that a target individual (for
whom identifiers are known) is in the publicly available
dataset (released anonymised and/or de-identified) we
are under prosecutor re-identification risk scores. This
scenario seeks to identify uniqueness in the records of
the publicly available dataset.

Publicly available
datasets

Data sets that are discoverable and available for
sharing via open or controlled access, this data can be
located on central repositories or with individual
institutions/researchers.

Record

Records in a database or spreadsheet are also called
rows, and it is a collection of fields, possibly of different
data types. Usually each individual or an individual-visit
combination is represented as a single record.
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Concept

Definition

Re-identification risk

score{El Emam 2013)

Estimated probability of any given individual being re-
identified from an anonymised/de-identified dataset.
The re-identification risk score depends on the
variables available in the dataset, the number of
observations in the dataset and on the strategy used to
attack the dataset (prosecutor or journalist scenario).

Secondary research
(Saunders, Lewis et al. 2009)

Also known as desk research, it involves analysing and
synthesising existing data from previously published
sources, rather than collecting new data. This type of
research is used to conduct analysis that was not
included in the original data collection proposal.

Variable Also reference as attribute or column. A set of data
values of a particular simple type, one value for each
row of the database.
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Outline of the thesis

This doctoral research was conducted part time over six years with the support of the
University of Edinburgh (UoE) and the Asthma UK Centre for Applied Research
(AUKCAR). I pursued this research concurrently with my role as a clinical trials

statistician at the Edinburgh Clinical trials Unit (ECTU).

The genesis of this project stemmed from observations made by my supervisors,
Steff Lewis and Chris Weir, who also serve as my line managers. They noted an
increasing demand for sharing anonymised clinical trial data at ECTU, coupled with a
dearth of knowledge in this particular domain. Subsequently, they initiated a

competitive PhD funding opportunity through UoE and UKCAR to address this gap.

Drawing upon my experience at ECTU and my aspiration to advance my career as a
clinical trial statistician through doctoral studies, | applied for the advertised PhD

program and was successfully awarded in June 2017.

At the outset, the chosen topic 'Are anonymised datasets truly anonymous?'
presented a broad scope with numerous avenues for exploration. As time
progressed, we recognised its potential for controversy as well. My supervisors and |
diligently worked to delineate a meaningful research focus aimed at addressing
some of the gaps in our understanding of anonymisation and data sharing in clinical

trials.

This PhD research encompasses three main complementary stages: a systematic
scoping review, an analytical assessment of re-identification risks in publicly
available clinical trial datasets, and an exploratory survey on UK researchers'

opinions regarding data sharing. Each of these stages will be systematically outlined
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in the subsequent chapters. To present this research comprehensively, the thesis

has been organised into six chapters.

Chapter 1 outlines the finalised aims, objectives, scope and importance of this PhD.

Chapter 2 introduces this PhD by providing a comprehensive overview of clinical
trials, including their regulatory framework, transparency requirements, and how their
intersect with personal data regulations. It then delves further into the specific
domain of sharing anonymised data for clinical trial datasets, setting the context for

this research.

Chapter 3 details the methodology, execution, and findings of a systematic scoping
review, consolidating guidelines and recommendations and providing an evidence

base to guide subsequent stages of the project.

Chapter 4 reports on the development, execution, and outcomes of the assessment

of re-identification risks associated with publicly available anonymised datasets.

Chapter 5 presents the methodology, implementation, and results of a cross-
sectional survey aimed at gathering the views of UK researchers on de-identification,
anonymisation, release methods, and re-identification risk estimation for clinical trial

datasets.

Finally, in Chapter 6, | offer a comprehensive discussion summarising the
conclusions and key findings from preceding chapters. Additionally, | explore

avenues for future research and work in this field.
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Chapter 1 Aims and objectives

1.1 Aims

This PhD aimed to develop recommendations for enhancing the privacy protection of
clinical trials participants when sharing their anonymised datasets with external
parties for further investigations. This involved understanding the requirements and
characteristics necessary to declare a dataset anonymised in the context of clinical
trials, estimating the re-identification risk of existing publicly available anonymised
datasets, and investigating the views of researchers who undertake these

anonymisation tasks.

1.2 Objectives of PhD

a. To describe the available anonymisation methods/techniques for clinical trials
datasets.
b. To investigate whether individual participants could potentially be at risk of

being re-identified from a range of datasets that have been anonymised and

made available for sharing.

C. To identify factors that could increase the risk of re-identification of an

anonymised clinical trial dataset.

d. To explore researchers’ views and experiences regarding the sharing of

clinical trial data.

e. To develop evidence-based recommendations on anonymisation techniques

and data security for clinical trial datasets.
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The work on this PhD adhered to the principles outlined by Erlich (Erlich 2013) in the
editorial “Breaking Good: A Short Ethical Manifesto for the Privacy Researcher”:

Therefore, | sought to:

1. "Increase the general knowledge" by having the findings of this PhD
communicated via open access publication and conference proceedings
despite limited resources

2. "Do no harm" as | did not attempt to identify or single out participants with this
research or to bring any organisation into disrepute.

3. "Ifitis broken, try to fix it", findings and recommendations have been
communicated via open access publication and conference proceedings.

4. "Don’t be over-confident", for this | had all results checked by a group of my
peers.

5. "Not be afraid”, here all methodology and results have been published under
open access, we used all tools at our disposal to calculate the re-identification

risk scores and we would welcome further requests for information.

1.3 Scope
This PhD research focused on the specific needs and implications of anonymising

clinical trial datasets, setting itself apart from existing studies on big data (Bin, Jian et

al. 2008, Potiguara Carvalho, Potiguara Carvalho et al. 2020) and routinely collected records(El

Emam, Jabbouri et al. 2006) (Balas, Vernon et al. 2015), which extensively address

anonymisation and de-identification. Although, audio-visual, imaging and genomic
data are often included in clinical trial datasets, they were excluded from this study

because they possess inherent characteristics (Aryanto, van Kernebeek et al. 2016) (Doel,

Shakir et al. 2017) (Evans and Jarvik 2018) that do not respond well to anonymisation
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techniques and privacy models designed for tabular data. The research also
considered the limitations of the one-size-fits-all approach that data privacy
regulators typically apply to data sharing and anonymisation. Additionally, | focused
on clinical trial datasets, because this area aligns with my expertise, and | have easy
access to the data. | believe this research can make a significant impact and could

potentially be scaled to other areas that use personal data.

1.4 Importance of this PhD

Existing clinical trial data could be used to expand medical and scientific knowledge
by exploring questions beyond the original study scope. It could facilitate individual
participant data (IPD) meta-analysis, verify results, and investigate novel
methodologies for data analysis. The importance and significant benefits of clinical
trial data sharing have been well documented by many researchers (Ggtzsche

2011),(Packer 2016, Bertagnolli, Sartor et al. 2017),(Al-Shahi 2000, Pisani, Aaby et al. 2016).

The example given of data sharing between Copernicus and Kepler by Packer(Packer
2016) provides an excellent reason for why it is the right thing to do: Copernicus
published his pivotal results demonstrating the existence of a heliocentric universe in
1543. Years later, Kepler would revisit Copernicus’ data and discover discrepancies.
These discrepancies provided Kepler with the evidence to support the theory that
planets moved in an ellipse (instead of a circle) in 1604, an idea Kepler initially

thought was too simple for earlier astronomers to have overlooked.

However, despite the clear benefits of data sharing, participant privacy protection
must come first. One way to safeguard privacy is through anonymisation, but it must
be done correctly. There are many documented cases in “big data” (large, routinely

collected datasets) where individuals have been successfully re-identified from
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released anonymised datasets (El Emam, Buckeridge et al. 2011, El Emam, Jonker et al. 2011,

Sweeney 2013, Sweeney, Abu et al. 2013). These big data datasets are massive compared

to clinical trials datasets. Therefore, we can infer that the re-identification risk for the
former should be smaller than for the latter. This suggests that the threat of re-
identification of anonymised individual patient data (IPD) from clinical trials, despite
the lack of known cases, is a potential reality, particularly as traditional data sources

(such as electoral rolls) and innovative ones (like social media) continue to evolve.

Not sharing data is no longer an option if we want to continue research, as funders

(Cancer Research UK , National Institute for Health and Care Research (NIHR) 2019, Medical

Research Council (MRC) 2023, National Institutes of Health (NIH) 2023) and publishers(Loder,

Macdonald et al. 2024) (International Committee of Medical Journal Editors (ICMJE) 2024) are

increasingly requesting the sharing of the data that back up the results from clinical
trials. Hence, it is necessary to investigate ways to enhance the level of privacy
protection provided to participants of clinical trials when anonymising datasets for

sharing with the broader research community.
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Chapter 2 Introduction

This chapter provides an overview of the context for this research.

2.1 Overview of Clinical trials

Clinical trials are fundamental to the advancement of medical science and the
development of new treatments, medications, and medical procedures. They
represent a systematic approach to evaluating the safety and efficacy of
interventions in human subjects, aiming to provide reliable evidence for medical
decision-making.

Understanding the definition and historical evolution of clinical trials provides insight

into their significance and the rigorous processes involved.

2.1.1 History

The history of clinical trials dates back centuries, evolving from rudimentary
observations to the rigorous scientific methodologies employed today. Early trials
lacked standardised protocols and ethical considerations, often resulting in unreliable
outcomes(Bhatt 2010).

The first recorded controlled clinical trial in modern time was done by the Scottish
physician James Lind in 1747 (Bhatt 2010). Lind conducted a trial to test treatments for
scurvy among sailors, providing different groups with various supplements including
citrus fruits. This study demonstrated the effectiveness of citrus fruits in preventing
scurvy, laying the foundation for controlled clinical experimentation.

The 20th century saw advancements in the conduct of clinical trials, spurred by
events like World War Il, the development of the randomised controlled trial (RCT)

(Bothwell, Greene et al. 2016) and tragedies such as the Tuskegee Syphilis Study (Cingi

and Bayar Muluk 2016) and the thalidomide disaster (Bothwell, Greene et al. 2016). These
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events were pivotal in the development of ethical frameworks such as the

Nuremberg Code(U.S. Government Printing Office 1949), the Belmont report(Biomedical and

Research 1978) and the Declaration of Helsinki(World Medical Association 2013) to guide

human experimentation, protect trial participants, and continue to shape current
clinical trial practices. Modern clinical trial regulation, overseen by agencies like US
Food and Drug Administration (FDA), the European Medicines Agency (EMA), the
UK Medicines and Healthcare products Regulatory Agency (MHRA) and the
Pharmaceuticals and Medical Devices Agency (PMDA) in Japan, emphasises
methodological rigor, ethical oversight. and participant safety. Recent years have
witnessed innovations in trial design, reporting and technology, aiming to enhance
efficiency and data collection. Examples include the development of “patient reported
outcome measures” (Black 2013) and the increasing use of cluster randomised trials

(Moberg and Kramer 2015), to name just a few.

The history of clinical trials reflects a journey of evolving methodologies and ethical
standards in medical research, from that first clinical trial conducted by Lind to fast-

forward 275+ years, where clinical trials remain integral to medical advancements.

2.1.2 What are clinical trials
A clinical trial is a type of research study designed to evaluate the safety and efficacy
of medical treatments, interventions, devices or procedures in humans (National

Institute for Health and Care Research (NIHR) 2019). They “may involve patients, healthy

people, or both” (NHS). These trials aim to gather scientific data to determine whether
a new drug, therapy, medical device, or treatment approach is safe and effective for
use in the general population; they could also aim to repurpose existing safe
treatments. Typically, they compare the effect of a novel treatment against an

existing treatment (called the control) or a placebo treatment (when no existing
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treatment is available). Not every clinical trial will yield new and improved treatments.
Some may find that the treatment under examination is ineffective or has side effects
that are more severe than those of existing treatments. However, these data remain

valuable for researchers, doctors, and ultimately, participants. (Cancer Research UK

2022)

Clinical trials typically follow a structured protocol or plan that outlines the objectives,
methodology, participant eligibility criteria, treatment procedures, and outcome
measures. They adhere to stringent regulatory oversight and strict ethical and
scientific standards to protect the rights and welfare of participants, ensure research
integrity, and uphold public trust. This includes obtaining informed consent from
participants, ensuring confidentiality, and oversight by Institutional Review Boards
(IRBs) or Ethics Committees. An aspect of particular importance is the use of
randomised controlled trials (RCTs), a specific type of clinical trial where participants
are randomly assigned to different treatment groups. This random allocation helps
eliminate bias in the results, ensuring that any observed differences in the studied

outcome are due to the treatment itself (MRC Clinical Trials Unit - UCL 2024).

2.1.3 Importance

Randomised controlled trials (RCTs) are crucial for advancing medical knowledge,
improving patient care, and developing new treatments, ultimately, saving lives by
identifying safe and effective treatments for various diseases and conditions (Fujimoto
2023). Due to their rigor, RCTs have proven to be the gold standard in medical
research. This has positioned them at the top of the evidence-based medicine

pyramid (Murad, Asi et al. 2016) (Figure 2-1).

Aryelly Rodriguez Page 9 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 2

Figure 2-1 The new evidence-based medicine pyramid.

Image source: Murad et al. 2016 (Murad, Asi et al. 2016)
Permission given to reproduce this content under license 5854800557780

Additionally, the global clinical trials market was valued at USD 48.68 billion in 2022
and is predicted to reach USD 83.55 billion by the year 2032 (Precedence Research Pvt

Ltd 2024). Similarly, the number of trials, according to the World Health Organization

(WHO) clinical trial registry, has been steadily increasing. By the end of 2022, it
comprised a total of 577,531 studies, with 42,441 new studies added in 2022 alone

(Figure 2-2).
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The largest share of the clinical trials market is in the North America region at 51.7%,
followed by Europe and the Asia Pacific regions with 26.5% and 18.3%, respectively.

(Precedence Research Pvt Ltd 2024). Various factors are driving the expansion of the

global clinical trials market, including the rising prevalence of chronic disorders, the
increasing number of clinical trials in developing regions, the growing availability of
biologics, the heightened demand for advanced treatments like personalised
medicines, the occurrence of viral disease outbreaks, the surge in global cancer
cases, the aging population, and the escalating expenditure on research and

development. (Precedence Research Pvt Ltd 2024).

2.1.4 Phases of Clinical Trials

Clinical trials for medicinal products are conducted in phases, starting from initial
testing in a small group of people (phases I-1l) and progressing to larger scale studies
to assess the effectiveness and safety of the intervention (phases IlI-IV) (Evans 2010).
Each phase serves a specific purpose (Figure 2-3):

e Phase 1 trials involve a small number of healthy volunteers and in certain
instances patients (e.g., cancer phase | trials) and focus primarily on
assessing the safety, dosage, and potential side effects of the intervention.

e Phase 2 trials enrol a larger group of participants, often patients with the
targeted disease or condition, to further evaluate safety and begin assessing
efficacy.

e Phase 3 trials involve a larger and more diverse population of patients and are
designed to provide more comprehensive data on safety and efficacy. These
trials compare the new treatment with existing standard treatments or a
placebo (inactive substance) to determine its effectiveness and potential

benefits.
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e Phase 4 trials, also known as post-marketing surveillance trials, phase 4 trials
occur after a treatment has been approved for use by regulatory agencies.
They continue to monitor the treatment's safety and effectiveness in a real-
world setting and may identify rare side effects or long-term effects that were

not evident in earlier phases.

How do clinical trials progress?

: Preclinical : Phase1 : Phase 2 : Phase 3 : Phase 4
: : Firstin human, @ Dosingleveland : Efficacy : Post market

safety/toxicity : early efficacy : : surveillance

& @ iiie diieee B
* several years--y: months------- > : months to gears-—); years to decades—>§ ongoing-=-
it

Stages of Clinical Trials ‘.‘
APPROVAL

Figure 2-3 Phases of clinical trials
Image source: © State of New South Wales (Cancer Institute NSW). For current
information go to www.cancer.nsw.gov.au
(Cancer Institute New South Wales (NSW) 2022)
Permission given by the author to reproduce this content

Typically, a new treatment must undergo several phase 3 clinical trials before
researcher and regulators are confident enough to adopt it as the new standard
treatment. While a positive trial outcome may occur by chance or due to a poorly
designed trial, the likelihood diminishes when multiple trials produce consistent
results. (Cancer Research UK 2022). It is important to note that some clinical trials do not
follow the defined phases described, such as trials involving behavioural
interventions or medical devices; these are classified as phase "not applicable" (Dal-

Ré, Banzi et al. 2023).
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2.1.5 How are trials executed?

The lifecycle of a clinical trial encompasses the entire process from study conception
to completion and beyond. This includes, for example, protocol development,
participant recruitment, data collection and analysis, regulatory submissions, and
dissemination of results. Each stage of the lifecycle requires meticulous planning,
execution, and monitoring to ensure scientific integrity, participant safety, and

regulatory compliance (Figure 2-4).

Figure 2-4 Lifecycle of a clinical trial
Image source: Adapted from Bagley et al. 2016 (Bagley, Short et al. 2016), with

information from “Fundamentals of clinical trial design” by Evans 2010 (Evans 2010)
This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/)
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Clinical trials begin as an idea and conclude with results, yielding deliverables such

as clinical study reports (CSRs), publications and data. These deliverables could

subsequently be used for regulatory approval, the development or updating of

clinical practice guidelines, the updating of drug uses and their side effects, and to

inform healthcare decision-making, just to name a few.

2.1.6  Who Executes Clinical trials

Clinical trials are typically conducted by a variety of entities including (but not limited

to):

Pharmaceutical companies and biotech firms: These organisations often
initiate and sponsor clinical trials to test the safety and efficacy of new drugs,
therapies, or medical devices.

Academic institutions: Universities and medical schools often conduct clinical
trials, sometimes in collaboration with pharmaceutical companies, government
agencies, non-profit organisations, hospitals and medical centres. These trials
may be led by researchers or clinicians with expertise in the relevant field.
Government agencies: Government agencies such as the National Institutes
of Health (NIH) in the United States, the European Medicines Agency (EMA)
in Europe, the National Institute for Health Research (NIHR) in the UK or
similar organisations in other countries may fund and conduct clinical trials,
particularly for investigating public health concerns or evaluating treatments
for rare diseases.

Contract research organisations (CROs): These are independent
organisations hired by pharmaceutical companies or other sponsors to
manage various aspects of clinical trials, including protocol design, participant

recruitment, data management, and regulatory compliance.
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Hospitals and medical centres: Clinical trials are often conducted within
hospitals and medical centres, where clinicians and researchers have direct
access to patients and resources for conducting studies.

Patient advocacy groups: Sometimes, patient advocacy groups initiate or
sponsor clinical trials to address specific medical conditions or to evaluate
treatments from a patient perspective.

Non-profit organisations: Non-profit organisations may conduct clinical trials
as part of their mission to improve healthcare outcomes or to address specific

medical needs in underserved populations.

Clinical trials involve collaboration among various stakeholders, including healthcare

professionals, researchers, regulatory authorities, and participants, to ensure the

ethical conduct and scientific validity of the studies. Occasionally, these groups

formalise their collaboration by establishing clinical trial units (CTUs).

2.1.7 What are clinical trial units?

Clinical trial units (CTUs) are specialised organisations dedicated to conducting

clinical trials. These units are often found within academic medical centres, hospitals,

research institutions, or private organisations and are staffed by multidisciplinary

teams of researchers, clinicians, coordinators, and support staff.

Key features of clinical trial units include:

Trial Management: CTUs oversee the planning, implementation, and
coordination of clinical trials from inception to completion. They develop
protocols, recruit participants, manage study logistics, and ensure compliance
with regulatory requirements and ethical standards.

Clinical Expertise: CTUs often have access to a diverse range of clinical

expertise, including physicians, nurses, pharmacists, and other healthcare
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professionals. This expertise ensures that clinical trials are conducted safely
and effectively, with appropriate medical oversight and patient care.

e Methodology Expertise: CTUs also have experts in clinical trial methodology,
such as statisticians and health economists, who play crucial roles in the
design, analysis, and interpretation of data. Their contributions ensure that
study results are scientifically valid and ethically sound. Both statisticians and
health economists are integral to ensuring that clinical trials not only produce
scientifically rigorous results but also provide practical insights into the value
and impact of new medical interventions on both patients and healthcare
systems.

e Research Infrastructure: CTUs provide access research infrastructure and
facilities necessary for conducting clinical trials. This may include clinical
research units, laboratory facilities, imaging centres, and data management
systems to support data collection, analysis, and storage.

e Quality Assurance: CTUs prioritise quality assurance and adhere to Good
Clinical Practice (GCP) guidelines and other regulatory standards to ensure
the integrity, reliability, and ethical conduct of clinical trials. They may
implement quality control measures, conduct site monitoring visits, and
participate in audit and accreditation processes.

e Training and Education: CTUs often offer training and educational programs
for research staff, investigators, and study participants to enhance knowledge
and skills in clinical research methods, regulatory compliance, and ethical
principles.

e Collaboration and Networking: CTUs collaborate with sponsors, industry
partners, regulatory agencies, and other research institutions to facilitate the

design, conduct, and dissemination of clinical trials. They may participate in
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multicentre studies, consortia, and collaborative research networks to

leverage resources and expertise.
CTUs play a critical role in advancing medical research and translating scientific
discoveries into clinical practice. By providing infrastructure, expertise, and support
for clinical trials, CTUs contribute to the development of new treatments, therapies,
and interventions that improve patient care and outcomes.
In the UK, CTUs and the UK Clinical Research Collaboration (UKCRC) (UKCRC 2024)
have a synergistic relationship aimed at enhancing the quality and efficiency of
clinical research in the UK. The UKCRC accredits CTUs that meet rigorous
standards of clinical trial management and conduct. This accreditation process
ensures that CTUs have the necessary expertise, resources, and infrastructure to
design, conduct, and analyse high-quality clinical trials. By fostering a network of
accredited CTUs, the UKCRC promotes best practices, collaboration, and the
sharing of knowledge and resources among units, thereby supporting the overall

goals of improving clinical research and patient outcomes(UKCRC 2024).

2.2 Regulation of Clinical trials

2.2.1 The International Council for Harmonisation of Technical Requirements for
Pharmaceuticals for Human Use (ICH)

The International Council for Harmonisation of Technical Requirements for

Pharmaceuticals for Human Use (ICH) is a global organisation that brings together

regulatory authorities and pharmaceutical industry representatives from around the

world to develop and promote harmonised guidelines for the pharmaceutical

industry. The ICH was established in 1990 as a joint initiative between regulatory

authorities and industry associations from Europe (which included the UK), Japan,
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and the United States. Since then, it has expanded to include regulatory agencies

and industry groups from other regions, such as UK, Canada and Switzerland. The

primary goal of the ICH is to facilitate the development and registration of safe,

effective, and high-quality pharmaceutical products while reducing duplication of

efforts and unnecessary regulatory barriers. (The International Council for Harmonisation of

Technical Requirements for Pharmaceuticals for Human Use (ICH) 2024) The key objectives of

the ICH are:

Harmonisation of Regulatory Requirements: The ICH develops guidelines and
standards that aim to harmonise regulatory requirements for the development,
registration, and post-approval oversight of pharmaceutical products.
Harmonisation helps streamline the regulatory process, reduce delays in drug
approvals, and facilitate global drug development and marketing.

Guideline Development: The ICH develops guidelines covering wider aspects
of pharmaceutical development, including quality, safety, efficacy, and
multidisciplinary topics. These guidelines are developed through a consensus-
driven process involving regulatory authorities and industry experts from
member countries. Some of the notable guidelines developed by the ICH
cover topics such as Good Clinical Practice (GCP), Good Manufacturing
Practice (GMP), pharmacovigilance, clinical safety evaluation, and quality risk
management, among others.

Implementation Support: The ICH provides support and guidance to
regulatory authorities and industry stakeholders to facilitate the
implementation of its guidelines. This includes training programs, workshops,
and other educational initiatives aimed at promoting understanding and

adoption of ICH standards.
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e Periodic Review and Revision: The ICH periodically reviews and updates its
guidelines to ensure they remain current and reflect advancements in science,
technology, and regulatory practices. This iterative process helps maintain the

relevance and effectiveness of ICH standards over time.

The ICH plays a critical role in promoting global regulatory harmonisation and
facilitating the development and registration of pharmaceutical products worldwide,
ultimately benefiting participants by ensuring access to safe, effective, and high-

quality medicines.

2.2.2 1CH guidelines for clinical trials

The core guidelines for clinical trials are outlined in ICH E8 (R1) (The International

Council for Harmonisation of Technical Requirements for Pharmaceuticals for Human Use (ICH)

2021) and ICH E6 (R2) (The International Council for Harmonisation of Technical Requirements

for Pharmaceuticals for Human Use (ICH) 2016). ICH E8 (R1) provides comprehensive

principles guiding the design, conduct, recording, and reporting of clinical trials,
emphasising ethical considerations, scientific integrity, and regulatory compliance
across all phases of clinical development. This guideline covers various aspects of
trial design, including protocol development, the selection of study populations,
endpoints, and statistical considerations. Serving as a foundational document, ICH
E8 (R1) assists sponsors, investigators, and regulatory authorities in conducting and

evaluating clinical trials effectively.

Meanwhile, ICH E6 (R2), also known as "Good Clinical Practice: Consolidated
Guideline" or ICH GCP, establishes unified standards for the design, conduct,
monitoring, auditing, recording, analysis, and reporting of clinical trials involving

human subjects. Its primary focus is ensuring the protection of trial participants'
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rights, safety, and well-being, as well as maintaining the credibility and accuracy of

the generated data. ICH E6 (R2) plays a pivotal role in upholding the quality and

integrity of clinical trial data by outlining the 13 key principles for the conduct of

clinical trials (Table 2-1).

1 | Ethics “Clinical trials should be conducted in accordance with the
ethical principles that have their origin in the Declaration of
Helsinki, and that are consistent with GCP and the
applicable regulatory requirement(s).”

2 | Trial risk vs “Before a trial is initiated, foreseeable risks and

trial benefit inconveniences should be weighed against the anticipated
benefit for the individual trial subject and society. A trial
should be initiated and continued only if the anticipated
benefits justify the risks.”

3 | Trial “The rights, safety, and well-being of the trial subjects are the

participants most important considerations and should prevail over
interests of science and society.”

4 | Information on | “The available non-clinical and clinical information on an

the Medicinal Investigational Product should be adequate to support the
proposed clinical trial.”
Product

5 | Good quality “Clinical trials should be scientifically sound, and described

trials in a clear, detailed protocol.”

6 | Compliance “A trial should be conducted in compliance with the protocol

with the study that has received prior institutional review board
(IRB)/independent ethics committee (IEC)
protocol approval/favourable opinion.”
7 | Medical “The medical care given to, and medical decisions made on
decisions behalf of, subjects should always be the responsibility of a
qualified physician or, when appropriate, of a qualified
dentist.”

8 | Trial staff “Each individual involved in conducting a trial should be
qualified by education, training, and experience to perform
his or her respective task(s).”

9 | Informed “Freely given informed consent should be obtained from

consent every subject prior to clinical trial participation.”

10 | Clinical trial “All clinical trial information should be recorded, handled, and

data stored in a way that allows its accurate reporting,
interpretation and verification. ADDENDUM: This principle
applies to all records referenced in this guideline,
irrespective of the type of media used.”

Aryelly Rodriguez

Page 21 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 2

11 | Confidentiality | “The confidentiality of records that could identify subjects
should be protected, respecting the privacy and
confidentiality rules in accordance with the applicable
regulatory requirement(s).”

12 | Good “Investigational products should be manufactured, handled,
and stored in accordance with applicable good
manufacturing practice (GMP). They should be used in
accordance with the approved protocol.”

13 | Quality “Systems with procedures that assure the quality of every
aspect of the trial should be implemented. ADDENDUM:
Aspects of the trial that are essential to ensure human
subject protection and reliability of trial results should be the
focus of such systems.”

Table 2-1 The 13 principles of ICH GCP
Data Source: ICH (The International Council for Harmonisation of Technical Requirements for
Pharmaceuticals for Human Use (ICH) 2016)

Manufacturing

Practice

assurance

These principles ultimately facilitate the development and registration of safe and
effective pharmaceutical products, interventions, medical devices and therapies.
Moreover, numerous other ICH guidelines complement E8 and EB, synergistically

supporting the effective execution of clinical trials, as depicted in Figure 2-5
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Figure 2-5 ICH Guidelines connected by E8 and E6

Image source: Whitehead et al. 2024 (Whitehead, Suprin et al. 2024)

This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/)
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ICH E9 Statistical Principles for Clinical Trials deserves special mention because it
provides internationally recognised guidelines on the statistical methodology
necessary to ensure the validity and reliability of clinical trial results. These principles
help in designing, conducting, analysing, and reporting clinical trials, guaranteeing
that the data collected is robust and the conclusions drawn are scientifically sound.
Adhering to ICH E9 helps in maintaining the integrity of the research and ensures
that the findings are credible and can be used to make informed decisions in clinical

practice and policy.

2.2.3 Implementation of ICH

Regulatory agencies in different countries or regions, such as the US Food and Drug
Administration (FDA), the European Medicines Agency (EMA), the UK Medicines
and Healthcare products Regulatory Agency (MHRA) and the Pharmaceuticals and
Medical Devices Agency (PMDA) in Japan (Brody 2016), just to mention few, are
responsible for overseeing the implementation of ICH guidelines within their
respective jurisdictions. They may adopt, adapt, or harmonise ICH guidelines into
their regulatory frameworks to ensure the safety, efficacy, and quality of
pharmaceutical products. But in general, the implementation of ICH guidelines
typically involves multiple stakeholders and is a collaborative effort involving
regulatory authorities, pharmaceutical industry, healthcare professionals, and other
relevant entities to ensure the safety, efficacy, and quality of pharmaceutical

products and clinical research.
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2.3 Clinical trial data transparency

Clinical trial data transparency refers to the practice of making clinical trial data and
results accessible to various stakeholders, including researchers, healthcare
professionals, regulatory agencies, and the public. It involves sharing detailed
information about the design, conduct, findings, and outcomes of clinical trials in a
timely and comprehensive manner. (Bruckner 2017)

The principles outlined in ICH E6(R2) currently support the goals of clinical data
transparency by emphasising the importance of data integrity, reliability, and
accuracy. Adhering to ICH E6(R2) guidelines helps ensure that clinical trial data is of
high quality and can be effectively communicated to stakeholders. However, ICH
E6(R2) does not explicitly recommend clinical trial data transparency, and as a
result, commitments to transparency vary widely. For example, commercial
sensitivity of data can limit willingness to share data due to concerns about
protecting proprietary information, maintaining competitive advantage, and
safeguarding intellectual property rights. This could particularly impact
pharmaceutical companies and other industry sponsors who invest significant
resources in research and development and may view their results and data as

confidential assets (Ross, Tse et al. 2012, Hartung, Zarin et al. 2014, Goldacre, Lane et al. 2017,

Rowhani-Farid, Grewal et al. 2023).

The explanatory note of ICH E6(R2) (The International Council for Harmonisation of

Technical Requirements for Pharmaceuticals for Human Use (ICH) 2021) (and its next version,

ICH E6(R3) currently under public consultation (The International Council for

Harmonisation of Technical Requirements for Pharmaceuticals for Human Use (ICH) 2023)) are

covering this gap, by addressing the transparency of clinical trials with the statement
“The transparency of clinical trials in drug development includes registration on

publicly accessible and recognised databases, and the public posting of clinical trial
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results” (The International Council for Harmonisation of Technical Requirements for

Pharmaceuticals for Human Use (ICH) 2021) (The International Council for Harmonisation of

Technical Requirements for Pharmaceuticals for Human Use (ICH) 2023). It is important to note
that while ICH EG6 focus is on generating reliable results, data sharing is still not

explicitly included in the aforementioned statement.

2.3.1 Key aspects of clinical trial data transparency

Clinical trial researchers have generated various guidelines to foster data
transparency. For instance, Goldacre et al. 2017 (Goldacre, Lane et al. 2017) proposed
that the following information about a clinical trials should be shared: registration,
methods and summary results, clinical study reports (CSRs) and individual
participant data (IPD), this is also echoed on the report by Bruckner 2017 (Bruckner
2017), who recommended five fundamental items (Figure 2-6) for clinical trial

transparency to be required by policy makers.

CLINICAL TRIAL TRANSPARENCY

TRIAL SUMMARY FULL TRIAL ACADEMIC INDIVIDUAL
REGISTRATION RESULTS REPORTS PUBLICATION PARTICIPANT
POSTING DATA SHARING
Ali clinical trials Headline results Detalled trial Trial results are Trial data Is
are registered are made public findings are published affectively and
before they start. within 12 proactively vigilantly shared.
months. disclosed.

Figure 2-6 The five pillars of clinical trial transparency
Image source: Bruckner 2017 (Bruckner 2017)

This image is openly licensed via CC BY 3.0. (https://creativecommons.org/licenses/by/3.0/)
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2.3.1.1 Registration of trials

Clinical trial registration is the process of publicly documenting the details of a clinical
trial before enrolling participants. It involves submitting comprehensive information
about the trial to a publicly accessible registry. Clinical trial registration serves
several important objectives. Firstly, it promotes transparency by making information
about clinical trials publicly available, allowing stakeholders such as researchers,
healthcare providers, participants, and policymakers to access essential details
about ongoing and completed trials, such as the trial's purpose, design, eligibility
criteria, and contact details. Secondly, registration helps prevent duplication of
research efforts by enabling researchers to identify ongoing trials and assess
whether similar studies are already underway. Thirdly, registration enhances ethical
standards in clinical research by ensuring that study protocols are publicly
documented before enrolling participants, thereby reducing the risk of selective
reporting and outcome bias. Fourthly, registered trials contribute to the availability of
comprehensive data for systematic reviews and meta-analyses, enabling
researchers to synthesise evidence and draw more robust conclusions about the
effectiveness and safety of interventions. Finally, registration fosters public trust and
confidence in the research enterprise by demonstrating a commitment to

transparency and accountability in clinical research practices.

While ICH E6 doesn't specifically mandate trial registration, it emphasises principles
such as transparency, data integrity, and compliance with regulatory requirements,
which align with the objectives of trial registration. In many countries, regulatory
authorities or professional organisations mandate clinical trial registration as a
requirement for conducting research involving human participants and as part of their
oversight process to ensure that clinical trials are conducted ethically and

transparently. Electronic registries such as the WHO International Clinical Trials
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Registry Platform (ICTRP) (World health Organization (WHO)), the US National Library of

Medicines ClinicalTrials.gov (NIH U.S. National Library of Medicine 2024) and BioMed

Central International Standard Randomised Controlled Trial Number (ISRCTN)

(BioMed Central Ltd) registry serve as central repositories for registered clinical trials,

facilitating global access to trial information.

Key components of clinical trial registration typically include:

e Trial Protocol: Detailed description of the study objectives, design,
methodology, and planned analyses.

e Participant Eligibility Criteria: Criteria defining who can participate in the trial,
such as age, gender, medical condition, and other relevant factors.

¢ Interventions: Description of the experimental treatments or interventions
being tested, including dosage, duration, and mode of administration.

e Comparators: A description of the standard treatment/intervention or
placebo/sham (when no standard exists) used for comparison.

e Outcome Measures: Specification of the primary and secondary outcomes
that will be evaluated to assess the effectiveness and safety of the
interventions.

e Study Locations: Information about the sites where the trial will be conducted,
including contact details for principal investigators and study coordinators.

e Funding and Sponsorship: Disclosure of sources of funding and the

organisation or entity responsible for overseeing the trial.

2.3.1.2 Dissemination of Results
After the completion of a clinical trial, researchers are expected to publish the trial's

results, which includes, academic publications, full trial reports (such as clinical study
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reports (CSRs)) and summary results. Publication ensures that the findings of the
trial are disseminated and are available for scrutiny, validation, and incorporation into
medical knowledge and practice. Also, there is recognition of the importance of
involving patients and the public in clinical trial data transparency efforts. Providing
accessible and understandable information about clinical trials and their results
empowers patients to make informed decisions about their healthcare and enhances

public trust in the research enterprise (Palmer 2024).

2.3.1.3 Individual participant data (IPD)

In addition to publishing results, there is a growing emphasis on sharing individual
participant data (IPD) for further analysis and secondary research (i.e., research not
included in the original proposal for data collection). Data sharing promotes
transparency, reproducibility, and collaboration in scientific research, allowing
independent validation of findings and maximising the utility of collected data.
Existing clinical trials research data could be used to expand medical and scientific
knowledge, thereby improving ‘patient outcomes’ and ‘public trust in regulatory

agencies and medicines’ (Modi, Kichenadasse et al. 2023) (Figure 2-7).
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Potential impacts of data sharing

== e
l;l = =)

Participant-level data Clinical study report Protocol and statistical Sharing results with trial Publishing clinical trial Public data sharing
sharing sharing analysis plans sharing participants results policies
= Novel secondary « Supports meta- « Cross-referencing + Informing trial « Novel secondary = Community
analysis analysis of analyses participants analysis reference document
«» Informs design of » Supplements « Novel secondary = Supports public trust for transparency
future clinical trials clinical care analysis and clinical care commitments

Public trust in regulatory agencies and medicines Improved patient outcomes

Figure 2-7 Potential impacts of data sharing

Image source: Modi et al. 2023 (Modi, Kichenadasse et al. 2023)

This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/)
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Similar to registration processes, funders, professional organisations, and regulatory
agencies have been establishing guidelines and policies to promote transparency
regarding the dissemination of results and the sharing of Individual Participant Data

(IPD) (zemta-Pacud and Lenarczyk 2023) (Kaplan, Koong et al. 2023) (Gamertsfelder, Figueroa et al.

2023) (califf 2023). In many cases, regulatory agencies may require sponsors to submit

detailed study protocols, summary results, and individual participant-level data for
regulatory review and approval. Additionally, sponsors and regulatory agencies often
aim to facilitate sharing with a broader audience, though this remains a developing
area. Before delving into the topic of requests for sharing of clinical trials results and
IPDs, it is important to note that harmonising the data is desirable to maximise the

objective of achieving clinical trial data transparency (Mann, Pedersen et al. 2023).

2.3.2 Harmonisation of clinical trial data

The harmonisation of clinical trial data refers to the process of standardising and
aligning data collection, management, and reporting practices across different
clinical trials. This effort aims to increase transparency in clinical research by making
trial data more consistent, comparable, and accessible. Currently, it is led by the

Clinical Data Interchange Standards Consortium (CDISC) (Clinical Data Interchange

Standards Consortium), a global non-profit organisation that develops and maintains

data standards for clinical research.

Founded in 1997, CDISC aims to develop global, platform-independent data
standards that ensure the interoperability of clinical research data and streamline
regulatory review processes. By standardising the collection, exchange, and
submission of clinical trial data, CDISC improves efficiency, quality, and collaboration

across the clinical research process. Their standards cover various aspects of
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clinical research, including study design, data capture, terminology, data
management and analysis, ensuring consistent data reporting regardless of the
technology used. This facilitates seamless data exchange and collaboration among
all stakeholders involved in clinical research, reduces errors, inconsistencies, and
redundancies, and enhances the reliability and robustness of clinical trial findings,

ultimately accelerating drug development.

Key standards developed and maintained by CDISC include:

e Study Data Tabulation Model (SDTM) (Clinical Data Interchange Standards

Consortium): A standard format for organising and presenting clinical trial data
in a tabular format for submission to regulatory agencies.

¢ Analysis Data Model (ADaM) (Clinical Data Interchange Standards Consortium): A

standard format for analysing and reporting clinical trial data, enabling
consistent data analysis and interpretation.

e Controlled Terminology (Clinical Data Interchange Standards Consortium): A

standardised set of terms and definitions used to describe clinical trial data

elements and concepts.

CDISC standards are widely recognised and endorsed by regulatory agencies
worldwide, including the US Food and Drug Administration (FDA), the European
Medicines Agency (EMA), the UK Medicines and Healthcare products Regulatory
Agency (MHRA), and the Pharmaceuticals and Medical Devices Agency (PMDA) in
Japan, who often require compliance with these standards for the submission of
regulatory applications and marketing authorisation of new drugs and medical

devices.

CDISC plays a vital role in promoting data standardisation and interoperability in

clinical research, contributing to greater efficiency, transparency, and reliability in the
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development and evaluation of new medical treatments. Specifically, by adhering to
CDISC standards, researchers and organisations can enhance transparency in
clinical trial data, ensuring that it is collected, stored, and reported consistently and in

a format that facilitates sharing and analysis.

2.3.3 Request for the sharing of results and IPD

Humans are currently enjoying a time where information is at their fingertips, and its
value can be maximised due to the great advancements in computational power, the
internet, and the burgeoning field of Artificial Intelligence. Combined with the
increasing demand for data transparency, this has created optimal conditions for
data sharing. Therefore, regulators have taken steps to foster the sharing of results
and Individual Participant Data (IPD) from clinical trials.

For example, the EMA released the “European Medicines Agency Policy on
Publication of Clinical Data for Medicinal Products for Human Use - POLICY/0070”

(European Medicines Agency (EMA) 2019) to provide a legal basis for the release of results.

It is divided into two phases: the first phase concentrates on the publication of
Clinical Study Reports (CSRs), while the second phase focuses on reviewing several
aspects to implement the sharing of Individual Participant Data (IPD).

Similarly, the FDA uses 42 CFR Part 11, “Clinical Trials Registration and Results

Information Submission” (National Institute of Health (NIH) - Department of Health and Human

Services (HHS) 2016) to monitor and enforce the registration and publication of summary

results. However, compliance with the rule is low (Anderson, Chiswell et al. 2015).

Regarding the sharing of IPDs, 42 CFR Part 11 only provides guidance and
recommendations without legally enforceable responsibilities. Both Policy 0070 and
42 CFR Part 11 are still facing barriers for widespread implementation (zemta-Pacud

and Lenarczyk 2023) (Ferran and Nevitt 2019) (HMA Permanent Secretariat 2021) (Chaturvedi,
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Mehrotra et al. 2019) (Dal-Ré and Mahillo-Fernandez 2023) (Goldacre, DeVito et al. 2018)

(Pisternick-Ruf, Marquart et al. 2018) (Holtedahl 2020) (Hanson 2018) (Vorland, Brown et al. 2024)

Meanwhile, The MHRA published the results of a consultation on legislative

proposals for clinical trials (Medicines and Healthcare products Regulatory Agency (MHRA)

2023) in 2023. In this report, the MHRA proposed addressing data transparency by
including requirements such as the “Requirement to register a trial”, the
“‘Requirement to publish a summary of results within 12 months of the end of the trial
unless a deferral has been agreed” and the “Requirement to share trial findings with
participants in a suitable format” through the drafting of new legislation. However,

Law et al. (Law, Couturier et al. 2023) observed that the topic of sharing Individual

Participant Data (IPD) was omitted. Therefore, there are gaps in transparency
guidance from regulators regarding data sharing; as a result, it is important to stay
up to date with their rapidly evolving requirements and recommendations (PHUSE

2020). (Eichler and Rasi 2020)

In the same way, there has also been an increase in the number of requirements
from funders and publishers, for clinical researchers to share their research data with
others, within the existing legal framework, once the primary analysis has been
completed. For example, new grant applications with funding from Cancer Research

UK(Cancer Research UK) and the Medical Research Council(Medical Research Council (MRC)

2023) must contain a concrete data-sharing plan. The funding bodies(Digital Curation
Centre) have also released guidance to create data sharing plans and how to
estimate the cost related with data sharing activities and, at the start of 2018, the
Medical Research Council, along with the Wellcome Trust, Cancer Research UK,
and the Bill and Melinda Gates Foundation, announced their commitment to covering
all expenses associated with sharing academic clinical trial data through the Clinical

Study Data Request (CSDR) website(Digital Curation Centre)

Aryelly Rodriguez Page 34 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 2

Regarding publishers, the International Committee of Medical Journal Editors
(ICMJE) most recent release of “Recommendations for the Conduct, Reporting,

Editing, and Publication of Scholarly Work in Medical Journals” (International Committee

of Medical Journal Editors (ICMJE) 2024) outlines the following requirements related to

clinical trial data transparency: First, all clinical trials must be prospectively registered
in a publicly accessible registry before enrolment of the first participant. This helps
prevent selective reporting and ensures that all trials, regardless of outcome, are
documented. Secondly, authors are encouraged to share their data to promote
transparency and reproducibility of research findings. This includes making raw data,
analysis scripts, and other relevant materials available upon request or through
public repositories. Lastly, authors are required to include a data sharing statement
in their manuscripts, indicating whether and how they will share data related to the
study. This statement helps readers understand the availability of data and facilitates
access for further analysis or replication.

Therefore, data-sharing activities in the area of clinical trials, which in the past were
considered a burdensome and bureaucratic exercise, diverting scientist from actual
research or, even worse, posing a threat to future work due to plagiarism, have
become critical and essential components for enabling new research and maximising

scientific endeavours.(Cancer Research UK)

However, in the vast majority of cases, clinical trials involve handling participants'
personal data throughout the entirety of their execution process, from the recruitment
of the first participant to all the way to archiving, and including the sharing of IPD for
secondary research purposes. Therefore, it is important to understand how clinical
trials participants’ personal data is subject to regulatory frameworks set by national

governments.
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2.4 Personal Data protection regulation

Personal data is any information that relates to an identified or identifiable individual.
This can include a wide range of identifiers, such as name, contact details,
identification numbers, online identifiers, and factors specific to the individual's
physical, physiological, genetic, mental, economic, cultural, or social identity(Finck and
Pallas 2020). Personal data is subject to data protection regulations, which aim to
safeguard individuals' privacy and ensure responsible handling and processing of

their information (Custers, Sears et al. 2019).

Personal data protection regulation refers to laws and regulations that govern the
collection, processing, storage, and sharing of personal data to ensure the privacy
and security of individuals' information. These regulations are designed to protect the
rights of individuals and establish guidelines for organisations that handle personal
data, including businesses, government agencies, CTUs and other entities.

While there isn't a single, global personal data protection guideline akin to the ICH
(International Council for Harmonisation of Technical Requirements for
Pharmaceuticals for Human Use) guidelines for clinical trials, there are several
regulations and frameworks that address personal data protection. Examples of
notable personal data protection regulations and frameworks include:

e General Data Protection Regulation (GDPR): Enforced by the European
Union (EU), GDPR sets out comprehensive requirements for the protection of
personal data of individuals within the EU and European Economic Area
(EEA). It applies to organisations worldwide that process the personal data of
EU/EEA residents.

e UK Data Protection Act 2018 (The National Archives 2018), which incorporates the

General Data Protection Regulation (GDPR) into UK law. The Data Protection

Act 2018 outlines the rules for processing personal data in the UK
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e Personal Information Protection Law (PIPL): Enacted by China, PIPL governs
the processing of personal information and imposes requirements on
organisations that collect, process, or transfer personal information of
individuals in China

e Asia-Pacific Economic Cooperation (APEC) Privacy Framework: APEC
developed a privacy framework that provides a set of principles and
implementation guidelines for protecting personal information in the Asia-
Pacific region.

e ISO/IEC 27701: This is an international standard for privacy information
management that provides guidance for organisations on protecting privacy
and complying with relevant data protection regulations, including GDPR.

In the United States, data protection regulations are primarily governed by a
combination of federal and state laws, as well as industry-specific regulations. Unlike
the European Union's comprehensive GDPR, the United States does not have a
single overarching data protection law at the federal level. Instead, data protection in
the US is regulated by a patchwork of laws that address specific aspects of data
privacy and security. For this research, the Health Insurance Portability and
Accountability Act (HIPAA) holds special importance as it regulates the use and
disclosure of protected health information (PHI) by healthcare providers, health
plans, and other covered entities, as well as their business associates.

While these frameworks may not be identical in scope and requirements, they share
common principles such as transparency, accountability, and individuals' rights to
control their personal data. Organisations operating globally or conducting
international clinical trials often need to navigate and comply with multiple regulations

to ensure the protection of personal data.
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Key principles and requirements commonly found in personal data protection
regulations encompass several fundamental aspects. Firstly, there is the principle of

lawfulness, fairness, and transparency (Information Commissioner's Office (ICO) 2023),

which mandates that personal data must be processed in a lawful, fair, and
transparent manner, with individuals duly informed about the collection, usage, and
sharing of their data. Additionally, the principle of purpose limitation (Information

Commissioner's Office (ICO) 2023) emphasises that personal data should only be

collected for specified, explicit, and legitimate purposes, without further processing

beyond these objectives. Moreover, data minimisation (Information Commissioner's Office

(ICO) 2023) underscores the importance of collecting and processing only the
minimum necessary personal data for the intended purpose. Ensuring accuracy

(Information Commissioner's Office (ICO) 2023) is also crucial, with personal data required

to be accurate and kept up to date, with corrections made promptly when necessary.

Furthermore, regulations stipulate storage limitation (Information Commissioner's Office

(ICO) 2023), indicating that personal data should only be retained for as long as
necessary for the purposes for which it was processed. Security (Information

Commissioner's Office (ICO) 2023) is paramount, with requirements for maintaining the

integrity and confidentiality of personal data, guarding against unauthorised
processing, and preventing loss, destruction, or damage. Lastly, accountability

(Information Commissioner's Office (ICO) 2023) is emphasised, with data controllers bearing

the responsibility of compliance with data protection regulations and being able to
demonstrate adherence to the principles and requirements outlined therein.

In addition to these general principles, personal data protection regulations often
include specific provisions related to consent, data subject rights (such as the right to
access, rectification, erasure, and portability of personal data), data breaches, cross-

border data transfers, and the appointment of data protection officers.
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These principles help define the 'Lawful basis' (Information Commissioner's Office (ICO)

2023), which are the legal grounds or justifications that organisations must have to
process and share personal data . These include:

e Consent: The individual has given clear consent for their personal data to be
processed for a specific purpose.

e Contract: Processing is necessary for the performance of a contract to which
the individual is a party, or for taking steps at the request of the individual prior
to entering into a contract.

e Legal obligation: Processing is necessary for compliance with a legal
obligation to which the data controller is subject.

e Vital interests: Processing is necessary to protect the vital interests of the
individual or another natural person.

e Public task: Processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested in the data
controller.

e Legitimate interests: Processing is necessary for the legitimate interests
pursued by the data controller or by a third party, except where such interests
are overridden by the interests or fundamental rights and freedoms of the data
subject requiring protection of personal data, particularly where the data
subject is a child.

A single basis is not inherently better or more important than any other.
Organisations must determine and document the most suitable lawful basis for their
operation. This determination should be clearly outlined in their privacy policy, where
organisations detail how they collect, use, share, and protect personal data. The
privacy policy also serves to inform individuals about their rights regarding their

personal information.
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2.41 Enforcement of data protection regulation.
The Information Commissioner’s Office (ICO) is the UK’s independent body
entrusted to uphold information rights in the public interest, promote openness by

public bodies and protect data privacy for individuals (Information Commissioner's Office

(Ic0)). At the supranational level, the European Data Protection Supervisor (EDPS) is
responsible, while each EU member state has its own national data protection
authority tasked with enforcing pertinent data protection laws and regulations. In the
US, the Department of Health & Human Services (HHS) is responsible for data
protection and privacy in the healthcare sector.

Compliance with personal data protection regulations is essential for organisations to
build trust with their customers, avoid legal liabilities, and mitigate the risks
associated with data breaches and privacy violations. Violations of these regulations
can result in significant fines, penalties, and reputational damage. Therefore,
organisations must implement robust data protection measures and adopt privacy-

by-design principles to ensure compliance with applicable regulations.

2.4.2 Privacy protection and CTUs

As handlers of personal data, CTUs are bound by their corresponding personal data
protection regulation and must prioritise the protection of their clinical trial
participants’ privacy. Privacy is a highly complex concept that often encompass
various sub-domains such as anonymity (i.e., the ability to hide one’s identity),
confidentiality (i.e., the ability to share information with a second party without the
information being publicly revealed), and solitude (i.e., the right to be left alone)

(Figure 2-8).
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Figure 2-8 Privacy domains
Image source: Original,
Note: Created using the information in Malin et al. 2013 (Malin, El Emam et al. 2013)

Even when a sub-domain is clearly defined, privacy can be very contextual and it is
tailored to the circumstances and expectations of individuals. For example, patients’
expectations of privacy change when they share information with their doctors
versus random people on the street. This expectation could be further modified if the
information shared is sensitive or embarrassing. Furthermore, we also need to add a
layer that determines what is deemed sensitive from person to person as it can

vary(Malin, El Emam et al. 2013). Clinical Trials Units (CTUs) have to deal with all the

sub-domains of privacy in their day-to-day operations.

Typically, all data collected in a clinical trial will fall within one of the following four

categories in Table 2-2:

Aryelly Rodriguez Page 41 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 2
id Type of Variables Definition
Also known as direct identifiers (Tucker, Branson et al.
2016). Data attribute that on its own identifies an
1 Identifier(Health and individual (e.g., fingerprint) or has been uniquely
Services 2003) assigned to an individual. These are well described
in the HIPAA “Safe Harbor” release method (see
Table 2-4).
Also known as quasi-identifiers (El Emam, Jabbouri et al.
, ) - 2006, Han, Yu et al. 2017). A data attribute that, by
2 Lr:]?:siclgsegégg(m itself/on its own, does not identify an individual, but
may identify an individual when combined with other
information.
Special category data Also known as Sensitive information(information
3 (information Commissioner's Office (ICO) 2012). Data attribute that has
Commissioner's Office (ICO) | a high potential to upset or harm participants
2023) wellbeing if the information were to become public.
Non- Data attributes, which are not categorised as
4 | sensitive(Raghunathan direct/indirect identifiers or sensitive information. Such
2013) attributes do not need to undergo data protection.
Table 2-2 Types of variables in clinical trials,

Table 2-3 shows examples of the types of variables collected on clinical trials and

their classification as per Table 2-2 above

: 2 . . : : Sensitive Non-sensitive
Direct identifier Indirect identifier loreton brtnation
. On Blood .
Mobile — Place of - Height
Name | Surname number Gender | Ethnicity birth Disease | Income test faken
support | executed
i 05031 .
Jane Smith 407 554 Female White London HIV No Yes Yes
- 08550 Common
John Smith 654 757 Male Black York cold Yes Yes No
08838 ; Broken
Lucy Jones 461 454 Female White | Caracas leg Yes No Yes
i 09824 o
James | Williams 995 422 Male Black London | Hepatitis No No Yes
Table 2-3 Examples of variables in clinical trials
Note: This data is fictitious, and it does not represent any living individual.

All data is collected from participants in a confidential manner for clinical trials, after

which it is entered in to databases that are often pseudonymised (Ohmann, Banzi et al.

2017) (i.e., each participant is assigned a unique ID number, and if required, it can be

Aryelly Rodriguez

Page 42 of 270

20 December 2024




PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 2

matched with the participant’ personal identification details, usually held separately).
Subsequently, the clinical trial data, in its corresponding database is processed
and/or extracted for its primary use as per the study protocol and analysis plan, and
finally, the clinical trial datasets should be suitable prepared for secondary research,
including the provision of the necessary documentation for their interpretation and

valid use (Modi, Kichenadasse et al. 2023) (Tudur Smith, Hopkins et al. 2015) (Ohmann, Banzi et

al. 2017). Data protection regulations apply at every step of this process. For this last
step, anonymisation could be a used as a tool to protect participants’ privacy and to

mitigate some of the obligations imposed by data protection laws (Modi, Kichenadasse

et al. 2023) (Tudur Smith, Hopkins et al. 2015) (Ohmann, Banzi et al. 2017).

2.5 Anonymisation

Anonymisation is defined as “the act or process of making anonymous, of hiding or
disguising identity” (Wiktionary). However, anonymisation is an evolving concept in
relation to data sharing, because it has changed as the technological and regulatory
environments progress.

Anonymisation, before the 1990s, used to be about simply removing name and
contact details of individuals on the databases. This approach did not make the data
anonymous as shown by Sweeney in 1996 (Sweeney 2002), as she successfully re-
identified individuals on publicly available and anonymised heath records. This
positive re-identification led to the creation and passing of the Health Insurance

Portability and Accountability Act (HIPAA) in the US (U.S. Department of Health & Human

Services (HHS) 2022), which clearly proposes two methods for data release: “Expert

Determination” and the “Safe Harbor” for de-identifying protected health information

(PHI). According to HIPAA, de-identified health information is not considered PHI
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and is thus not subject to the HIPAA Privacy Rule. The “Safe Harbor” method
provides specific criteria for removing identifying information from health data to
achieve de-identification and it requires the removal of 18 specified identifiers (or any
other unique identifying characteristic) that could potentially link the data to an

individual (Table 2-4)
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The following are the 18 elements that must be excluded/removed from a dataset:
1. Names;

2. All geographic subdivisions smaller than a State, including street address, city, county,
precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip
code if, according to the current publicly available data from the Bureau of the Census:

a) The geographic unit formed by combining all zip codes with the same three
initial digits contains more than 20,000 people; and

b) The initial three digits of a zip code for all such geographic units containing
20,000 or fewer people is changed to 000.

3. All elements of dates (except year) for dates directly related to an individual, including
birth date, admission date, discharge date, date of death; and all ages over 89 and all
elements of dates (including year) indicative of such age, except that such ages and
elements may be aggregated into a single category of age 90 or older;

4. Telephone numbers;

5. Fax numbers;

6. Electronic mail addresses;

7. Social security numbers;

8. Medical record numbers;

9. Health plan beneficiary numbers;

10. Account numbers;

11. Certificate/license numbers;

12. Vehicle identifiers and serial numbers, including license plate numbers;
13. Device identifiers and serial numbers;

14. Web Universal Resource Locators (URLS);

15. Internet Protocol (IP) address numbers;

16. Biometric identifiers, including finger and voice prints;

17. Full face photographic images and any comparable images; and
18. Any other unique identifying number, characteristic, or code.

When all the above identifiers of the individual or of relatives, employers, or household
members of the individual, are removed, the dataset satisfies the de-identification
standard as per the Health Insurance Portability and Accountability Act (HIPAA) Privacy
Rule using the Safe Harbor method (issued by the US Department of Health & Human
Services).

Table 2-4 HIPAA privacy rule Safe Harbor de-ldentification method
Data Source: The HIPAA Privacy Rule (U.S. Department of Health & Human Services (HHS)
2022)

Note: Some elements from the Safe Harbor De-ldentification Method would need to be adapted to
fit other regions. For example, in the UK, the ZIP code is not applicable, but a similar measure can
be used for the UK postcode. This adaptation ensures that regional specificities in address
formatting are taken into account, maintaining the method's effectiveness in protecting individual
privacy while still allowing for accurate data anonymisation.
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The “Expert Determination” method entails engaging a qualified expert with
knowledge and experience to assess whether the risk of re-identification of the data
is sufficiently low for the dataset to be considered de-identified and exempt from the
HIPAA Privacy Rule. This evaluation considers factors such as the nature of the
dataset, the intended use of the data, and the risk mitigation measures in place.
However, it's important to note that this assessment can be subjective (National

Committee on Vital and Health Statistics 2017).

The certainty and simplicity of “Safe Harbor” makes it very attractive (El Emam 2011)
and preferable to the “Expert Determination” method. However, “Safe Harbor” has a
number on disadvantages such as the excessive removal of useful information, lack
of consideration for longitudinal data, no provisions to deal with “free-text” data, just
to cite a few (El Emam 2011).

For the UK and the EU, their corresponding GDPR Recital 26 (PrivazyPlan® 2018)

defines anonymous information, as “information which does not relate to an identified
or identifiable natural person or to personal data rendered anonymous in such a
manner that the data subject is not or no longer identifiable”, and anonymised data
as “data rendered anonymous in such a way that the data subject is not or no longer
identifiable”. While these definitions may appear vague and circular, they emphasise
that anonymised data must be stripped of any identifiable information, rendering it
impossible to derive insights on a single individual, even by the party that is

responsible for the anonymisation. (Table 2-5)
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“The principles of data protection should apply to any information concerning an
identified or identifiable natural person.

Personal data which have undergone pseudonymisation, which could be
attributed to a natural person by the use of additional information should be
considered to be information on an identifiable natural person.

To determine whether a natural person is identifiable, account should be taken of
all the means reasonably likely to be used, such as singling out, either by the
controller or by another person to identify the natural person directly or indirectly.

To ascertain whether means are reasonably likely to be used to identify the
natural person, account should be taken of all objective factors, such as the costs
of and the amount of time required for identification, taking into consideration the
available technology at the time of the processing and technological
developments.

The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or
identifiable natural person or to personal data rendered anonymous in such a
manner that the data subject is not or no longer identifiable.

This Regulation does not therefore concern the processing of such anonymous
information, including for statistical or research purposes.”
Table 2-5 UK and EU GDPR recital 26
Data Sources: (PrivazyPlan® 2018) (European Parliament - Council of the European Union
2016) (The National Archives 2016)

In contrast to the HIPAA regulations in the US, the UK and the EU do not have
specific mechanisms such as “Safe Harbor” or “Expert Determination” for
anonymisation of data. Instead, ICO in the UK and the EDPS (including its
associated national enforcing agencies) in the EU have issued general guidance on

anonymisation practices (Agencia Espafiola Proteccion Datos and The European Data Protection

Supervisor (EDPS) 2021) (Information Commissioner's Office (ICO) 2012) (Information

Commissioner's Office (ICO) 2021) (Information Commissioner's Office (ICO) 2022). These

guidelines provide recommendations and best practices for organisations to follow
when anonymising data to ensure compliance with data protection laws.
When done properly, anonymisation places the processing and storage of personal

data outside the scope of the (UK or EU) GDPR or HIPAA by maximising
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participants privacy, and in theory, on truly anonymised dataset even data subjects

should not be able to identify themselves.

2.5.1 Techniques to achieve Anonymisation

The techniques in Table 2-6 are some general tools recommended (Information

Commissioner's Office (1CO) 2012) (Elliot 2016) (Elliot, Mackey et al. 2020) to create

anonymised datasets, their main aim is to transform variables to reduce detail,

without taking away too much data utility. It is going to be assumed that data has

already being cleaned and processed by the time it reaches anonymisation.

Cleaning data is not within the scope of anonymisation, its main purviews are privacy

protection and maintaining data integrity.

in a deliberate reduction in the
precision of data.

id | Technique Name Technique Description Example
1 | Perturbation/ Random noise from a known The variable date of visit is
Noise addition distribution is added to the added a small amount

studied variable. Suitable only random number of days
for continuous variables and it | from a uniform distribution.
might reduce the accuracy of
the dataset.

2 | Swapping This involves swapping certain | The variable height of
data between the records of individuals is scrambled so
individuals, making it more its values for different
difficult to identify individuals by | records are moved around,
linking together different so that is no longer
information relating to them. connected to other
Also known as shuffling, information about that
permutation or randomisation. It | individual.
can be used if the links
between cells in a record are
not important). It might reduce
the accuracy of the dataset.

3 | Generalisation Recoding or banding variables | Converting a person’s exact

age into an age range, or a
precise location into a less
precise location.
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id | Technique Name

Technique Description

Example

4 | Masking

Consist of changing the
characters of a data value, by
using a constant symbol (e.g.,
“*7 or “x”). Masking is typically
partial, i.e., applied only to
some characters in the
attribute.

A Post code recorded as
AB2 3UZ (street level) will
become AB2 XXX (region
level)

5 | Aggregation

This works like generalisation.
Data is aggregated across
several records for an attribute.
It is only suitable for continuous
data. It is also known as micro-
aggregation or bucketisation.

The variable age is 30, 35
and 40 for three individuals,
this is replaced with 35
(average) for all individuals.

6 | Suppression

Omit rows (whole record),
attribute (whole variable) or
cells (certain combinations of
record and variables). Attribute
suppression refers to the
removal of an entire part of
data.

The variable age is 88 years
for a single individual, who
also when compared with
the rest of the group is
considerably older. The
whole record for the
individual can be removed
or only the age cell.

7 | Pseudonymisation

Attribute values are replaced
with pseudonyms on a one-to-
one correspondence, this
preserves the granularity of the
data. It carries similar risks to
masking, in that much of the
original, unaltered data will be
contained in the
pseudonymised data, and so
data matching techniques might
be able to identify individual
data subjects. Note:
Pseudonymisation should never
be considered an effective
means of anonymisation, but
can be considered a security
enhancing measure.

Name and address are
replaced with a unique
identifier. This is routinely
done in clinical trials when
entering data onto the
databases,
(pseudonymisation has the
advantage of permitting
different records relating to
the same individual to be
linked without storing direct
identifiers in the data, this
represents a re-identification
risk, but it also can be useful
for longitudinal studies).
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id | Technique Name Technique Description Example
8 | Synthetic Information artificially The Scottish Longitudinal

data(Anbazhagan,
Sugumar et al. 2012)

(El Emam, Mosguera
etal.)

manufactured using simulation
algorithms to recreate real
world data. It can be used for
test or validation purposes, and
it is an alternative approach to
data protection, as it does not
pose problems with regards to
statistical disclosure control
because they do not contain
real data but preserve desired
statistical properties. (Scottish
Longitudinal Study Development &
Support Unit 2013)

Study Development &
Support Unit is currently
working on a project that will
create synthetic datasets
which will resemble the UK
Longitudinal Studies to allow
researchers to experiment
and test ideas before
applying to use the real
study data, which is under a
safe haven model, and also
researchers have to be
vetted before they are
granted access. (Scottish
Longitudinal Study Development
& Support Unit 2013)

Table 2-6 Anonymisation techniques for individual-level data

Data Sources ((Sweeney 2002, European Commission 2014),(El Emam and Fineberg 2009,

Personal Data Protection Commission Singapore 2018),(Data Protection Commission - Ireland ,

Information Commissioner's Office (ICO) 2012 ),(EL Emam, Arbuckle et al. 2012)).

The presented techniques adopt a one-size-fits-all approach to privacy protection.

However, it is necessary to further understand their impact on data usability. This will

be discussed in section 2.5 .4.

2.5.2 Data privacy models for Anonymisation

Several technical data privacy models have been developed by the research

community to guarantee and assess data anonymity and to protect datasets from re-

identification attacks (Table 2-7).
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id Model name

Model Description

Example

diversity(Machana
vajjhala, Kifer et al.
2007)

designed to handle the
drawbacks in the k-
anonymity model, which
protects the identities to
the level of k-individuals
but it does not safeguard
the individuals
corresponding sensitive
values. This especially
happens when there is
homogeneity of sensitive
values within a k-group.
Therefore, the concept of
intra-group diversity of
sensitive values is
promoted within the
anonymisation process.

1 | k- A release provides k- It should be impossible to single
anonymity(Sween | anonymity protection if the | out a record from any participant in
ey 2002) information for each the dataset because, after

person contained in the anonymisation, all participants
release cannot be belong to a single sub-group. If the
distinguished from at least | smallest sub-group contains 2
k-1 individuals whose participants, then the dataset is
information also appears in | considered 2-anonymous.
the release. It prevents
record linkage as any
given record maps onto at
least k other records in the
data.

2 |I- The I-diversity model was | In a 2-anonymous dataset, if the

smallest sub-group (consisting of 2
participants who are both male and
aged between 40 and 45 years
old) includes members who use
recreational drugs, and we also
know that John, who is 43 years
old, participated in the study, we
might conclude that John uses
recreational drugs. To protect
John’s privacy, we need to ensure
diversity in the stigmatising
attribute within the sub-group.
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id Model name

Model Description

Example

3 | t-closeness(Li, Li

t-closeness of a sub-group

In a 2-anonymous 2-diverse

complete information about
all but one person in a
dataset, they still cannot
deduce the information
about the final person. This
is achieved by adding
random noise to the
aggregated data. It makes
it possible for tech
companies to collect and
share aggregate
information about user
habits, while maintaining
the privacy of individual
users. It requires lots of
resources and it is not
applicable to small
datasets.

et al. 2007) is attained when the dataset, the smallest sub-group
sensitive attribute distance | consists of 2 participants who are
in this sub-group is not both male and aged between 40
greater than the threshold, | and 45 years old, with all members
t with the attribute distance | having HIV. If we know that John,
in the whole table. The who is 43 years old, is in that
table is believed to have t- | study, we might conclude that John
closeness if all sub groups | has HIV. Additionally, we observe
have t-closeness. It is an that the incidence of HIV is
improvement to | diversity | skewed, and the distribution of the
because it tackles stigmatising parameters in the
skewness. smallest sub-group should match
the distribution in the overall
dataset or deviate no more than t.
4 | Differential It is a sophisticated In a web survey, patients are
privacy (Dwork technique that guarantees | asked if they have HIV. If John
2011) that even if someone has clicks “yes,” a differential privacy

algorithm will flip a coin. If the coin
lands heads, his “yes” response
will go unaltered into the database.
If the coin lands tails, the algorithm
will flip a second coin: if it lands
heads, “yes” will be sent to the
database; if it lands tails, “no” will
be sent instead. Under this
scenario, we cannot trust individual
answers, but because we know the
amount of noise introduced by the
algorithm, we can accurately
calculate the total number of HIV
patients.

Table 2-7 Data privacy models for anonymisation

Note: k-anonymity, |-diversity and t-closeness are explicitly mention in the “Opinion
05/2014 on Anonymisation Techniques” by the European Commission (European

Commission 2014)

K-anonymity is the most popular, but these methods still have intrinsic weaknesses

and datasets could still be re-identified, so the quest for novel methods of
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anonymisation continues. This area is evolving at an immense speed, as there is

more computational power at our disposal.

2.5.3 Re-identification risks

Even after a dataset is declared anonymised, there remains a risk of re-identification,
wherein specific individuals could potentially be linked back to the data (Narayanan and
Felten 2014). Re-identification risk arises when external information, such as publicly
available data or data from other sources, is combined with the anonymised dataset,
allowing individuals to be identified (Sweeney 2013). Advanced data analysis
techniques, machine learning algorithms, or even simple cross-referencing with
publicly available information can sometimes enable re-identification.
Re-identification risk poses a significant concern in data privacy and protection.
Therefore, anonymised datasets should aim to carry only a minimal and acceptable

risk of re-identification (El Emam, Rodgers et al. 2015). The acceptable level of risk is a

function of the information inside the dataset and the wider context of its release (El

Emam, Rodgers et al. 2015). For example, patients enrolled in a trial investigating the

effects of a medicinal product on the common cold virus might not be concerned
about others discovering their participation. However, if the investigated disease is
the human immunodeficiency virus (HIV), the patients would (rightly so) have higher
expectations of privacy.

If the re-identification risk increases or if participants can be re-identified, then that
could bring the dataset back into the realm of data protection laws. Furthermore, if a
re-identification actually occurs, it will automatically subject the dataset to the
jurisdiction of applicable data protection laws and entail legal repercussions to the
organisation responsible (defined as data controllers) for the anonymised dataset.

Consequently, mitigating re-identification risk often involves implementing strong
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anonymisation techniques, as well as adhering to data protection regulations and
standards to safeguard individuals' privacy. Anonymised data release thus becomes
a critical exercise in risk management, aiming to strike a balance between the
greater good of data sharing versus individuals’ information rights. EIl Emam et al. (El

Emam, Rodgers et al. 2015) provides a very concise graphical explanation in Figure 2-9.

Higher Extensive
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Public data
Lower None

Extent of anonymisation that needs to be applied for
different types of data releases balanced against other
controls

Figure 2-9 Risk of re-identification vs data access controls

Image source: El Emam et al. 2015 (El Emam, Rodgers et al. 2015)

Permission given to reproduce this content under license 5847580508840

Unequivocally, there will always be circumstances in which any dataset should be

shared, and a manner in which it can be shared (Ggtzsche 2011) (Longo and Drazen 2016).

If individuals cannot be re-identified then the controls around data release can be
minimal or non-existent. However, if the data is hard to robustly anonymise, its

access should be controlled (e.g., with a data use agreement, Figure 2-10).
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Figure 2-10 Data collection, de-identification and use
Image source: U.S. Department of Commerce, National Institute of Standards and

Technology Internal Report 8053 (Garfinkel 2015)
Permission given by the author’s institution to reproduce this content,
report is located at https://csrc.nist.gov/pubs/ir/8053/final

Intuitively, we can conclude that to be compliant with the recommendations by data
protection regulators and minimise risk of re-identification, we should provide the
highest level of protection to participants, by generating data that is anonymised to
the maximum. The problem in this argument is that we would be drastically reducing

data utility.

2.5.4 Anonymised data utility

Any step towards anonymisation, regardless of the techniques and/or model used,
reduces the original information in the dataset by some extent. It is very hard to
completely anonymise data while still leaving it in an analysable and usable form

(Tudur Smith, Hopkins et al. 2015). There is an inevitable trade-off between data utility

and anonymity, which is shown in Figure 2-11.
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Figure 2-11 The trade-off between perfect data and perfect privacy
Image source: Replica Analytics Ltd, author: Professor Khaled El Emam
https://www.dataguidance.com/opinion/international-what-synthetic-data-and-how-it
Permission given by the author to reproduce this content

Generally, as the amount of anonymisation increases, the utility (e.g., clarity and/or

precision) of the dataset is reduced (El Emam et al. 2013)(El Emam and Arbuckle 2013).

To strike the perfect balance between data protection and data utility, organisations
need to decide in advance the degree of the trade-off between acceptable (or
expected) utility and the effort to reduce the risk of re-identification in their datasets.
It is necessary to define clearly the objective of the anonymisation, because it should

be tailored specifically to the purpose at hand.
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2.5.5 Anonymisation and IPDs of clinical trials for sharing

The anonymisation approaches outlined in this chapter are versatile and applicable
to any kind of personal dataset. Consequently, they could be employed to facilitate
the sharing of individual participant data from clinical trials. By using these
approaches, researchers and organisations (including CTUs), could share data more
freely without compromising the confidentiality of participants, thus safeguarding
their privacy. However, the specific requirements for a particular situation may be
complex. The interplay between levels of anonymisation, data utility, and legal
requirements, combined with the resources available, may prevent sharing at an
ideal level. The approaches presented in this chapter promote transparency,
facilitate collaboration, and support the advancement of medical research, while
adhering to ethical standards and data protection regulations. However,
understanding how these approaches are tailored to clinical trials is essential, and

this is further explored in the next chapter.

2.6 Conclusion

Executing clinical trials demands a significant amount of effort, as they require
meticulous planning, coordination, and resources. Clinical trial units (CTUs) play a
crucial role in this process, assembling all the necessary components to conduct
these trials (see Figure 2-12), ultimately producing documentation, results, and data.
The Individual Participant Data (IPD) obtained at the end of the study, which is very
expensive to acquired, holds immense value beyond the initial research question,
serving various purposes that are increasingly recognised through requests for

clinical trial data transparency.
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(e.g. FDA, MHRA, EMA, PMDA) (regulations, product, repurpose of
registration, audit, oversight, transparency) existing therapy)
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release results ) guidelines
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Documentation, Summary Results, Publications,
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Figure 2-12 Clinical trials output generated by Clinical Trial Units

Image source: Original
Note: Dashed lines represent optional relationships, while solid lines represent mandatory ones.
Created with information from this Chapter.

However, IPD is protected by data protection regulation such as GDPR (respectively
in the UK and EU) and the Health Insurance Portability and Accountability Act of
1996 (HIPAA) in the US. These regulations are designed to safeguard personal data,
including IPD, by restricting its sharing and processing.

For example, under GDPR, personal data cannot be shared freely unless specific
conditions are met, such as obtaining explicit consent from individuals or ensuring
that the data is anonymised to remove any identifying information.

To this end, data protection regulators have provided valuable guidance in
anonymisation. However, this guidance often follows a one size-fits-all approach,

applying uniformly across all kinds of organisations (Information Commissioner's Office

(1CO) 2012). This means that routinely collected data, marketing data, genomic data
and clinical trials datasets are all treated under the same umbrella, despite each

dataset having its own particular challenges.
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It is important to note that privacy protection addressing the needs on routinely
collected data and big datasets seems to be well-researched, generating numerous
useful anonymisation techniques and models. These techniques could potentially be
applicable to small datasets, such as those derived from clinical trials, as they
provide an additional layer of protection. Moreover, they could serve as valuable
tools for estimating the risk of re-identification.

With that said, anonymised clinical trials datasets have their own hurdles to clear

before they can be shared, as acknowledged by others (Hughes, Wells et al. 2014)

(Narayanan and Felten 2014) (El Emam, Rodgers et al. 2015). These challenges include for

example, the presence of many indirect identifiers needed for data analysis or
dealing with "free text verbatim terms". Therefore, in the next chapter, we further
delve into the current recommendations and practices for anonymising IPD from
clinical trials to facilitate sharing. This marks the first piece of original research for

this project.
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Chapter 3 Scoping review

3.1. Introduction

This chapter relates to the first objective of the PhD: to describe the available
anonymisation methods and techniques for clinical trials datasets.

As discussed in the previous chapter, various techniques and data privacy models
exist for achieving anonymisation, but many are general and applicable to any kind
of dataset. Therefore, we aimed to understand the specific recommendation and
methods available for anonymising clinical trial datasets.

To this end, | executed a scoping review (Peterson, Pearce et al. 2017) (Peters, Godfrey et

al. 2015) because it provides a broad overview of a research area, clarify concepts,
identify gaps and synthesises diverse evidence. | used the Joanna Briggs Institute

(JBI) methodology(The Joanna Briggs Institute 2015) which outlines six steps as follows:

1) identifying the research question; (2) identifying relevant studies; (3) study
selection; (4) charting the data, (5) collating, summarising, and reporting the results;
and (6) (optional) consultations.

The obijective of this scoping review was to describe and compile all available ideas
and recommendations on anonymisation of clinical trial datasets in one
comprehensive place.

Steff Lewis, Christopher Weir and Aryelly Rodriguez identified four indicator papers

(Hrynaszkiewicz, Norton et al. 2010, Tudur Smith, Hopkins et al. 2015, Ohmann, Banzi et al. 2017,

Keerie, Tuck et al. 2018) that provided a robust foundation of the concepts of

anonymisation in clinical trials datasets. These papers were used to design the
search strategy with the UoE librarian, Ms Marshall Dozier, whose input was so

critical that she qualified to be a co-investigator on this part of the research.

Aryelly Rodriguez Page 60 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 3

With the objective and search strategy defined, | initiated the drafting of a systematic
scoping review protocol, which underwent peer review by my co-authors. The
protocol was finalised on the 11t Jan 2019. Subsequently, | spearheaded the
execution of the protocol, with contributions from my co-authors as follows: Chris
Tuck and Alastair Murray served as second reviewers for screening titles/abstracts
and full documents, the remaining co-authors arbitrated any disagreements.

Since this part of the research did not use any participant data, a full ethics
application was not required. | only had to complete a “Self-Audit Checklist for Level
1 Ethical Review” (Appendix 1) to verify that there were no foreseeable ethical risks.
To the best of our knowledge, this was the first scoping review on anonymisation
methods/techniques for clinical trials datasets.

After completing all pre-defined protocol activities in May 2021, | compiled a
manuscript for publication. | carefully addressed all comments from my co-authors
before submitting it for publication on the 9" Jun 2021. Additionally, | managed and
addressed the journal peer reviewers’ and editorial comments until the manuscript
was accepted for publication on the 11t Feb 2022.

The scoping review was published as a peer-reviewed paper in the Clinical Trials
SAGE Journal on the 22" June 2022 and is openly licensed under CC BY 4.0
(https://creativecommons.org/licenses/by/4.0/). Our article, titled “Current
recommendations/practices for anonymising data from clinical trials in order to make

it available for sharing: A scoping review” (Rodriguez, Tuck et al. 2022), is available at

https://doi.org/10.1177/17407745221087469 and is presented in the next item of this

chapter. All additional published material related to this article is included in

Appendix 2 (including the protocol).
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3.2. Published article

M) Check for updates

CLINICAL
Review TRIALS

Clinical Trials
2022, Vol. 19(4) 452463
© The Author(s) 2022

Current recommendations/practices
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Article reuse guidelines:

for anonymising data from clinical sgepub comfounasermisions
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sharing: A scoping review
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Abstract

Background/Aims: There are increasing pressures for anonymised datasets from clinical trials to be shared across the
scientific community, and differing recommendations exist on how to perform anonymisation prior to sharing. We aimed
to systematically identify, describe and synthesise existing recommendations for anonymising clinical trial datasets to pre-
pare for data sharing.

Methods: We systematically searched MEDLINE®, EMBASE and Web of Science from inception to 8 February 2021.
We also searched other resources to ensure the comprehensiveness of our search. Any publication reporting recom-
mendations on anonymisation to enable data sharing from clinical trials was included. Two reviewers independently
screened titles, abstracts and full text for eligibility. One reviewer extracted data from included papers using thematic
synthesis, which then was sense-checked by a second reviewer. Results were summarised by narrative analysis.

Results: Fifty-nine articles (from 43 studies) were eligible for inclusion. Three distinct themes are emerging: anonymisa-
tion, de-identification and pseudonymisation. The most commonly used anonymisation techniques are: removal of direct
patient identifiers; and careful evaluation and modification of indirect identifiers to minimise the risk of identification.
Anonymised datasets joined with controlled access was the preferred method for data sharing.

Conclusions: There is no single standardised set of recommendations on how to anonymise clinical trial datasets for
sharing. However, this systematic review shows a developing consensus on techniques used to achieve anonymisation.
Researchers in clinical trials still consider that anonymisation techniques by themselves are insufficient to protect patient
privacy, and they need to be paired with controlled access.
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Rodriguez et al. 457
Table 3. Most common definitions for anonymisation, de-identification and pseudonymisation.
Pseudonymisation De-identification Anonymisation
e  Attributes are replaced o Stripping datasets of patients e Any given record lacks any individuality,

with pseudonyms identifying variables as per either: distinction or recognisability

on a one-to-one correspondence ©  HIPAA 18 items e Can potentially distort data
e It is never an effective means ‘Safe Harbor' method (US) ¢ The link with the original dataset should

of anenymisation ©  Hrynaszkiewicz et al. be destroyed
® A security enhancing measure 28 items of personal and e Setata level to reach acceptable risk,
e Pseudonyms bear no relation clinical information (Europe) but binary in law

to the patient details
e Preferably reversible
Most common definitions for data manipulation techniques®
Suppression Recoding (grouping, Recalculation Perturbation
(removal, elimination) masking, replacement,

generalisation, blurring,
aggregation)

e Delete outliers o Keep first three e Show age instead of DOB e  Add random
* Delete free-text digits of postcode * Show study day relative noise to variables
e Delete high-risk e Categorise age to randomisation e Replace data with

variables (18—40) and >= 40 day, instead of date simulated random
e Delete high-risk (e.g. day 7) values

records e When dates are * Data shuffling

important they are ¢ Rounding of
presented offset variables

HIPAA: Health Insurance Portability and Accountability Act.

*Tuck et al.** and Tudur-Smith et al.*® mentioned the removal of superfluous data (e.g. deletion of data, such as audit trails) to supplement data

manipulation techniques.

End of Trial data

Anonymise or/and
Pseudonymise

De-identification

Is risk*
acceptable?

Release data under
controlled access

Figure |. Most suggested method to release anonymised
datasets from clinical trials.

Risk of re-identification is a complex variable, which is minimised using
controlled access. The description of risk is out of scope for this
review. Other processes: five studies described usage of open access
instead, one study mentioned both controlled and open access for data
release and the remaining two studies did not discussed data release.

the rest (12%) originated from other regions. This
result was very similar when studies were split by
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source. Similarly, 53% of the included studies were
published after 2015, 35% of the studies were published
from 2009 to 2014 and the rest (12%) of the studies
were published from 2003 to 2008. This profile was also
observed when the studies were split by source, this
shows the greater interest in this topic as time pro-
gresses. Overall, the EU/UK region from 2015 to 2020
was the most prolific with 16 studies out of 43 (37%).
Where the content in the included studies was congru-
ent regarding the source of the studies, this was noted,
while the studies from other sources were coded because
there was no need to update the coding themes gener-
ated with the studies from the electronic searches.
However, a small but crucial difference is that studies
from other sources have more detail and examples
regarding data manipulations; this is most probably
due to the lack of restriction on publication size for this
type of source.

Topic 1: The relationship among the themes, pseudo-
nymisation, de-identification and anonymisation, in the
context of elinical trials. Anonymisation versus de-iden-
tification: they are both described as tools to facilitate
data sharing. They rarely appear in isolation in any of
the included studies, because they are part of the wider
theme of data transparency and patient privacy. In this
review, seven records coded to anonymisation, 14
records to de-identification and 28 records coded to
both themes.
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not only relies on the dataset but it is also embedded in
a wider context out of scope for this review.

The studies identified during this review need to next
be critically appraised to identify any gaps in the litera-
ture regarding anonymisation methods and data access
approaches. Also, clear guidance on methods for quan-
tifying the risk of re-identification need to be devel-
oped. This would allow for the creation of standardised
worldwide recommendations for data sharing in clini-
cal trials reflecting the growing consensus exhibited in
the literature found during this review.
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3.3. Conclusions

The preliminary results, derived solely from the execution of the electronic literature
database searches were successfully presented as an oral presentation at the 5th
International Clinical Trials Methodology Conference (ICTMC) in October 2019 in
Brighton, UK. The subsequent addition of the grey literature did not alter the

emerging themes found through the studies from the database searches.

The fully executed scoping review has three core findings. The first is that there are
no standardised recommendations on how to anonymise clinical trial datasets for

sharing. This aligns with the observations of Sariyar et al. (2015) (Sariyar, Schluender et

al. 2015), who determined that anonymisation is a regional definition, making it difficult

to provide a precise definition. Chevrier et al. (2019) (Chevrier, Foufi et al. 2019) also

observed a similar issue and recommended the development of clear definitions and
guidance in their respective fields—Sariyar et al. (2015) in human bio samples and

Chevrier et al. (2019) in biomedical literature.

The second and third core findings of the scoping review are that a consensus is
developing on definitions and techniques used to implement anonymisation, and that
anonymisation techniques alone are insufficient to protect patient privacy; they need

to be paired with controlled access.

Since the publication of the scoping review, articles by EI| Emam and Abdallah (2015)

(El Emam and Abdallah 2015) and Handelsman (2015) (Handelsman 2015) have been

brought to my attention during a webinar on 17" April 2024, titled “The Costs of

Anonymisation” (Pilgram, Meurers et al. 2024). Upon retrospectively checking these

articles, | found they would have met the inclusion criteria of the scoping review.
These articles are not indexed in any literature database, as verified by Ms. Marshall

Dozier (UoE leader of the academic support librarians), which explains their
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omission and makes their findability an issue. However, the absence of the article by

El Emam and Abdallah (El Emam and Abdallah 2015) did not change the conclusions of

the scoping review because it is very similar to the already included El Emam et al.

(2015) (EI Emam, Rodgers et al. 2015) article. While El Emam and Abdallah’s findings

align with ours, our scoping review uses a systematic approach, bringing together
the collective knowledge of the community. Handelsman's work discusses similar
topics to our scoping review, framing them in the practical context of using SAS

software (SAS Institute Inc 2013) to deliver de-identification.

| also found another eligible article by Gudi et al. (2022) (Gudi, Kamath et al. 2022),

which was published in May 2022. This article would have been eligible but was left
out because it was published outside our search period, which ended in February

2021. Nonetheless, Gudi et al. (2022)(Gudi, Kamath et al. 2022) reached similar

conclusions to ours, albeit using a different search scope targeted towards data

sharing policy or guidance in clinical trials.

At the time of writing this thesis (August 2024), the article associated with this
chapter has been formally cited 16 times (according to Google Scholar(Google)) and
has been viewed and downloaded 4,200+ times (Clinical Trials, a SAGE journal,

2022 (Clinical Trials a SAGE journal 2022)). It has also served as supporting evidence for

“Qualitative data sharing practices in clinical trials in the UK and Ireland: towards the

production of good practice guidance” (McCarthy et al., 2023) (McCarthy, Gillies et al.

2023) to extend the interpretation of anonymisation, de-identification, and data

sharing practices to qualitative data.

Having the published recommendations in one place through this scoping review
helped us understand how publicly available anonymised datasets from clinical trials

might have been put together. In the next chapter, we will explore how the
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implementation of these guidelines and recommendations is manifesting in the
process of data sharing and how participant privacy is protected through
anonymisation and de-identification, because the scoping review revealed that while
some authors accept that anonymised datasets can only be release if an acceptable
level of risk is achieved, very little guidance exist on how this re-identification risk

should be assessed.
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Chapter 4 Exploration and assessment re-identification
risks scores of anonymised clinical trials datasets shared
for secondary research

4.1 Introduction

In Chapter 3, I collected published recommendations and guidance on how to

anonymise clinical trial datasets(Rodriguez, Tuck et al. 2022). A key aspect of this scoping

review was that 35% of the collected sources highlighted the importance of assessing
the risk of the anonymised datasets before deciding on their release. However, only
three sources (7%) provided methods for estimating this risk.

With an understanding of how anonymised datasets could be compiled, the advice to
evaluate the re-identification risk, and awareness of the increasing public availability of

these datasets due to rising pressures and incentives(Huser and Shmueli-Blumberg 2018), |

had the preliminary knowledge needed to address the second and third objectives of
this PhD: “To investigate whether individual participants could potentially be at risk of
being re-identified from a range of datasets that have been anonymised and made
available for sharing” and “To identify factors that could increase the risk of re-
identification of an anonymised clinical trial dataset.”

To address these questions, | conducted exploratory(Babbie 2020, Swedberg 2020, George

2021) quantitative research(Vogt 2011, Sheard 2018, Bhandari 2022) on anonymised clinical

trial datasets shared for secondary research purposes(Saunders, Lewis et al. 2009, Goodwin

2012). This research aimed to explore the datasets’ characteristics and assess the
feasibility of implementing re-identification risk methods. Well-established
methodologies exist for exploring the re-identification risk of anonymised datasets in

broader contexts(Information Commissioner's Office (ICO) 2012, O’Keefe, Otorepec et al. 2017,

Office of the Information Commissioner Queensland 2020) (Elliot 2016, Elliot, Mackey et al. 2020), as
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explained in Chapter 2. This methodology has been particularly studied for the release

of electronic health records in the US and Canada(El Emam and Fineberg 2009, Skinner 2009,

El Emam, Buckeridge et al. 2011, El Emam, Arbuckle et al. 2012, Simon, Shortreed et al. 2019), but it is

not commonly recommended for clinical trial datasets, as seen in our scoping

review(Rodriguez, Tuck et al. 2022).

Therefore, | developed the protocol titled “What are the re-identification risk scores of
publicly available anonymised clinical trial datasets? A study protocol” in Appendix 3. |
used this protocol to apply for ethical research approval on 3 December 2022, using
the “Usher Research Ethics Group ‘Triage’ Tool” in Appendix 3. This tool helped identify
the appropriate form for the ethics application, pointing to the “Fully Anonymous
Secondary Data Analysis (FASDA)” form (Appendix 3), as | intended to perform
secondary data analysis on data extracts containing ‘fully anonymous’ information. This
led down a self-certification path due to the “absence of reasonably foreseeable ethics
risks.”

In the protocol, | proposed to take a sample of datasets and apply the re-identification
risk calculations described by EI Emam (2013)(El Emam 2013). As this is an exploratory
study with limited resources, the sample size (number of datasets) was deliberately
small and arbitrary. Therefore, if a single data repository had five or fewer datasets
meeting the inclusion criteria, | requested all datasets from that repository. If a
repository had more than five eligible datasets, a random selection of five datasets was
drawn from the eligible datasets.

After completing all protocol activities, | compiled a manuscript for the publication of the
results, as | believe this part of my research will be highly beneficial to the wider clinical
trials community. | meticulously addressed all comments from my co-authors and data
holder/owners and submitted the manuscript to the peer-reviewed Clinical Trials SAGE

Journal on 23 July 2024, and it is currently under review. Our submitted manuscript,
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titted “Evaluating Re-Identification Risk Scores in Publicly Available Clinical Trial
Datasets: Insights and Implications,” is presented in the next section of this chapter. As
shown in other chapters in this thesis | am planning to support this manuscript all the
way until publication.

All additional materials associated with this submitted article are included in Appendix 3.
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Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:
Insights and Implications

Abstract

Background: The motivations to share anonymised datasets from clinical trials within the scientific community
are increasing. Many anonymised datasets are now publicly available for secondary research. However, it is
uncertain whether they pose a privacy risk to the involved participants.

Methods: We located a broad sample of publicly available, de-identified/anonymised randomised clinical
trials datasets from human participants and contacted their owners to request access, following their local
procedures. We classified personal data within these datasets, including unique direct identifiers such as
dates of birth, and other personal data that, on their own, does not identify an individual but may do so when
combined with each other, such as sex, age and race (indirect identifiers). Combining indirect identifiers
forms strata, and the re-identification risk score equations evaluate membership in these strata in three ways.
First, by measuring the proportions of participants in strata above predetermined risk threshold levels (Ra).
Second, by locating the smallest stratum (Rb). Third, by estimating the average membership across all strata
in a dataset (Rc). The risk scores range from O (lowest risk) to 1 (highest risk); they do not aim to re-identify
individuals in the datasets and are used for routinely collected health records. If a dataset contained a direct
identifier, it automatically scored 1 in all metrics. Conversely, if a dataset contained no direct or indirect
identifiers, or only one indirect identifier, it automatically scored 0 in all metrics. Finally, we explored which
characteristics of the datasets were associated with the risk scores and compared the risk scores and their
usability.

Results: Seventy datasets from 14 data sources were analysed. Thirty-one datasets were shared with
minimal restrictions (open access), while 39 were shared with varying levels of restrictions before access was
granted (controlled access). Datasets had, on average, four identifiers and mean risk scores ranging from
0.47 to 0.91. The most commeon pieces of information present in the datasets that, when combined, may
indirectly identify a participant were sex (80%) and age (72.9%).

Conclusions: This study confirms that clinical trial datasets are rich in personal details and that using re-
identification risk scores as a measure of this richness is feasible. These scores could inform the
anonymisation process of clinical trials datasets to release them for secondary research. We propose a
strategy for employing the scores in the decision-making process for releasing clinical trials datasets.

Abstract word count: 389 {Maximum 425)
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Background

There is a strong drive, particularly from publishers and funders, to encourage the release of anonymised trial
data sets'. New grant applications with funding from the National Institutes of Health?, Cancer Research UK?
and the UK Medical Research Council* must contain a concrete data-sharing plan. The International
Committee of Medical Journal Editors (ICMJE) requires that all clinical trials starting enrolling participants on
or after January 1, 2019, to have a data sharing plan in their registration®. Also, the ICMJE encourages
editors to prioritise publishing work from authors who have shared their data®. Data-sharing has become
essential in clinical trials for disseminating current research, enhancing knowledge through meta-analysis,
enabling new investigations on existing datasets, and maximising the efforts invested in data collection” 8,
Many anonymised datasets are currently available for secondary research via clinical data repositories® or
directly from researchers, using either open or controlled access models. Controlled access requires some
form of approval before obtaining datasets, whereas open access imposes minimal restrictions™®.
Anonymisation of data is complex'?, and complete anonymisation could result in a loss of detail necessary for
appropriate analysis. Therefore, balancing the reduction of re-identification risk while retaining sufficient detail
for valid research is crucial. The lack of a gold-standard anonymisation method within the clinical trial
community'' complicates this further, leading to uncertainty about the privacy risks posed by available
datasets'? '* to the involved participants.

We evaluated publicly available datasets by calculating their re-identification risk scores using EI-Emam's
methods'. These scores numerically estimate the potential of re-identifying individuals from anonymised
data, helping to assess the effectiveness of anonymisation techniques in preserving privacy. They are used
for routinely collected health records™ ¢, and theoretically indicate higher re-identification risks with higher
scores, without aiming to re-identify individuals.

Importance of the Study

To our knowledge, no studies have directly used the proposed methods of calculating re-identification risk
scores across various publicly available clinical trial datasets.

Objectives

To calculate and describe the re-identification risk scores of publicly available clinical trials’ datasets. To
investigate which dataset characteristics are associated with increased or decreased risk scores. To
compare the risk scores and assess their usability.
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Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:
Insights and Implications
Methods
A full protocol (Appendix 1)'” was finalised on December 1, 2020.
We collected a broad sample of publicly available, de-identified/anonymised clinical trials datasets to
estimate their re-identification risk scores, using three equations designed for this purpose '€ .
Datasets sources
We identified 18 data sources based on previous research'®, via web searches and word of mouth. We
included 16 repositories allowing open or controlled access to datasets. Datasets were requested from
repositories between May 7, 2021, and September 23, 2022. We also searched RCTs published in two
journals with strong data-sharing policies (PLOS One and BMJ) from January 2013 for BMJ and March 2014
for PLOS One (when their data-sharing policies were introduced) to 30 April 2022 (details in Appendix 2).
Types of datasets
Our inclusion criteria consisted of datasets from RCTs on human participants, deemed anonymised and/or
de-identified by data holders, and suitable for secondary research. We excluded datasets described as
containing identifiable information protected solely by controlled access or data-sharing arrangements. We
limited our selection to studies with materials available in English or Spanish due to the language skills within
the writing team.
Data collection and analysis

Selection and request of datasets
One investigator (AR) searched the sources (repositories or journals) and screened titles and descriptions of
datasets to determine eligibility and identify duplicates. For sources with five or fewer eligible datasets, all
datasets were requested. For sources with more than five eligible datasets, five were selected at random
using SAS software?” by assigning a random number to each dataset, ordering them based on these random
numbers and requesting the first five. If a dataset was unavailable, it was replaced with the next on the
ordered list. This exploratory sample ensured a fair representation from all sources and maximised the
information we could obtain given our limited resources.
Due to various factors, we revised this sampling strategy for some sources:
. Project Data Sphere?': has two levels of controlled access (researcher vetoing and researcher

vetoing plus data sharing agreements (DSA)). Initially, five datasets were requested. The signed DSA
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Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:
Insights and Implications
covered four datasets, while one did not require a DSA. Additional datasets were accessible without a DSA,
so we randomly chose another four, totalling nine datasets.
. Large Repositories: Requesting more than five datasets was more efficient as some owners were
unwilling to share certain datasets or the datasets did not exist. Oversampling ensured robust estimates and
mitigated the inflexibility of DSAs tailored to specific datasets. For instance, at "The Yale University Open
Data Access (YODA) Project" 2 , we signed a DSA for five datasets, but one study only had the clinical study
report without individual participant data. Replacing this dataset would have triggered a new DSA, so YODA
is represented by only four datasets.
. BMJ and PLOS One: Studies offering controlled access via DSA were not pursued due to bottlenecks
in our contracts department, and we had already acquired 39 controlled access datasets.
Once a dataset was identified as potentially meeting the inclusion criteria, it was downloaded (if open access)
or access was applied for following the data owners' procedures. The time from request to data access
approval was recorded. Some datasets could only be analysed remotely in trusted research environments
(TREs).

Data extraction and management
The selected datasets were retrieved and transferred to a secure and password-protected electronic storage
area at the University of Edinburgh?® ** 2. For datasets held in TREs, AR transferred the re-identification risk
scores calculation analysis code to those environments and extracted the relevant output.
Datasets were provided in multiple software formats and thoroughly explored to ensure no discrepancies
among formats and to check for additional data. YWhenever possible, the datasets were compared with their
corresponding data dictionary, case report form, and/or protocol to verify if they covered all collected data or
were partial datasets.
All available metadata, from obtained datasets, was recorded on an MS Excel®® spreadsheet (attributes
collected in Appendix 3).

Data synthesis and re-identification risk calculation
We extracted the number of direct and/or indirect identifiers in the datasets as described by Hrynaszkiewicz
et al.?’, except for “small denominators population size of <100” and "very small numerators—event
counts of <3" which were already considered within the risk score calculations. The data extraction
process involved visual inspection by AR and verification by a second reviewer (SCL, LJW or CJW).
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El Emam'’s methodology', which combines all indirect identifiers to create strata within a dataset, was
utilised. For example, combining age, race and sex generate groups such as: ‘four 18-year-old white males’
or ‘one 79-year-old African American female'. Adding more identifiers further divides data into smaller strata,
known as granularity. The goal is to minimise the humber of strata while maintaining data utility. Three re-
identification risk scores were calculated':

1. Risk a (Ra): Measures the proportion of participants in a dataset who belong to strata with a re-
identification probability higher than seven predefined thresholds (0.01, 0.05,0.1,0.2, 0.3, 0.4 and
0.5)™ (These thresholds were chosen to represent a wide variety of risks). For instance, a Ra of 0.5
at threshold 0.1 indicates that 50% of the participants in the dataset are in strata with 10 or fewer
participants.

2. Risk b (Rb): Identifies the stratum with the smallest membership (regarding all indirect identifiers),
representing the worst-case scenario. For example, a Rb of 0.33 indicates that there is at least one
stratum with 1 in 3 chances of being re-identified.

3. Risk ¢ (Rc): Represents the average risk score across the whole strata of the dataset, using all
indirect identifiers. A dataset with two strata of 5 and 10 participants would have a Rc of 0.15,

calculated as the average of 1/5 and 1/10.

Each risk score ranges from 0 to 1 and was estimated under the prosecutor and journalist scenario®. For the
prosecutor scenario, we sought to detect uniqueness within strata in each dataset. In the journalist scenario,
we used synthetic datasets, scaled to at least 15 times the size of the anonymised datasets, as identification
sources for matching against the anonymised datasets. The synthetic datasets were customised to include
corresponding indirect identifiers using the algorithm by Bogle and Erickson?®. Appendix 4 shows a worked
example for calculating Ra, Rb and Rc.
Several assumptions guided the risk score calculations:
+ Calculations required at least two indirect identifiers; datasets with fewer were automatically scored 0
30 for all re-identification risks in both scenarios.
« Datasets containing at least one direct identifier were automatically scored 1 * for all re-identification
risks in both scenarios.
« No recoding or further manipulation of datasets was allowed, except for necessary steps to prepare

data for re-identification risks calculation.
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Metadata from all included datasets and re-identification risk scores were summarised using descriptive
statistics. There were no attempts to re-identify or contact individual participants. This was an exploratory
study, so no formal statistical inference was set a priori.

SAS software® was used for all analyses, including the calculations for risk scores, except for datasets at

YODA's?? TRE, where STATA software®' was used because of SAS unavailability in that environment.

Results
The first dataset was received on the May 7, 2021, and the last on the Apr 26, 2023. Of the 18 identified data
sources, three were excluded: two did not contain relevant RCTs datasets, and one no longer existed when
the study protocol was executed. Consequently, 15 data sources were visited, 14,896 datasets preselected,
and a sample of 86 datasets requested. All data sources offered the data free of charge. The median number
of requested datasets per data source was 6. We obtained 76 out of 86 (88.4%) requested datasets, faced 9
(10.5%) rejections and received one (1.2%) duplicate. The reasons for rejection were: five denied access as
our proposal was not considered a valid reason for data sharing, three because the datasets did not exist
and one where the data owners could not be reached. The median number of obtained datasets per
repository was five. (Appendix 5).
We analysed 70 out of 76 (92.1%) datasets (representing 14 data sources) and excluded six datasets (7.9%),
because four were not from RCTs and two were summarised cluster data instead of individual participant data
(flowchart in Appendix 6). Appendix 5 provides a list of the 70 included studies.

Included datasets’ characteristics
Table 1 summarises the characteristics of the included datasets. Of the 70 datasets, 39 (55.7%) were shared
with varying levels of controlled access, while 31 (44.3%) were provided with minimal restrictions (open
access). On average, it took 270 days to obtain controlled access datasets and 8 days for open access
datasets. Controlled access sources tended to provide entire datasets (79.5%), whereas open access more
often supplied only main analysis variables (61.3%). This is reflected in the median number of explored
variables by type of access: 449 for controlled access vs. 92 for open access. Datasets were provided in
multiple software formats (22.9%), followed by SAS (21.4%) and CSV (17.1%). The most common
associated documentation'® *? were study protocol (78.6%) and data dictionary (75.7%), with 48.6% including
additional documentation such as patient information sheets, consent forms and supplementary tables.
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Characteristics of the studies associated to the included datasets.
Table 2 presents a summary of the observed characteristics of the studies associated with the included
datasets. Clinical trial registrations were found for 92% of the studies. Most registrations occurred from 2006
to 2015 (54.3%), and the studies were primarily published between 2011 and 2020 (70.0%). Most studies
were multicentred (77.1%) and many were multinational (32.9%), involved adult participants (80%) and
utilised a parallel design (82.9%). Studies were primarily from clinical trial phase Il (38.6%) and ‘not
applicable’ (35.7%). The median number of participants was 355. We included three studies related to rare
diseases (4.3%) as defined by Orpha.net®.

Re-identification risk scores results
Table 3 shows that the most common indirect identifiers in the datasets were age (84.3%) and sex (80.0%),
followed by weight (47.1%) and height (44.3%). Nine (12.9%) datasets were automatically risk scored to O or
1. Datasets had a mean of 4 identifiers. Mean risk scores ranged from 0.47 to 0.91. Rb was usually higher
than Ra (at all thresholds) and Rc. Moreover, the more indirect identifiers, the higher the risks scores
(Appendix 6).
To further explore these results, pre-specified plots in Appendix & were used. Ras, Rb, and Rc did not seem
to be correlated with the number of participants. While the risk scores provided distinct aspects of the
dataset’s granularity, a correlation between Ras and Rc was noticed; as the threshold increased, the
correlation became stronger (Appendix 8). Table 4 shows the re-identifications risk scores from Table 3
categorised.
We did not encounter any reportable critical issues with the analysed datasets; hence, there was no need for
us to communicate with any of the data owners or holders.
Re-identification risk scores in action
To understand the behaviour of the risk scores, we conducted two exploratory comparisons on three of the
acquired 70 datasets.
First: We used the TOPPIC* trial anonymised dataset and calculated its risk score according to our protocol.
\We obtained 240 unique strata, matching its number of participants, and all risk scores were 1. Next, we
categorised its continuous indirect identifiers (age, height and weight) in bands of 10 units. This yielded 123
unique strata, with risk scores ranging from 0.27 to 1. We then grouped them into bands of 20 units, resulting
in 52 unique strata and risk scores ranging from 0.07 to 1. Then, we collapsed bands with counts less than 5
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with their most adjacent band, producing 44 unique levels, with risk scores ranging from 0.05 to 1. From this
last categorisation, we also removed age, then reinstated it, and subsequently excluded weight. In both
cases, the number of strata were 17 and 15 respectively, with risk scores from 0.01 to 1 and 0.004 to 1
(Appendix 6).

Second: We compared risk calculations for two datasets (Appendix 6). Although both datasets have three
indirect identifiers, all risk scores are higher for the IST trial® dataset (19435 participants and 2570 unique
strata) compared to the RESTART trial*® dataset risk scores (537 participants — 8 unique levels), as the

former is more granular than the latter.

Discussion

The experience of dataset request and extraction
Securing 76 out of 86 (88.4%) requested datasets from 15 data sources, indicates a widespread willingness
to share data, which is reassuring. Although our affiliation with a reputable academic institution likely
improved our chances of securing them. Remarkably, we were not charged any fees by the data holders,
which is encouraging given the evolving and increasingly strict regulatory environment for processing
personal data® *8. This situation may change in the future as data holders might start charging for the extra
work involved® %,
The time to obtain most open access datasets was short, 30 datasets received in 0 days, while one outlier
taking 241 days, which the owner agreed to provide almost immediately, but it took 241 days to locate and
send it. In contrast, procuring controlled access dataset, which required DSAs, was a lengthy and arduous
process. Multiple forms needed to be completed before reaching the DSA stage, which often involved
extensive negotiations between legal departments. This process should be reviewed, as it should not take
nearly nine months to a year to obtain the datasets.
We observed, as other researchers*® before us, that controlled access is not a universal concept, but
involves a variety of processes. At the simplest end, we only had to fill out a request form, submit our CVs,
and outline our research question (9/39 datasets, 23.1%). The next level of complexity involved signing DSAs
alongside the initial steps (16/39 data requests, 41.0%). The most complicated process entailed the
additional step of using the shared data in a TRE (14/39 data requests, 35.9%).

The characteristics of the data packs
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Certain characteristics slowed down our analysis: unclear or unavailable data dictionaries, variables repeated
multiple times requiring consistency checks, and outdated software formats. Conversely, some datasets
following the CDISC Study Data Tabulation Model*! or Analysis Data Model*? expedited the analysis.
Datasets should be accompanied by clear data dictionaries, avoid duplicated variables, and be stored in
basic formats like CSV or TXT to avoid compatibility issues, or adhere to recognised standards.

The Interpretation of re-identification risk scores
We found that 10% (7/70) of the datasets were labelled as anonymised yet they contained direct identifiers
(personal details), such as date of birth and participants’ initials. These datasets were included in the analysis
to highlight this issue, with all their risk scores automatically set to 1, representing the worst-case scenario.
Researchers must carefully cross-check their anonymised datasets with the list provided by Hrynaszkiewicz
et al.?” before releasing them. Certain dataset characteristics increased the risk scores, for instance we
encountered exact ages (e.g., measured in days) and dates of randomisation, which could be used to
reverse-engineer dates of birth. These details should be removed as they are not necessary for analysis.
Some datasets included the '‘Date of Death’ for participants; under GDPR, personal data protection is not
applicable once an individual is deceased. However, Hrynaszkiewicz et al.?’ recommend removing all dates
unique to a participant, as this could potentially affect the living relatives of the participants. Using the number
of days from randomisation to death instead of exact dates of death retains analytical value while protecting
privacy.
Notably, 2.9% (2/70) of the datasets had no identifiers or only one indirect identifier, resulting in risk scores
automatically set to zero. Datasets with no identifiers could be freely shared without privacy implications and
are a viable option for researchers. However, even if one (or no) indirect identifier remains, a holistic check
must be made. For example, one obtained dataset recorded only age, but its publication indicated that all
participants were female and located in a specific region of the UK.
Each re-identification risk score assesses different aspects of dataset granularity, so we cannot recommend
any over the others. Furthermore, we cannot comment on their absolute magnitude as there are no
standards or examples for comparison in clinical trials. However, smaller scores generally indicate better
privacy protection'. Regarding Ra, statistical disclosure control*® suggests suppressing table cells with
counts less than five (i.e. a threshold of 0.2). Releasing datasets at this threshold could be an option, but it
might reduce data usability. Researchers need to set a threshold that balances their data utility and privacy
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risk. More importantly, it is crucial to acknowledge that the threshold cannot ever be zero if indirect identifiers
are present. This understanding emphasises that anonymisation is a spectrum, not a binary state, and some
risk must be endured®. Rb behaved like a discrete variable, often scoring 1 with few exceptions, regardless
the number of identifiers. This outcome was expected since most included datasets had at least one stratum
represented by only one participant. In the TOPPIC trial dataset comparison, Rb stubbornly remained at 1
despite attempts to reduce granularity. Lowering Rb*® requires more sophisticated approaches like k-
anonymity**, where the smallest membership per stratum should be k. Clinical trials researchers might need
support in learning new techniques to address this. Finally, Rc showed that datasets not only had a few
problematic strata (i.e., with 1 or 2 participants) but also many strata with low participant membership.

Using re-identification risk scores
We recommend the process outlined in Figure 1 (adapted from EI-Emam®) to effectively use the risk scores.
First, remove all direct identifiers, followed by verifying the presence of indirect identifiers. Next, question the
necessity of these indirect identifiers to maintain utility*®. Note, there is no universally agreed-upon
interpretation of data utility, it is context-specific. Researchers must define what utility means for their study.
The ability to reproduce the primary outcome analysis with the anonymised dataset can serve as a measure
of utility, as shown by others 4° “ The researcher's definition of utility*” is pivotal in shaping the anonymised
datasets. For example, the TOPPIC* trial dataset was designed to allow investigation of new research
questions (423 variables, 240 participants, 240 unique levels with four indirect identifiers, Appendix 6) while
the RESTART?®® trial dataset was designed from primary analysis replication (66 variables, 537 participants,
eight unique levels with three indirect identifiers, Appendix 6). Once ultility is defined, calculate the risk
scores, if they are considered high, they could be lowered by manipulating the data through perturbation,
recalculation, recoding and suppression'! and by using privacy models** #8 48 %0_Finally, use Table 4 to
compare the newly anonymised dataset’s re-identification risk scores with those from the datasets included in

this research and decide the type of access to be used for release.

Strengths and limitations

This study covers an emerging area in clinical trials methods research, where even the definition of
anonymisation lacks consensus. Therefore, our selection of datasets defined as anonymised or de-identified,
may have introduced heterogeneity among the characteristics of the requested datasets.
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The available datasets currently underrepresent Africa and Oceania, which might limit the applicability of our
findings to those continents. To enhance the representation of open access datasets, we modified the
inclusion criteria for datasets from BMJ and PlosOne. This may have skewed our findings and affected the
analysis publication dates, as our search was limited to datasets from January 2015 onward for those data
sources.

We did not find, or actively seek, trials studying risky or stigmatising behaviour, which would require special
treatment beyond the scope of this research®"*. Furthermore, the journalist re-identification risk scores might
have been overestimated, as all the matching theoretical datasets were 15 times larger than the original
dataset. This scale may not have been sufficient in some case, especially for very small datasets (fewer than
40 participants). Moreover, the probability of the existence of a real-life matching dataset was not evaluated,
as this requires specialised expertise.

At least 19 open access datasets were available when we wrote the protocol for this research, making the
project feasible. However, we could not have predicted that controlled access repositories would be as
receptive to our requests as they were. In hindsight, with greater ambition, we could have requested more
datasets, thereby increasing our sample size, but given limited resources, it would not have increased
significantly.

The re-identification risk scores alone do not determine the vulnerability of datasets to a re-identification
attack in the real world®* %% % %7 it is influenced by factors such as an attacker's motivations, resources, and
potential gains, which were outside the scope of this research.

There is potential to quickly start the implementation of risk scores calculation for clinical trial dataset using
the freely available R package sdcMicro5#%%. The main strength of this research is that it brought together a

variety of datasets and assessed them using a simple methodology under the same conditions.

Conclusion

This study confirms a strong inclination to share clinical trial datasets, which are rich in personal details.
Although re-identification risk scores may appear oversensitive for clinical trial datasets, which are typically
smaller than datasets from electronic health records, their high magnitudes do not necessarily translate into

real-life re-identification threats for participants. Instead, these scores provide valuable summaries for

Final 1.0 23 July 2024 Page 12 of 26
File name: RodriguezA_data_reiden_manuscript_Final_01_240723 docx

Aryelly Rodriguez Page 91 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 4

348

349

350

351

361

362

363

364

Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:
Insights and Implications

understanding the granularity of clinical trial datasets, aiding decision-making for dataset release for
secondary purposes.

We have demonstrated that calculating re-identification risk scores is simple and feasible. The humber and
type of identifiers (continuous or discrete) are crucial in controlling risk scores. More identifiers increase
granularity, with continuous identifiers adding more granularity than discrete ones. While risk scores alone
cannot determine if data is sufficiently anonymised or protected, they can assist in calibrating the
anonymisation process of clinical trial datasets.

Researchers can use our findings to assess how their anonymised datasets compare with ours. Clinical trial
researchers should consider employing the process outlined in this research to inform their anonymisation
procedures before releasing data. The proposed method is a cost-effective and pragmatic solution. While

simple, it is highly informative and serves as a useful stopgap, especially when resources are limited.
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387 Tables
Table 1 - Datasets’ Characteristics
Parameter Category/ Controlled Open Overall
Description N=39 N=31 N=70
Access n(%) Controlled-Vetoing 9(23.1) -- 9(12.8)
Controlled-Vetoing + DSA 16 (41.0) -- 16 (22.9)
Controlled-Vetoing + DSA + TRE 14 (35.9) - 14 (20.0)
Open - No restrictions - 31 (100) 31 (44.3)
Days to obtain mean (sd) 270 (125) 8 (43) 154 (163)
median (IQR) 238 (231-343) 0 (0-0) 138 (0-238)
Type dataset (n(%)) Main analysis 7(17.9 19 (61.3) 26 (37.1)
Complete trial 31 (79.5) 7 (22.6) 38 (54.3)
Not enough information 1(2.6) 5(16.1) 6 (8.6)
No of variables explored (n(%)) mean (sd) 1610 (4076) 160 (211) 968 (3113)
median (IQR) 449 (217-918) 92 (39-217) 237 (56-572)
File format (n(%)) csv 6(15.4) 6(19.4) 12 (17.1)
SAS 13 (33.3) 2(6.5) 15 (21.4)
SPSS - 3(9.7) 34.3)
STATA 2 (5.1) 3(9.7) 5(7.1)
XT 5(12.8) -- 5(7.1)
XLSX -- 10 (32.3) 10 (14.3)
XPT 4(10.3) -- 4 (5.7)
Multiple' 9(23.1) 7 (22.6) 16 (22.9)
Data dictionary n(%) Available 35 (89.7) 18 (58.1) 53 (75.7)
Case report form n(%) Available 23 (59.0) 7 (22.6) 30 (42.9)
Protocol n(%) Available 33 (84.6) 22 (71.0) 55 (78.6)
Statistical analysis plan n(%) Available 16 (41.0) 7 (22.6) 23 (32.9)
Clinical summary report n(%) Available 11 (28.2) -- 11 (15.7)
Anonymisation details? n(%) Available 13 (33.3) -- 13 (18.6)
Other documents? n(%) Available 17 (43.6) 20 (64.5) 34 (48.6)
Notes: 1 Multiple refers to two or more of the above formats were available for a single dataset
2 Documentation detailing how the anonymisation was executed
388 3 Other documents refer to patient information sheets, ethical approval letters, standard operating procedures, editorials,
summary tables, lay summaries, supplements, consent forms, evaluation instrument manuals
Where DSA: Data sharing agreement
sd: Standard deviation
IQR: Inter quartile range
TRE: Trusted research environment
N: Number of datasets
n: Number of observations
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389 Table 2 - Associated Studies Characteristics
Category/ Controlled Open Overall
] Descer!:igptri)t;n N=39 N3t N=70
Year of registration n(%) Pre 2000 3(7.7) 1(3.2) 4 (5.7)
2001-2005 7(17.9) 3(9.7) 10 (14.3)
2006-2010 13 (33.3) 2 (6.5) 15 (21.4)
2011-2015 13 (33.3) 10 (32.3) 23 (32.9)
2016-2020 1(2.6) 12 (38.7) 13 (18.6)
Not required’ 1(2.6) 3(9.7) 4 (5.7)
Not found/available 1(2.6) - 1(1.4)
Year published n(%) Pre 2000 2 (5.1) 1(3.2) 3(4.3)
2001-2005 2(5.1) 1(3.2) 3(4.3)
2006-2010 -- 13.2) 4(5.7)
2011-2015 12 (30.8) 4(12.9) 16 (22.9)
2016-2020 16 (41.0) 17 (54.8) 33 (47.1)
2021 and after 3(7.7) 7 (22.6) 10 (14.3)
Not published 3 (xx) - 1(14)
Sites n(%) Multicentre 37 (94.9) 17 (54.8) 54 (77.1)
Single 1(2.6) 14 (45.2) 15 (21.4)
Not available 1(2.6) -- 1(14)
Location n(%) Africa - 3(9.7) 3(4.3)
Asia 3(7.7) 10 (32.3) 13 (18.6)
Europe and UK 3(7.7) 7 (22.6) 8(14.3)
Multinational 18 (46.2) 5(16.1) 23 (32.9)
Oceania 1(2.6) 3(9.7) 4 (5.7)
USA and Americas 14 (35.9) 3(9.7) 19 (24.3)
Population n(%) Adults 29 (74.4) 27 (87.1) 56 (80.0)
Adults and children 4 (10.3) 1(3.2) 5(7.1)
Children 6 (15.4) 3(9.7) 9(12.9)
Design n(%) Cluster 1(2.6) 4 (12.9) 5(7.1)
Crossover 3(7.7) 1(3.2) 4 (5.7)
Factorial 1(2.6) 1(3.2) 2(29)
Parallel 33 (84.6) 25 (80.6) 58 (82.9)
SMART 1(2.6) - 1(1.4)
Phase n(%) | -- 2 (6.5) 2(29)
] 4(10.3) 1(3.2) 5(7.1)
[} 21 (53.8) 6 (19.4) 27 (38.6)
v 2(5.1) 13.2) 3(43)
Not applicable 10 (25.6) 15 (48.4) 25 (35.7)
Not available 2(5.1) 6 (19.4) 8(11.4)
Rare disease? n(%) Yes 3(7.7) - 3(43)
390
Number of participants mean(sd) 1584 (4064) 7952 (29574) 4404 (19988)
median (IQR) 470 (240-939) 240 (64-903) 355 (154-921)

Notes: | 1 Not required refers to studies too old (pre implementation of registration) or not in the remit for registration
2 As classified by orpha.net

Where | N: Number of datasets
n: Number of observations
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Table 3 - Identifiers and Re-identification risks scores for included datasets

Parameter Category/ Controlled Open Overall
Description N=39 N=31 N=70
Indirect Identifiers (n(%))’ Age 29 (74.4) 22 (70.1) 51(72.9)
Age category 7(17.9) 1(3.2) 8(114)
Country 14 (35.9) 4(129) 18 (25.7)
Education 5(12.8) 7 (22.6) 12 (17.1)
Ethnicity 20 (51.3) 4(129) 25 (35.7)
Race 27 (69.2) 2(6.5) 28 (40.8)
Sex 37 (94.9) 21 (67.7) 56 (80.0)
Marital Status 4(10.3) 1(3.2) 5(7.1)
Occupation 4(10.3) 1(3.2) 5(5.7)
Height 25 (64.1) 6 (19.4) 31 (44.3)
Weight 26 (66.7) 7 (22.6) 33 (47.1)
Date of randomisation - 3(9.7) 3(4.3)
Others? 6 13 19
Number of identifiers (n(%)) 0? -- 2(6.5) 2(29)
14 1(2.6) 6 (19.4) 7 (10.0)
2 2(5.1) 5(16.1) 7 (10.0)
X 2(5.1) 8 (25.8) 10 (14.3)
4 10 (25.6) 2(6.5) 12 (17.1))
5 7(17.9) 4(129) 11(15.7)
6 6 (15.4)) 3(9.7) 9(12.9)
7 10 (25.6) 1(3.2) 11 (15.7)
8 1(2.6) -- 1(1.4)
Number of identifiers mean(sd) 5.1(1.67) 3.0(1.9 4.2 (2.06)
Prosecutor Ra (mean (sd)) Threshold at 0.01 0.92 (0.24) 0.86 (0.32) 0.89 (0.28)
Threshold at 0.05 0.87 (0.31) 0.82 (0.37) 0.85 (0.34)
Threshold at 0.1 0.84 (0.33) 0.80 (0.38) 0.82 (0.36)
Threshold at 0.2 0.81(0.34) 0.76 (0.40) 0.79 (0.37)
Threshold at 0.3 0.79 (0.35) 0.75 (0.40) 0.77 (0.37)
Threshold at 0.4 0.76 (0.35) 0.72 (0.41) 0.75 (0.37)
Threshold at 0.5 0.70 (0.37) 0.65 (0.41) 0.68 (0.39)
Prosecutor Rb (mean (sd)) - 0.93 (0.24) 0.88 (0.33) 0.91 (0.28)
Prosecutor Rc mean (sd)) - 0.76 (0.34) 0.71 (0.39) 0.74 (0.36)
Journalist Ra (mean (sd)) Threshold at 0.01 0.71 (0.31) 0.81 (0.26) 0.75 (0.29)
Threshold at 0.05 0.69 (0.30) 0.80 (0.26) 0.74 (0.28)
Threshold at 0.1 0.60 (0.31) 0.70 (0.31)) 0.65 (0.31)
Threshold at 0.2 0.53 (0.35) 0.61 (0.34) 0.57 (0.34)
Threshold at 0.3 0.50 (0.35) 0.57 (0.36) 0.53 (0.35)
Threshold at 0.4 0.48 (0.36) 0.52 (0.37) 0.50 (0.36)
Threshold at 0.5 0.46 (0.36) 0.48 (0.38) 0.47 (0.37)
Journalist Rb (mean (sd)) - 0.83 (0.35) 0.80 (0.38) 0.82 (0.36)
Journalist Rc (mean (sd)) - 0.73 (0.41) 0.57 (0.43) 0.66 (0.43)

Notes: | 1 These are not mutually exclusive categories; a dataset could have more than one of these indirect identifiers. Therefore,
percentages would not add to 100%

2 Other identifiers refer to, BMI, deprivation index, number of children in the family, living siblings, number of pregnancies,
education of parents, religion, minority, student status, city, location name, income, socio economic status, all with a count
of 1, but a dataset could have more than one of these indirect identifiers, therefore percentage is not applicable

3 One dataset has no identifiers and 1 dataset has 1 identifier ‘sex’, both datasets’ risks coded automatically to zero

4 All with a direct identifier, all datasets’ risks coded automatically to one

Where: | Risk a (Ra): the proportions of participants in strata above a predetermined risk threshold, Risk b (Rb): the stratum
with the smallest membership in the anonymised dataset, and Risk c (Rc): the average risk score across the whole
strata of the anonymised dataset, using all indirect identifiers, calculated with the formulas in chapter 16 from
391 “Guide to the de-identification of personal health information” by Khaled El Emam (2013)

N: Number of datasets

n: Number of observations
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Table 4 - Re-identification risks scores categorised for included datasets

Prosecutor Journalist
Ralinteival Controlled Open Overall Controlled Open Overall
N=39 N=31 N=70 N=39 N=31 N=70
. Raat0.01 0 1(2.6) 2(6.5) 3(43) - 2 (6.5) 2(2.9)
(n(%)) 0> and <=0.25 1(2.6) 13.2) 2(29) 5(12.8) - 5(7.1)
0.25> and <=0.5 2(5.1) 2(6.5) 4(5.7) 3(7.7) 1(3.2) 4(5.7)
0.5> and <=0.75 - - - 4(10.3) 5(16.1) 9(12.9)
0.75> and <1 - 1(3.2) 1(1.4) 23 (59.0) 14 (45.2) 37 (52.9)
1 35(89.7) 25 (80.6) 60 (85.7) 4(10.3) 9 (29.0) 13 (18.6)
Ra at 0.05 0 1(2.6) 3(9.7) 4(5.7) - 2 (6.5) 2 (2.9)
(n(%)) 0> and <=0.25 4(103) 2 (6.5) 6 (8.6) 5(12.8) - 5(7.1)
0.25> and <=0.5 - 13.2) 1(1.4) 3(7.7) 13.2) 4 (5.7)
0.5> and <=0.75 1(2.6) - 1(1.4) 5(12.8) 5(16.1) 10 (14.3)
0.75> and <1 4(10.3) 1(3.2) 5(7.1) 23 (59.0) 15 (48.4) 38 (54.3)
1 29 (74.4) 24 (77.4) 53 (75.7) 3(7.7) 8 (25.8) 11(15.7)
Ra at 0.1 0 2 (5.1) 3(9.7) 5(7.1) 1(2.6) 3(9.7) 4(5.7)
(n(%)) 0> and <=0.25 3(7.7) 2(6.5) 2(29) 6(15.4) 13.2) 7 (10.0)
0.25> and <=0.5 1(2.6) 2 (6.5) 3(4.3) 6(15.4) 1(3.2) 7 (10.0)
0.5> and <=0.75 1(2.6) - 1(1.4) 6(15.4) 8(25.8) 14 (20.0)
0.75> and <1 5(12.8) 1(3.2) 6 (8.6) 18 (46.2) 12 (38.7) 30 (42.9)
1 27 (69.2) 23 (74.2) 50 (71.4) 2(5.1) 6(19.4) 8(11.4)
Raat 0.2 0 2(5.1) 4(129) 6 (8.6) 4(10.3) 3(9.7) 7 (10.0)
(n(%)) 0> and <=0.25 3(7.7) 3(9.7) 6 (8.6) 7(17.9) 2 (6.5) 9(12.9)
0.25> and <=0.5 2(5.1) - 2(2.9) 4(10.3) 4(12.9) 8(11.4)
0.5> and <=0.75 = 2 (6.5) 2(29) 8 (20.5) 10 (32.3) 18 (25.7)
0.75> and <1 10 (25.6) 6(19.4) 16 (22.9) 14 (35.9) 6(19.4) 20 (28.6)
1 22 (56.4) 16 (51.6) 38 (54.3) 2(5.1) 6(19.4) 8(11.4)
Raat03 0 3(7.7) 4(12.9) 7 (10.0) 4(10.3) 4(12.9) 8(11.4)
(n(%)) 0> and <=0.25 3(7.7) 3(9.7) 6 (8.6)) 8 (20.5) 4(12.9) 12 (17.1)
0.25> and <=0.5 1(2.6) - 1(1.4) 6(15.4) 2 (6.5) 8(11.4)
0.5> and <=0.75 2(5.1) 2(6.5) 4(5.7) 5(12.8) 10 (32.3) 15 (21.4)
0.75> and <1 10 (25.6) 7 (22.6) 17 (24.3) 14 (35.9) 5(16.1) 19 (27.4)
1 20(51.3) 15 (48.4) 35 (50.0) 2(5.1) 6(19.4) 8(11.4)
Ra at 04 0 3(7.7) 4 (12.9) 7 (10.0) 4(10.3) 5(16.1) 9(12.9)
(n(%)) 0> and <=0.25 3(7.7) 3(9.7) 6 (8.6) 10 (25.6) 4(12.9) 14 (20.0)
0.25> and <=0.5 1(2.6) 2 (6.5) 3(4.3) 4(10.3) 5(16.1) 9(12.9)
0.5> and <=0.75 6(15.4) - 6 (8.6) 5(12.8) 7 (22.6) 12(17.7)
0.75> and <1 6(15.4) 8 (25.8) 14 (20.0) 14 (35.9) 4129 18 (25.7)
1 20 (51.3) 14 (45.2) 34 (48.6) 2(5.1) 6(19.4) 8(11.4)
Ra at 0.5 0 3(7.7) 4(12.9) 7 (10.0) 5(12.8) 5(16.1) 10 (14.3)
(n(%)) 0> and <=0.25 4(103) 4 (12.9) 8(11.4) 11 (28.2) 5(16.1) 16 (22.9)
0.25> and <=0.5 5(12.8) 2(6.5) 7 (10.0) 3(7.7) 7 (22.6) 10 (14.3)
0.5> and <=0.75 4(103) 3(9.7) 7 (10.0) 4(10.3) 4(12.9) 8(11.4)
0.75> and <1 11 (28.2) 5(16.1) 16 (22.9) 14 (35.9) 4(12.9) 18 (25.7)
1 12 (30.8) 13 (41.9) 25 (35.7) 2(5.1) 6(19.4) 8(11.4)
Rb 0 - 2 (6.5) 2(29) - 2 (6.5) 2(29)
(n(%)) 0> and <=0.25 3(7.7) 2(6.5) 5(7.1) 6 (15.4) 4(12.9) 10 (14.3)
0.25> and <=0.5 - - - 2(5.1) 1.2 3(43)
0.5> and <=0.75 - - -- - - -
0.75> and <1 < o= = = < o=
1 36 (92.3) 27 (87.1) 63 (90.0) 31 (79.5) 24 (77.4) 55 (78.6)
Rc 0 - 2(6.5) 2(2.9) - 2(6.5) 2(29)
(n(%)) 0> and <=0.25 6(15.4) 5(16.1) 11 (15.7) 10 (25.6) 8 (25.8) 18 (25.7)
0.25> and <=0.5 1(2.:6) 1(3.2) 2(29) 1(2.6) 4(12.9) 5(7.1)
0.5> and <=0.75 7(17.9) 3097 10 (14.3) 1(2.6) 3(9.7) 4(5.7)
0.75> and <1 13 (333) 7 (22.6) 20 (28.6) 2(5.1) 1(3.2) 343)
1 12 (30.8) 13 (41.9) 25 (35.7) 25 (64.1) 13 (41.9) 38 (54.3)

. Where: | Risk a (Ra): the proportions of participants in strata above a predetermined risk threshold, Risk b (Rb): the stratum
with the smallest membership in the anonymised dataset, and Risk ¢ (Rc): the average risk score across the whole
strata of the anonymised dataset, using all indirect identifiers, calculated with the formulas in chapter 16 from “Guide
to the de-identification of personal health information” by Khaled El Emam (2013)

N: Number of datasets

n: Number of observations

392
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393  Figures

Figure 1 | Decision cycle for releasing clinical trials datasets using re-identification risks.

Any direct
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Where: | 1 As described by Hrynaszkiewicz et al. (2015)

2 Risk a (Ra): the proportions of participants in strata above a predetermined risk threshold, Risk b (Rb): the stratum
with the smallest membership in the anonymised dataset, and Risk c (Rc): the average risk score across the whole
strata of the anonymised dataset, using all indirect identifiers, calculated with the formulas in chapter 16 from “Guide
to the de-identification of personal health information” by Khaled El Emam (2013).

3 Utility is interpreted as the ability to reproduce the primary outcome analysis with the manipulated indirect
identifiers

394

4 Using the parameters in figures 2 and 3 of this paper
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Appendices

1 | Appendix 1 Protocol Currently a separate file

2 | Appendix 2 Repositories Currently a separate file

3 | Appendix 3 Metadata collected Currently a separate file

4 | Appendix 4 Mock calculation of re-identification risks Currently a separate file

§ | Appendix 5 Datasets used Currently a separate file

6 | Appendix 6 Extra figures Currently a separate file

7 | Appendix 7 Ethical approval Currently a separate file
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4.3 Extended methods, results and discussion

In this part of chapter 4, | present important broader components of the research that,
while significant, were not included in the proposed manuscript as they were not part of
the study protocol. The protocol focused solely on addressing the second and third
objectives of this PhD: “To investigate whether individual participants could potentially
be at risk of being re-identified from a range of datasets that have been anonymised
and made available for sharing” and “To identify factors that could increase the risk of

re-identification of an anonymised clinical trial dataset.”

First, the protocol for calculating re-identification risk scores had to be carefully crafted
to convey that our aim was not to identify individuals but to assess any potential risk
present in the datasets. For example, the protocol's title was changed from “What is the
risk of re-identification of individuals within publicly available anonymised/de-identified
clinical trial datasets? A study protocol” to “What are the re-identification risk scores of
publicly available anonymised clinical trial datasets? A study protocol”. | successfully
explained that the re-identification risk calculations did not pose a risk to individuals in

the anonymised datasets, as evidenced by the high success rate of obtaining datasets.

Second, during the protocol revision stage, | discovered several sources describing how
to calculate re-identification risk scores. These included methodologies by the

Comprehensive R Archive Network (CRAN) via its “Statistical Disclosure Control for

Micro-Data Using the R Package sdcMICRO” (Templ, Kowarik et al. 2015, Templ, Meind| et al.

2021), “Sharing Clinical Trial Data: Maximizing Benefits, Minimizing Risk”(I0M (Institute of

Medicine) 2015), and “The Anonymisation Decision-Making Framework (ADF)’(Elliot 2016,

Elliot, Mackey et al. 2020). Initially, these methodologies were included in the draft protocol.

However, they are general and not particularly tailored to clinical trial datasets. Upon

closer inspection, | decided to use only the methodology by EI Emam for the final
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protocol, as it is the most comprehensive, well-documented, and encompasses all the
previously mentioned methodologies. | also tested this methodology with the ECTU
non-anonymised datasets for the study “Fractures and Bisphosphonates: A Double-
Blind, Randomised Controlled Trial on the Effect of Alendronic Acid on Healing and

Clinical Outcomes of Wrist Fractures”, the FaB study (Duckworth, McQueen et al. 2019), to

ensure that the methodology could be implemented on clinical trials datasets. At this
stage, the re-identification report consisted of two parts. The first part presented a
cross-tabulation of the indirect identifiers, a necessary step for calculating re-
identification risk scores. The second part presented the calculated risk scores. |
realised that the first part could potentially be highly disclosive, so for the final report, |
requested the statistical software to suppress its printing. | also recognised that non-
manipulation of the datasets should be a mandatory protocol requirement and that there
was very little value in exploring combinations of available indirect identifiers, as
datasets should be analysed as they are. The results of the methodology test are

presented in Appendix 5 part 1.

Thirdly, | underestimated the effort and time required to sign data-sharing agreements
between my institution and third parties. This was mainly due to two factors: the
COVID-19 pandemic and personnel shortages at Edinburgh Research Office (ERO) at
the University of Edinburgh. Despite these challenges, ERO became an invaluable
partner and successfully signed all the necessary data-sharing agreements.

Additional materials not submitted for publication include the compiled file with all
datasets’ metadata in Appendix 4 and each dataset's individual re-identification risk

score report in Appendix 5 part 2. | consider these materials sensitive and confidential,

and therefore not suitable for the public domain. My goal is to further knowledge in the
area of anonymisation of clinical trials datasets. These documents have the potential to

expose vulnerabilities in the analysed datasets, and the aim is not to name and shame
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data holder/owners but to increase understanding of how we can further protect
anonymised datasets.

| am also attaching the relevant SAS code in Appendix 6, which | am offering to share
at the end of the manuscript with those who contact us. This has been deliberately left
out of the submitted materials as | hope to engage with interested parties, further
enhancing my knowledge of the topic through their needs and creating opportunities for

future collaborations.

Preliminary results from available datasets as of the 30" June 2022 (44 datasets) were
selected as an oral presentation at the 6th International Clinical Trials Methodology
Conference (ICTMC) in October 2022 in Harrogate, UK, after successfully submitting an
abstract to this conference. This talk concentrated on the process to obtaining the
datasets, the characteristics of the datasets, and the gaps to fully executing the
protocol. | then presented the final results of the 70 analysed datasets at Statisticians in
the Pharmaceutical Industry (PSI) conference in June 2024 in Amsterdam, Netherlands.
In both instances, the topic was well received by the audience. Finally, | am scheduled
to give an oral presentation at the 7" ICTMC in October 2024 in Edinburgh, UK. This is
all evidence that there is an appetite in the clinical trials community to improve practices

to further protect clinical trials datasets.

4.4 Conclusion

In this part of the thesis, | performed an exploratory analysis on individual patient data
(IPD) datasets shared for secondary research from 70 clinical trials. | calculated the re-
identification risk scores using the methodologies proposed by El Emam (El Emam 2013)
to determine if these scores could be applied to clinical trials and, if so, whether they

serve any purpose in the anonymisation process of such datasets.
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The results presented in this chapter highlight a significant tendency among
researchers to share clinical trial datasets, which often include sensitive personal
information. Although re-identification risk scores for these datasets might seem overly
high (especially when compared to larger electronic health record datasets in the
literature), these high scores do not necessarily indicate a real re-identification threat.
The scores do not reflect the actual vulnerability of datasets to re-identification attacks
in the real world, as they are influenced by factors such as an attacker’s motivations,
resources, and potential gains. Instead, these scores provide important insights into the
level of detail in clinical trial datasets, aiding decisions about data release for secondary

use.

| showed that calculating re-identification risk scores is simple and practical. The
number and type of identifiers (continuous or discrete) are crucial in managing risk
scores. More identifiers increase granularity, with continuous identifiers adding more
detail than discrete ones. While risk scores alone cannot ensure sufficient
anonymisation, they assist in fine-tuning the process of anonymising clinical trial

datasets.

Clinical trial researchers could compare the re-identification risk scores from their
anonymised datasets to the scores calculated in this research to inform their
anonymisation processes. Researchers are also advised to use the outlined procedure
in the proposed manuscript to guide their anonymisation efforts before data release.
The proposed method is both cost-effective and practical. Despite its simplicity, it is
highly informative and serves as an effective interim measure, particularly when
resources are limited. In the next chapter, | will explore whether re-identification risk
scores (commonly used in health records) are known and used in the UK clinical trials

community.

Aryelly Rodriguez Page 109 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 5

Chapter 5 UK researchers’ views regarding their
experiences with the de-identification, anonymisation,
release methods and re-identification risk estimation

5.1 Introduction

In Chapter 3, | gathered a collection of recommendations and guidance on how to
anonymise clinical trial datasets. In Chapter 4, | discovered that re-identification risk
scores, commonly used for health records, could inform the process of sharing
anonymised clinical trial datasets for secondary research. With these insights in hand,
the natural next questions were whether my peers in clinical trials are using
recommendations and guidance to anonymise their datasets for secondary purposes,
their experiences so far with the process of anonymising clinical trial data, and their
general experiences with data sharing. Additionally, | wanted to explore whether they
were aware of and using re-identification risk scores to inform the process of dataset
release. This relates to the fourth objective of my PhD: To explore researchers’ views
and experiences regarding the sharing of clinical trial data.

To address these questions, | decided to execute a cross-sectional survey to gather those
opinions, as cross-sectional surveys are an efficient and cost-effective way to collect data

from a representative group at one specific point in time (Creswell 2008).

Therefore, | developed a protocol titled “What are the UK researchers’ views regarding
their experiences with the de-identification, anonymisation, release methods and re-
identification risk estimation for clinical trials datasets? A study protocol” along with an
“online exploratory cross-sectional descriptive survey”. | used the protocol and the
survey to apply for ethical research approval on the 4" May 2022 (additional files 1 and
2 in Appendix 7) and obtained a favourable ethical opinion (22-EMREC-027) on the 1st
June 2022 (additional file 7 in Appendix 7). After implementing the survey and

completing all protocol activities, | compiled a manuscript for the publications of the
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results. | meticulously addressed all comments from my co-authors and then submitted
the manuscript to the peer-reviewed Clinical Trials SAGE Journal on the 19t May 2023.
| addressed all the peer reviewers’ comments, the manuscript was accepted for
publication on the 5" April 2024. The results of the cross-sectional survey were
published as a peer-reviewed paper in the Clinical Trials SAGE Journal on the 19t
June 2024 and is openly licensed under CC BY 4.0
(https://creativecommons.org/licenses/by/4.0/). Our article, titled “A survey on UK
researchers’ views regarding their experiences with the de-identification,
anonymisation, release methods and re-identification risk estimation for clinical trial

datasets” (Rodriguez, Lewis et al. 2024) , is available at

https://doi.org/10.1177/17407745241259086 and is presented in the next item of this

chapter. All additional published materials related to this article are included in

Appendix 7.
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Abstract

Background: There are increasing pressures for anonymised datasets from clinical trials to be shared across the
scientific community. However, there is no standardised set of recommendations on how te anonymise and prepare
clinical trial datasets for sharing, while an ever-increasing number of anonymised datasets are becoming available for sec-
ondary research. Our aim was to explore the current views and experiences of researchers in the United Kingdom
about de-identification, ancnymisation, release methods and re-identification risk estimation for clinical trial datasets.
Methods: Yve used an online exploratory cross-sectional descriptive survey that consisted of both cpen-ended and
closed questions.

Results: YVe had 38 responses to invitation from June 2022 to October 2022. However, 35 participants {92%) used
internal documentation and published guidance to de-identifyfancnymise clinical trial datasets. De-identification, followed
by anonymisation and then fulfilling data holders’ requirements before access was granted {controlled access), was the
most common process for releasing the datasets as reported by |8 (47%) participants. However, || partcipants (29%)
had previous knowledge of re-identification risk estimation, but they did not use any of the methodologies. Experiences
in the process of de-identifyingfancnymising the datasets and maintaining such datasets were mostly negative, and the
main reported issues were lack of resources, guidance, and training.

Conclusion: The majority of responders reported using documented processes for de-identification and ancnymisa-
tion. However, our survey results clearly indicate that there are still gaps in the areas of guidance, resources and training
to fulfil sharing requests of de-identified/ancnymised datasets, and that re-identification risk estimation is an underdeve-
loped area.

Keywords

Clinical trials, data anonymisation, re-identification, de-identification, data sharing, re-identification risk

Backgmund IEdinburgh Clinical Trials Unit, Usher Institute, The University of
Edinburgh, Edinburgh, UK
. % ¥ & 2 - o . . . %
There is now a strong drive, particularly from publish- :?m?“?ﬁ'gcf" T”E‘:’ IL)"“"v_ Blizard '"St‘t::e’ Bsrt_”’ ang) ThiLLO”:""
ers and funders, to encourage the release of relevant LZ:;ZHOUKE icine;and Liandstry; Queen, Hary Lo versityafLandon,
. . 1 .

anonmsed trial dat?' sets: lTherefpre, C_lata sharmg 3Asthma UK Centre for Applied Research, Usher Institute, The
has become an essential activity to disseminate current  University of Edinburgh, Edinburgh, UK
research, to enable new investigations and to maximise
the scientific endeavour.®® Currently, many anon- Covrespendingauthor:

wad dataser d blicl ilable f Aryelly Rodriguez, Edinburgh Clinical Trials Unit, Usher Institute, The
yrused - datasels afe made publicly avarable 106 q. e of Edinburgh, Level 2, Ning Edinburgh BioQuarter; 3 Littls
secondary research via open or controlled access. France Road, Edinburgh EH16 4UX, UK.

Ancnymisation of data is complex, and its full  Email aryellrodriguez@edacuk

Aryelly Rodriguez Page 112 of 270 20 December 2024



Aryelly Rodriguez

PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a

Chapter 5

Clinical Trials 00(0)

implementation could mean that the detail necessary to
appropriately analyse the data is lost.” There is there-
fore a balance between wanting to de-risk a dataset
prior to sharing, against wanting it to be sufficiently
detailed to answer valid research questions, and to
allow researchers to repeat the original published anal-
ysis. In addition, we are currently investigating re-
identification risk scores across a range of clinical trial
datasets.® Re-identification risk scores, as described by
in the work by El Emam,’ are derived from three equa-
tions that use information in the anonymised dataset.
They are currently used for routinely collected health
records and only generate numerical values. These
scores do not aim to re-identify individuals in the data-
sets and could potentially be applicable to clinical trial
datasets. Therefore, we explored UK researchers’ views
regarding their experiences with the creation and
release of de-identified/anonymised clinical trial data-
sets, the generation and use of re-identification risk
scores, and their views about wider aspects of re-
identification risks. Humphreys et al.'® covered wider
aspects of data sharing in clinical trials while our study
focuses on clinical trial datasets that have been anon-
ymised/de-identified.

Why it is important to do this study?

Knowing what is working and what is not regarding the
creation and release of de-identified/anonymised clini-
cal trial datasets, and determining if re-identification
risk scores are already in use, from UK clinical trials
researchers, will help identify areas for improvements
and future research.

Objective

This study aimed to explore the clinical trial research-
ers” views on their experiences with the creation and
release of de-identified/anonymised clinical trial data-
sets, and the generation and use of re-identification risk
scores, and the wider aspects of re-identification risks.

Methods

A full protocol (in the supplementary material,
Additional File 1) and a survey instrument (in
Additional File 2) were finalised on 28 April 2022. A
non-personal invitation letter was generated to describe
the study to potential participants (Additional File 5),
before they fully engaged with the survey. The invita-
tion letter and the first part of the survey emphasised
the voluntary nature of participation, the protection
and handling of personal data, and confidentiality.
Consent was obtained from the respondents to partici-
pate in the survey, and they were assured they could
stop and dropout at any time during the study without
any consequences.
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Survey design

The ‘checklist of questions for designing a survey study
plan’ by Creswell and Creswell'' was followed for the
development of this study (see Additional File 3). We
used an online exploratory cross-sectional descriptive
survey'"!2 that consists of both open-ended and closed
questions for data collection. This allowed us to gather
information to better describe actual experiences
regarding the investigated topic. The open-ended
questions were especially important because of the lack
of previous reporting on researchers’ views and
experiences.

The survey was in English. Most of the closed ques-
tions had mutually exclusive choices, with a smaller
number allowing for multiple answers."** Where
applicable, closed questions, had an ‘other’ (free text)
option added to allow participants to provide an
answer that was not available for selection.’® Five-
point response scales were used for questions assessing
frequency (always, often, sometimes, rarely, never).

The survey was structured in five parts:

® (Consent and eligibility check.

s Section 1. Researchers’ work background details
(current position, vears of experience in current
position and general place of work)

® Section 2 Researchers’ experiences with the creation
and release of de-identified/ anonymised clinical
trial datasets

e Section 3. Researchers’ awareness, knowledge and
use regarding the generation of re-identification risk
scores as described in the work by El Emam®

e Section 4. Researchers’ views about wider aspects
of re-identification risks

‘Where applicable, we also provided short explanations
of the concepts used in the survey at the beginning of
the relevant section to aveid ambiguity and confusion,
as follows:

e  De-identification refers to the removal of all per-
sonal health information and all other indirect
identifiers which could lead to the identification of
an individval. The most commeon de-identification
methods are HIPPA (US Health Insurance
Portability and Accountability Act of 1996) Safe
harbour,' in which 18 identifiers are removed from
the datasets and Hrynaszkiewicz et al.'® with an
enhanced removal of potential identifiers which are
commonly present in clinical trial datasets.

* Anonymisation is when a dataset has been de-
identified and then subsequent data manipulation/
steps have been taken to further protect the dataset,
for example, if a privacy model has been applied
(e.g. k-anonymity)!” or the link with the original
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non-anonynised dataset has been destroyed and
this action cannot be reversed.

e Data release under controlled access: Datasets that
can only be accessed if permission is granted by the
data holders via their internal procedures.

e Data release under open access: Datasets that can
be accessed without any or minimal restrictions
imposed by the data holders.

* Re-identification risk scores® are defined as the esti-
mated probabilities of any given individual being
re-identified from an anonymised/de-identified
dataset. The re-identification risk score depends on
the variables available in the dataset, the number of
observations in the dataset and on the strategy used
to attack the dataset (prosecutor or journalist
scenario).

s Prosecutor scenario® is when the adversary knows
that a target individual (for whom identifiers are
known) is in the publicly available dataset (released
anonymised and de-identified).

e Journalist scenario® is when the adversary sets out
to identify any individual from the publicly
available dataset just to prove that it can be done
using another dataset for ‘matching” with the
publicly available dataset.

The final version of the survey is presented in
Additional File 2 of this study.

The survey was designed to follow the layout
presented in Additional File 4. Therefore, a single
participant {after the eligibility criteria has been met)
answered between 17 and 22 questions out of the
proposed 24 questions, as some answers determined the
relevance of the next question.

The survey was piloted using a selection of
University of Edinburgh personnel with experience in
the processes of de-identification/anonymisation,
release/maintenance and re-identification risk assess-
ment of clinical trial datasets. It was then finalised and
sent to the intended participants.

Study population

Inclusion/Exclusion criteria. Clinical trial researchers
based in the United Kingdom with experience in execut-
ing/overseeing any of the processes of de-identification/
anonymisation, release/maintenance and re-identification
risk assessment of clinical trial datasets to prepare them
for secondary research.

Sampling and recruitment

There was no formal sample size or stratification of the
surveved researchers as this is an exploratory study.
Therefore, we used convenience non-probability sam-
pling!>1%1° by providing a Microsoft (MS) Form?® link
or quick response (QR) code with an invitation letter
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(email or printout) (see Additional File 5) to the
following:

e All 52 Clinical Trial Units®! (CTUs, which are the
specialised units that design, execute, analyse and
publish clinical trials) registered in the UK Clinical
Research Collaboration (UKCRC) network.?? We
emailed all UK fully or provisionally registered
CTUs (used list is in Additional File 6).

® The data transparency group at the Global Healthcare
Data Science Community (Pharmaceutical Users
Software Exchange)® (Contacted via email, popula-
tion size unknown).

o Allstat@JISCMAIL.AC.UK, a statistics email dis-
cussion list for the UK FEducation and Research
communities® (Contacted via email, population
size unknown).

® Participants at the Sixth International Clinical
Trials Methodology Conference (ICTMC) (3 6
October 2022; Special event) (Contact via leaflet
and a QR code in an oral presentation, Population
size unknown).

The aim was to obtain as many responses as possible
while the main survey was active (around 5 weeks) to
maximise the range of experiences. We estimated the
population to be heterogeneous, so a minimum of
between 12 and 30 surveys was required' to reach data
saturation®® and reflect a wide range of views.

Data collection and analysis

This survey did not collect any personal data from the
clinical trial researchers, and after extraction, all open
questions were carefully checked to make sure their
coding did not contain any identifiable information.
Only A.R. was able to access all the data. We used MS
Forms as it provided a suitable integrated web interface
and data collection tool for the survey. The data within
MS Forms ‘are encrypted both at rest and in transit’
and are stored on a European Server, compliant with
UK General Data Protection Regulation (UK
GPDR).26%

When the active period for the survey ended, the
response summary information and the individual
responses of the complete surveys were exported from
MS Forms directly to A.R.’s DataStore allocation, a
secured and password-protected area at the University
of Edinburgh, in accordance with their data handling
policies. 30

Individual responses were kept until February 2023,
then destroved in accordance with the University of
Edinburgh policy for destroying archived research
data, 3132

Closed questions were analysed using descriptive sta-
tistics (counts and percentages) in SAS 9.4.3 All data
were analysed by A.R.
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Thematic analysis*~® was used to generate themes
from the epen-ended questions using NVivo® January
2022 (Release 1.6.1).%¢ Participants had the freedom to
write as much as they wanted and express several opi-
nions for any given topic. The free-text data were ini-
tially coded solely by A.R. These themes were then
reviewed, refined and finalised on 7 March 2023,
through discussion with the multi-disciplinary research
team, to ensure valuable perspectives were included
and to help reduce the subjectivity of the findings
(S.CL,CJW.and T.J.).

The results of this study helped us to understand the
views of UK researchers regarding their experiences
with the creation and release of de-identified/anon-
ymised clinical trial datasets, the generation and use of
re-identification risk scores, and their views about wider
aspects of re-identification risks.

Results

The pilot survey was active from 6 June 2022 to 29
August 2022 inclusive, and the main survey was active
from 13 September 2022 to 19 Octeber 2022. There
were no changes made to the survey between the pilot
and main phase. We obtained 52 consented participants
in total of which 38 were eligible because they identified
as being based in the United Kingdom. No data from
the eligible participants were excluded from the

analysis. Notably, 32 (84%) participants were associ-
ated with a UKCRC-registered CTU. The average time
to complete the survey was 18 min and all participants
reached the end of the survey, so there is no missing
data to report. The most common role was statistician
(including senior statistician; 17 (44%)), followed by
Director/Senior Manager (6 (16%)) and principal inves-
tigator (4 (11%)). However, 27 (71%) participants had
at least 6 years of experience in their employed role at
the moment they tock the survey. Table 1 has more
details on the participant characteristics.

The most common involvement with the de-identifi-
cation/anonymisation datasets was with their creation/
generation (27 participants (71%)) and approval (21
participants (55%)) of the release of de-identified/anon-
ymised datasets. Notably, 27 (71%) participants were
involved in more than one task. However, 24 (63%)
participants had at least 3 vears of experience in dealing
with de-identification/anonymisation datasets. In addi-
tion, 35 (92%) participants used documentation/gui-
dance for de-identification/anonymisation, of which 21
(60% of 35) participants used both internal and exter-
nal decuments/guidance. Moreover, 24 out of 29 (83%)
of the internally generated documentation (either imple-
mented or under construction) covered the topic of how
to de-identify/anonymise datasets, also 24 out of 29
(83%) covered the releasing of de-identified/anon-
ymised datasets and 11 out of 29 (38%) covered the

Table 1. Participant characteristics and experience and documentation used on the creation/release of de-identified/anonymised

datasets.
Participants
N =38
Parameters n (%)
Place of work
UKCRC-registered CTU 32 (84)
Other® 6(16)
Employed role
Director/Senior Manager 6(16)
Principal Investigator 41
Researcher (Research fellowfassistant) 2 (5)
Senior Researcher 1(3)
Statistician 7(18)
Senior Statistician 10 (26)
Trial Manager/Coordinater 1 (3)
Senior Trial Manager/Coordinator 1(3)
Other 6 (16)
Years of experience in employed role
0-2 38
3-5 8(21)
610 9(24)
>10 18 (47)
Involvement with the de-identification/anonymisation tasks”
o Creation/generation of de-identified/anonymised dataset 27 (71)
o Evaluation/assessment/peer review of de-identified/anonymised dataset 15 (40)
o Approval of the release of de-identified/anonymised dataset 21 (55)
o Generation/evaluation/assessment of de-identified/anonymised dataset re-identification risk 10 (26)
{continued)
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Table 1. (continued)
Participants
N =138
Parameters n (%)
o Uploading/maintenance/distribution of de-identified/anonymised dataset 14 (37)
o Other® 2(5)
Years of experience in de-identification/anonymisation
0-2 14 (37)
35 12 (32)
610 6 (16)
>10 6 (16)
Documents used
Only internally developed decuments/guidance 8 (21)
Only externally sourced documents/guidance 4(1h
Both internal and external documents/guidance 21 (55)
Other? 5(13)
Topics covered by the internally developed documents/guidance®
® The process of how to de-identify/anonymise clinical trial datasets
Yes (documents/guidance implemented) 16 (55)
Yes (but document/guidance under construction) 8 (28)
No (this process is not covered) 4 (14)
No response 1(3)
® The process for releasing de-identified/anonymised clinical trial datasets
Yes (documents/guidance implemented) 18 (62)
Yes (but document/guidance under construction) 6 (21)
No (this process is not covered) 3(10)
No response 2()
® The assessment of the re-identification risk of the de-identified/anonymised clinical trial datasets
Yes (documents/guidance implemented) 4 (14)
Yes (but document/guidance under construction) 7 (24)
No (this process is not covered) 15 (52)
No response 3(10)
Process use for releasing de-identified/anonymised clinical trial data
Only de-identification, under controlled access 13 (34)
De-identification followed by anonymisation, under contreolled access 18 (47)
Only de-identification, under open access 1(3)
De-identification followed by anonymisation, under open access 1(3)
Otherf 5(13)

30ther = | CRO, | Medical School, | Retired, 2 University, | UoE
bPar‘ticipants were allowed to mark multiple types of involvement.
“Other = not directly involved

“Other = 3 none/not applicable, | ‘NHSD & CAG advise relating to what is classed as identifiable and sensitive’ and | ‘Internal and also review the

funding body guidance for whoever funded the study’

“Only applicable to the 29 participants who answered in the previous question ‘Only internally developed documents/guidance’ and ‘Both internal

and external documents/guidance’

Other = 2 not applicable, | ‘De-identification followed by some aspects of anonymisation, under controlled access (pseudonymisation: there is some
manipulation, but the data could not be described as anonymised, and the link may not be destroyed)’, | ‘Defining these processes is a work in
progress for us, but any data releases would be under controlled access’, | *varies depending on the risk’

assessment of the re-identification risk. De-identifica-
tion, followed by anonymisation and then fulfilling data
holders’ requirements before access was granted (con-
trolled access), was the most common process for
releasing the datasets with 18 responses (47%). Further
detail is presented in Table 1.

Views on the process of de-identifying/anonymis-
ing datasets were asked. From thematic analysis of
data from 38 participants, we obtained 81 separate
opinions on de-identifying/anonymising datasets.
However, 63 expressed a negative sentiment and we
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categorised them as follows: long process (13), lack of
advice (13), data constraints and keeping utility (10),
lack of resources (9), risky process (8), difficult pro-
cess (4), non-reversible process (2), not applicable to
old datasets (2), forced process (1), and data reques-
tors not willing to pay/wait (1). Moreover, 17 opi-
nions were of a positive nature and were categorised
as: straightforward process (9), others do it (3), non-
risky process (2), sharing with trusted bona fide
researchers (2) and guidance available (1). Table 2
has representative quotes for each category.
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Table 2. Opinions about the process of de-identifying/fanonymising datasets.

Name of code

MNo. of comments

Description/representative quote

Opinien process of de-identifying/anonymising 8|*

+ Is data used for secondary research? |

+ Negative 63°
Data constraints and keeping utility 10
Difficult process 4
Forced process |
Lack of advice 13
Lack of resources 9

Data requestors not willing to pay/wait |

Not applicable to old datasets 2
Long process 13
Non-reversible process 2
Risky process 8
+ Positive 17°
Non-risky process 2
Sharing with trusted bona fide researchers 2
Others do it 3
Straight forward process 9

Guidance available |

In your opinion, how was your experience in the process
of de-identifying/anonymising clinical trials datasets? (e.g.
what have worked? what have not worked? any concerns?
any assurances?)

Is there any value of doing this?

Age and gender are often key parts of an analysis, which
we can’t remove / do the de-identification without
rendering the database meaningless

This can be a challenging process

Release of anonymised data was required for legal reasons
It was difficult to get specific advice on how to de-identify
and anonymise data. Especially on assessment of
anonymised data

we do not have the resources for this—it is hard to fund as
it occurs after the end of a study grant. / You need to find
someone who can understand the original data collection
and databases and who has the time and skill to identify
which fields need to be removed

It doesn't happen often, and mainly, people don’t want the
data badly enough to pay for the work or wait.

We work with older datasets so the technical side of de-
identifying data that was collected at a peint when none of
the current legislation was in place is demanding
Generally time consuming. / It takes a long time to do it
properly

| recall MRC guidance is to generate a new patient
reference number and delete code to generate that
number. In practice this is impractical as if the requestor
needs clarification on an element of the data being shared
you have lost the ability to identify that patient within your
own ‘parent’ dataset

This makes deidentifying/ anonymising an unnerving
experience

however in my opinion it is almost never that this puts
participants at risk

We share them with bona fide researchers, with good
research ideas, and this has not caused us concern
Others have performed the process

It was fairly straightforward

use the |CO guidelines

“Only main nodes added { + }
bOnl)f children nodes added

Also, opinions regarding the process of releasing
datasets were sought. In total, 38 participants provided
59 opinions. However, 24 expressed negative senti-
ments, such as issues with data sharing agreements (7),
lack of resources (5), risky task (5), complex requests
(2), paperwork/red tape/regulation (2) and no demand
(2). Meanwhile, 29 opinions reflected positive senti-
ments, such as easy process (7), easy data transfer (6),
committees/expert approvals (5), use of data reposi-
tories (4), use of controlled environment (3), vetoing
researchers (3) and open access (1). Table 3 has further
details.

Opinions on the experience of maintaining released
de-identified /anonymised datasets were collected: 12
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participants expressed that they did not have experience
or that it was not a necessary process. From the 26 par-
ticipants who had experience in this area, we collected
11 negative opinions of this process being a burden {(no
resources (3), dynamic process (3), issue with contracts
(2), bespoke process (1), difficult to keep links (1) and
difficult to keep process for access (1)). The only posi-
tive opinion was that the maintenance was done for free
by the participant’s institution (details in Table 4).

In addition, 38 (100%) of the participants did not
use any kind of re-identification risk score, this was dis-
tributed as follows: 18 (47%) participants had never
heard of re-identification risk scores while 9 (24%) and
11 (29%) of the participants have, respectively, ‘heard
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Table 3. Opinions about the process of release datasets.

Name of code No. of comments Description/representative quote
Opinion process of release datasets 59 In your opinion, how was your experience in the process
of releasing de-identified/anonymised clinical trials
datasets? (e.g. what have worked? what have not worked?
any concerns? any assurances?)
+ Done by others 3 Having gone through the de-identifying phase the release
was overseen by others
+ Not done this yet 3 Have not done this yet
+ Negative 24°
Complex requests 2 there is considerable conversation regarding the

Process improving |

Issues with data sharing agreements 7

Paperwork/red tape/regulation 2
Lack of resources 5
No demand 2
Risky task 5

+ Positive 29°

Committees/expert approvals 5
Use of controlled environment 3

Use of data repositories 4
Easy data transfer 6
Easy process 7
Open access |
Vetoing researchers 3

manipulation to end up at the dataset

The process here is getting better

Main issue has been regulatory/contracts rather than data
process

More form filling in / Too much regulation

| have found this process fairly labour intensive and
resource for these tasks is generally not costed

no other groups have requested trial datasets to date

it is a source of worry that we might inadvertently do
something illegal

this process simply requires a robust documented process
for deciding to release the data

data should be released via a secure research environment
Use of institutional repository

Once an appropriate transfer method was identified and
agreed, releasing the data set was straightforward

Very easy. But if you trial is not controversial or current
This is not a concern if you are releasing open-access

| feel comfortable releasing to bona fide researchers with
good research ideas

*Only main nodes added ( + )
bOnly children nodes added

Table 4. Opinions about the process of maintaining datasets.

Name of code No. of comments Description/representative quote

Experience of maintaining 24* In your opinion, how was your experience in the process
of maintaining released de-identifiedfanonymised clinical
trials datasets? (e.g. what have worked? what have not
worked? any concerns? any assurances?)

+ No experience 9 No experience of this

+ No necessary 3 We don't maintain released datasets

+ Negative/burden e

Bespoke process |

Issue with contracts 2

Dynamic process 3

Difficult to keep links |

there was no standardised way of maintaining de-identified
datasets... anyone tasked with preparing a data release
would first have to assess previous work. This was a large
waste of time

Main issue has been regulatory/centracts rather than data
process

Using a controlled process means that we have much
more control over the data regarding version control and
ensuring that the data remains accessible using current
technology

Need to have correct processes in place to ensure that
additional data can be linked with the existing data
released without compromising data integrity or de-
identification
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{continued)
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Table 4. (continued)

Name of code No. of comments

Description/representative quote

Difficult to keep process for access |

No resources 3

=+ Positive/constructive 1°

Keep for free by organisation |

Some trial datasets that are still potentially available from
studies | have worked on are password protected and the
staff who knew the passwords have left without remaining
staff having requested these.

It is difficult to arrange a process for maintaining
controlled access that is available long-term and affordable

Kept in university

“Only main nodes added { + }
bOnl)f children nodes added

Table 5. Views about re-identification risks scores.

Participants
N =38
n (%)
Awareness of re-identification risk scores for assisting in the release of de-identified/anonymised clinical trial datasets
| have never heard of them 18 (47)
| have heard about them, but | am not so sure what they are 9 (24)
| have a general understanding but do not use them 11 (29)
| have a good understanding and use them sometimes 0
| have a strong understanding and use them frequently 0
What are the barrier for not using the re-identification risk scores®
Lack of funding 5 (45)
Lack of relevant training 11 (100)
Lack of time 8 (73)
Other® 4 (36)

aOnly applicable to the |1 participants who answered in the previous question ‘| have a general understanding, but do not use them’. Participants

were allowed to mark multiple barriers.

POther =1 ‘P not convinced they are necessary’, | ‘Possible lack of benefit if following existing good process’, | ‘Specific examples based around
clinical trial data’, | ‘study context, harder to conceptualise this metric than something descriptive. I'm fully aware of the irony that a statistician is
essentially saying use free text here! | think they do have something to offer but need context’.

Note: As No one selected ‘| have a good understanding, and use them sometimes’ or ‘I have a strong understanding, and use them frequently” in
QI35 Q16-Q20 were no longer feasible and the survey automatically skipped to Q21 for the participant who answered ‘| have a general
understanding, but do not use them’, and to Q22 for the participants who answered ‘| have never heard of them’ or ‘I have heard about them, but |

am not so sure what they are’

about them, but were not so sure what they are’ and
‘have a general understanding, but did not use them’.
This last group expressed a lack of relevant training
((11/11) 100%), a lack of time ((8/11) 73%) and a lack
of funding ((4/11), 45%) as the main barriers for not
using re-identification risk scores (see Table 5). Further
questions exploring the views about re-identification
risks scores were not answered by any participant
because they were only applicable if the participants
answered that they had a ‘good or strong” understand-
ing of re-identification risk scores and used them ‘some-
times or frequently’.

Regarding the wider aspects of re-identification risk,
we attempted to identify which concerns related to the
de-identified/anonymised datasets’ properties were
known te the researchers before release: 98% of the
researchers always or often considered the data format,
71% always or often thought about the data
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uniqueness and 95% always or often contemplated the
sensitivity of the data (Supplementary Figure 1). We
also asked about the concerns around the release envi-
ronment for de-identified/anonymised datasets and
52% of researchers always or often considered motiva-
tions to launch a re-identification attack on the data-
sets, 36% always or often considered the existence of
auxiliary information to enable a re-identification
attack, 26% always or often thought about the geogra-
phical location of the release, 61% contemplated
consequences to individuals and 61% considered conse-
quences to organisations if a successful re-identification
attack occurred {Supplementary Figure 2).

Finally, we asked about any other aspects researchers
considered before the release of anonymised/de-identi-
fied datasets. In total, 10 participants expressed con-
cerns around the following themes: Any benefits of data
release (3), contracts concerns (2), avoidance of open
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Table 6. Any other aspects you consider before release.

Description/representative quote

Name of code N
Any other aspects you consider before release 40*
+ Concerns 10°
Avoidance of open access |
Any benefits of data release 3
Contract concerns 2
Ethical approval concerns |
Expertise of data releaser |
Patients’” expectation |
Reasons to release data |
+ Steps/checks 30°
Presence of any data uniqueness 4
Execution of final checks 3
Verification of a good research question 8
Provision of storage guidance for the released data 3
Consideration of the probability of re-identification 5
Vetoing researchers 7

Any other aspects you consider before you release de-
identified fanonymised clinical trials data.

We've avoided true open access data release

What are the potential scientific and societal benefits from
release!

Is the contract appropriate and does it make clear the
duties of the requestor?

Ethics worries me

release is down to the highest data owner which, in our
case, is the main trial statistician (with oversight). |
wouldn’t leave this decision to techies

Patient expectations of how their data would be handled
(was consent obtained, how was the consent worded,
what do patient representatives suggest about sharing that
data specifically?)

{is it to be included in further meta-analysis, for potential
secondary analysis, or are just released for ‘accountability’/
because journals asked us to). What was said in the
consent form about data use/sharing?

Any release of special category data especially if there is a
uniqueness inherent in the data

Robust checking of dataset prior to release to try to
mitigate any of the risks

favouring controlled release to groups that have a plan of
what to do with the data

We give guidance on how the data should be stored when
they are received, to reduce the risk of them being held
insecurely

There is always a fear that you feel that the data, even
with rigorous anonymous checks, by several people, that
someone will be able to be identified with the data

We ask for details of who the researchers are, and what
their question is. Ve only release to bona fide
researchers, with good research questions

2Only main nodes added ( + )
bOnly children nodes added

access (1), ethical approval concerns (1), expertise of
data releaser (1), patients” expectation (1) and reasons
to release data (1), and 30 participants mentioned steps/
checks before data release which included verification of
a good research question (8), vetoing researchers (7),
consideration of the probability of re-identification (5),
presence of any data uniqueness (4), execution of final
checks (3) and provision of storage guidance for the
released data (3) (Table 6).

Discussion

Researchers participating in this study belong to a
group experienced in the conduct of clinical trials and
in the processes associated with the preparaticn and
release of de-identified/anonymised clinical trial
datasets.

The dominant activities that respondents engaged in
were the creation of the de-identified/anonymised
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datasets followed by the approval for release, while
maintenance and peer review of the de-identified/anon-
ymised datasets do not seem to be as common. This
could be explained by the participant’s profile, as statis-
ticians and trial managers are more likely to take part
in the creation of de-identified/anonymised data-
sets,>”*® while IT specialists tend to be involved in the
upleading and maintenance of the datasets, and this
group is not represented in our results {(despite the sur-
vey being open to it). Another possible explanation is
that we assumed sharable datasets would be created at
the end of a study, ready te be sent out on request.>**!
However, in reality, sharable datasets are often created
on demand, eliminating the need for maintenance.*

It is encouraging that 92% of the participants used
some sort of documentation (either external or internal)
for the de-identification/anonymisation process, with
the process of how to de-identify/anonymise and release
datasets being highly represented; conversely, the
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implementation of risk evaluation is only modestly rep-
resented in these documents.

The most common overall process for the release of
de-identified /anonymised clinical trial datasets, as
reported by participants, was ‘de-identification fol-
lowed by anonymisation under controlled access’, here
clinical trial datasets are de-identified (key items
stripped from the dataset), this is followed by data
manipulation techniques to further anonymise the
datasets and finally, datasets are released via the imple-
mentation of, for example, data sharing agreements,
the location of the datasets behind secure access bar-
riers or the identification and vetoing of secondary
researchers and their research ideas. This process
matches what we found in our previously published
systematic scoping review.*® This is promising because
researchers are following the proposed recommenda-
tions/guidelines, which over time are providing a robust
process, as evidenced by the fact that we do not yet
have any known cases of a successful re-identification
attack in the United Kingdom in clinical trial datasets.

‘When we explored researchers” opinions on the pro-
cess of de-identifying/anonymising and maintaining
datasets, negative sentiments seemed to dominate.
Opinions on the data release process were balanced
between positive and negative views. This suggests that
de-identifying/anonymising the data is more trouble-
some than releasing it. This could be explained by the
time in which data preparation and sharing activities
are occurring. These activities tend to happen at the end
of the studies, when the budget has been expended and
the teams have pressures frem other live projects.’” The
International Committee of Medical Journal Editors
(ICMJE) have acknowledged this situation and they are
recommending any trials that started enrolling partici-
pants after the 1 January 2019 must have a data sharing
plan in the trial’s registration.*! However, at present, it
might be premature to expect to see the emerging
impact of that recommendation. Time is not the only
constraint; it is known that de-identification and anon-
ymisation of datasets are potentially complex and get-
ting it wrong could have profound consequences.**

Regarding re-identification risk scores, it was
expected that researchers would not know about how
to calculate them, due to two main reasons: first, they
are briefly described in the current guidance documents
for clinical trials,”® and second, the proposed re-
identification risk scores come from health records
management, so they are not common knowledge
among clinical trialists. The small group of partici-
pants, who were aware of re-identification risk scores
but were not using them, cited the primary reasons as a
lack of training and time. Addressing the lack of train-
ing is an aspect that could be considered. This is an
emerging topic within clinical trials where there are
research and training gaps because researchers need a
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clear and tailored tool that they can use to estimate the
re-identification risk for datasets.

We attempted to explore concerns about known
parameters that could affect the re-identification
risk,**>" using variables related to the datasets and to
their release environments. We observed that even with
no formal training, some researchers are already intui-
tively addressing these parameters and thinking of ways
of mitigating their impact during the preparation and
before the release of de-identified /anonymised datasets.
Of course, robust guidance and availability of training
could help to increase the level of engagement with the
features that could affect re-identification risk.

Finally, we invited comment on issues that were not
addressed in the rest of the survey, but notably the
responses did not identify any new practices or
concerns.

Comparison with existing literature

The report by Humphreys et al.'® dealt with issues
regarding wider aspects of data sharing for clinical
trials and it commented that better guidance, more
resources and training are required to fulfil data shar-
ing from clinical trials. Qur survey results agree with
these findings. So, this is not an exclusive issue for de-
identified/anonymised datasets.

Naudet et al.’! reported a low incidence of sharing
of de-identified/anonymised clinical trial datasets. They
explained that the main reasons for the ICMJE data
sharing policy not being implemented are lack of
resources and training, lack of unified concepts (e.g.
multiple definitions for anonymisation), real or per-
ceived risk and the need to protect the interests of
researchers and patients. This suggests that the barriers
are not only researchers’ opinions but also a reality.
Currently, promises to eventually share data are not
being kept.*>3? Therefore, a future where data sharing
is the norm is still out of reach until these issues are
mitigated.

Humphreys et al.!? highlighted re-identification risk
as a key issue, but they did not describe how this risk
should be calculated or quantify an acceptable level of
risk. Our study is a first step to encourage a research
stream for the underdeveloped area of re-identification
risk estimation on clinical trial datasets.

Strengths and limitations

‘We sent the survey to mailing lists involving large num-
bers of people to maximise the chance of responses
from individuals eligible for the survey. However, many
of the people in these mailing lists would not have been
eligible. We therefore could not investigate the response
rate or the response bias of the survey. We collected
responses from 38 participants, which, according to the
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methodology used in this research, is sufficient to reach
data saturation with respect to opinions, as we exceeded
the minimum of between 12 and 30 survey responses.
However, we may not have heard all opinions because,
for example, we did not receive surveys from every
UKCRC-registered CTU (population size n = 52). In
addition, the CTUs represented in our sample may be a
biased subset. We also do not know if the participants
filling out the survey were speaking solely about their
personal experience or if they were representing their
CTU. However, the researchers who participated in this
study were experienced and appeared to have relevant
hands-on experience of the process of de-identification/
anonymisation of clinical trial datasets. This gives
strength to the results. However, eligible individuals
self-identified as experienced in the subject matter and,
we did not assess the details of this experience; instead,
we inquired about the number of years of experience in
de-identification/anonymisation.

All eligible individuals reached the end of the survey,
and this is evidence of highly motivated participants
interested in the topic of the survey. Such highly moti-
vated individuals could potentially provide mostly posi-
tive experiences, and we might not have fully engaged
with researchers who have done de-identification/anon-
vmisation and have had adverse experiences or difficul-
ties in this area. Nevertheless, we recorded a high
incidence of negative sentiments.

As our resources were limited, we based the survey
in the United Kingdom due to the complexities of ethi-
cal approvals. We could not predict where our potential
international participants were going to be based and
this restricted the ethical approval application to only
the United Kingdom. Therefore, it was not possible to
explore what is happening in other countries. To our
knowledge, this has not been studied in other settings
and future research addressing this gap would be valu-
able to confirm the generalisability of these findings. In
this regard, we are sharing our full protocol and survey.
Of course, many of the issues highlighted in this study
are common global problems, so this UK study could
be relevant to the wider research community.

The themes were manually coded and, therefore sub-
jective; however, other reviewers sense-checked the cod-
ing and any disagreements were resolved via discussion
within the research team.

This study is covering an emerging part of clinical
trials research, for which even consensus about the defi-
nition of anonymisation does not exist.”* To avoid mis-
interpretations in the survey, we provided definitions in
the body of the survey to counter this issue. However,
it cannot be ruled out that some of reported practices
could be related to the sharing of pseudonymised data,
as indicated by the use of controlled access.
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Conclusion

It is positive to see that the majority of responders
reported using documented processes for de-
identification and anonymisation of clinical trial data-
sets. However, our survey results clearly indicate that
there are still gaps in the areas of guidance, resources
and training to fulfil sharing requests of de-identified/
anonymised clinical trial datasets. In addition, the
investigation of applications of re-identification risk
scores on de-identified/anonvmised clinical trial data-
sets could help with the development of an objective
process to assess the re-identification risks and prob-
abilities of re-identification attacks, which in turn can
harmonise efforts towards more secure de-identified/
anonymised datasets.

Meanwhile funders and sponsors should continue to
foster and support activities regarding the preparation
of de-identified/anonvmised clinical trial datasets with
the intention to share, such as training and funded time
for these tasks.
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5.3 Conclusion

This part of the thesis explored the views of UK clinical trials researchers regarding their
experiences with creating and releasing anonymised datasets, generating and using re-
identification risk scores, and their perspectives on broader re-identification risks. Re-
identification risk scores, as described by El Emam (El Emam 2013) , use information in
anonymised datasets to estimate the probability of identifying individuals. While these
scores are currently used primarily for health records, they could also be applied to
clinical trials, as discussed in Chapter 4. Although there may be instances where re-
identification risk scores have been used in clinical trials, such applications are not yet

widely documented.

The research in Chapter 5, aimed to understand what is working and what is not in the
creation and release of anonymised datasets and to determine if re-identification risk
scores are used by UK clinical trials researchers. To achieve this, | employed an online
exploratory cross-sectional descriptive survey, including both open-ended and closed
questions, to gather detailed insights. The survey, conducted in English, was structured
in five parts: consent and eligibility check, researchers' work background, experiences
with anonymised datasets, knowledge and use of re-identification risk scores, and

views on re-identification risks.

Participants were recruited from various UK-based clinical trial units, data transparency
groups, and an academic conference (6" ICTMC 2022 in Harrogate UK) (International

Clinical Trials Methodology Conference (ICTCM), Sydes et al. 2023) , using convenience non-

probability sampling. The survey was active from June to October 2022, resulting in 52
responses to invitation, of which 38 were eligible to participate. Most participants were

statisticians or senior statisticians, with significant experience in their roles.

The survey results showed that the most common involvement with anonymised

Aryelly Rodriguez Page 125 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 5

datasets was in their creation and approval for release. Documents and guidance were
used to inform the process, and the most used method for releasing datasets involved
de-identification followed by anonymisation, with their release under controlled access,

this mirrors the most recommended method as per our scoping review(Rodriguez, Tuck et

al. 2022) .

Thematic analysis revealed that most opinions on the process of de-identifying and
anonymising datasets were negative, citing long processes, lack of advice, and data
constraints. Positive sentiments included straightforward processes and sharing with
trusted researchers. Regarding the release of datasets, opinions were more balanced

between positive and negative views.

The survey also found that none of the participants used re-identification risk scores,
with many unaware of what they are or lacking the training to use them. Researchers
did consider various factors before releasing datasets, such as data format,
uniqueness, sensitivity, and potential re-identification risks. However, there is a need for
more robust guidance and training in this area. At the time of writing this thesis (August

2024), the article associated with this chapter has been viewed and downloaded 250+

times (Clinical Trials, a SAGE journal, 2022 (Clinical Trials a SAGE journal 2022)).

This study highlights the need for improvements in guidance, resources, and training for
the de-identification and anonymisation of clinical trial datasets. While researchers
follow recommended processes, there are still significant challenges and gaps in the
implementation and understanding of re-identification risks. Future research should
address these gaps to improve data sharing practices and ensure the safe and effective
use of anonymised clinical trial datasets. In the next and final chapter, | will amalgamate
the findings from Chapter 3, 4 and 5 to produce an overarching conclusion for my PhD

research.
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Chapter 6 Overall Discussion and Conclusions

6.1 Introduction

This thesis discusses the increasing emphasis on sharing anonymised clinical trial
datasets, driven by publishers and funders. This practice is essential for disseminating
current research, enabling new investigations, and maximising scientific efforts.
However, anonymising data is complex, and achieving robust anonymisation can lead
to a loss of detail necessary for comprehensive analysis. Therefore, there is a balance
between minimising the risk of re-identification and maintaining sufficient detail to

replicate original analyses and answer further, valid, research questions.

This final chapter relates to the fifth objective of the PhD: “To develop evidence-based
recommendations on anonymisation techniques and data security for clinical trial
datasets”. To this effect, | first summarise the findings in Chapters 3, 4 and 5. | then
discuss the implications of these findings for current practices and their connections
with recent developments in the field, and outline directions for future research.

Finally, | provide the overarching conclusion of this 6-year part-time PhD.

6.2 Summary of findings

There are growing demands for sharing anonymised datasets from clinical trials within
the scientific community, amidst varying recommendations on anonymisation. To
begin this PhD research, | conducted a systematic scoping review on MEDLINE®,
EMBASE, and Web of Science'™, including any publication with recommendations on
anonymisation for data sharing from clinical trials, to understand what was available to
researchers that was tailored to clinical trials datasets. Fifty-nine articles were

included, which identified three main concepts: anonymisation, de-identification, and
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pseudonymisation. Commonly suggested anonymisation techniques involved
removing direct patient identifiers and modifying indirect identifiers to minimise
identification risks. This first part of the research found no single standardised
anonymisation recommendation but noted a trend towards consensus on definitions
and techniques and highlighted the necessity of pairing anonymisation with controlled

access to protect patient privacy.

The second part of this PhD investigated whether publicly available anonymised
clinical trial datasets pose a privacy risk to participants. | accessed a broad sample of
de-identified/anonymised datasets from human participants and classified personal
data within these datasets. | calculated re-identification risk scores based on
combinations of indirect identifiers such as sex, age, and race. These scores ranged
from O (indicating the lowest risk) to 1 (maximum risk). Seventy datasets were
analysed, with 31 shared openly and 39 under controlled access. The datasets had an
average of four identifiers, with average risk scores ranging from 0.47 to 0.91. | found
out that clinical trial datasets contained rich personal details, highlighting the
importance of carefully managing re-identification risks. | suggest using re-
identification risk scores to guide the anonymisation process for secondary research
purposes. This recommendation is incorporated into a comprehensive strategy, which

is detailed in the flow chart presented in Figure 1, Section 4.2 of this thesis.

The third and final part of this PhD explored the views and experiences of UK clinical
trial researchers regarding de-identification, anonymisation, data release methods,
and re-identification risk estimation for clinical trial datasets. An online survey of UK
clinical trials researchers was conducted between June 2022 and October 2022,
yielding 38 responses. The majority (35, 92%) used internal documentation or

published guidance for de-identification/anonymisation, with controlled access being
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the most common release method. Despite some familiarity with re-identification risk
estimation, it was rarely used. Surveyed researchers reported negative experiences
due to a lack of resources, guidance, and training. This part of the PhD concluded that
while documented processes are commonly used, there are significant gaps in
guidance, resources, and training for sharing de-identified/anonymised datasets, and

re-identification risk estimation remains underdeveloped.

6.3 Context and implications

The landscape of clinical trial data sharing is rapidly evolving, making it increasingly
difficult to justify the refusal to share such data. Several recent developments
underscore this shift. This section explores these developments, the implications of my

research, and how they intersect.

In 2019, the University of Bristol was ordered by a UK First-tier tribunal to release
anonymised clinical trial data collected on 100 children in the Bath area (Healy 2019).
Additionally, funders like the MRC are already indicating the imperative nature of data

sharing at the funding stage with a robust data sharing policy (Medical Research Council

(MRC) 2023). A significant recent development in this area is the new policy introduced
by the BMJ, effective from the 5th of March 2024. The BMJ now mandates that all
authors of submitted research trials must share relevant trial data in a publicly

accessible, enduring repository, such as Vivli (Vivli Center for Global Clinical Research Data

2020), before publication. Moreover, authors are required to submit the analytical code

used in their research as a supplementary file, which will be permanently accessible

alongside the published paper (Loder, Macdonald et al. 2024). This policy aims to enhance
transparency and scrutiny of medical research by ensuring that data and code are

readily available for re-analysis and verification by other researchers. The BMJ might
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be taking this step to address concerns observed by Butte (Butte 2021), Gabelica et al.

(Gabelica, Bojci¢ et al. 2022) and Esmail et al. (Esmail, Kapp et al. 2023) that even when

researchers committed to data sharing via a “data sharing statement,” this did not
ensure the data was actually accessible, and more needed to be done to increase
data availability. In general terms, it could have been predicted that was going to be
next step, the requirement of a mandatory, permanently accessible dataset in a
defined location before publication, rather than relying on authors to self-regulate and
fulfil their promises in their data sharing statements. It seems likely that other
publishers and funders will follow suit in requiring mandatory data sharing. Moreover,
reliable data is crucial for advancing Al research and its applications, which have the
potential to benefit society significantly. For example, Al has already led to the
discovery of a new antibiotic (Gallagher 2023). While making clinical trial data available
may not yet be an explicit duty, it could significantly contribute to Al development and

enhance the value of these datasets (Kulakiewicz, Parkin et al. 2022), aligning with

emerging trends in research transparency and data sharing. However, it is important
to approach this with careful consideration. We should ensure that data is shared
responsibly and used intelligently, as there is potential for misunderstandings or
misinterpretations of data fields. Establishing robust guidelines and oversight is crucial
to manage how data is used in Al initiatives, ensuring that it supports meaningful and

accurate advancements without compromising the integrity of the research.

The growing attention to data sharing is further reflected in the increasing importance

placed on anonymisation. The principles discussed by Hrynaszkiewicz et al.

(Hrynaszkiewicz, Norton et al. 2010) regarding anonymisation in clinical trials are gaining
traction (Figure 6-1), much like how HIPAA regulations have become widespread in

the US.
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Figure 6-1 Usage statistics for Hrynaszkiewicz et al. 2010 — January 2018 — August 2024

Image source: https://www.bmj.com/content/340/bmj.c181/article-info

This image is openly licensed via CC BY-NC 4.0. (https://creativecommons.org/licenses/by-nc/4.0/)
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Bearing in mind the central role that sharing clinical trial data will play in years to
come, and considering anonymisation one of the key solutions to improve data

sharing(Hrynaszkiewicz, Simons et al. 2020), we, trialists, need to adopt unified working

concepts. The findings from the first part of this PhD provide evidence that there are
numerous definitions of anonymisation and de-identification. Many issues could be
resolved if we agreed on universal definitions; however, we have to understand that

this agreement must come from the community rather than from regulators(El Emam

and Abdallah 2015) (Law, Couturier et al. 2022). The law has to cater for a wide range of
datasets and has to implement a one-size-fits-all approach, but this may not be
suitable for all fields. The good news is that Hrynaszkiewicz et al. (2010)

(Hrynaszkiewicz, Norton et al. 2010) and Tudur Smith et al. 2015 (Tudur Smith, Hopkins et al.

2015) have already provided us with definitions, and it is time to implement them. For
example, a new challenge has emerged, such as the confusion between personal
data and anonymised data, particularly when asking participants to share their
anonymised data. While it is correct to notify clinical trial participants that their data is
going to be anonymised and shared for secondary purposes, it is contradictory to
ask for their permission to share anonymised data, which is no longer personal

data(El Emam, Hintze et al. 2020). This type of confusion stems from the lack of unified

definitions. Although it might be unrealistic to call for a new single source of
definitions, rallying around Hrynaszkiewicz et al. (2010) and Tudur Smith et al.
(2015) could be a viable solution. Without moving towards accepted universal

definitions, these kinds of challenges will continue to manifest.

Another relevant finding in this PhD is the confirmation that re-identification risks are
never going to be zero, regardless of the steps taken to anonymise a dataset (Stalla-

Bourdillon and Knight 2016) (El Emam 2013). Therefore, it is essential to educate ourselves
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and the wider community with these key messages: "fully" anonymised data does not
exist, rather, anonymisation exists on a spectrum (Figure 6-2), and it is a balancing
act between data utility and re-identification risk minimisation, as confirmed by this

research.

Figure 6-2 Spectrum of identifiability

Image source: https://understandingpatientdata.org.uk/weighing-up-risks#privacy
This image is openly licensed via CC BY 4.0. (https://creativecommons.org/licenses/by/4.0/)

We should consider adopting terms like “sufficiently anonymised” (El Emam, Rodgers et

al. 2015) data, thus accepting some level of risk, having the confidence that in the UK,
an attempt to re-identify such datasets is a criminal offence under the UK Data

Protection Act 2018 (The Crown Prosecution Service 2018). Moreover, we should not fear

those risks posed by anonymised data; instead, they should be studied and
compared against the actual background risk we already endure due to our daily
digital lives. For example, in 2018, the Cambridge Analytica scandal exposed how
the Facebook users’ personal data was exploited (Trezza 2023); in 2020, personal
information from 284 NHS Highlands patients was accidentally disclosed (BBC News

2020); in 2023, almost half a million people had their personal data stolen from the
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Universities Superannuation Scheme (USS) via a cyber-attack (Davies 2023); and also
in 2023, an NHS secretary illegally accessed personal medical records out of
curiosity (Khan 2023). These examples illustrate that the greatest risks to our personal
data perhaps come from the internet, the people who handle it, and the level of

investment and protection afforded to it.

These constantly changing everyday exposures pose greater risks to privacy,
offering attackers simpler and cheaper methods of obtaining personal data than
acquiring anonymised datasets and attempting to re-identify them. Motivated
attackers have easier targets to exploit before investing lots of considerable
resources to explore anonymised datasets (Yakowitz 2011), as | did in the second part
of this PhD. Successful re-identification attacks on anonymised dataset have

occurred on data that have not been properly anonymised (El Emam, Jonker et al. 2011).

Therefore, the risk is real if anonymisation is not done robustly. However, when
anonymisation is properly executed and thoroughly checked, the chances of

successful re-identification attacks could be small (I0M (Institute of Medicine) 2015).

Like data sharing, re-identification risk assessment is proving to be an ever-moving
target. For example, Appendix 8 - Case Study - Professor Sweeney’s Research
highlights how Professor Sweeney’s 20 years of work on re-identification risk has
changed and evolved over time. Re-identification risk assessment is already
recommended as good practice by high-level guidance such as the “Anonymisation:
managing data protection risk code of practice” issued by the UK Information

Commissioner's Office (Information Commissioner's Office (ICO) 2012) which aims to

“detect and deal with re-identification vulnerabilities”. The Institute of Medicine (IOM)

(1oM (Institute of Medicine) 2015) also recommend its use, although their

recommendation is more abstract. Specifically, the IOM describes re-identification
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risk assessment at a “conceptual level”’, meaning it outlines the importance and
general principles of the assessment without delving into detailed, practical
implementation methods. Their focus is on the theoretical framework and broader
rationale for its use. The second part of this PhD provides evidence that assessing
the re-identification risk in anonymised clinical trial datasets is not only feasible but
can also inform the anonymisation process, offering a valuable entry point for the
clinical trials community. This approach enhances transparency and builds
confidence in the effectiveness of anonymisation practices. Existing documentation
only shows theoretical examples of re-identification risk calculations, while this PhD
takes a step further by providing calculations from real clinical trial datasets, offering

valuable guidance and comparison for the clinical trial community.

Finally, it is essential to listen to the voices in the community and address the
negative perception surrounding the sharing of clinical trial datasets. The third part of
this PhD showed that more training and resources are required to adequately
anonymise datasets and explore their re-identification risks, because currently the
rewards of data sharing are few, but the efforts are substantial, as observed by

Humphreys et al. (Humphreys, Merriott et al. 2020) Rios et al. (Rios, Zheng et al. 2020) and

Modi et al. (Modi, Kichenadasse et al. 2023). However, the potential benefits to science

and society make this an endeavour worth pursuing.

6.4 Future research
The topic of anonymisation of clinical trial datasets for secondary research is vast
and controversial, and one PhD alone cannot do it justice. While data sharing of

clinical trials is part of a broader conversation, progressing the issues around
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anonymisation could help remove a significant barrier related to privacy protection

(van Panhuis, Paul et al. 2014).

6.4.1 Enhancing current work

If I had more time, | would have liked to convert the scoping review in Chapter 3 into
a living document that is continuously updated as new guidance becomes available.
Additionally, a qualitative assessment of the studies included in the scoping review
could have been valuable. Identifying a hierarchy of studies could facilitate progress
towards unified concepts, eliminating issues of contradiction within the same

concept.

6.4.2 Scoping reviews and anonymisation methods

The clinical trials community would greatly benefit from a comprehensive scoping
review to identify and critically assess the most effective techniques for
anonymisation and privacy models for clinical trial datasets; this was not covered by
my scoping review. This review should also systematically search for re-identification
assessment methods to ensure no advanced or superior methods beyond those by

El Emam (2013) (El Emam 2013) are overlooked.

6.4.3 Re-identification risk scores and assessment

Regarding re-identification risk scores, it is worth exploring whether there should be
maximum limits recommended for clinical trials datasets. Chapter 4 highlighted the
dual aspects of re-identification risk assessment: a quantitative part (re-identification
risk scores) and a qualitative part (prioritising risks based on probability and impact,

considering motives for attacks and the data release context) (I0M (Institute of

Medicine) 2015); (Stalla-Bourdillon and Knight 2016). | plan to conduct a small study,

possibly via a cross-sectional survey, to collect perceived re-identification risks and
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catalogue them with a group of experts using a rational approach to record risks and

consider mitigating actions, like in Table 6-1.

What are Who What are What further | Who When is Done
the re- might be | we already | action dowe | needsto | the action
identification | harmed | doing to need to take | carry out | needed
risks? and control the | to control the | the by?

how? risks? risks? action?

Table 6-1 Proposed table for identification of qualitative re-identification risks

Source Adapted from Health and Safety Executive “Risk Assessment template” located at
https://www.hse.gov.uk/simple-health-safety/risk/risk-assessment-template-and-

examples.htm

| also aim to develop a training course and materials on calculating re-identification
risk scores, as outlined in Chapter 4, to be delivered as a free webinar and recorded

for future training resources. This initiative could start in the UK via UKCRC.

6.4.4 Assessing data utility

Future investigation should focus on assessing the utility of anonymised datasets.
Chapter 4 included only a small number of datasets with anonymisation details,
leaving this research without an evaluation of how different the anonymised datasets
were from their non-anonymised versions. This comparison is crucial for assessing

utility. Potential approaches include the “non-uniform entropy” recommended by El

Emam and Arbuckle (El Emam and Arbuckle 2013) and a “generic method” investigated

by Prasser et al. (Prasser, Bild et al. 2016), but their feasibility in clinical trials requires

evaluation.

Calculating utility metrics necessitates access to non-anonymised datasets, meaning
this assessment can only be conducted by the creators of the anonymised datasets.

The exploration of utility will likely follow a path similar to re-identification risk
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assessment, encompassing both quantitative and qualitative aspects. Ongoing
efforts, such as Pilgram's research on the privacy-utility trade-off in anonymised data

(Pilgram, Meurers et al. 2024), will continue to advance the field. However, the qualitative

aspect remains to be explored.

6.4.5 Alternatives solutions to anonymisation.

While the concept of "sufficiently anonymised" data, as discussed in 6.3, presents a
viable pathway for managing data privacy, it is not without its challenges, particularly
in balancing the trade-off between data utility and privacy. As an alternative to
traditional anonymisation techniques, the use of synthetic data has emerged as a

promising approach to address these challenges (Azizi, Zheng et al. 2021, Jiang, Mosquera

etal. 2022) .

Synthetic data is artificially generated data that mimics the statistical properties and
distribution of real-world data but does not contain any actual individual-level

information (Gretel Labs 2024). This method offers a way to preserve the privacy of

individuals while still enabling analysis and research.

Among the advantages of synthetic data are its enhanced privacy, as the absence of
real individual observations significantly reduces the risk of re-identification. This
makes it an attractive option in scenarios where the anonymisation of real data is
insufficient or where the legal implications of a privacy breach are severe.
Furthermore, synthetic data can be shared more freely with external researchers or
third parties, avoiding many of the privacy concerns associated with real data. It also
offers an easier pathway to meeting regulatory requirements, as it does not link back
to any real individuals, thereby simplifying the legal framework around data sharing

and use.
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However, it is important to note that one of the main drawbacks of synthetic data is
that it may not capture all the nuances of the original data, particularly in complex
datasets. The utility of synthetic data depends on how accurately it replicates the
relationships and patterns present in the real data. Additionally, the generation of
high-quality synthetic data requires advanced techniques and can be resource-
intensive. The process also demands careful validation to ensure that the synthetic
data retains the necessary properties for meaningful analysis. Finally, as synthetic
data does not correspond to real events or individuals, findings based solely on

synthetic data may lack real-world validation, potentially limiting their applicability.

Therefore, the choice between sufficiently anonymising real data and using synthetic
data involves weighing the trade-offs between privacy, data utility, and practicality

(Bamford, Lyons et al. 2022). While sufficiently anonymised data remains an important

approach, especially given the legal protections against re-identification in
jurisdictions like the UK, synthetic data offers a complementary or alternative
pathway that may be particularly valuable in high-risk scenarios or where greater
flexibility in data sharing is required. Future research should explore the conditions
under which each approach is most appropriate, potentially leading to hybrid

solutions that leverage the strengths of both methodologies.

6.4.6 Expanding survey participation

The survey in Chapter 5 could be expanded to include a larger and more diverse
group of participants, including those from outside the UK, to improve the
generalisability of the findings. Additionally, this survey could serve as a tool for

assessing the impact of re-identification risk scores training courses.

Aryelly Rodriguez Page 139 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Chapter 6

6.4.7 Additional Resources investigation

Achieving appropriate anonymisation is complex, with significant barriers such as
limited funding, resource allocation, and access to expert guidance. Tudur Smith et
al. (2017) conducted important work in estimating the costs and time required to
prepare a clinical trial dataset for sharing. However, as demonstrated in the process
outlined in Chapter 4, there are many additional resources to consider. For example,
institutions must address significant research governance elements when sharing

data under controlled access models.

Given that Clinical Trials Units (CTUs) often lack the resources to perform extensive
data manipulation or engage in prolonged legal consultations once a study has
concluded, they may struggle with the practical aspects of preparing data for sharing
or anonymisation due to limited post-study funding and personnel. It is crucial to
acknowledge that CTUs frequently operate under tight financial and resource
constraints, which hinders their ability to fully engage in the detailed processes

required for effective data anonymisation and legal compliance.

CTUs need easy access to experts in research governance and legal matters who
can provide guidance on whether data is "anonymised enough" for specific
purposes. This support is vital because anonymisation is not merely a technical
process; it also involves complex legal and ethical considerations that are often
context-dependent. The current system may lack adequate support structures,
making it difficult for clinical trial researchers to navigate the complexities of data
anonymisation on their own. Further research into all the resources required would

be beneficial.
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6.4.8 Engaging patient and public Involvement (PPI) members

In 2021, | sought PPl members to help shape the qualitative component of the re-
identification risk score. Although the results of my PhD focus on deliverables for
trialists, the ultimate goal is the protection of clinical trial participants. The Asthma
UK Centre for Applied Research (AUKCAR) PPI group has the expertise to help
shape this aspect of the research. Figure 6-3 shows the recruitment advert seeking

interested parties among the AUKCAR PPI group.

To Measure the Risk of Re-identification

Figure 6-3 Advert for PPI

Image source: Original

Note: This was accompanied by an email inviting participation in a meeting about risk calculation,
which was held on 27t Jan 2021
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Five members of the AUKCAR PPI group accepted the invitation and met with me on
27th January 2021 via Zoom. After presenting the outline of the research detailed in
Chapter 4 of this thesis, all five members expressed a desire to further engage with
this study. They offered to provide advice on the findings related to re-identification
risk scores and agreed to meet again once these results are available. The aim is to
initially explore the implications of these findings for participants and to identify
potential avenues for qualitative research that could be pursued. Due to delays in
data analysis, | did not manage to meet with them before the end of my PhD, but |
will do so as soon as the related article is published. This could complement findings

by Howe (Howe, Giles et al. 2018) in her thesis “Participants’ Attitudes Towards Data

Sharing” (Howe 2021), where she explored clinical trial participants’ views on data
sharing. It would be interesting to approach participants with actual re-identification

scores and gather their perspectives.

6.4.9 Addressing stigmatising conditions

Once anonymisation and re-identification risk concepts are unified and established
for clinical trial datasets, research should evaluate these aspects for datasets
studying stigmatising conditions, such as addictions, where data sharing practices

are practically non-existent (Vvassar, Jellison et al. 2020).

6.4.10 regulatory considerations
Finally, there should be more research to motivate regulators to explore stronger
laws to penalise criminal activity and more favourable views for organisations that

have taken all necessary steps to anonymise and share data robustly.
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6.5 Overall Conclusion

This PhD research underscores the critical importance and complexity of sharing
anonymised datasets from clinical trials. The findings reveal significant challenges,
opportunities, and necessary actions to enhance data sharing practices while
safeguarding participant privacy. The journey towards effective and safe sharing of
anonymised clinical trial datasets is complex and requires careful consideration of
privacy risks, data utility, and regulatory compliance. While fully anonymised data
may never be achievable, "sufficiently anonymised" data represents a pragmatic

goal.

To advance data sharing practices, the clinical trials community must embrace
unified concepts and standards, supported by robust training and resources. Re-
identification risk assessment should be integrated into the anonymisation process,
as recommended by high-level guidance and demonstrated by this research.
However, it is important to recognise that achieving appropriate anonymisation is not
a straightforward process that can simply be implemented. In reality, significant
barriers remain, particularly concerning funding, resource allocation, and the
availability of expert guidance. These challenges underscore the need for more
sustainable funding models and better access to expertise to ensure that

anonymisation efforts are both effective and feasible.

This PhD provides a foundational understanding and actionable recommendations to
enhance the anonymisation process and promote the responsible sharing of clinical

trial data, ultimately benefiting scientific progress and public health.
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Appendices

Appendix 1 - Chapter 3 - Associated “Self-Audit Checklist for Level 1 Ethical
Review”

University of Edinburgh,
Usher Institute of Population Health Sciences and Informatics

RESEARCH ETHICS SUBGROUP

Self-Audit Checklist for Level 1 Ethical Review for PGR projects

See Intra website for further information: http-//www cphs mvm.ed ac uk/intra/research/ethical Review php

NOTE to student: Completion of this form should be under the oversight of your supervisor. A good strategy would be fo
complete a draft as best you can, then discuss with vour supervisor before completing a final copy for vour supervisor to sign.

Proposed Project (State research question and topic area, and briefly describe method/ data. Specify also
countries in which data will be collected. ):

We aim to identify, describe and synthesise the methods/recommendations currently being used by researchers to anonymise datasets from
clinical trials

There are increasing pressures for anonymised datasets from clinical trials to be shered acress the scientific community. There are various sets
of recommendations on how to perform anonymisation pricr to sharing clinical trial data. We aim to systematically identify, describe and
synthesise these recommendations. We will systematically search literature databases and websites of key organisations in the field. Any
article reporting recommendations on anonymisation to enable data sharing in clinical trials will be included. There would not be a geographical
restriction for identified sources. Two reviewers will independently screen titles/abstracts and full texts for eligibility. One reviewer will extract
data from included papers and sense check by a second reviewer. Results will be summarised by narrative review. This scoping review will
provide information about existing recommendations for anonymising clinical trial datasets in order to make them available for sharing and it will
inform (if applicable) the development of new recommendations

1. Bringing the University into disrepute
Is there any aspect of the proposed research which might bring the University into disrepute? XS NO

2. Data protection and consent
Are there any issues of DATA PROTECTION or CONSENT which are NOT adequately
dealt with via established procedures? FES NO

These include well-established sets of undertakings. For example, a *No” answer is justified onfy if:
(a) There is compliance with the University of Edinburgh’s Data Protection procedures (see

www recordsmanagement ed ac.uk

(b) Respondents give consent regarding the collection, storage and, if appropriate, archiving and destruction
of data;

() Identifying information (eg consent forms) is held separately from data;

(d) There is Caldicott Guardian approval for (or approval will be obtained prior to) obtaining/ analysing NH3
patient-data.

() There are no other special issues arising about confidentiality/consent.

3. Study participants

a) Will a study researcher be in direct contact with participants to collect data, whether face-to-

face, or by telephone, electronic means or post, or by observation? {eg interviews, focus groups,
questionnaires, assessments) XES NO
b) Answer this only if qu. 3 above = ‘YES":

In ethical terms, could any participants in the research be considered to be “vulnerable’?

e.g. childven & young people under age of 16, people who are in Please tick one:

custody or care {incl. school), a marginalised/stigmatised group “wuinerable’ [ not ‘vuneraple’ O

4. Moral issues and Researcher/Institutional Conflicts of Interest
Are there any SPECIAL MORAL ISSUES/CONFLICTS OF INTEREST? ES/ NO

(a) An example of conflict of interest for a researcher would be a financial or non-financial benefit for
him/herself or for a relative of friend.

(b) Particular moral issues or concerns could arise, for example where the purposes of research are
concealed, where respondents are unable to provide informed consent, or where research findings
could impinge negatively/ differentially upon the interests of participants.

{c) Where there 1s a dual relationship between researcher and participant (eg where research 1s undertaken
by practitioners so that the participant might be unclear as to the distinction between ‘care’ and
research)
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5. Protection of research subject confidentiality

Are there any issues of CONFIDENTIALITY which are NOT adequately handled by

normal tenets of confidentiality for academic research? IES/NO
These include well-established sets of undertakings that should be agreed with collaborating and
participating individuals/organisations. For example, a “No’ answer is justified only if:
(a) There will be no attribution of individual responses;
(b) Individuals (and, where appropriate, organisations) are anonymised in stored data, publications and

presentation;

() There has been specific agreement with respondents regarding feedback to collaborators and publication.

6. Potential physical or psychological harm, discomfort or stress
(a) Is there a FORSEEABLE POTENTIAL for PSYCHOLOGICAL HARM or

STRESS for participants? =Ea NO
{(b) Is there a FORSEEABLE POTENTIAL for PHYSICAL HARM or

DISCOMFORT for participants? FES/ NO
(c) Is there a FORSEEABLE RISK to the researcher? s NO

Examples af issues/ topics that have the potential to cause psychological harm, discomfort or distress and
should lead you to answer ‘ves' lo this guestion include, but are not limited to:

relationship breakdown,; bullving; bereavement; mental health difficulties; trauma / PTSD, violence or
sexual violence; physical, sexual or emotional abuse in either childven or adults.
7. Duty to disseminate research findings

Are there issues which will prevent all relevant stakeholders™ having access to a clear,
understandable and accurate summary of the research findings if they wish? =B/ NO

*If and only if, you answered ‘ves’to 3 above, ‘stakeholders’ includes the participants in the research

Overall assessment

# If every answer above is a definite NO, the self-audit has been conducted and confirms the
ABSENCE OF REASONABLY FORESEEABLE ETHICAL RISKS - please tick box \/

This means that regarding this studv, as currently self~audited, no further ethical review actions ave required
within Usher. However, if in the coming weeks/months there is any change to the research plan envisaged now
{and outlined above), the study should be re-audited against a Level 1 form, because it may be that the change
made negates the absence of ethical risks signed off here.

Two copies of this form should be taken for inclusion in the final dissertation/thesis and the original should be
returned to Usher Ethics admin — usher.cthics@ed.ac.uk
Receipt of this form will be acknowledged, but no formal letter of approval can be/will be sent. [f some
Sormal letter is required for a fumder or colluborator, please be sure to ask in your covering ematil, and we will
send a form of words explaining the self-audit process.
# If one or more answers are YES, then risks have been identified and prior to commencing
any data collection formal ethical review is required - either:
~ by NHS REC (NB a copy of ethics application and decision letter, and this level 1 form, must be sent
to Usher Ethics usher ethics/@ed ac uk); or

~ 1f not to be formally reviewed by NHS REC, then Usher level 2/3 ethical review required
[if either 4 is ‘ves’ or 3b is “vulnerable’ then it is possible level 3 review is required. ]

Aryelly Rodriguez Professor Steff Lewis
Student Name Supervisor Name
Student Signature Supervisor Signature *

* NOTE to supervisor: The Usher Ethics Subgroup will not check this form (the light touch Level 1 form means we have
insufficient detail to do so). By counter-signing this check-list as truly warranting all ‘No’ answers, you are taking responsibility,
on behalf of Usher and Uok, that the research proposed truly poses no potential ethical risks. Therefore, if there is any doubt on
any issue, it would be a wise precaution to mark it as ‘uncertain’ and contact the Ethics Subgroup as to whether a level 2 form
might be required as well. (See Intra Ethics website — URL at top of form) 28 Jan 2017
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Appendix 2 - Chapter 3 - Published supplementary materials
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Appendix 2

Online supplemental for current recommend ations/practices for anonymising data

from clinical trials in order to make it available for sharing: A scoping review

Online Supplermental Figure 3 MVivo® Word Cloud
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Appendix 1 - Protocol
Current recommendations/practices for anonymising data from clinical

trials in order to make it available for sharing: Protocol for a scoping

review

1  Rodriguez A', Tuck C.", Dozier MF?, Lewis SC', Eldridge S* Weir CJ’

2 'Edinburgh Clinical Trials Unit, Usher Institute of Population Health Sciences and
3 Informatics, the University of Edinburgh

4  Library & University Collections, Information Services, the University of Edinburgh
5 SPragmatic Clinical Trials Unit, Blizard Institute, Barts and the London School of

6 Medicine and Dentistry, Queen Mary University of London

8 Correspondence:

9  Ms Aryelly Rodriguez

10  Edinburgh Clinical Trials Unit, the University of Edinburgh
11 Level 2, Nine Edinburgh BioQuarter,

12 9 Little France Road, Edinburgh, EH16 4UX

13 Emails:

14

15

17  Protocol registration

18  The protocol will not be registered with the International Prospective Register of Systematic
19  Reviews (PROSPERO) as the proposed systematic review does not meet the PROSPERO
20  inclusion criteria.

21

22
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Appendix 1 - Protocol
Current recommendations/practices for anonymising data from clinical

trials in order to make it available for sharing: Protocol for a scoping

review
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Appendix 2 for current recommendations/practices for anonymising data from clinical trials in order

to make it available for sharing: A scoping review

Appendix 2 - Search strategies for electronic databases/registries
11/02/2021
Study Recommendations/methods on anonymisation in clinical trials

Catalogue Strategy

1.- {clinical adj2 {trial* or randomi* or research® or control*)).mp.

2.- {principle® or guid*® or recomm®).mp. [mp=title, abstract, original title, name of substance word, subject heading

word, floating sub-heading word, keyword heading word, protocol supplementary concept word, rare disease

supplementary concept word, unique identifier, synonyms]

3.- {shar® or reus” or re-us* or access* or open).mp. [mp=title, abstract, original title, name of substance word,
Ovid MEDLINE{R) and In-Process subject heading word, fleating sub-heading word, keyword heading word, protecol supplementary concept word,
& Other Non-Indexed Citations  rare disease supplementary cencept word, unique identifier, synonyms]

4.- Data Anonymization/
Notes: lines 8 and 9 were added 5.- {de-identi* or deidenti* or anonym™ or privacy or confidential®).mp. [mp=title, abstract, original title, name of
to update the search substance word, subject heading word, lloating sub-heading word, keyword heading word, protocol supplementary

concept word, rare disease supplementary concept word, unique identifier, synonyms]

6.-dorbd

7-land2and3and6

£.-{2019* or 2020% or 2021%).ed.

9.-7and8

1.- {clinical adj2 {trial® or randomi® or research® or control¥)).mp.
2.- {principle® or guid® or recomm®).mp. [mp=title, abstract, heading word, drug trade name, original title, device
manufacturer, drug manufacturer, device trade name, keyword, floating subheading word, candidate term word]
3.- {shar® or reus® or re-us* or access* or open).mp. [mp=title, abstract, heading word, drug trade name, original
title, device manufacturer, drug manufacturer, device trade name, keyword, floating subheading word, candidate
term word]

Ovid Embase Classic + Embase  4.- Data Anonymization/
5.- {de-identi* or deidenti* or anonym* or privacy or confidential*).mp. [mp=title, abstract, heading word, drug
trade name, original title, device manufacturer, drug manufacturer, device trade name, keyword, floating

Notes: lines 12 and 13 were subheading word, candidate term word|

added 6.-4o0r5

to update the search 7-land2and3and6
&.- anonymization/
9.-5ord8
10.-1and 2and 3 and 9
11.-7 and 10
12.-{2019* or 2020* or 2021%).em.
13.-11and 12

e #8 AND #5 Indexes=SCI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-S5H, BKCI-5, BKCI-SSH, £SCI, CCR-
EXPANDED, IC Timespan=All years
"8 LD={1900-01-01/2019-02-10)
Indexes=SCI-EXPANDED, 55CI, A&HCI, CPCI-5, CPCI-55H, BKCI-5, BKCI-55H, ESCI, CCR-EXPANDED, IC Timespan=All
years
#7 16 AND 45
Indexes=SCI-EXPANDED, 55CI, A&HCI, CPCI-5, CPCI-55H, BKCI-S, BKCI-S5H, ESCI, CCR-EXPANDED, IC Timespan=All
years
e LD={2019-02-11/2021-12-31)
Indexes=5CI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-SSH, BKCI-S, BKCI-5SH, £SCI, CCR-EXPANDED, IC Timespan=All
years
5 H1AND #2 AND #3 AND #4

Web of Science Indexes=5CI-EXPANDED, SSCI, A&HCI, CPCI-5, CPCI-SSH, BKCI-5, BKCI-5SH, ESCI, CCR-EXPANDED, IC Timespan=All
years
#4 TS={de-identi* ar deidenti* or ananym® or privacy or confidential®)
Indexes=SCI-EXPANDED, S5CI, A&HCI, CPCI-S, CPCI-SSH, BKCI-S, BKCI-S5H, ESCI, CCR-EXPANDED, IC Timespan=All
years
i3 TS={shar® or reus*® or re-us* or access™ or open)
Indexes=3CI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-S5H, BKCI-5, BKCI-55H, ESCI, CCR-EXPANDED, IC Timespan=All
years
2 TS={principle® OR guid® OR recomm®)
Indexes=SCI-EXPANDED, SSCI, AZHCI, CPCI-5, CPCI-55H, BKCI-5, BKCI-SSH, ESCI, CCR-EXPANDED, IC Timespan=All
years
#1 TS={clinical NEAR/2 {trial* OR randomi* QR research® or contral®) )
Indexes=3CI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-S5H, BKCI-5, BKCI-55H, ESCI, CCR-EXPANDED, IC Timespan=All
years
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Appendix 3 for current recommendations/practices for anonymising data from clinical

trials in order to make it available for sharing: A scoping review

Appendix 3 - List of Included Records

Study Recommendations/methods on anonymisation in clinical trials

16/01/2021 05:12

Study  MainStudy  Articles  Nodes Article o -
d e n nded ation First Authors Country Article Complete title year
1 1g_ANMRD 1 7 Other Australian I\]:fllonal Medical Research Data Australia Anonymisation 2016
- Sources  Storage Facility* M — - SO —— E—
Othe ASTHMA UK policy data sharing - Introd to sharing individual
7 1g ASTHMAUK 1 6 ®  Asthma UK Centre for Applied Research? UK Bl poficy data sharing - Introduction to sharing indvidual -, ¢
Sources participant data
he
3 1g_E Emam 1 11 Sour.::as El Emam, Khaled® Canada Concepts And methods for de-identifying clinical trial data 2014
Other Filoling the European unified patient identity management
4 1g_Ebner 1 7 i Ebner, Hubert* EU  (EUPID) concept to facilitate secondary use of neuroblastomadata 2016
Lidoba from Clinical Trials and Biobanking
Other - ST 5 Data anonymisation - a key enabler for clinical data sharing
5 1p EMA 1 13 sources  EUropean Medicines Agency (EMA) EU Workshop report 2018
oth The Expert Panal on Timehy Access to Health
6 1g healthdata 1 7 Sour:l."s and Social Data for Health Research and Canada Accessing Health and Health-Related Data in Canada 205
Health System Innovation®
1 Other Food Drug Administration” us HSS - Availability of masked and de-identified non-summary safety 2013
Sources and efficacy data; request for comments
7 1g_hhs 3 5 5(0):::;5 National Institutes of Health {MIH)}* U5 HSS - Clinical research and the HIPAA privacy rule 202
Other 115, Department of Health & Human H5S - Guidance ||-_|r.ard1n“ |_m=.l.hu(|-a for de -||ien_||ﬁc.'il|un of
12 5 Services (HHS)? U5 protected health information in accordance with the Health 2012
ources ervices Insurance Portability and Accountability Act (HIPAA) Privacy Rule
Othe
8 1g_Haollis 1 7 5o "\_ Hollis, Sally® EU  Bestpractice for analysis of shared clinical trial data 2016
Other I-’.'rcparing"ind' .:d.u:ﬂ.pi;lii:n{ data irom c.liﬁ.ic:.l-l .I-r.F:!II.s_;o.r shnfiﬁs: thc
9 Hugh 1 9 Hi Saralt LK 2014
e tuhes Sources "N Glaxosmithklne approach
10 1g Huser 1 P Othar Huser, Vojtech Us D?In sharing platforms for de-identified data from human clinical 2018
Sources trials
he
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Appendix 1 for Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:

Insights and Implications

What are the re-identification risk scores of publicly available anonymised

clinical trial datasets? A study protocol

116 AR will screen titles and/or description of datasets for eligibility and to identify duplicates. Any
117  queries will be raised to SCL and/or CJWV.

118  Datasets will be excluded if:

119 1. They are not explicitly declared as anonymised/de-identified and suitable for sharing

120 2. They are not froma RCT

121 3. They are not from human participants

122 4. They are in a language that is not English or Spanish

123 If a single data repository has less or equal than five datasets meeting the inclusion criteria,
124 we would seek to obtain all datasets from that repository. If a repository has more than five
125  eligible datasets, a random selection of five datasets will be drawn from the eligible datasets.
126  This process will be executed and documented by AR. Most data repositories/sources offer
127  the data free of charge, for this project we have modest funding to pay for small nominal fees
128  to the data holders. Unfortunately very expensive request for fee will be declined and reported
129  as part of the results.

130 Data extraction and management

131  Selected datasets will be retrieved from data repositories/sources and transferred to AR's

132 secured area at UoE (Mcmvm.datastore.ed.ac.uk'cmvmismgphs'userslarodrigu) or AR's

133  DataStore allocation as per University of Edinburgh data handling policies [15] [16] [17]. All
134  these datasets will be analysed using SAS 9.4 [18] or more recent version. If datasets are
135  going to be held on the data owners’ location, AR will transfer the re-identification risk score
136 calculation analysis SAS 9.4 code to the data holders, in order to perform the analysis at the
137  owners' remote location and she will extract only the relevant output as per the local policies
138 for the remote location. If required by any remote location data holders, the re-identification
139  risk score calculation analysis code could be created on IBM SPSS or R, to perform the

140  analysis, however SAS 9.4 is still the preferred option.

141
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What are the re-identification risk scores of publicly available anonymised

clinical trial datasets? A study protocol
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Insights and Implications

What are the re-identification risk scores of publicly available anonymised

clinical trial datasets? A study protocol

224 Appendix 1 Details for Risk Scores Calculation
225 e Background
226  El-Emam Risk calculation — The equations in table 1 to calculate re-identification risks scores
227  were taken from El Emam K. Guide to the de-identification of personal health information.
228  Chapter 16. CRC Press; 2013 May 6. [13]
Table 1.1. Risk Scores.
Id | Type of Risk Score Equation for Risk Score Dichotomous decision
rule
The proportion of records in
the anonymised dataset 1 HIGH RS>
i e _ a
Ra that ha\_.r_e are identification Ra - _(Z f} W "(Bj - T)) - ’ @
probability higher than a 1n & & LOW, Ry=<a
priori predetermined Jej
threshold.
The maximum probability HIGH 0%
" R _ ’ T
Rb of re-identification among Ry = max(g}.) D, = il
all  records in the JEJ LOW, Ry<t
anonymised dataset.
The proportion of records in 1 HIGH R 3
- _ ) ) >
Re the anonymised dataset Rc - (Z ﬁg},) e I c
that could be correctly re- n 4 c LOW R.<A
identified on average. Jej 3 e
Where 1= the highest allowable probability of correctly re-identifying a single record
o~ the proportion of records that have a high probability of re-identification that would be acceptable
to the data custodian.
% = the average proportion of records that can be correctly re-identified that would be acceptable to
the data custodian.
I{.)= the indicator function {this returns 1 if the parameter is true and O otherwise).
f; = the number of individuals in an equivalence class | in the anonymised dataset
J= the set of equivalence classes in the anonymised dataset.
0;= the probability of re-identification of an equivalence class j (all of the records in the same
equivalence class will have the same probability value).
n= the total number of records in the anonymised dataset.
229
230  The equations in table 1.1 will be adjusted as required to take into consideration if we are
231 under prosecutor or journalist re-identification risk scenarios. Table 1.2 shows how the
232  equations in table 1.1 are adapted to the mentioned re-identification scenarios.
233
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Insights and Implications

What are the re-identification risk scores of publicly available anonymised

clinical trial datasets? A study protocol

234
Table 1.2 Derived Metrics by Risk Scenario
Id Type Scenario. Equation for Risk
1 1
p_Ra p_Ra=;(ij XI(F>T)
JE/ Y
P t R L 1
Rb rosecutor Py =—T———=max|—
P_ min(f;)  jes \f;
el
R pR==(Y f x5y = A
p_Re T n
i3]
) 1 1
i_Ra J_Ra=—(Zf; X1 > 1)
JEJ
- 1 1
1 - = — = max | —
I_Rb Journalist* J-Bb min(F) & \F
JE
, , U I i
i_Rc j_Re = max o f.—j
perty Mg Bl
Where t=the highest allowable probability of correctly re-identifying a single record.
f; = the number of individuals in an equivalence class j in the anonymised dataset.
J=the set of equivalence classes in the anonymised dataset.
|/|= the number of unique equivalence classes in the anonymised dataset.
f.)= the indicator function (this returns 1 if the parameter is true and O otherwise).
F; = the number of individuals in an equivalence class | in the matching dataset
n=the total number of records in the anonymised dataset.
N = the total number of records in the matching dataset.
*These metrics are suitable for the situation where the anonymised dataset is a proper subset of a
theoretical or actual matching dataset.

235
236
237 ¢+ Calculated example

238  This example shows how the calculations will be executed on the datasets that are made
239  available through this protocol. Table 2 displays a mock de-identified 25 observations dataset
240  with two independent indirect identifiers, gender_coded and age_group. The variables
241 gender, year_of _birth and age are not expected to be on actual anonymised datasets (if
242  gender_coded and age_group are present), they are shown for facilitating the explanation of

243 the example.

244
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Table 2. Mock Anonymised/De-identified dataset (25 observations, 11 unigue classes)
1=} Gender | Gender_coded| Year_of Birth| Age  |Age_group
1 Male 1 1933 a7 1
2 Male 1 1938 ) 1
3 Male 1 1942 72 2 Unique Number of
4 Female 2 1949 7 2 ., | Gender |Age _group {label}| Observationin
5 Female > 1952 & 3 class (j) each Class [f])
i : ki = : 1 Male 801 1
ale 1 195
8| Female 2 1857 & 3 . Malg A :
5 Male 1 1960 &0 1 2 Male 510 2
0| Female 2 1963 57 4 4 Male 51-60 3
11 Male 1 1065 55 4 5 Male 41-50 3
12 Male 1 1065 55 4 3 Male 30-40 4
13 Female 2 1965 55 4 Female 204 0
14| Female 3 1972 ag 5 7 Fomale 71.80 1
L5 1 hale L 873 4 2 8| Female 61.70 2
16 Male 1 1974 6 5
17| Female 2 675 IS 5 2 female S1-60 2
18 Male 1 1978 44 g 10 Female 41-50 2
19 Female 2 1920 A0 [ 11 Female 30-40 3
20 Male 1 1927 33 & TOTAL [n} 25
21 Male 1 19832 3 6
22 | Female 2 1983 7 &
23 Male 1 1087 1 &
24 | remate 2 1081 ED) &
35 Male 1 1931 E &
246

247 Prosecutor risk calculation (table 3.1) — Ve obtained three measures of risk under

248  prosecutor risk for the mock anonymised/de-identified dataset presented in table 2.

249
Table 3.1
Classes in De-identified dataset and interim calculations for Risk Scores Prosecutor Risk Scores Calculation™
Prosecutor risk tau = 033  (Setapriori)
; o dividual Is The propartion of records that
Unique | Gender en i Ty
||’|u. Age_group UENY | assrisk {1/fi)>tau? | 1j*fi Ria 2% have a re-identification
dlass {j) | coded byclass (fi)| ) 5y (i) probability higher than 0.33.
1 1 1 1 1.0000 TRUE 1 (R1a=21/25)
2 1 2 2 0.5000 TRUE 2
£ 1 3 2 C.5000 JRUE 2 Worst case scenario, The class with
a 1 4 3 0.3333 TRUE 3 ¥ P :
the highest individual risk
5 5 ; 333: : Rib 100%
2 B 2 5 0.3335 TRUE 3 represents the whole dataset
6 i} 3 4 0.2500 FALSE 0 (R1b=max{ 1/fj}=1)
- 2 1 0 N/A N/A
7 2 2 1 1.0000 TRUE i
8 2 3 2 0.5000 TRUE 2 Average risk across all of the
9 2 4 2 0.5000 TRUE 2 Ric 44% records in the dataset (Expected
10 2 5 2 0.5000 TRUE 2 value) (R1e=11/25)
11 2 [3 3 0.3333 TRUE 3
25 21
*Mote that for R1a, a response curve will be generated as several values of tau will be explored
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250
251  Journalist risk (table 3.2) — \We assumed that a matching dataset exists (with 340 observations
252 for this example). We obtained three measures of risk under journalist risk for the mock

253  anonymised/de-identified dataset presented in table 2

254
Table 3.2
Classes in Anonymised/De-identified dataset and interim calculations for Journalist Risk Scores Calculations™®
Risk Scores
The proportion of records that
have a re-identification
Ra | 4% episui
probability higher than 0.09.
{R2a=1/25)
lournalist risk tau = 0. (5ot apriar) Worst case scenario. The dass with
the highest individual risk
filin | Individual R2b | 10% o
Unigue | Gender Reareoe fraquency matching | dsssnisk | 1A is (1/Fi)>tau? i represents the whole dataset
class ()| coded e by class (i) {0}] =m: ij=
débzset) (fi/Fi) {R2b=max{ 1/Fjj=0.1}
1 1 1 1 10 01000 | 01000 TRUIE 1
2 1 2 2 20 0.1000 0.0500 FALSE 0 R2c1=0.8817/25
3 1 3 2 20 0.1000 | 0.0500 FALSE 0 Ricl 358
4 1 4 3 30 0.1000 0.0333 FALSE i) R2c2 3.2% R2c2=11/340
5 1 5 3 40 0.0750 0.0250 FALSE o
3 1 & 4 50 0.0800 0.0200 FALSE 0 . .
2 1 0 ) 0.0000 D000 TRUI 0 The maximun between the prob of
7 3 ) 1 ) 00500 | 00500 FALSE 0 arandomly selected record from
8 2 3 2 20 0.1000 0.0500 FALSE 0 the De-identified dataset that 1s
9 2 4 2 30 00667 00333 FALSL o matched against the extra
10 2 5 2 A0 0.0500 0.0350 FALSE o R2c e information dataset and the
11 2 & 3 500 0.0600 0.0200 FALSE ] probability of arandomly selected
25 340 0.8817 1 record from the extra information
dataset that is matched against the
De-identified dataset
{RZc=max{3.5,3.2])
*Note that for R2a, a response curve will be generated, as several values of tau will be explored

2355
256
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257

258 Appendix 2. Dataset repositories identified during “Current

259  recommendations/practices for anonymising data from clinical trials in order to

200 make it available for sharing: A scoping review” [14]

261
Id | Data sharing repository country Junding Twpe OF Potential number of
Access studies o check (1)
] | https://datacompass Ishtm.ac uk UK public Controlied 65
2 https:/lctu-app.Ishtm.ac. uk/freebird UK public Open 3
3 | httpsiidatashare.is.ed.ac. uk UK public Controfied 100
4 | http://datadryad.org USA public Open/ 180
contralled (2)
5 | https:ifwww.clinicalstudydatarequest.com UK public and Conirolied 56
private
6 | httpuffyoda.yale edu USA public and Conirolied 38
private
7 | https:/iwww projectdatasphere. org Usa public and Controfied 124
private
& | https://biolince.nhibi.nih.gov/studies USA public Conirofied 167
¢ | https://nda.nih.gov/get/access-data. html usaA public Controfled 25
10 | https:/ivivii.org/ USA public and Controfied 17
private
11 | https://beta. ukdataservice.ac. uk/datacatalogue UK public and Open/ 29
/studies private Controlied (@)
(reshare. ukdataservice.ac. uk)
(https v ukdataservice ac uk/deposit-data)
12 | httpsimed. data edu.au/find-data/ Australia public Controfied 12
13 | https://deri.org/our-approach/data- USA public Conirolied 4
sharing/soar-data
SOAR data: Available datasets: Duke cardiac
catheterization datasets.
262 (1) Some items are under controlled other seems to be open access
263 (2) Web pages visited on the 03FEB2020.
264
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Repositories/data sources from 1-15 were identified during “Current recommendations/practices for

anonymising data from clinical trials in order to make it available for sharing: A scoping review” 1,

repositories from 16-18 were found through alternative sources (web searches or word of mouth)

. . 2 Type of ;
id | Data sharing repository Country Funding sl Inclusion
1 https://datacompass._lshtm.ac uk? UK public Controfled Yes
2 | https://ctu-app.lshtm.ac.uk/freebird® UK public Open Yes
3 | https://datashare.is.ed.ac.uk” UK public Controfied Yes
4 | https://www.clinicalstudydatarequest.com® UK p;f::f:a?:d Controlied Yes
5 | http://datadryad.org® USA public Open Yes
¢ | http://yoda.yale.edu’ usa | Publicand oot oned Yes
private
https://www.projectdatasphere.org® USA pl;f::’:a?:d Controfied Yes
8 | https://biclincc.nhlbi.nih.gov/studies® USA public Controlled Yes
9 | https://nda.nih.gov/get/access-data.html" USA public Controfied Yes
10 | https://vivii.org/"! Usa | Publcand | oot iiied Yes
private
https://beta.ukdataservice.ac.uk/datacatalogue/studies kit i
11 | (reshare.ukdataservice.ac.uk) UK p‘;ﬂ’:a?e Hybrid (1) Yes
(https://www.ukdataservice.ac.uk/deposit-data) 42
12 | https://med.data.edu.au/find-data/** Australia public Controlled | No (2)
https://dcri.org/our-approach/data-sharing/soar-data
13 | SOAR data: Available datasets: Duke cardiac catheterization USA public Controfled No (3)
datasets.
14 | https://journals.plos.org/plosone/search ** USA p:;?:r‘:;:d Hybrld (1) Yes
15 | https://www.bmj.com/search/advanced '° UK private Hybrid (1) Yes
16 | https://dataverse.harvard.edu/ 7 USA public Open Yes
17 | https://arlg.org/studies-in-progress/ 18 USA private NA No (3)
18 | https://repasitory.niddk.nih.gov/studies/ ' USA public Hybrid (1) No (3)

(1) Some items are under controlled other seems to be open access
(2) Excluded as the repository does not longer exists

(3) Excluded because suitable Randomised Controlled Trials datasets could not be located at the moment of

search.
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Appendix 4 Worked example for Calculating Re-identification risk scores

+ Background

El-Emam Risk calculation — The equations in table S4.1.1 and S4.1.2 to calculate re-identification risks scores

were taken from El Emam K. Guide to the de-identification of personal health information. Chapter 16. CRC

Press; 2013 May 6. (El Emam 2013)

Table S4.1.1 shows the general equations to calculation the re-identification risk scores.

Table $4.1.1. Re-identification Risk Scores.

o= the proportion of records that have a high probability of re-identification that would be acceptable to

the data custodian

# = the average proportion of records that can be correctly re-identified that would be acceptable to the

data custodian

/()= the indicator function (this returns 1 if the parameter is true and O otherwise}

f!- = the number of individuals in an equivalence class j in the anonymised dataset

Id Type of Risk Score Equation for Risk Score Dichotomous decision rule
The proportion of records in 1
the anonymised dataset that 1

Ra | have a re-identification = _(ZJG x 1(6; > 1)) D, = {H{GH' Ra>g
probability higher than a priori n JEl Low, Ry=a
predetermined threshold.
The maximum probability of

Rb re-identification  among  all R, = max(gj) D. = {HJGH, Ry>rt
records in the anonymised Jes b LOW, Rp <1
dataset.
The proportion of records in 1

R the anonymised dataset that R.=— (Z £:6;) 5 HIGH, R.> A

C | could be correctly re-identified . n 173 cTlLOW R.<2A

on average. Jej ! o=

Where 1 = the highest allowable probability of correctly re-identifying a single record

J= the set of equivalence classes in the anonymised dataset

g,

I

the probahility of re-identification of an equivalence class j (all of the records in the same equivalence

class will have the same probability value}

n= the total number of records in the anonymised dataset

The equations in table S4.1.1 need to be adjusted to take into consideration if we are under prosecutor or

journalist re-identification risk scenarios. Table S4.1.2 shows how the equations in table S4.1.1 are adapted to

the mentioned re-identification scenarios.
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Table S4.1.2 Derived Metrics by Risk Scenario

Id Type Scenario Equation for Risk
1 1
o Ra PRa==( fj 1>
€l 7
P t R . -
= ee— 718 —
p_Rb rosecutor p_Ry r?e"}‘(f}) max 7
R —E(Zf. xi) = ﬂ
p_RC p_ r:_n — ] f; = n
i
1 1
j_Ra JRa =3 () i X 15> D
J€J
. H — 1 — - 1
J_Rb Journalist* J-Ry = min(F) e \F,
i€f
Ul 1T
i_Re i_R. = max Tl e
i Zje,r Fi'n I3 Fj

Where 1 = the highest allowable probability of correctly re-identifying a single record.
[;— = the number of individuals in an equivalence class j in the anonymised dataset.
J= the set of equivalence classes in the anonymised dataset.
|/|= the number of unique equivalence classes in the anonymised dataset.
1(.)= the indicator function (this returns 1 if the parameter is true and O otherwise).
F; = the number of individuals in an equivalence class j in the matching dataset
n= the total number of records in the anonymised dataset.
N = the total number of records in the matching dataset.

*These metrics are suitable for the situation where the anonymised dataset is a proper subset of a
theoretical or actual matching dataset.

¢ Calculated example

This example shows how the calculations were executed on the datasets that were made available through our
proposed protocol. Table S4.2 displays a mock de-identified dataset with 25 observations and two independent
indirect identifiers: gender_coded and age_group. The variables gender, year_of_birth and age are not expected
to be in actual anonymised datasets if gender_coded and age_group are present, but are shown here for

completeness.

FINAL 1.0 23 July 2024 Page 2 of 4

File name: Appendix 4 mock calculation 240723.docx

Aryelly Rodriguez Page 187 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 3

Appendix 4 for Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:

Insights and Implications

Table S4.2. Mock Anonymised/De-identified dataset (25 observations, 11 unigue classes)
] Gender |Gender_coded | Year_of_Birth] Age |Age_group
1 Male 1 1833 87 1
2 Male 1 1938 82 1
3 Male 1 1848 72 2 Uniiue Number of
4 Female 2 1849 71 2 Gender |Age_group (label) | Observationin
5 Female 2 1952 68 3 class m each Class (f])
5 Male 1 1855 65 3 1 Male 20t 1
7 Male 1 1956 64 3 3 ke 71,80 3
i Female 2 1957 63 3
9 Male 1 1960 &0 2 3 Male 6170 2
10 | remale 2 1963 57 4 4 Male 5160 3
11 Male 1 1965 55 4 5 Male 41-50 3
12 Male 1 1965 55 4 6 Male 30-40 4
13 Fermale 2 1965 55 4 Female a0+ 0
14 Female - 1973 A8 5 7 Female 71-80 1
15 Male 1 1873 47 5
6| Male 1 1574 5 5 - FemNe Bl-2 2
17| Female 2 1975 45 5 3 Female 2160 2
18 Male 1 1676 44 5 10 Female 41-50 2
19 Female 2 1980 40 6 11 Female 30-40 3
20 Male 1 1987 33 6 TOTAL [n) 25
21 Male 1 1982 38 6
2 Female 2 1983 37 6
23 Male 1 1987 33 6
24 Femnale 2 1981 EL] &
25 Male 1 1984 36 3

Prosecutor risk calculation (table $4.3.1) — VWe obtained three measures of risk under prosecutor risk for the

mock anonymised/de-identified dataset presented in table S4.2.

Table $4.3.1
Classes in De-identified dataset and interim calculations for Risk Scores Prosecutor Risk Scores Calculation*
Prosecutor risk tau = 033  ([Setapriori)
ol [  eadonc Individual Is The proportion of records that
'q“_ Age_group Ny e v (1/fi)>tau? | 1] fia i have a re-identification
class {j) | coded by class (f]) (/i) (i) probability higher than 0.33,
1 1 1 1 1.0000 TRUE 1 (R1a=21/25)
2 1 2 2 0.5000 TRUE 2
= 1 3 £ 0.5001) RUE 2 Worst case scenario. The class with
4 1 4 3 03333 TRUE 3 Rib 100% the highest individual risk
5 1 5 3 0.3333 TRUE 3 represents the whole dataset
6 1 6 4 0.2500 FALSE 0 (R1b=max(1/fi)=1)
] 1 0 N/A N/A
7 2 2 1 1.0000 TRUE 1
8 2 3 2 0.5000 TRUE 2 Average risk across all of the
9 2 4 2 0.5000 TRUE 2 Rlc 44% | records in the dataset (Expected
10 2 5 2 0.5000 TRUE 2 value) (R1c=11/25)
11 2 6 3 0.3333 TRUE 3
25 21
*Note that for R1a, the tau (0.33) is set a priory
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Journalist risk (table $4.3.2) — We assumed that a matching dataset exists (with only 340 observations in order
to keep the calculations for this example simple; in reality, matching datasets, when they exist, are much larger)
for deterministic matching. We obtained three measures of risk under journalist risk for the mock anonymised/de-

identified dataset presented in table S4.2.

Table §4.3.2
Classes in Anonymised/De-identified dataset and interim calculations for Risk Journalist Risk Scores Calculations®
Scores
The propartion of records that
R2a % have a re-identification
probability higher than 0.09,
{R2a=1/25|
Journalist risk tau 0.09 {Setapriorn)
Worst case scenario. The class with
Unique Filin | Individual > the highest individual risk
das;ﬂj Gc::::' Aso_Kroup :::;ng} ::::;:; d:;F“k /Fi & u.‘Ilr(ﬂ[ill = 1t e e represents the whole dataset
) (RZb=max(1/F]}=0.1)
1 1 ] 1 10 0.1000 0.1000 TRUE [
2 1 2 2 20 0.1000 0.0500 FALSE 0
3 1 3 2 20 01000 00500 FALSE 1] R2c1 3.5% R2c1=0.8817/25
4 1 4 3 30 0.1000 0.0333 FALSE 0
5 1 5 3 a0 0.0750 | 0.0250 FALSE 0 R2c2 | 3.2% R2c2=11/340
6 1 6 4 50 0.0800 0.0200 FALSE 0
- 2 1 D .10 0000 3.0 TRU.E g The maximun between the prob of
7 ] 2 1 20 0.0500 0.0500 FALSE 0
8 > 3 2 20 0.1000 0.0500 TALSE o arandomly selected record from
9 3 1 5 0 0.0667 0.0333 FALSE 0 the De-identified dataset that is
10 2 5 2 an 00500 | 0.0250 FALSE 0 matched against the extra
11 2 6 3 50 00600 | 00200 FALSE 0 RZc 3500 information dataset and the
25 340 0.8817 1 probability of a randomly selected
record from the extra information
dataset that is matched against the
De-identified dataset
{R2c=max{3.5,3.2))
*Note that for R2a, a response curve will be generated, as several values of tau will be explored
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Table 5§5.1 — Data sources requests details and datasets selected

Pre Access Provided

id  Repository Country selected Requested Controlled _ Open Studies
NCTO2700490™
TCTR202010050027
s e 73
14 https://joumnals.plos.org/plosone/search ™ UK 5944 6 - 6 ACTR:[;]?E‘: ;ﬁal?;im"
ISRCTN 71217488™
MCTO27475247
NCTO20688857
15 https:/fwww.bmj.com/search/advanced 77 UK 934 5 -- 3 NCT019535497
ISRCTN11980540%°
CTRI/2016/09/007 240%
PACTRZ01901905832601%
16 https.//dataverse. harvard.edu/ ¥ UsSA 271 5 -- 5 NCTO21489528
SLCTR/2019/015%
ANZCTR12616001367437%
17 https://arlg.org/studies-in-progress/ ® usa -- 0 -- - --
18 https://repository.niddk.nih.gov/studies/ USA -- 0 -- .- --
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Appendix 7 Ethics/data protection application

| s usher
Institute

USHER RESEARCH ETHICS GROUP ‘TRIAGE’: VERSION OF FORM TO USE FOR ETHICS APPLICATION

It is Usher Institute (Ul) policy that ethics oversight is required for all Usher research projects carried out by staff or
students of Usher, that utilise individual data from living persons. Many studies will obtain ethics approval from NHS
REC, while GCRF studies have a special process co-ordinated at College MVM level. In respect of all other Usher
research, an ethics oversight service is offered by the Usher Research Ethics Group (UREG) offers. However this
service is_.open only to staff and PG students of the Usher Institute, not to Ul affiliates or their PG students.

The Usher Research Ethics Group (UREG) is part of the School of Health in Social Science (SHiSS) Research Ethics
Committee, within the governance framework of the College of Arts, Humanities and Social Sciences (CAHSS). Since
July 2019 UREG has had an integrated Usher Registration and Ethics form which combines the old UREG ethics
forms with the ‘mini* DPIA [created post-GDPR (May 2018). This is close to what will pertain in the forthcoming
University-wide ethics oversight software, which is being commissioned by UoE.

However, in its current ‘flat document” multi-purpose version, the single UREG ethics application form can seem
obtuse and complex to use... We have therefore devised this initial Triage Flow Chart stage, to help you identify up
front how much of the form you need to complete, and after using this flow chart, to enable you to select the
version of the form most suited, and specific, to your intended research. This should make completion of your ethics
application much simpler for you.

This has been possible because, under UREG process, how much information/reflection/explanation needs to be
provided in the ethics application form, is ‘proportionate’, and will depend on the nature of your research
(primary/secondary) and your data. Formal ‘ethics’ review will be required only for:
o Primary data collection studies and
o Asubset of secondary data analysis (SDA) studies (this is a consequence of GDPR, and encompasses only those
that do not utilise ‘fully anonymous’ data).
[However, SDA studies that do require UREG oversight will require only a limited degree of ethics oversight,
mainly focussing on data protection issues, and this may be minimal if a DPIA has already been completed.]

However, a consequence of this simplification of forms is that you may no longer combine, on one form, both
primary research (new data collection) and secondary data analysis. If this is a problem for you, please get in touch

with UREG at usher.ethics@ed.ac.uk

WHATTO DO

All research projects collecting/utilising individual data, are required to obtain ethics approval prior to any
commencement of the research project. If you are not going through NHS REC ethics review, please use the flow
chart overleaf to identify whether you need to submit an ethics application to Usher Ethics Committee, and if so,
the version of the UREG ethics application form you need to use.

Download the identified form and follow its instructions for completion. Note that you are very likely to need to
enquire to ACCORD about UoE sponsorship, before submitting your ethics application to UREG.

Ethics resources are available in Usher ethics shared area.? In particular, please see the doc UREG Guidance
manual to ethics oversight, and the doc Useful UoE paths and URLs for ethics, which points to myriad further
resources available within subfolder Other useful ethics docs.

Ultimately, your application submission should include both this triage sheet, and your completed application form
(plus any other documents that might be needed). Submission please, and any queries, to usher.ethics@ed.ac.uk.

Note to PG/PGR student applicants and their supervisors:

The flow chart use needs to be completed under the oversight of the PG/PGR student’s UoE supervisor(s).
Responsibility for the validity and accuracy of the triage stage lies with the academic supervisor(s).

' Pathu ‘\Datastore\CMVYM\sr ResAdmin\ETHICSdocsForms

FINAL 1.0 23 July 2024 Page 1 of 7
File name: Appendix 7 ethical application 240723.docx

Aryelly Rodriguez Page 205 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 3

Appendix 7 for Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:

Insights and Implications

UREG ETHICS APPLICATION FORM ‘TRIAGE’

PROJECT REGISTRATION

Please tick ( ‘/} here to confirm that you are an Usher Institute | -
member of staff/PG student >

Name of Applicant:

Aryelly Rodriguez Carbonell

Project Title (this sub-study/submission): | What is the risk of re-identification of individuals within publicly available

clinical trial datasets?

If applicant is a PG/UG student:

Name(s) of Supervisor(s): Weir, Professor Sandra Eldridge and Dr Tracy

Please confirm supervisor concurs with triage outcome below Yes

Professor Steff Lewis, Professor Christopher

Jackson

Form indicated by use of | FASDA Date Triage undertaken: | 03/DEC/2020
‘triage’ flow-chart below:

Flow-chart to find which version of UREG ethics form you need to complete *

{

Is your research any of: literature review/ policy Yes No Usher registration/
brief / document analysis? ethics application
[I, No required
| earch ndary dat lysis? (SDA]
_sy_'our researd| secu_ ry a analysis? [ ) Nonot SDA
ie involves re-use of individual level data
ﬂ Yes
SECONDARY DATA ANALYSIS STUDIES
incli
Is the data to be used fully anonymous, Z«:a mc ud'es
or ‘pseudonymised’, or \_; ntifying info
does it include identifying information? Preliminary meeting

!

Fully anonymous lpseudanymisEd

with UREG is advised

Re list of identifiers corresponding to
pseudonymous codes: Does the research
team have access to this list, or does any

UoE staff member hold the list?

y

Nao

FuLLy Anonymous SEconDary Data Anavyses (FASDA)
or considered equivafem‘ inethics oversight terms

Complete (shortest) FASDA version of ethics form

Seconpary DaTA AnaLysis oF PseuponymiseD Data (SDA)

Complete (mid-length) SDA version of ethics form ie
including COH section, and on up to RoEF item 4

Y
I Primary Darva Couecnon (FULL)

l Complete FULL ethics form

PW May 2020

* Al 3 UREG ethics forms indicated above can be found at Usher Sharepoint or at path:
U\Datastore\CMVM\smgphs\shared\Usher\ResAdmin\ETHICSdocsFarms \CPHS Ethics Group docs\Forms to be completed
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THE UNIVERSITY ‘ S usher
of EDINBURGH institute

USHER RESEARCH ETHICS GRouP (UREG)

GUIDANCE FOR ETHICS FORM: FuLLY ANONYMOUS SECONDARY DATA ANALYSIS (FASDA)

This FASDA version of the UREG ethics form is to be completed by all staff and students conducting SDA of fully-
anonymised data, as determined by use of the ‘triage’ flow chart.

Suggested wording, for reporting completion of the FASDA version of the UREG ethics form, is:

"Prior to commencement, the research was subject to the Usher Institute ethics/data protection oversight
pracess. The ethics/data protection triage and Overview self-audit of ethics/data protection issues,
completed (by XXX?), confirmed that the proposed research (being YY'Y®) posed no reasonably
foreseeable ethics/data protection risks. This indicated that there was no reguirement for proceeding to
full formal ethics/data protection review by the Usher Research Ethics Group."

Therefore completion of FASDA does not comprise ‘ethics approval’. Nor even approval of data protection
plans.

° Where: XXX = ‘the student and his/her academic supervisor’, or 'the researchet/investigator'
YYY = e.g. ‘fully-anonymous secondary data analysis’, or ‘effectively... efc.

UoE Sponsorship

Your secondary data analysis research may require University of Edinburgh (ACCORD) sponsorship and/or insurance.
New CMVM Accord policy is that all health or health-related ‘research’ studies using primary/ secondary data should
in the first instance, before application to UREG, contact ACCORD re need or not for UoE sponsorship. Please see doc
Research Studies within CMVM requiring UoE sponsorship, at ' and Usher Sharepoint

Sponsorship is a separate process from ethics approval. Furthermore, after agreeing sponsorship, ACCORD might
direct you to a different ethics committee ie other than UREG.

Note to PG/PGR student applicants and their supervisors:

The ethics form needs to be completed under the oversight of the PG/PGR student’s UoE supervisor(s). For an
online masters application there also needs to be oversight by the student’s Jocal’ supervisor. Responsibility for
the validity and accuracy of the application lies with the academic supervisor(s).

! Path u:\Datastore\CMVM\smgohs\shared\Usher\ResAdmin\ETHICSdocsForms\Other useful ethics docs\NHS R n D approval UoE Sponsorship
Usher Ethics Form FASDA Aug 2020 v delta 1.5 page 1
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UREG FORM FASDA (FULLY ANONYMOUS SECONDARY DATA ANALYSIS)

PROJECT REGISTRATION Please confirm (by v ) that you are Usher Institute staff/PG student | v~

Name of Applicant: Aryelly Rodriguez Carbonell

Project Title (umbrella title for component(s} in this submission): What is the risk of re-identification of
individuals within publicly available clinical trial
datasets?

If applicable: Titles of (sub) project(s) in this ethics application:

Funding body (if applicable): Asthma UK Centre for Applied Research
If applicant is a PG/UG student: Degree for which registered:* PhD in Medical Informatics
Deadline date for submission of work based on this research: 31/JANS2022

Are anonymised databases truly

If PGR degree, please also give (overall) topic of PhD research aroVHIGIA

Professor Steff Lewis, Professor
Name(s) of Supervisor(s): Christopher Weir, Professor Sandra
Eldridge and Dr Tracy Jackson

Please confirm supervisor has thoroughly reviewed completion of form Yes

Have you contacted ACCORD about UoE sponsorship of your research? Yes
!fyou have not yet contacted ACCORD you must do so before submission to UREG

If YES, what was ACCORD’s decision re UoE sponsorship? (delete one) UoE sponsarship: Not needed

If UcE sponsorship NEEDED
(i) please give date sponsorship was agreed (-in-principle)? | NJA

(ii) please confirm ACCORD letter submitted to UREG N/A
Date form submitted to UREG: 03/12/2020
Expected time-scale for the research (sub)study covered by this ethics Data extract obtained: JAN 2021
application Date end this project: 31/JAN/2022
List of (co-)investigators/ those involved in conducting the research, Not applicable

including names and positions
{e.g. Pl, co-Pi, res assoc, PhD student)

¥ eg campus MPH. onfine MPH, online MeH, UG Hons BMedSci with Usher supervisor, Usher-registered PGR {PhD, MRes, MPhif]

Usher Ethics Form FASDA Aug 2020 v delta 1.5 page 2

FINAL 1.0 23 July 2024 Page 4 of 7
File name: Appendix 7 ethical application 240723.docx

Aryelly Rodriguez Page 208 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 3

Appendix 7 for Evaluating Re-ldentification Risks scores in Publicly Available Clinical Trial Datasets:

Insights and Implications

OVERVIEW (Self-audit)

The form should be completed by the principal investigator (PI) and if the Pl is not a member of staff, it should be signed
off by the PI’s University supervisor.

Study type (please v as appropriate *, and/or add a new type and ¥ that).

ﬂc;nna What type of research are you planning to do?
on,

Study utilising extract of routinely collected clinical data

Meta-analysis utilising individual participant quantitative data collated from past studies
Secondary data analysis within NHS or similar ‘safe haven’ of linked pseudonymised data
v Secondary data analysis of data extract containing ‘fully anonymous’ information
Secondary data analysis of dataset containing not ‘fully anonymous” information

Add in a new ‘study type’ descriptor if needed...

Please provide below a brief summary of your proposed study. Not an entire protocol.
Our interest here is ethical issues that might arise, so over and above research questions, study design and data protection, please
focus on outlining/specifying:
Data owner (and institution), data sets to be linked if applicable and how, safe haven to be used if applicable, whether “fully
anonymous’ data or not, etc.

Project Outline: (word limit 400 words)

There are increasing pressures for anonymised datasets from clinical trials to be shared across the scientific
community. Some de-identified/anonymised dataset are now publicly available for secondary research.
However, we do not know if they pose a privacy risk to the involved patients. We aim to collect a broad
sample of these datasets in order to calculate their re-identification risks. Step 1: We will contact data holders
and request access to their anonymised datasets following the data owners’ local procedures, Step 2:
Anonymised datasets will be explored at UoE and an overall re-identification risk will be calculated using two
methodologies. Step 3: Reporting will be done on the obtained measures of risk without linking it to the
obtained datasets. To the best of our knowledge, this will be the first study to calculate the risk of re-
identification for these datasets using a unified strategy. For further details please refer to the study protocol
(Version 1 dated 01DEC2020) which has been attached to this ethics form.

2 For the purposes of classifying secondary data as ‘fully anonymous’, the following must both be true: (i) The data has had identifying features
such as name, Chi number etc removed; (ii) If the data has been pseudonymised (with unique codes which are included in the data you
receive for use), then you must not have for the data, nor have even potential access to, the identifying information corresponding to the
codes, gnd neither must any other researcher in UoE even hold a list of identifiers for this secondary data.

Usher Ethics Form FASDA Aug 2020 v delta 1.5 page 3
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OVERVIEW
Please delete either No or YES answers as appropriate for your research project M

1. Bringing the University into disrepute (retain only answer that applies)

Is there any aspect of the proposed research that might bring the University into disrepute?
For example, could any aspect of the research be considered controversial or prejudiced?

2. Given this is the ‘FASDA’ ethics form, your research must be secondary data analysis of
‘fully anonymous’ data from living individuals i.e. you do not have/ could not get access to,
identifiable information for the data, nor does any other researcher anywhere in UoE have a
list of identifiers for this secondary data.

(If this is not the case please contact usher.ethics@ed.ac.uk)

i. Are there any issues of DATA PROTECTION that are NOT adequately dealt with via established
procedures? (retain only answer that applies)
A ‘No’ answer is justified (ie YES can be deleted) only if there is Caldicott Guardian, PBPP or other

relevant/appropriate approval for your obtaining (access to) the secondary data gnd you intend to
comply with all procedures specified, by the ‘Data owner’, for access to and use of that data.

Yes’ ¥'s
ii. Will you access UK Data Services, police, NHS or Social Care data on any within 2ii
living individual? O tick v if yes do not
If yes ¥ above, to 2ii: count
~ Please confirm electronic attachment of Caldicott Guardian or “’W“fds
similar approval for use of the data O tick if yes Overview
~ Did you complete a DPIA® in your application for access to that data? [ tick if yes GRSl

If DPIA completed, is this completed DPIA attached herewith? O tick if yes

3. Does your research fit into any of the following security-sensitive categories? If so, please
indicate which by ticking all that apply.

(m] Commissioned by the military

O Commissioned under an EU security call

O Involve the acquisition of security clearances

[m} Concern groups which may be construed as terrorist or extremist

No

If you have not ticked any of these, please delete YES alongside

Please list here external (non-UREG) approval/ DPIA documents being submitted, as indicated in Overview above:

OVERVIEW DOCUMENT SUBMISSION LIST Inventory of documentation promised in Overview section

Document category Relating to item Tick (v if If submitted, name on
in Overview: submitted | electronic document
| Permission/approval for secondarydatause | 2ii  (NA ]
DP\A for UKQ$ or NHﬁSis{ecor}c!ary data use i 2ii - NA

3 DPIA = DP Impact Assessment, but tick if DPIA or equivalent completed eg UKDS special Licence application
Usher Ethics Form FASDA Aug 2020 v delta 1.5 page 4
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TRIAGE AND OvERvIEW AupIT OUTCOME:

Have you retained any YES answers in last column? Please proceed as indicated below { »):

> One or more Yeses retained

Your responses on this completed self-audit indicate that a degree of formal UREG ethics oversight is required.
You should NOT sign off below. Please contact UREG at usher.ethics@ed.ac.uk

» Notone YES retained

Your responses on the completed Overview audit confirm the ABSENCE OF REASONABLY FORESEEABLE ETHICS
RISKS

Please sign off below - ABSENCE OF REASONABLY FORESEEABLE ETHICAL or DATA PROTECTION RISK

Usher Ethics Triage form, and FASDA Overview self-audit form, have been completed by the applicant for this
research, and this has confirmed absence of reasonably foreseeable ethics or data protection risks. This indicates that
formal ethics review by Usher Research Ethics Group is not reguired. Therefore, you will not receive an ethics
‘approval’ letter from UREG. However, if you require a UREG letter explaining this FASDA Overview self-audit within
the Usher oversight process, you can request such in your covering email, or subsequently.

Aryelly Rodriguez 03DEC2020
Applicant: Name Date
Professor Steff Lewis 03Dec2020
** Supervisor Name Date
(if student applicant)

* Signatures or scanned in originals are acceptable.

** NOTE to Supervisor: The outcome of this Overview audit is based solely on the information/responses given in the
‘triage’ flowchart and in this form. In countersigning this Overview, as truly warranting no ¥ES§ answers, you are
taking responsibility, on behalf of the Usher Institute and the Uok, for the flowchart and ethics form completion).

Please submit this form in electronic format, together with Triage Flowchart form, and any additional docs listed as
submitted in the box at the bottom of page 4, to usher.ethics@ed.ac.uk

For PG taught masters students, the submission should also be copied to pgadmin@ed.ac.uk

For PGR students, the submission should also be copied to s.georges@ed.ac.uk

Important: Please read these Conditions for this Overview audit outcome

If, subsequent to submission of this Form, there are gny alterations to the ocutlined methods of the project, then the responses
given in the Triage stage should be reviewed by the applicant and, if PG student, also by their supervisor. If the form identified
has changed, then the new version should be completed for the revised study plan. If the triaged form is the same as before,
then the responses on the form should be reviewed, to check that the Overview audit outcome is unchanged.

If a future change to data/methaods results in a change to triage outcome, or to answers on the form, then a resubmission of {an
appropriate) form is required, and it may then turn out that the Outcome then is different.

The principal investigator (and supervisor, if Pl is a student) is/are respansible for ensuring compliance with any additional ethics
requirements that might apply, and/or for ensuring compliance with any additional requirements for review by external bodies.

Usher Ethics Form FASDA Aug 2020 v delta 1.5 page 5

FINAL 1.0 23 July 2024 Page 7 of 7
File name: Appendix 7 ethical application 240723.docx

Aryelly Rodriguez Page 211 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 4

Appendix 4 - Chapter 4 - Datasets’ metadata

<<<<<< REDACTED >>>>>>

Aryelly Rodriguez Page 212 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 5 part 1

Appendix 5 part 1 - Chapter 4 - Re-identification risk individual reports test

Aryelly Rodriguez Page 213 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 5 part 1

Aryelly Rodriguez Page 214 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 5 part 1

Aryelly Rodriguez Page 215 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 5 part 1

Aryelly Rodriguez Page 216 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 5 part 2

Appendix 5 part 2 - Chapter 4 - Re-identification risk individual reports for
each dataset

<<<<<< REDACTED >>>>>>

Aryelly Rodriguez Page 217 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a Appendix 6

Appendix 6 - Chapter 4 - Re-identification risk SAS code

Re-identification SAS core code
®MACRO RISK CAL PROSE (INDS, CUTDS, TPOFF, TAU_VAR);
PROC SORT DATA=&INDS; BY N; RUN;

DATA &INDS.1;
SET &INDS;
IF TYPE ="11111111" THEN CALL SYMPUT ("NUNNY", COMPRESS(PUT(8,6.))):
IF TYPE ='1111111" THEN CALL SYMPUT ("NUNNY",COMPRESS(PUT(7,6.)));
IF TYPE ='111111" THEN CALL SYMFUT ("NUNNY", COMPRESS (PUT(6,6.)));
IF TYPE ='11111" THEN CALL SYMPUT ("NUNNY", COMPRESS (PUT(5,6.))) 7
IF _TYPE_H‘llll' THEN CALL SYMPUT (“NUNNY",COMPRESS (PUT(4,6.}));
IF _TYPE ="111" THEN CALL SYMPUT ("NUNNY", COMPRESS (PUT(3,6.)));
IF _TYPE ='11' THEN CALL SYMPUT ("NUNNY",6 COMFRESS(FUT(2,6.}}}:
TAU_THRESHOLD=&TAU_VAR;
COUNT + 1;
by N:
IF FIRST.N THEN COUNT =
RISK_BY CAT=1/N;
IF RISK BY CAT > TAU_THRESHOLD THEN OVER_THRESHOLD=1;
IF RISK BY CAT <= TAU THRESHOLD THEN QVER THRESHOLD=2
FORMAT OVER THRESHOLD FO1YN.
RUN;

*¥———calculates summary stats;

$SUMSTAT(&INDS.1, &INDS.1_SUM, _TYPE_, RISK BY CAT, Entire dataset, 5, 1);

DATA &INDS.1_SUM;
SET &INDS.1 SUM;
N_IDENTIFY=&NUNNY;
CVART=CVARL*1;
RUN;

DATA &INDS.1 SUMRC:
SET &INDS.1_SUM;
IF STHAME="n";
CVARTY=CVART/&TPOPE;
SORT=3;

RUN;

DATA &INDS.2;

SET &INDS.1;

IF CVER_THRESHOLD=1;
RUN 7

$let dsid = $sysfunc( open(&INDS.2) );
tlet nobs = %sysfunc( attrn(&dsid,nobs) );
$let re = $sysfunc( close(&dsid) };

$IF &nobs=0 $THEN %$DO; *put dummy template to indicate dataset does not have observations:

PROC IMPORT
DATAFILE= “&ROOT\NO TAUP.xlsx"
QUT= WORK.&INDS.Z SUM REFLACE
DBEMS=xlsx ;
sheet="sheet1";
RUN;

DATA &INDS.2_SUM;

SET &INDS.2_SUM;

N IDENTIFY=&NUNNY;

TAU THRESHOLD=&TAU_WVAR;

VARLABEL="Over threshold tau &TAU VAR";
CVART=0;

CVARTY=0;

RUN;

REND;

$IF &ncks>0 RTHEN %DO;

SAS code - re-identification Page 1 of 5

Aryelly Rodriguez Page 218 of 270 20 December 2024



PhD Title: Are anonymised databases truly anonymous? - Project Ref: AUKCAR-17-01a

Re-identification SAS core code

*——_SUMSTAT calculates basic summary stats;

$SUMSTAT(&INDE.2, &INDS.Z SUM, TYPE , N, Over threshold tau &TAU VAR, 5,

DATA &INDS.2 SUM;
SET &INDS.2_SUM;
N_IDENTIFY=&NUNNY;
TAU_THRESHOLD=&TAU_VAR;
CVART=CVARL1*1;
CVARTY=CVART/&TFOFF;

RUN;

REND;

DATA INTERIM :
SET &INDS.1 SUM &INDS.1 SUMRC &INDS.Z2 SUM;
IF STATID=8 AND SORT=3 THEN RISKID=1; *Rc;
IF STATID=5 AND SORT=1 THEN RISKID=2; *Rb;
IF STATID=10 AND SORT=2 THEN RISKID=3; *Ra;

IF STATID=8 AND SORT=1 THEN RISKID=81; *All levels;
IF STATID=8 AND SORT=2 THEN RISKID=91: *Levels where threshold appl

IF STATID=9 AND SORT=1 THEN RISKID=82; *All patients;
IF RISKID NE . ;

IF STATID=10 AND SORT=2 THEN CVAR1=PUT (CVARTY,9.3); *;

Appendix 6

2);

ied;

IF STATID=9 AND SORT=1 THEN DO; CVARL=PUT(§TPOPP,9.0); CVART=4TPOPP; END; *All patients;

RUN;

DATA &INDS.Z SUM2;
SET &INDS.2_SUM;
IF STATID=10 AND SORT=2; *All patients where threshold applies;
RISKID=82;

RUN;

DATA &OUTDS (DROP=STNAME CVART CVARTY STLABEL);
SET INTERIM &INDS.Z SUMZ2;
S$ALIGN{CVARL) ;
IF RISKID IN (1) THEN CVARL=PUT (CVARTY,12.5);
IF RISKID IN (2) THEN CVARl=PUT (CVART,12.5);
IF RISKID IN (3} THEN CVAR1=PUT (CVARTY,12.5);
IF RISKID NOT IN (1, 2, 3) THEN CVAR1=PUT (CVART,12.0);
FCRMAT RISKID NO1RISK.:
RUN;

PROC SORT DATA=&OUTDS; BY RISKID; RUN:
o clean environment;
PROC DATASETS LIBRARY=WORK NOLIST;
DELETE INTERIM &INDS.1 &INDS.2 &INDS.1 SUM &INDS.Z SUM &INDS.2 SUM2
QUIT;

SMEND RISK CAL PROSE;

SMACRO RISK_CAL_JOU (INDS, OUTDS, TPOPF, TAU_VAR):
§SUMSTAT(RISKRAW T, &INDS.5 SUM, TYPE , N ORI, Entire dataset, 5, 5);
PROC SORT DATA=g&INDS; BY N; RUN;
$SUMSTAT(&INDS, &INDS. SUM, TYPE , N, Entire dataset, 5, 0);
DATA &INDS.1:
SET &INDS;
IF TYPE ='11111111" THEN CALL SYMPUT ("NUNNY", COMPRESS(PUT(8,6.}}}:
IF TYPE ='1111111" THEN CALL SYMPUT ("NUNNY", COMPRESS(PUT(7,6.)));
IF _TYPE ="111111" THEN CALL SYMPUT ("NUNNY", COMPRESS (PUT({6,6.}}};
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IF _TYPE_='11111" THEN CALL SYMPUT ("NUNNY", 6 COMPRESS(PUT(5,6.}}}:

IF _TYPE_='1111" THEN CALL SYMFUT ("NUNNY", COMPRESS (PUT(4,6.)))};

IF _TYPE_='111" THEN CALL SYMPUT ("NUNNY", 6 COMPRESS(PUT(3,6.)}):

IF _TYFE_='11" THEN CALL SYMPUT ("NUNNY", COMPRESS (PUT(2,6.}));

TAU THRESHOLD=&TAU VAR;

INDI_RISK=N_ORI/N; *---fj/Fj:

RISK BY CAT=1/N; * 1/F3=1/N;

IF INDI_RISK > 1 THEN INDI RISK=1; * correction due to imprecision of syn data;

IF INDI_RISK > TAU_THRESHOLD THEN OVER_ THRESHOLD=1;

IF INDI_RISK <= TAU_THRESHOLD THEN OVER THRESHOLD=2;

IF N ORI NE .;

FORMAT OVER_THRESHOLD FOLYN.;

LABEL INDI_RISK="fj/Fj individual class risk" RISK BY CAT="1/Fj";
RUN;

$SUMSTAT(&INDS.1, &INDS.3_SUM, _TYPE_, RISK_BY CAT, Entire dataset, 5, 3); * max of 1/Fj;

$SUMSTAT(&INDS.1, &INDS.10_SUM, _TYPE , INDI_RISK, Entire dataset, 5, 10); * max fj/Fj, it needs
divided by n in original dataset;

ESUMSTAT(&INDS.1, &INDS.11_SUM, _TYPE , N, Entire dataset, 0, 11):;

DATA &INDS.2Z2;

SET &INDS.1;:

IF OVER_THRESHOLD=1;
RUN;

$let dsid = %$sysfunc( open(&INDS.2) ):
$let nohs = %sysfunc( attrn{&dsid,nocbs) };:
tlet rc = %sysfunc( close(&dsid) ),

$IF &nobs=0 %THEN %DO; *put dummy template to indicate dataset does not have observations;
PROC IMPORT
DATAFILE= "&ROOT\NO TAUJ.xzlsx"
OUT= WORK.&INDS.2 SUM REPLACE
DBMS=xlsx ;
sheet="sheetl";
RUN;

DATA &INDS.2_SUM;
SET &INDS.2 suM;
TAU_THRESHOLD=&TAU_VAR;
RUN;

3END;

$IF &nchs > 0 $THEN 31DO;
ESOMSTAT(&INDS.2, &INDS.Z2 SUM, TYPE , N ORI, Over threshold tau &TAU VAR, 3, 2):
s 8,2 Y 10,27
DATA &INDS.2_ SUM;
SET &INDS.2_SUM;
TAU THRESHOLD=&TAU VAR;
RUN7 B
$END;

DATA NBOOBS (KEEP=DUMMY NNN_SYN);
SET &INDS.11 SUM;
IF STATID=10 AND SORT=11; *N ohservations used from syn dataset;
DUMMY=1;
NNN_SYN=CVAR1*1;
RUN;

DATA Nn (KEEP=DUMMY NNN_ORI};
SET &INDS.5_SUM;
IF STATID=10 AND SORT=b5; *n All patients in original dataset;
DUMMY=1;
NNN_ORI=CVAR1*1;
RUN;

DATA INTERIM1 ;
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SET &TNDS.5_SUM &INDS._SUM &INDS.3_SUM gINDS.10_SUM &TNDS.11_SUM gINDS.Z_SUM ;

N_IDENTIFY=&NUNNY;
CVART=CVARL*1;

IF STATID=10 AND SORT=5E THEN RISKID=83; *n All patients in criginal dataset;
IF STATID=8 AND SORT=5 THEN RISKID=B4; *All unique levels in original dataset;

IF STATID=10 AND SORT=0 THEN RISKID=81; *All cbservations in syn dataset;
IF STATID=8 AND SORT=0 THEN RISKID=82; *All unique levels syn dataset;

IF STATID=10 AND SORT=11 THEN RISKID=85; *N cbservations used from syn dataset;

IF STATID=5 AND SORT=3 THEN RISKID=2; *Risk b (Rb);

IF STATID=8 AND SORT=2 THEN RISKID=86; *Levels above tau;

IF STATID=10 AND SORT=2 THEN RISKID=87; *Patients on levels above tau;

IF RISKID NE . ;

Patients on levels above

RUN;
DATA INTER :
SET &INDS.5_SUM &INDS.10_SUM &INDS.2_SUM ;
N_IDENTIFY=&NUNNY;
CVART=CVAR1*1;
IF STATID=8 AND SORT=5 THEN DO; RISKID=1.2; CVART=(CVARL*1l); END; *Risk c2 (Rc) it needs
divided by N in syn dataset of selected;
IF STATID=10 AND SORT=10 THEN DC; RISKID=1.1; CVART=(CVARL*1); END; *Risk cl (Rc) it needs
divided by n in original dataset;
IF STATID=10 AND SORT=2 THEN DO; RISKID=3; CVART=(CVARL1*1l); END; *
tau, dividing this by n gives Ra;
IF RISKID NE . ;
DUMMY=1;
RUN;

SKEEP_ 1ST(INTER, NBOOBS, DUMMY, ARA) ;

SKEEP_1ST(AAAR, Nn, DUMMY, INTERIMZ) 7

DATA

RUN;
PROC

DATA

RUN;

DATA

RUN;

DATA

RUN;

PROC

INTERIM;
SET INTERIM1 INTERIMZ;
IF RISKID=1.2 THEN CVART=CVART/NNN_ SYN;
IF RISKID=1.1 THEN CVART=CVART/NNN ORI;
IF RISKID=3 THEN CVART=CVART/NNN_CRI:

IF CVART=. AND RISKID=3 THEN DC; CVART=0; VARLABEL="Over threshold
IF CVART=. AND RISKID IN (B6, 87) THEN DO; CVART=0; VARLABEL="Over
END;

SORT DATA=INTERIM; BY RISKID; RUN;

INTERIM;
SET INTERIM;:
IF RISKID IN (1.1, 1.2, 2, 3) AND CVART>=1 THEN CVART=1;

INTERIM;
SET INTERIM;
$ALIGN(CVARL) ;

&OUTDS (DROP=STNAME CVART STLABEL);
SET INTERIM ;
IF RISKID IN (1.1, 1.2, 2, 3) THEN CVARI=FUT(CVART,12.5);
IF RISKID NOT IN (1.1, 1.2, 2, 3) THEN CVAR1=PUT{(CVART,12.0);
$ALIGN(CVARL) ;
FCRMAT RISKID NO2RISK.;

SORT DATA=gOUTDS; BY RISKID:; RUN;
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*———clean environment;

PROC DATASETS LIBRARY=WORK NOLIST:
&INDS.1

DELETE
&INDS. SUM
QUIT;

&INDS.3

SMEND RISK CAL JOU;

*---Prosecutor scenario;

*———upload dataset;

ods select none; *———option to turn off in case it
*---Create strata;

PROC TABULATE DATA=DATASET FORMAT=10.

SUM &INDS.

CLASS AGE SEX EDUCATION OQOCCUPATION;

TABLE AGE="Age'*SEX="Sex'*n='

/BOX="gSTUDY UNIID"

ROW=FLOAT
MISSTEXT="' ';
RUN;
ods select all;

SRISK CAL PROSE
$RISK CAL PROSE
$RISK_CAL PROSE
$RISK CAL PROSE
$RISK CAL PROSE
$RISK CAL PROSE
$RTSK_CAIL PROSE

(DATASET RISKRAW,
(DATASET RISKRAHW,
(DATASET RISKRAW,
(DATASET RISKRAW,
(DATASET_RISKRAW,
(DATASET_RISKRAW,
(DATASET_RISKRAHW,

DATASET RISK_001,&TPOP,
DATASET RISK 005,&TPOP,

DATASET_RISK 01,
DATASET_RISK 02,
DATASET_RISK_03,
DATASET RISK 04,
DATASET_RISK_05,

L 5_SUM &INDS.
INTERIM INTERIM1 INTERIMZ AAA NBOOBS Nn INTER ;

* Journalist scenario;

Y———upload original dataset;
ods select none; *———option to turn off in case it
*——=Create strata from original
PROC TABULATE DATA=DATASET
CLASS AGE SEX EDUCATION OCCUPATION;
TABLE AGE='Age'*SEX='Sex'‘n='
/BOX="4STUDY UNIID"
ROW=FLOAT
MISSTEXT=" ';

dataset;

RUN;

ods select all;
5 upload
ods hse‘l(‘c t

* : strata

synthetic dataset;
none;
from syntheti

——Cr ¢ dataset;

is discl

CUT=DATASET _RISKRAW ;

&TPOP,
&TPOP,
&TPOP,
&TPOP,
&TPOP, 0.5)

is disclosive;

FORMAT=10. OUT=DATASET_RISKRAMW;

PROC TABULATE DATA=Syn DATASET FORMAT=10. OUT= RISKRAW SYN ;

CLASS AGE SEX EDUCATION QOCCUPATICN;

TABLE AGE="Age'*SEX="Sex'"*n=
/BCX="&STUDY_ UNIID"
ROW=FLOAT
MISSTEXT=" ';
RUN;
ods select all;
*———Match strata from original dataset with synthet

SKEEP_1ST (RISKRAW SYN, RISKRAW, IDMATCH,

$RISK CAL JOU
SRISK CAL JOU
$RISK CAL JOU
$RISK CAL JOU
SRISK CAL JOU
SRISK _CAL JOU
SRISK_CAL JOU

(DATASET_JRISK,
(DATASET JRISK,
{DATASET_JRISK,
(DATASET JRISK,
{DATASET_JRISK,
(DATASET_JRISK,
(DATASET JRISK,

DATASET JRISK 01,
DATASET JRISK 02,
DATASET JRISK 03,
DATASET_JRISK_04,
DATASET_JRISK 05,

SAS code - re-identification Page 5 of 5
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DATASET _JRISK_001,&TFOF,
DATASET_JRISK_005,&TPOP,
&TPOF,
&TEOP,
&TFOF,
&TPOP,
&TPOP,

ic dataset;

DATASET JRISK);

0.01);
0.05);
(s b2 B -
0223
0.3);
0.4);
0.5 ;
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10_SUM &INDS.11_

osive;

', EDUCATION="Education'*QCCUPATION=

SUM &INDS.

Appendix 6

2 &INDS.2_SUM

'  EDUCATION="Education"*OCCUPATION="0Occupaticn"

' EDUCATION="Education'*OCCUPATION="0Occupation’

"Occupation'
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Appendix 7 - Chapter 5 - Published supplementary materials.

Supplementary Figures

Supplementary Figure 1 Awareness of risk parameters associated with the dataset
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Supplementary Figure 2 Awareness of risk parameters associated with the environment
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

17  Abstract

18  There are increasing pressures for anonymised datasets from clinical trials to be shared
19  across the scientific community. However there is no a single standardised set of
20 recommendations on how to anonymise and prepare clinical trial datasets for sharing
21  and an ever increasing number of anonymised clinical trials datasets are becoming
22 available for secondary research. Therefore, this study aims to explore the current views
23  and experiences of researchers in the UK about de-identification, anonymisation, release
24 methods and re-identification risk estimation for clinical trials datasets.

25

26  Key Words: Clinical Trials | Data Anonymisation | Re-identification | De-identification |

27  Datasets | Re-identification risk

28
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30
31

Appendix 7

What are the UK researchers’ views regarding their experiences with the de-

identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

Definitions

Anonymisation

A data set would be considered anonymised if it has been de-identified and then
subsequent data manipulation/steps have been taken to further protect the dataset, for
example, if a privacy model has been applied (e.g. k-anonymity) or the link with the
original non anonymised dataset has been destroyed and this action cannot be
reversed.

De-identification

Removal of all personal health information and all other indirect identifiers which could
lead to the identification of an individual. The most common de-identification methods
are:

1. HIPPA (US Health Insurance Portability and Accountability Act of 1996) Safe
harbour, in which 18 identifiers are removed from the datasets [1] [2]

2. Hrynaszkiewicz et al. [3] proposed an enhanced removal of potential identifiers
which are commonly present in clinical trials datasets.

Controlled Access

Datasets that can only be accessed if permission is granted by the data holders via their
internal procedures.

Open Access:

Datasets that can be accessed without any or minimal restrictions imposed by the data
holders.

Publicly available
datasets

Data sets that are discoverable and available for sharing via open or controlled access,
this data can be located on central repositories or with individual institutions/researchers

Re-identification risk
score

Estimated probability of any given individual being re-identified from an anonymised/de-
identified dataset. The re-identification risk score depends on the variables available in
the dataset, the number of observations in the dataset and on the strategy used to
attack the dataset (prosecutor or journalist scenario).

Prosecutor scenario

If the adversary knows that a target individual (for whom identifiers are known) is in the
publicly available dataset (released anonymised and/or de-identified) we are under
prosecutor re-identification risk scores. This scenario seeks to identify uniqueness in the
records of the publicly available dataset.

Journalist scenario

If the adversary sets out to identify any individual from the publicly available dataset just
to prove that it can be done by using another dataset for “matching” with the publicly
available dataset, then we are under journalist re-identification risk scores.

Secondary Research

Consist of using already existing data for addressing questions out of scope for the
original research which collected the data (primary research).
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

Background

There is now a strong drive, particularly from publishers and funders, to encourage the release
of relevant anonymised trial data sets [4]. Therefore, data-sharing has become an essential
activity to disseminate current research, to enable new investigations and to maximise the
scientific endeavour [5] [6] . Currently there are a number of such anonymised datasets made
publicly available for secondary research via open or controlled access [7] [8]. Anonymisation
of data is complex, and its implementation often means that the detail hecessary to fully analyse
the data is lost. There is therefore a balance between wanting to de-risk a dataset prior to
sharing, against wanting it to be sufficiently detailed to answer valid research questions. So, we
propose to explore the United Kingdom (UK) researchers’ views regarding their experiences
with the creation and release of de-identified/anonymised clinical trial datasets, the generation
and use of re-identification risk scores, and their views about wider aspects of re-identification

risks.

Why it is important to do this study?

We are currently investigating the re-identification risk scores across a range of clinical trials
datasets [9]. Therefore, we want to better understand the views of UK researchers regarding
their experiences with the creation and release of de-identified/anonymised clinical trial
datasets, the generation and use of re-identification risk scores, and their views about wider
aspects of re-identification risks. Knowing how other researchers are using such scores and in

which context will help us identify how they could be useful in the future.
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

Objective

To explore clinical trials researchers’ views on their experiences with the creation and release
of de-identified/anonymised clinical trial datasets, the generation and use of re-identification risk

scores, and the wider aspects of re-identification risks.

Methods

Survey Design
The “checklist of questions for designing a survey study plan” by Creswell et at [10] was followed
for the development of this protocol (see Appendix 1).
This study will use an online exploratory cross-sectional descriptive survey [10] [11] that consists
of both open-ended and close-ended questions for data collection. This will allow us to gather
information to better describe actual experiences regarding the investigated topic. The open-
ended questions are especially important because of the lack of previous reporting on
researchers’ views and experiences.
The survey will be in English. Most of the close-ended questions will have mutually exclusive
choices, with a smaller number allowing for multiple answers [12][13]. Where applicable, close-
ended questions, will have an “other” (free text) option added to allow participants to provide an
answer that is not available for selection [12]. Five-point response scales will be used for
questions assessing frequency (always, often, sometimes, rarely, never).
The survey will be structured in five parts:

1. Consent and eligibility check.

2. Researchers’ work background details (current position, years of experience in

current position and general place of work)
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk
estimation for clinical trials datasets? A study protocol

3 Researchers’ experiences with the creation and release of de-identified/ anonymised
clinical trial datasets
4. Researchers' awareness, knowledge and use regarding the generation of re-
identification risk scores
5. Researchers’ views about wider aspects of re-identification risks

The first draft of the survey is presented in Appendix 2 of this protocol.

The survey is designed to follow the layout presented in Figure 1.

2. Collect
background
details

1. Check 1. re-check
consent eligibility

3.Collect
experiences

Give thanks and 4. Ask if re- 4. Collect
end survey identification knowledge about
risk scores are re-identification

known risk scores

5. Collect about
ider aspects of re-
identification risk

Figure 1. Single survey data collection process.

Therefore, a single participant (after the eligibility criteria has been met) will answer between 17
and 22 questions out of the proposed 24 questions, as some answers will determine the

relevance of the next question.
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

The survey will be piloted with a selection of The University of Edinburgh personnel with
experience in the processes of de-identification /anonymisation, release/maintenance and/orre-
identification risk assessment of clinical trial datasets in order to prepare them for secondary
research, before it is finalised and sent to the intended participants.

Study Population
Inclusion/Exclusion criteria: Clinical trial researchers based in the UK with experience in
executing/overseeing any of the processes of de-identification /anonymisation,
release/maintenance and/or re-identification risk assessment of clinical trial datasets in order to
prepare them for secondary research.

Sampling and Recruitment
There will not be a formal sample size or stratification of the surveyed researchers as this is an
exploratory study. Therefore, we will use convenience non-probability sampling[11] [14] [15] by
providing a MS Forms[16] link or QR code with an introduction (email or print-out) (see Appendix
3) to:

e All 52 Clinical Trial Units (CTUs) registered in the UKCRC network (htips://ukerc-

ctu.org.uk/registered-ctus/). We will email all UK fully/provisionally registered CTUs. We

expect to obtain at least one survey per CTU. (population size n=52)

e The data transparency group at PHUSE (htips:/phusec.global/) (Contact via email,

population size unknown).
« Allstat@JISCMAIL.AC.UK, an email discussion list for the UK Education and Research

communities. (https://www.jiscmail.ac.uk/cgi-bin/webadmin?AO=allstat) (Contact via

email, population size unknown).
e Participants at the 6th International Clinical Trials Methodology Conference (ICTMC)

(3-6 October 2022) (Special event) (Contact via leaflet, Population size unknown).
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

The aim is to obtain as many responses as possible while the survey is active (around 5 weeks)
to maximise the range of experiences. \We estimate the population to be heterogeneous so a
minimum of between 12-30 surveys is required[14] to reflect a wide range of views.
Data collection and extraction

This survey will not collect any personal data from the clinical trial researchers, and after
extraction, all open questions will be carefully checked to make sure their coding do not contain
any identifiable information. Only AR will be able to access all the data. We will use MS Forms
as it provides the integrated web interface and data collection for the survey. The data by MS
Forms “is encrypted both at rest and in transit” and it is stored in a European Server, all
compliant with the General Data Protection Regulation (GPDR), for more detail please see:

hitps:/fsupport. microsoft. comfen-us/officefsecurity-and-privacy-in-microsoft-forms-7e57f9ba-4aeb-4b1b-8e21-
b75318532cd9

hitps://support. microsoft. com/en-us/office/data-storage-for-microsoft-forms-97a34e2e-98e1-4dc2-bEb4-
7a8444ch1dc3

Analysis.
When the active period for the survey ends the response summary information and the individual
responses of the complete surveys will be exported from MS Forms directly to AR's secured
and password protected area at UoE or AR's DataStore allocation as per University of
Edinburgh data handling policies. [17-19].
Individual responses will be kept until December 2023, then destroyed in accordance with
University of Edinburgh policy for destroying archived research data (see

https:/fwww ed ac. uk/sites/default/files/atoms/files/dataprotectionhandbookvO.pdf and https:./Avww.ed ac uk/data-

protection/data-protection-policy )

Close-ended guestions will be analysed using descriptive statistics (counts and percentages)
on SAS 9.4 (or a more recent version). All this data will be analysed by AR and sense checked

by another investigator (SCW, CJW, TJ).
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

Thematic analysis [20] [21] will be used to generate themes from the open-ended questions
responded using NVivo® 12 (or a more recent version). All the data will be coded by AR and
themes will be reviewed, defined and finalised in discussion with the multi-disciplinary research
team to ensure valuable perspectives were included and help reduce subjectivity of findings
(SCW, CUW, TJ).

This survey cannot investigate the response rate or the response bias to the survey. The results
of this study will help to understand the views of UK researchers regarding their experiences
with the creation and release of de-identified/anonymised clinical trial datasets, the generation
and use of re-identification risk scores, and their views about wider aspects of re-identification

risks.
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What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk

estimation for clinical trials datasets? A study protocol

published in a peer-reviewed journal. No publication or presentation originating from this
work will reveal any data that could lead to re-identification of individuals from the data

collected.
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24. Please write below any other aspects you consider before you release de-identified /anonymised clinical trials data. * 1171

This content is neither created nor endarsed by Microsoft. The data you submit will be sent to the form owner.

@ Microsoft Forms

Version 01 - 28 April 2022 RodriguezA_risk_researchers_opinion_survey_final_01_220428. pdf
4/28/2022
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Additional file 4 Survey data collection process.

Appendix 7

1. re-check
eligibility

Give thanks and
end survey

2. Collect
background
details

3.Collect
experiences

4. Ask if re-

5. Collect abaout
wider aspects of re-
identification risk

4. Collect
knowledge about
re-identification
risk scores

Survey data collection process.
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Additional file 5 Invitation (email or print-out) for survey

An online survey of UK researchers’ views on sharing anonymised clinical
trials datasets. - Survey closing on the 19th October 2022

There are increasing pressures for anonymised datasets from clinical trials to be shared across the
scientific community. However there is no a single standardised set of recommendations on how to
anonymise and prepare clinical trial datasets for sharing and an ever increasing number of anonymised
clinical trials datasets are becoming available for secondary research.

As part of my PhD research, I'm working with my supervisors the University of Edinburgh to examine
this topic and would like to hear the views and experiences of researchers in the UK about de-
identification, anonymisation, release methods and re-identification risk estimation for clinical trials
datasets.

It would be very useful to hear your views. The survey is available until the 19th October 2022.
Please use the link or the QR code for more details about this survey and thank you!

https://forms.office.com/r/0aTLCVgmE3

The survey will take about 15 minutes to complete and all responses will be anonymised and kept
confidential.

Should you have any further questions, please contact me at:

Aryelly Rodriguez

Statistician/PhD candidate, Edinburgh Clinical Trials Unit, The University of Edinburgh, UK.
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Additional file 6 - List of registered CTUs (13NOV2022

Appendix 7

UKCRC

2022/23 UKCRC Registration ID Numbers

T Registered

Clinical g
Trials Units

ID ORGANISATION STATUS
32 Barts and the London Pragmatic CTU FULL
4 Barts Clinical Trials Unit FULL
1 Birmingham Clinical Trials Unit FULL
70 Bristol Trials Centre* FULL
3 CaCTUS (Cancer Clinical Trials Unit Scotland) FULL
55 Cambridge Clinical Trials Unit (CCTU) FULL
64 Cambridge Epidemiology & Trials Unit FULL
6 Cancer Research UK Clinical Trials Unit (CRCTU) FULL
7 Centre for Healthcare Randomised Trials (CHaRT) FULL
83 Centre for Trials Research FULL
56 Comprehensive CTU @ UCL FULL
5 CR UK & UCL Cancer Trials Centre FULL
14 Diabetes Trials Unit (Churchill Hospital, Oxford) FULL
67 Derby Clinical Trials Support Unit (DCTSU) FULL
15 Edinburgh Clinical Trials Unit, Edinburgh FULL
65 Exeter Clinical Trials Unit FULL
16 Glasgow Clinical Trials Unit FULL
18 Imperial Clinical Trials Unit FULL
42 Intensive Care National Audit & Research Centre (ICNARC) CTU FULL
36 Keele Clinical Trials Unit FULL
53 King's Clinical Trials Unit at King's Health Partners FULL
41 Leeds Clinical Trials Research Unit FULL
43 Leicester Clinical Trials Unit FULL
12 Liverpool Trials Collaborative FULL
44 London School of Hygiene & Tropical Medicine FULL
9 Manchester Clinical Trials Unit FULL
19 Medical Research Council Clinical Trials Unit at UCL FULL
22 Newcastle Clinical Trials Unit (NCTU) FULL
57 NHS Blood and Transplant Clinical Trials Unit FULL
23 North Wales Organisation for Randomised Trials in Health (NWORTH) FULL
25 Northern Ireland Clinical Trials Unit FUILL
51 Norwich Clinical Trials Unit FULL
26 Nottingham Clinical Trials Unit FULL
21 NPEU Clinical Trials Unit FULL
46 Oxford Clinical Trial Service Unit & Epidemiological Studies Unit (CTSU) FULL
27 Oxford Clinical Trials Research Unit (OCTRU) FULL
52 Oxford Primary Care and Vaccines Collaborative Clinical Trials Unit FULL
60 Papworth Trials Unit Collaboration FULL
31 Peninsula Clinical Trials Unit FULL
20 PRIMENT Clinical Trials Unit at UCL FULL
62 Royal Marsden Clinical Trials Unit (RM-CTU) FULL
34 Sheffield Clinical Trials Research Unit FULL
37 Southampton Clinical Trials Unit FULL
61 Surrey Clinical Trials Unit FULL
58 Swansea Trials Unit FUILL
49 Tayside Clinical Trials Unit FULL
17 The Institute of Cancer Research Clinical Trials & Statistics Unit (ICR- CTSU) FULL
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Additional file 7 - Favourable opinion on ethics

%. THE UNIVERSITY
#0)- of EDINBURGH

& <>
-f;,‘\“\\

<

O T
5 ,,4'
H-AM

Edinburgh Medical School
Research Ethics Committee (EMREC)

emrec@ed.ac.uk

Aryelly Rodriguez-Carbonell
Clinical Trials Statistician
Edinburgh Clinical Trials Unit

01 June 2022

Dear Aryelly

Study Title: What are the UK researchers’ views regarding their experiences with the de-
identification, anonymisation, release methods and re-identification risk estimation for clinical
trials datasets

REC Reference: 22-EMREC-027

The Research Ethics Committee has now reviewed the above application.

Ethical opinion

The Committee can give a favourable ethical opinion of the above research on the basis
described in the application form, protocol and supporting documentation, with no conditions.

In your EMREC form, the answer to E1 was missing; we have made the relevant amendment
and saved with file name "EMREC Ethics Form v05 AIR_v 1.1 0106”.

Amendments and Reporting Requirements

Now that you have a favourable ethical opinion from EMREC you are bound to the protocol,
informed consent and data collection materials reviewed by us. Small changes like updating
contact details, fixing typos, or adding a partner’s logo do not require an amendment.
However, you must re-contact us if you wish to make substantive changes that affect the
protocol or answers to any of the questions on the EMREC form.

You should also contact EMREC to notify us about:
e Serious breaches of the protocol
¢ Safety reports and any adverse events

Favourable opinion from EMREC is not the only requirement to ensure integrity in research
conduct, so in parallel with this stage, you will also want to satisfy yourself that you have
considered other governance issues.

Documents reviewed

The University of Edinburgh is & charitable body registered in Scotland, with registration number SC005336.
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Appendix 7

The final list of documents reviewed and approved by the Committee is as follows:

22-EMREC-027 Please quote this number on all correspondence

Document Version Date
EMREC Ethics Form 1.1 01/06/2022
Cover letter 1.0 04/05/2022
Protocol 1.0 28/04/2022
Survey (including information | 1.0 28/04/2022
and consent form)

Survey email 1.0 04/05/2022
ACCORD email [ 1.0 29/04/2022
(sponsorship not required)

DPIA 1.0 03/05/2022
HRA tool results 1.0 28/04/2022
Data protection certificate 1.0 28/03/2020
DP for Research certificate 1.0 28/04/2022

With the Committee’s best wishes for the success of this project.

Yours sincerely,

Sue Fletcher-Watson
Co-Chair, EMREC

Christine Campbell
Co-Chair, EMREC

The University of Edinburgh is a charitable body registered in Scolland, with registration number SC005336.
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Additional file 8 - Survey Closed Questions dataset
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Appendix 8 - Case Study - Professor Sweeney’s Research

Sweeney (Sweeney 2002) positively linked the Group Insurance Commission anonymised
data (freely available to researchers) with the voter registration list for Cambridge,
Massachusetts (United States (US)), which she acquired for 20 US dollars in 1996. The local
press provided the final piece of information when the then Massachusetts Governor William
Weld collapsed in a public appearance on the 19" May 1996, an event that was widely
reported. Consequently, she knew that Governor Weld lived in Cambridge Massachusetts
and according to the Cambridge voter registration list, six people had his particular birth
date; only three of them were men; and, he was the only one in his 5-digit ZIP code. This re-
identified Governor Weld’'s anonymised medical record.

This aspect of Sweeney’s research shaped US policy and due to her successful re-
identification of Governor Weld'’s, the Health Insurance Portability and Accountability Act
(HIPAA) was enacted in 1996.

This prompted Sweeney to investigate further. She demonstrated that 87% of the US
population could be uniquely identified by their five-digit ZIP code, sex and date of birth. So,
even though each of these variables on their own would be non-identifiable, storing/linking
them together makes it possible to uniquely identify an individual (Wes 2017). Clearly, data
released containing such information about these individuals should not be automatically
considered anonymous. This concept of uniqueness could also apply to the UK population
(or in the worst case, potentially underestimate it due to the smaller population size when
compared to the US), as the UK is organised in a similar manner with postcodes.

Sweeney has continued her research, and more than 15 years after the introduction of
HIPAA, she shown in 2013 that improvements are still needed to achieve anonymity in
datasets, as she managed to re-identify a patient in the Washington State's health records
using linkage to traditional data sources (newspaper articles and public records) (Sweeney
2013). In 2017, she indicated that HIPAA “is not sufficient to protect data against re-
identification” (Sweeney, Yoo et al. 2017).

Sweeney’s team’s latest project theDataMap™ (Sweeney, Zang et al. 2010), provides a
sobering overview of all the places US patients’ data goes, sometimes whether they want it
to or not, given the advancement of the internet. Most of the paths travelled by the data are
relatively innocuous, but there are interactions that can be harmful to the individual, for
example, employers or financial institutions may get access to personal health information
that individuals would prefer to be keep away from such organisations, as it could affect their
employability of credit worthiness.
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