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Abstract

The promise of scalable quantum technology appears more realistic, after recent
advances in both theory and experiment. Assuming a quantum computer is developed,
the task of verifying the correctness of its outcome becomes crucial. Unfortunately, for
a system that involves many particles, predicting its evolution via classical simulation
becomes intractable. Moreover, verification of the outcome by computational methods,
i.e. involving a classical witness, is believed inefficient for the hardest problems solvable
by a quantum computer. A feasible alternative to verify quantum computation is via
cryptographic methods, where an untrusted prover has to convince a weak verifier for
the correctness of his outcome. This is the approach we take in this thesis.

In the most standard configuration the prover is capable of computing all polynomial-
time quantum circuits and the verifier is restricted to classical with very modest quantum
power. The goal of existing verification protocols is to reduce the quantum requirements
for the verifier - ideally making it purely classical - and reduce the communication
complexity. In Part[l] we propose a composition of two existing verification protocols
[Fitzsimons and Kashefi, [2012]], [Aharonov et al., 2010] that achieves quadratic im-
provement in communication complexity, while keeping the quantum requirements for
the verifier modest. Along this result, several new techniques are proposed, including
the generalization of [Fitzsimons and Kashefi, 2012] to prime dimensions.

In Part |[lI] we discuss the idea of model-specific quantum verification, where the
prover is restricted to intermediate quantum power, i.e. between full-fledged quantum
and purely classical, thus more feasible experimentally. As a proof of principle we
propose a verification protocol for the One-Pure-Qubit computer [Knill and Laflamme,
1998]], which tolerates noise and is capable of computing hard problems such as large
matrix trace estimation. The verification protocol is an adaptation of [Fitzsimons and
Kashefi, 2012] running on Measurement-Based Quantum Computing with newly proved
properties of the underlying resources.

Connections of quantum verification to other security primitives are considered in
Part[IV] Authenticated quantum communication has been already proved to relate to
quantum verification. We expand this by proposing a quantum authentication protocol
derived from [Fitzsimons and Kashefi, [2012] and discuss implications to verification
with purely classical verifier.

Connections between quantum security primitives, namely blindness - prover does
not learn the computation -, and classical security are considered in Part We intro-

duce a protocol where a client with restricted classical resources computes blindly a



universal classical gate with the help of an untrusted server, by adding modest quantum
capabilities to both client and server. This example of quantum-enhanced classical

security we prove to be a task classically impossible.



Lay Summary

‘Quantum computers’ are an emerging technology aiming to extend the capabilities
of the current ‘classical’ computers. Instead of ‘bits’, which can be in the classical state
0 or 1, quantum computers manipulate ‘qubits’, quantum states that can be in 0 and 1
at the same time (called a ‘superposition’ of the two states). Only when we measure
the output of a quantum computer the state takes a definite classical value O or 1. In
general, a quantum computer consisting of N qubits will be internally in a superposition
of all the possible combinations of values for the N bits: there is a vast number of such
configurations, growing exponentially with N. This explains why it is difficult to mimic
(or ‘simulate’) the behaviour of a quantum computer with a classical computer.

We are concerned with the question that follows: If one cannot use a classical
computer or a small quantum computer to predict the behaviour of a large quantum
computer, how he will ever be sure that the large quantum computer is producing
the correct answers. For some problems, verifying the correctness of the outcome is
easy. For example, a task that a quantum computer can solve, as opposed to a classical
computer, is factoring big numbers. When we get the factors of a number as the output
of a quantum computer, we can check their correctness by simply multiplying them
together. Unfortunately, it is not always easy to verify the result of a complicated
quantum computation. A known technique to build a ‘verification protocol’, where
a device called the ‘verifier’ can verify the correct operation of a device called the
‘prover’, is by secretly interspersing small questions in the normal computation we
send to the quantum computer. These questions produce an easy to predict result and
therefore are used as traps to check the honesty of the quantum computer.

Our first contribution is to reduce the requirements for the verifier (the amount of
communication between her and the prover and the size of her quantum device), by
combining two existing protocols in a constructive composition that improves over
both and produces a series of side results. The second contribution is to propose a
verification protocol for a version of the quantum computer, called the one-pure-qubit
quantum computer, believed to be easier to build because it tolerates a significant
amount of noise. Inspired by the verification protocol, we propose a protocol for the
‘authentication’ of a quantum state when transmitted over an untrusted channel. Finally,
inspired by the techniques of hiding information inside a computation, we propose a
protocol to securely delegate a classical computation in a scenario that we prove would

be impossible classically, but becomes possible using a small quantum enhancement.
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Chapter 1
Overview

Quantum technology has recently seen a surge in development, both theoretically and
experimentally, and the promise of scalable quantum devices appears more realistic
than it was thought before. To provide a small sample, important developments in the
theoretical field include the introduction of efficient quantum surface codes [Fowler
et al., 2012], the demonstration of supremacy over classical of simple optical quantum
simulators [Aaronson and Arkhipov, 2011]] and the advent of quantum machine learning
[Lloyd et al., 2014]. In the experimental field, among many recent exciting results
there is a multiple qubit superconducting computer [Kelly et al., 2015]], a commercial
quantum processor which demonstrates quantum entanglement [Lanting et al., 2014]]

and integrated photonic simulators [Spring et al., 2013]].

An important challenge that arises when we increase the size of a quantum computer
is that it becomes hard to predict its correct outcome. Indeed, classical simulation of an
arbitrary quantum computer that runs in polynomial time requires classical exponential
time. If one cannot directly predict the outcome of a quantum computation, alternative
methods need to be considered. In classical complexity theory there exists an important
class of problems, Non-deterministic Polynomial time or NP, containing all the problems
that can be verified using a polynomial size classical string, usually called the witness,
by a classical computer running in polynomial time. Factoring is a problem that belongs
in this class, the witness being the factors themselves, and therefore one can verify
classically the correctness of a quantum computer running Shor’s algorithm [Shor,
1997]. However, the most common belief is that the class of problems, named Bounded-
error Quantum Polynomial time or BQP, that contains all problems decidable with
bounded error by a polynomial time quantum computer is not contained in NP (Figure

@. In other words, there exist problems in BQP, including the hardest problems of

3



4 Chapter 1. Overview

@ NP - Complete

BQP NP

Figure 1.1: Suspected relations between some well-known classical and quantum
complexity classes. It is believed that problems solvable by a quantum computer (class
BQP) is not contained in the class NP of classically efficiently verifiable problems and

also NP is not believed to be contained in BQP.

the class, that are believed not to be classically efficiently verifiable using a classical
witness. An example of such a problem is approximating a knot invariant called the
Jones polynomial, which has many applications, from DNA folding to Topological
Quantum Field Theory (TQFT). Other problems that are candidates to demonstrate
quantum supremacy by a medium-size quantum computer and do not have known
generic verification techniques are quantum sampling problems, such as the scattering

of identical bosons through a linear optical network [[Aaronson and Arkhipov, 2011]].

In order to verify problems outside NP one can give up on determinism and apply
techniques of cryptography to get cryptographic verifiability. The basic setting in this
approach is that of a trusted and weak computationally verifier delegating a quantum
computation to an untrusted but powerful prover. The verifier is using a classical secret
key to encrypt her interaction with the prover and should be able to decide whether or
not the prover is returning the correct outcomes. More specifically, as depicted in Figure
the verifier (Alice) sends messages through a quantum and a classical channel to
the prover (Bob). These messages may contain an encryption of the input state and
an encryption of the description of the unitary to be applied to this input. Bob sends
messages to Alice which contain the outcomes of the computation, which Alice can
decrypt using her private key (or an update of her original private key). Alice accepts
or rejects the outcome depending on the outcomes of her tests. Assuming that Bob’s
deviation is within the laws of quantum mechanics, the verification protocol ensures
with high confidence that Alice will not accept an incorrect outcome. This problem is
also studied within the context of interactive proof systems, where one ideally would

like to have a purely classical verifier to verify a fully quantum prover. In Part[llan
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Figure 1.2: In delegated computation Alice (the verifier) has the task to compute the

output of unitary U applied on input |y) but not enough power to run the computation
herself, so she uses the services of untrusted but powerful Bob (the prover). Alice uses
a secret key k to encode the input |y) and the description of the unitary U so that she is
able to run secret tests on the prover and eventually decide on whether she accepts (A)

or rejects (R) his returned outcome.

overview of the definitions and the existing architectures used in verification will be

given.

The usual setting for quantum verification in the literature is with a prover capable
of computing any polynomial size quantum circuit (computational complexity class
BQP) and a verifier being universal classical but quantum restricted. Several verification
protocols have been proposed, with different requirements for the verifier - all aiming to
minimize the quantum preparation or quantum measurement requirements of the verifier
and the communication rounds between the prover and verifier. In this setting, it is still
open whether or not there exists a quantum verification protocol where the verifier is
purely classical. Two prominent and efficient protocols are the protocol proposed by
Fitzsimons and Kashefi (will be referred to as the FK protocol) [Fitzsimons and Kashefi,
2012]], which benefits from the requirement of single state preparation for the verifier,
and the protocol proposed by Aharonov, Ben-Or and Eban (will be referred to as the
ABE protocol) [Aharonov et al.,[2010]], which benefits from linear round complexity. In
this thesis, we introduce a composite protocol, which includes elements of both the FK
and ABE protocols, that benefits from the single state preparation of the FK protocol
and the linear round complexity of the ABE protocol (as opposed to quadratic of the
FK). Therefore, this protocol is more efficient than each of its components when taken
as standalone protocols. This result is accompanied by a few side-results: techniques
that relate to the implementability and the composability of the original protocols. One
contribution is a new proof of verifiability of the FK protocol which demonstrates the

function of the protocol from a different viewpoint and is helpful when we consider both
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serial and parallel compositions of the protocol with itself or other protocols. Another
technique is the introduction of a gadget for the FK protocol that localizes the final
output of the computation to a fixed position at the prover’s side and thus is useful
again in the context of composition with a different (or the same) protocol. A final
contribution is the generalization of the FK protocol from 2"-dimensional systems to
d"-dimensional systems where d is an odd prime, which might be useful for future
implementations of the FK protocol, especially when novel techniques of d-level fault
tolerance are employed. Part[II] of the thesis contains these results that all relate to a
single universal quantum prover. These results have been published, as an extended
abstract and oral presentation, in /5th Asian Quantum Information Science Conference,
Seoul, 2015 [Kapourniotis et al., 2015].

Given the hardness of the engineering problem of building a fully-fledged quantum
computer, some intermediate steps are worth exploring. Quantum intermediate models
have been proposed, which drop some of the requirements of universal quantum compu-
tation, such as having pure quantum input, and are still interesting from a computational
perspective, being able to compute answers to problems considered hard classically.
In this thesis, we examine the applicability of the universal quantum verification tech-
niques in those models. The prover will be restricted to quantum intermediate power,
1.e. having characteristics that classify him between fully quantum and purely classical
and the verifier wants to delegate a classically hard problem which is not able to solve
by herself. A specific example of intermediate quantum power is the One-Pure-Qubit
(OPQ) model that solves the problem of estimating the trace of a large matrix when
given in a suitable polynomial representation [Knill and Laflamme, |1998]] [Shepherd,
2006]]. This model assumes that only one qubit of the input is prepared in a pure state
and the rest is maximally mixed. The OPQ computer will then be able to apply coher-
ently a polynomial-time quantum circuit. We propose a verification protocol for a OPQ
prover, where a restricted verifier, being able to prepare single qubits one by one and
send them to the prover, can verify the correctness of all outputs of OPQ computations.
Since all the known verification techniques are based on Measurement-Based models
of Quantum Computing (MBQC) and these models require, apart from the input, the
supply of auxiliary pure states to implement the gates, we slightly modify the definition
of OPQ to admit auxiliary states but keep the principle of limited purity over time.
A constructive proof is provided for the availability of resource states for MBQC in
this model of limited purity, which allows for the direct adaptation of the existing

techniques used in verification, which in this case are implemented in a serial fashion.



Part [IT]| of the thesis contains these results on intermediate quantum verification which
have been presented orally in Theory of Quantum Computation, Communication and
Cryptography, Singapore 2014 and published in its proceedings [Kapourniotis et al.,
2014].

Quantum verification appears to have some deep connections with other security
primitives, such as quantum blindness - the property of the prover not learning the input
and description of the computation [Broadbent et al., 2009]]. Moreover, the property
of authenticated quantum communication, has already appeared in literature to be con-
nected to verification [Aharonov et al., 2010]]. Authenticated quantum communication
has been proven to require quantum encryption - the property of the eavesdropper in a
quantum channel not learning the transmitted quantum message [Barnum et al., 2002].
We reinforce these connections by proposing a quantum authentication protocol that is
based on techniques used in quantum verification of [Fitzsimons and Kashefi, 2012]
with the viewpoint that these connections might provide an indication on how to resolve
of the (im)possibility problem for classical verifier quantum verification. Part{IV|is

dedicated to these results.

On the other hand, a connection is established between quantum blindness and
classical security, in the case a classically restricted client wants to delegate a universal
gate to a classically unrestricted server and the server must not learn the input. We prove
this task to be classically unobtainable and propose a protocol that achieves it by having
on both client and sever a very modest quantum capability - preparation or measurement
of single qubit states. This demonstrates, in the context of quantum-enhanced classical
computation, that quantum techniques might be exploitable for the sake of classical
security. Part[V]is dedicated to these results which have been published in the Journal

of Quantum Information and Computation [Dunjko et al., 2016].

The rest of Part[l]is an introduction to the basic elements needed for understanding
the rest of the thesis. In Sections [[.1.1] to [[L1.3] we establish the basic notation for
quantum computation in both the circuit and the measurement-based model. In Section
[I.1.4]a minimal necessary exposition to computational complexity theory is given. We
proceed by introducing formally, in Section[I.2] quantum delegated computation and
verification. Section [[.3|contains an overview of the existing verification techniques

and protocols in literature, that will serve as a reference point to our techniques.
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1.1 General Preliminaries

Here are presented briefly some basic elements of quantum computation and quantum

information that will be useful for the rest of the thesis.

1.1.1 Quantum Computing and Density Operators

The state of a quantum system is represented by |y) € H, where # is a Hilbert space
and |||y)|| = 1. In this thesis we consider only systems of finite dimension N and, using
the standard convention, we fix the computational basis to be {| j>}zjy;01. Also, when N
is a power of 2 and j is in the binary representation, we speak about qubit systems.

Density operators is an alternative formalism to represent quantum systems, espe-
cially those whose state is not completely known. Suppose that a system is in one of the
states |y;) € #, with index i, with probability p;. The corresponding density operator
or density matrix p € L(H), where L(H) is the set of bounded operators in #, is:

p =Y pilvi)(vil (1.1)

There exists a simple test in order to find if an operator is a density operator [Nielsen

and Chuang, 2010]:

Lemma 1. An operator p in Hilbert space # is a density operator iff:

1. p has trace equal to one

2. p is a positive operator
A two dimensional density operator can be expressed in the standard basis of identity
0 1 0 —i 1 0
Y= Z = }:
1 0 i 0 0 -1

1
p= 5(1+r1X+ rY +r3Z) (1.2)

I and Pauli matrices {X =

where r € R3. From positivity of p, r forms a unit sphere, called the Bloch sphere,
where all the pure states reside in the boundary, where ||r|| = 1.

The basic principles of quantum mechanics can be expressed in the formalism of
density operators. If a system, originally in state described by density operator p, evolves
according to unitary transformation U, the final state of the system can be written as:

UpU". Measurements of quantum systems can be represented in this formalism in the
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following way: If we perform a measurement described by measurement operators M,,
on state p, the probability of getting result m is t7(M;, M,,p) and the state will ‘collapse’
to M,pM,), /tr(M) M,.p).

Another important operator used in describing composite quantum systems is the
reduced density operator. First we define the partial trace operation: Suppose we have

systems A and B. The partial trace over system B, denoted by ¢rp is defined by:

trg(|a1){az| @ |b1)(ba|) = |ar)(az|tr(|b1)(b2]) (1.3)
where |a;) and |a;) and |b;) and |b;) are any vectors in space of system A and B
respectively.
Then, the reduced density operator for system A is:

p* = trp(p??) (1.4)

The reasoning behind using the reduced density operator for system A is that it
provides the correct measurement statistics for the measurements made on system A.

In the formalism of density matrices the most general quantum channel can be
described as amap £ € L(H) — L(H) that is:

e linear

e complete positive, which means that it is positive and also all extensions E® I,

where [ is the identity map of arbitrary dimension, are positive

e ftrace preserving

Thus, a quantum channel is often described as a completely-positive trace-preserving
(CPTP) map. More information on quantum computing can be found in [Nielsen and
Chuang, 2010] and [Heinosaari and Ziman, 2008]].

1.1.2 Circuit Model

In the circuit model the computation is described as a sequence of unitary transforma-
tions, which are the quantum analogues of classical logic gates. Measurements are
only taken at the end of the computation. Here, we represent unitary transformations as
matrices with respect to the computational basis {|0),|1)}.

An important set of unitary transformations are the Pauli matrices. The set of Pauli

matrices together with multiplicative factors +1, 4, that is: {+I,+il, £X,+iX,+Y,
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+iY,+Z,+iZ}, forms a group under matrix multiplication. The general Pauli group P,
is defined to be the set of all the n-fold tensor products of the Pauli matrices together

with multiplicative factors 1, i under the operation of matrix multiplication.

Another important group of unitary operators is the, so called, Clifford group[] The
general Clifford group C, is defined to be the group that maps the general Pauli group
P, to itself under algebraic conjugation: C, = {U|UTP,U C P,}. Some important
members of the Clifford group are: the Hadamard gate H, the controlled-NOT or cX
and the phase gate S.

]
S = ' (1.5)

S o o =
S O = O
- o O O
S = O O

Families of quantum gates that can be used to construct circuits that implement
any arbitrary unitary operator of any size exactly are said to be universal for quantum
computation. For example, the set that contains the cX gate and all single qubit gates is
universal for quantum computation. For practical reasons, however, we need to consider
discrete sets of gates. Therefore, we restrict our interest to families of gates that can be
used to construct circuits that approximate any arbitrary unitary operator. Those families

of quantum gates are said to be approximately universal for quantum computation.

Unless otherwise stated, we assume a quantum circuit to apply on a tensor product
of computational |0) states, also called the blank states. In the case of blank state input,
a circuit that consists of elements of the Pauli group and the the Clifford group followed
by measurements on the computational basis is not capable of performing universal
quantum computation. In fact, this circuit can be efficiently simulated by a classical
computer (Gottesman-Knill theorem, see [Nielsen and Chuang, 2010]). We introduce
two more gates, the phase /8 gate T and the Toffoli gate, each of them being able to

supplement the Clifford group into constructing a universal set of gates:

*defined in [Gottesman, |1998]] and not related to the theory of Clifford algebras
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10000000
01000000
00100000

Tzll ,0 ,ToffoliEOO()loooo (1.6)

0 em/4 00001000
00000T100
00000001
0000001 0

We note that the gate T is a special instance of the general 6-rotation around axis Z,

1 000
1 ) 0 010
represented as Z(0) = | . Another useful gate is the SWAP = .
0 ¢ 01 00
0 0 01

A universal set is composed by the gates: {H,T,cX,S}. Note that phase gate S can
be constructed by /8 gates, although it is usually contained in the set for convenience.
This is usually referred as the standard set of universal gates. An alternative is the set
composed of the gates: {H, Toffoli,cX,S}. Note that cNOT gate can be constructed by

Toffoli gates, although it is usually contained in the set for convenience.

1.1.3 Measurement Based Quantum Computing

Another popular model for describing quantum computing is the Measurement-based
Quantum Computing (MBQC) or one-way quantum computer [R.Raussendorf and
H.J.Briegel, [2001]]. This model is based on applying a sequence of measurement
operators on a sufficiently large quantum resource (which can be represented by a graph,
with qubits residing on the vertices), where each measurement can be adapted depending
on results of previous measurements. There are different (equivalent) formalisms to
describe MBQC operations. Here, we adapt the notation from [Danos et al.,[2007].

A generic computation consists of a sequence of commands acting on qubits:
e Ni(|g)): Prepare the single auxiliary qubit 7 in the state |g);
e E; ;: Apply entangling operator cZ to qubits i and j;

e M{: Measure qubit i in the basis {%(!0) +e®[1)), %(|O> —e'®|1))} followed

by trace out the measured qubit. The result of measurement of qubit i is called
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result and is denoted by s;;

° X;j ,Zl.sj : Apply a Pauli X or Z correction on qubit i depending on the result s; of

the measurement on the j-th qubit.

The corrections could be combined with measurements to perform ‘adaptive measure-

(=1)**0o+s.m

ments’ denoted as *[M{]* = M;

. A computation is formally defined by the
choice of a finite set V of qubits, two not necessarily disjoint sets the input and the out-
put, I/ C V and O C V determining the pattern inputs and outputs, and a finite sequence

of commands acting on V.
Definition 1. /[Danos and Kashefi, 2006] A pattern is said to be runnable if
(RO) no command depends on an outcome not yet measured;

(R1) no command (except the preparation) acts on a measured or not yet prepared

qubit;
(R2) a qubit is measured (prepared) if and only if it is not an output (input).

The entangling commands E; ; define an undirected graph over V referred to as
(G,1,0). Along with the pattern we define a partial order of measurements and a depen-
dency function D which is a partial function from O to fPIC, where P denotes the power
set. Then, j € D7 if j gets a Pauli X correction depending on the measurement outcome
of i and j € D5 if j gets a Pauli Z correction depending on the measurement outcome
of i. In what follows, we will focus on patterns that realise (strongly) deterministic
computation, which means that the pattern implements a unitary on the input up to a
global phase. A sufficient condition on the geometry of the graph state to allow unitary
computation is given in [Danos and Kashefi, 2006],[Browne et al., 2007] and will be

used later in this thesis. In what follows, x ~ y denotes that x is adjacent to y in G.

Definition 2. [[Danos and Kashefi, 2006] A flow (f, <) for a geometry (G,1,0) consists
of amap f: O°— I and a partial order < over V such that for all x € O°

(FO) x~ f(x);
(FI) x=f(x);

(F2) forallx,y:y#x,y~ f(x) we have x <y.
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Figure 1.3: Brickwork state: A universal resource state for Measurement Based Quantum
Computing with xy-plane measurements

An example of an open graph with a flow is given in Figure [I.3] In this graph,
the subset of vertices of the first column correspond to the input qubits / and the
subset of vertices of the final column correspond to the output qubits O. This graph
state has flow function f((i, j)) = (i, j+ 1) and the following partial order for measur-
ing the qubits: {(1,1),(2,1),...,(w, 1)} < {(1,2),(2,2),...,(w,2)} < ... < {(1,d —
1),(2,d—1),...,(w,d—1)}, where w is the width and d is the depth of the graph. The
dependency functions for the corrections are: D)(CI.J.) = (i,j—1) for j > 1, else D’(‘m) =0
and DZ ={(k,1—1): (k1) ~ (i,)),l < j} for j > 2, else wa.) = 0. This graph
state, named the brickwork state, since it is composed of repetitions of the same brick’
element, has some very useful properties, such as universality for MBQC computation
with only xy-plane measurements in the Bloch sphere, that will be presented later in

this thesis.

1.1.4 Computational Complexity Classes

We also need to introduce some definitions from both classical and quantum complexity
theory. First, we define the classical complexity class BPP (Bounded-error Probabilistic

Polynomial time):

Definition 3. A language L is in BPP if and only if there exists a probabilistic Turing

machine M, such that
1. M runs for polynomial time on all inputs.
2. Forall x € L, M accepts with probability > 2 /3.
3. Forall x ¢ L, M accepts with probability < 1/3.

Next, we define the quantum complexity class BQP (Bounded-error Quantum

Polynomial time):
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Definition 4. A language L is in BQOP if and only if there exists a polynomial-time
uniform family of quantum circuits {Qy|n € N}, such that

1. Foralln e N, Q, takes n qubits as input and outputs 1 bit
2. Forallx € L, Pr(Q(x)=1) >2/3
3. Forallx & L, Pr(Qy(x) =0) >2/3

Finally, the classical complexity class NP (Non-deterministic Polynomial time) is
the set of decision problems solvable by a non-deterministic Turing machine that runs
in polynomial time, which means that there is an accepting computation path if a word

is in the language. Equivalently, it can be defined in the verifier model:

Definition S. A language L is in NP if and only if there exist polynomials p and q, and

a deterministic Turing machine M (verifier), such that

1. For all x and y, the machine M runs in time p(|x|) on input (x,y).

2. Forall x in L, there exists a string y (witness) of length q(|x|) such that M(x,y) =
1.

3. For all x not in L and all strings y of length q(|x|), M(x,y) = 0.

1.2 Security Definitions

In this thesis we consider verification in the context of delegated quantum computation.
There are three components in the model of delegated quantum computation: a compu-
tationally weak (compared to BQP) trusted verifier, a computationally powerful (but
quantum realistic, i.e. no more powerful than BQP) and untrusted quantum prover and a
secure channel, capable of establishing two-way quantum and classical communication
between the verifier and the prover. When an alternative model is considered (e.g.
multiple provers, see Section [I.3) this will be made explicit. The verifier is assigned
the task to run a quantum computation that is incapable to run on her own due to the
computational restrictions and therefore has to collaborate with the prover to get the
final output, which can be in general a quantum state (classical output can be seen as
a sub-case). Moreover, the verifier has access to a source of perfectly random binary
strings. The strategy for the verifier is to send to the prover an encrypted version of the

input and description of the computation, on which the prover will apply its operations
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and produce an encrypted version of the outcome. The verifier must be able to decide,
through a series of tests on the returned states, if she accepts or rejects these outcomes.

A security property that is defined in the delegated computing scenario and used
as a stepping stone in the construction of some verification protocols (e.g. [Fitzsimons
and Kashefi, 2012])) is blindness [[Broadbent et al., 2009]]. The verifier (Alice) wants
to delegate a computation to the prover (Bob) while hiding both the input and the

computation. Bob’s possible deviation is not constrained in any way.

Definition 6 (Perfect Blindness). Let P be a protocol for delegated computation: Alice’s
input is a description of a computation on a quantum input, which she needs to perform
with the aid of Bob and return the correct quantum output. Let pap denote the joint
initial state of Alice and Bob and Gap their joint state after the execution of the protocol,
when Bob is allowed to do any deviation from the correct operation during the execution
of P, averaged over all possible choices of random parameters by Alice. The protocol P

is perfectly blind if
VpAB S L(.’]‘[AB),HZ: : L(%) — L(}[B), S.1. TI’A(GAB) = E(TrA(pAB)) (1.7)

Intuitively this means that at the end Bob will get a system that depends only on his
private system and the choice of a deviation map that is independent of the input to the
protocol. We can also extend this to allow some information to leak (e.g. the size of the
computation) by making Bob’s deviation explicitly dependent on this information.

In the verification cryptographic setting Alice wants to delegate a quantum com-
putation to Bob and accept or reject the result depending on whether she thinks the
returned outcome is correct (in the quantum output case, it has high fidelity to the
correct output), or Bob has deviated This definition only concerns pure state inputs
and unitary computations. Also, Bob’s deviation is constrained only by the framework
of quantum mechanics. For a delegated computation protocol to be €-secure, it has to
be correct and €-verifiable. Correct means that when the deviation of Bob is the identity
operator, the protocol should produce the correct output and accept with probability 1.
e-verifiable means that the probability of Alice accepting and the result being incorrect

is bounded by a small €, more formally:

In this work we will assume that the apparatuses of Alice and Bob are perfect. Without this
assumption on Bob, the protocol will also detect any errors which may stem from Bob’s faulty devices.
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Definition 7 (Verifiability). A protocol for delegated computation, which admits as
input |y) from a set of allowed quantum states and a polynomial description of a unitary
U from a set of allowed computations, is €-verifiable (0 < € < 1) if for any choice of
Bob’s strategy j, it holds that for any allowed input:

Tr(Y. P(V)PhrcorreciBi(V)) < & (1.8)

where B (V) is the state of Alice’s system A at the end of the run of the protocol, for
choice of Alice’s random parameters vV and Bob’s strategy j. If Bob is honest we denote
this state by Bo(V). Let P, be the projection onto the orthogonal complement of the the

correct quantum output U ). Then,
Pi\;worrect =P ® |ACC> <ACC| (1.9)
where |ACC) is the accept state for the indicator that Alice sets at the end of the protocol.

In the case that U are selected from all possible computations in BQP, we call
this property universal verifiability. Typically, we can set the input state to the blank
state |0)®" as we can use the first part of the computation to prepare the desired input.
Generalizations for mixed input exist, but one needs to be careful who is in possession

of the purification of the state. We will come back to this point in Part[ITI|

1.2.1 Interactive Proofs

The concept of efficient verifiability can also be viewed from a complexity theoretical
perspective though the formalism of Interactive Proof (IP) systems. These are systems
consisting of a trusted verifier and an untrusted prover, which are allowed to interact, and
were first defined in the context of the computational complexity class IP ([Goldwasser
et al., 19835, [Babai, 1985]]). We briefly make the connection to this formalism in this
section, but we keep the rest of the thesis within the context of computer security in
order to keep it as general as possible, e.g. to be able to discuss about scenarios, such
as the quantum output case, which are not directly translatable as classical complexity
classes. We begin we the definition of class IP, which was introduced as an extension of

the complexity class NP.

Definition 8. A language L is in IP if there is an Interactive Proof system, consisting
of a polynomial probabilistic verifier A and an unbounded prover B which allowed to

interact, such that
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1. For all x € L given as input to (A, B), and for a certain (honest) B, A halts and
accepts with probability at least ¢ = 2/3. (completeness)

2. For all x not in L given as input to (A,B), and any B, A accepts with probability

at most s = 1/3. (soundness)

By standard classical amplification techniques, the class will not be changed if we
replace the requirement by ¢ —s > ,le for some k and sufficiently large n.

Since it is believed that there are problems in BQP that are not in NP it makes sense
to define an interactive proof with classical interaction between the verifier and the
prover for proving BOP problems. From the known result PSPACE=IP [Shamir, |1992]
and since BQP C PSPACE it follows that, for an unbounded prover, BQP has an IP.
However, we concentrate on the more realistic case of a bounded prover, in particular a
prover that is a quantum computer (i.e. can solve BQP problems).

First, the class QPIP is defined ([[Aharonov et al., 2010]], [Aharonov and Vazirani,

2012]) as:

Definition 9. A language L is in QPIP if there is an Interactive Proof system, consisting
of a polynomial probabilistic (BPP) verifier A and an BQP prover B which allowed to
interact, such that the same conditions of completeness and soundness as on class IP
hold.

Unfortunately, there is no protocol to demonstrate that BQP is in QPIP (the opposite
is trivial). QPIP* ([|[Aharonov et al., 2010], [[Aharonov and Vazirani, 2012]] - star notation
differs in the different papers) is another class that comes from adding to the verifier the
ability to prepare quantum states and send them through a quantum channel. Providing
this quantum enhancement to the verifier appears to be crucial for the existence of
verification protocols as we will observe shortly. Then, using these protocols one can
prove the weaker result, that BQP=QPIP*.

To sum up, by working with a QPIP*, we have a mostly classical verifier (BPP+the
ability to prepare quantum states) and a full quantum prover and we want to verify all
polynomial size quantum computations. In order to prove that there is a QPIP* for BQP
we consider classical input classical output verification protocols and prove that the gap
between completeness (probability of accepting a YES instance with honest prover) and
soundness (accepting a NO instance with any prover) is > m where n is the size
of the problem (the description of the computation in this case). Standard poly-time

classical amplification techniques involving repetition can be applied in the case Bob’s
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output is classical (Bob measures everything before sending the result to Alice so there
is no entanglement between the received systems of different rounds). In the case Bob’s
output is quantum, serial repetition is possible, because Alice can measure her system
before running the next round, but parallel repetition is not necessarily possible (in
some protocols, such as [Fitzsimons and Kashefi, [2012]], parallel repetition is possible
since the parallel runs will be proven later to be separable systems for any possible
deviation of Bob if we average over random parameters). In the case Alice’s output
is quantum, classical majority voting is not an option but one can apply alternative
techniques involving quantum encoding to amplify the error probability, as we will

explain later.

1.3 Overview of Existing Techniques

Having established the notion of quantum delegated computation and the property of
verifiability, we present a general overview of the existing approaches. We include the
protocols that are the most efficient and most representative of their own categories, and
have come to our attention until the moment of writing this thesis.

An important categorizing factor between the protocols is the basic configuration of
the system. Most of the protocols are based in the single-verifier/single-prover/quantum-
channel configuration outlined in the previous sections. The verifier is a classical
computer with a simple constant size device that is able to perform some elementary
quantum operations (preparation or single gates or measurement) and the prover is
usually universal for quantum computation. Ideally one wants to have a purely classical
verifier, without any extra capabilities, to verify a quantum computer but whether or not
this is possible without extra assumptions is a long-standing open question [[Aaronson,
2007]. Its importance relates to the ability of using the scientific method of laying out
an experiment and classically predicting and verifying its outcome in the limit of the
high complexity of quantum mechanics, as discussed in [Aharonov and Vazirani, 2012].
There is a second configuration considered in literature, where a single verifier has to
verify multiple provers that share scalable initial entanglement. There are protocols
that achieve this goal using techniques for testing quantum correlations, such as CHSH
games or self-testing, and have the property that the verifier is purely classical. However,
these protocols impose a strong assumption, that of non-communication between
the different provers during the execution of the protocol. Also, the communication

complexity of these protocols is much higher, compared to the single verifier-single
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prover protocols.

In the protocols of the first category (single-verifier/single-prover) there are im-
portant differences in their approach to verification. We can separate to three broad
subcategories: the protocols based on some type of trapification of the delegated system
(e.g. [Fitzsimons and Kashefi, [2012]), the protocols that are based on some type of
quantum authentication scheme (e.g. [[Aharonov et al.,|2010]) and the protocols where
the verifier only tests quantum correlations on the states prepared by the prover (e.g.
[Hayashi and Morimae, |2015]). There also a difference in the use of hiding (encryption)
in each of these schemes. In Section [I.3.T| we present the basic approaches for the
single-verifier/single-prover category by outlining some representative protocols. These
protocols will be used as components to our optimized verification in Part|[Iland will
also be relevant to the rest of the thesis. Later, in Section we will give an overview

of the rest of the protocols, including the single-verifier/multiple-prover ones.

1.3.1 Three Roads to Verification

The first approach to verification is based on injecting and testing a subsystem of traps at
a random position among the qubits of the normal computation. The computation needs
to be hidden from the prover so that he cannot discover the position of the traps. The
second scheme is based on encoding the quantum input by a secretly randomized family
of error correcting codes with some covering properties (authentication schemes), and
checking if the system remains in the correct subspace after prover’s operation. The
hiding is on the input states so that the prover cannot retrieve the secret key used in
encoding. In this thesis we will focus more on these two approaches which, given the
differences in their structure, can be referred to as subsystem and subspace verification
correspondingly. The third scheme is based on the prover preparing of a large entangled
resource state and the verifier performing measurements on it to run the computation
and at the same time verify the resource by testing stabilizer correlations.

The three schemes have different assumptions of trust and different requirements
for the verifier and therefore are useful in different scenarios. In brief, the trap-based
verification and authentication-based verification are appropriate when we trust the
preparation devices, while the resource-testing is appropriate when we trust the mea-
surements. Between the first two, the existing trap-based protocols have the benefit
of having to prepare only single qubit states, while the existing authentication-based

protocols have the benefit of fewer rounds of communication between the verifier and
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the prover (number of rounds is equal to the Toffoli depth). In the next paragraphs we
overview a protocol from each scheme and give more details on the assumptions and

requirements.

1.3.1.1 Trap-based verification

Verifiable Universal Blind Quantum Computing (VUBQC) [Fitzsimons and Kashefi,
2012], or FK protocol from the names of the authors, is a trap-based protocol and will
be relevant to the optimizations we attempt in the next two parts of this thesis. It is
based on the pre-existing Universal Blind Quantum Computation protocol [Broadbent
et al., 2009]. The latter is a protocol for secure delegated quantum computation where
the server does not learn anything about the client’s input and computation (thus blind,
as defined earlier). The underlying model for both UBQC and VUBQC is a delegated
version of the Measurement-based quantum computing, where the verifier prepares
the single qubits composing the resource state and the measurement angles which
define the basis to measure, while the prover entangles and performs the measurements.
For blindness, verifier has to encrypt the quantum and classical states she sends to
the prover, with whom she has to interact during the execution of the computation to
be able to implement the adaptive measurements. For verification the verifier has to
add a trapification subsystem at a random position among the sent states, which gives
deterministic results for the measurements of the prover, thus can be checked to see if
the prover is honest. Since prover does not know when he measures the computation and
when he measures the trap he cannot cheat without getting caught with some probability.
A not very detailed description of the protocol is given here, while a formal protocol

with more explanation is given in Section so that it can be used in our optimizations.

FK protocol (sketch)

1. Alice has a description of a computation in the measurement-based quantum
computing (MBQC) model.

2. Alice embeds this MBQC computation in a different graph that has the following
property: A subsystem of isolated qubits (named traps) can be positioned uni-
formly at random between the normal computational qubits without corrupting

the flow. In order to isolate the traps, qubits in state |0) (named dummies) are

*Protocol 8 in [[Fitzsimons and Kashefi| [2012])).
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placed as their neighbours and measured in the XY plane of the Bloch sphere so

that the effect of the entangling operations of Bob is cancelled.

3. Alice prepares all single qubits needed for the construction of the resource state
by Bob: Instead of preparing them as |+); qubits, she performs a random rotation
by angle 0; € A= {0,t/4,2n/4,...,7n/4} around Z axis. For the dummies Alice
instead applies a random X Pauli operation and a pre-rotation by Z on all their

neighbours to cancel this effect.

4. Bob receives the qubits one by one and entangles them (cZ) to construct the

entangled state, the structure of which is public.

5. Alice sends to Bob at each step i the measurement angle §; that encrypts the
computational angle ¢; (updated to ¢; based on the previous measurement re-
sults): ; = ¢} + 6; + r;m. This effectively cancels the pre-rotation by 8; (since it
commutes with ¢Z) and adds a bit flip on the outcome to hide the measurement

result.
6. Alice receives the measurement result and decrypts it by XOR-ing with r;.

7. For the isolated traps ¢; = 0 so that the measurement outcome depends only on 7;

and is deterministic.

8. At the end Alice accepts the outcome returned by Bob if all traps give the correct

outcome.

9. To achieve exponentially small € verifiability, Alice encodes the computation in
a fault tolerant MBQC pattern, using a QECC that detects log 1 /€ errors. This
procedure is explained in Section The underlying idea is that, in order
to corrupt the computation, Bob has to corrupt at least log 1 /€ qubits, which

increases his probability of hitting a trap and get caught.

In order to pick a graph that has the desired property of hiding the trap without
interrupting the flow, the degree of each vertex becomes linear on the graph size.
The underlying graph state, named the dotted-complete graph and presented later, is
of quadratic size. Thus, the quantum requirement of Alice is to prepare and send

O(n?) x O(log(1/¢)) ﬁsingle qubit states (the € factor comes from the FT encoding)

$Notation O is a variant of O that ignores logarithmic factors, i.e. f(n) € O(g(n)) means that
Tk f(n) € O(g(n) log" g(n)).
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and on-line classical communication of O(n?) x O(log(1/¢)), where n is the size of the
computation. The goal in Part [[I| will be to reduce these requirements to linear on n

while keeping the modest requirements for the verifier preparation device.

1.3.1.2 Authentication-based verification

The second verification protocol, that will be used in our optimization in Part|ll} is the
Polynomial QAS-based verification [Aharonov et al.,|2010] or ABE protocol from the
names of the authors. This protocol is based on the Quantum Authentication Schemes
(QAS) [Barnum et al., 2002]] which are used to transmit quantum states through an
untrusted quantum channel and check the integrity of the received state (more on
authentication schemes in Part[[V]). The transmitter and receiver share a secret classical
key which is used for secret (encrypted) encoding and decoding of the quantum state.
The main idea of Polynomial QAS-based verification is that the quantum states sent
from the verifier to the prover in the delegated computation scenario are secretly encoded
by a polynomial QAS. A QAS uses a family of quantum codes, parametrised by a secret
key, that have the special covering property that any Pauli error on the state is detected
by all but an exponentially small number of members of the family. Then the prover
must apply the computation on the QAS-encoded state in a way that the output remains
in the valid subspace (up to an update on the secret key on the verifier side). The prover
cannot deviate and keep the state in the valid subspace if he does not know the secret key
of the QAS. An extra Pauli key is used to reduce all general attacks to Pauli operators.
Here, we give a short description of the protocol, while a more technical one is provided
in Section [2.2.3] It’s worthwhile to observe that this protocol, as it was the case in the

FK protocol, is defined in a model of computation that is based on measurement.

ABE protocol (sketch) ﬁ]

1. Alice has a description of a computation in the Gate Teleportation model where the
non-Clifford operations, Toffoli gates in this case, are performed using auxiliary
states, Toffoli| + 40) in this case (Toffoli states), computational basis measure-
ments and Clifford corrections depending on the measurement outcomes (the
principle is similar to MBQC, more details in Section [2.2.1). For the protocol to
work the computation must apply on qudits, i.e. d-level systems, where d is an

odd prime.

IProtocol 4.2 in [Aharonov et al., 2010
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2. She encodes the input (typically the blank state plus the magic states) using
a polynomial-QECC code where the encoded states are superpositions of all
polynomials (in point-value representation) of degree < p. She also applies a

random sign on each polynomial value, and keeps this key secret from Bob.

3. She applies an independent random Pauli operator on each of the physical states

of the QAS state and sends it to Bob.

4. Bob performs the computation while classically communicating with Alice to
implement the corrections needed after each measurement step. Alice updates

her secret keys accordingly.

5. Alice receives the final output, undoes the Pauli rotations and the sign key and
checks if the resulting state is encoded by a polynomial code of low degree. If
not, she rejects otherwise she accepts. This gives an €-verifiable protocol with €

exponentially small on p.

The quantum requirement for the verifier, which comes from the need to prepare se-
cretly encoded states, is to be able (by means of a fixed size universal quantum computer)
to prepare and send O(n) states of O(1/log(€)) entangled qudits of O(1/log(g))-level,
where n is the size of the computation. The classical communication requirement is
O(n) x O(log(1/¢)) rounds during the execution of the computation. The goal in Part
is to use the techniques of this protocol as part of a composite construction to take

advantage of the linear (on the input) communication complexity.

1.3.1.3 Resource testing verification

In [Hayashi and Morimae, |2015] an alternative approach is taken to verification, where
the verifier has a single state measuring device instead of a preparing device and uses
it to apply the measurements needed to implement an MBQC computation. On the
other hand, the prover is the one who prepares, entangles and stores the quantum states.
Alice verifies that Bob keeps the correct state by checking the correlations of stabilizer
measurements. It can be seen therefore as a protocol for state certification for large
graph states. Also, the protocol provides hiding of the computation, since the Bob never
learns the measurement angles by the non-signalling principle. In terms of resources
Bob has to prepare O(n) states and send them to Alice one by one. Alice should be

able to apply a universal set of single qubit measurements. Quantum communication
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is on-line. Therefore, it requires preserving long distance entanglement between the

verifier and the prover during the computation.

1.3.2 Other Protocols

In [Aharonov et al.| [2010]], another protocol was proposed based on the principle of
QAS-based verification, this time with a verifier able to apply one-qubit and two-qubit
gates. This protocol is based on a random Clifford applied on the input before sending
it to the prover. The prover is used as an untrusted quantum storage device between the
operations applied by the verifier. Every time she wants to apply a quantum gate, she
asks for the corresponding encoded qubits (constant size), decodes them by applying
the Hermitian conjugate of the secret Clifford and measures each of the appended qubits
in the computational basis and aborts if she gets a 1. After, she applies the gate and
encodes the output qubits again with new secret Clifford operators. This process is
repeated until all gates have been applied. In terms of resources, the verifier needs to
be constant size (O(log%)) universal quantum computer and the prover a polynomial
size quantum memory. The dimension of the single quantum systems is not dependent
on g, as it was in the case for the ABE protocol. Also, the verifier needs to exchange
with the prover during the execution of the protocol O(n) x O(log é) quantum states.
From the description of the protocol, also one understands that it requires preserving
long distance entanglement between the verifier and the prover during the computation.

In the recent work of [Kashefi and Wallden, 2015]], a modification of the trap-based
verification of the FK protocol is presented. In particular, the underlying graph, used as
the resource for both the computation and the traps, is simplified over the original FK
protocol. The graph used, named the triple dotted graph, since it is made of components
that are bipartitions of three qubits with a vertex (dot) injected in each edge, has the
desired property of hiding the trap without interrupting the flow. But, this graph has
also linear size on the computation since the degree of each vertex is constant which is
an improvement of the FK protocol. The requirement for the verifier is to prepare single
qubit states as in the original protocol. This result is comparable to our work, especially
with the composite protocol presented in Part[[I} in terms of complexity but has some
differences in both the construction (type of the graphs) and the depth complexity that
will be progressively discussed through the thesis.

Another protocol with a verifier that prepares auxiliary states, appeared recently

in [Broadbent, 2015]] and is also comparable in efficiency to our work in Part[[I} This
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protocol and the rest that follow in this section do not give an option to verify the
quantum output with exponentially low €, as it was the case with the trap-based and
authentication-based protocols. The scope of this protocol and of the ones that follow is
to prove the existence of an interactive proof, therefore they are interested only in the
classical output. The main technique, here, is similar to trapification: in each run the
verifier chooses at random between running the actual computation or running a test to
detect the prover’s deviation. The protocol is such that the prover cannot distinguish
between the different cases and therefore cannot cheat without the risk of getting caught.
Alice has to prepare random state from the set A, same to the FK protocol, however she
needs a linear number of them. There is a constant size classical interaction for each
T or H gate therefore the overall classical communication is linear on n, where n is
the size of the computation. The prover should be able to perform universal Clifford

computation and Pauli measurements.

A different approach on verification is taken in [Reichardt et al., 2013]], where a
purely classical verifier is able to verify two quantum provers which share entanglement
but are not allowed to communicate to each other. In this case the verifier, by being
able to interact only classically with the two computers, is able to verify whether or not
they share the correct initial state and they perform correctly the instructed operations
so that they jointly produce the correct outcome of the computation. Verifiability comes
from the fact that the verifier can perform CHSH games on the prover’s devices and
that the prover cannot have the incorrect state or perform the incorrect measurements
and win many games. The protocol is not practical because of the unrealistic number
of resources and rounds of communication needed (the number of states and rounds
of communication scale with O(n®), for some appropriate ¢ > 8192), however since
they are still polynomial it demonstrates the theoretical possibility of such a protocol to
exist. Also this result is a way to achieve device independence in quantum cryptography
(since the verifier is purely classical). Device independence is the concept that can be
attached to quantum security if the protocol remains secure even when the quantum
devices used are faulty. In the case of full device independence, the devices are totally
untrusted and can behave in any possible way. Moreover, the delegated computation

remains blind from the prover.

The protocol in [McKague, 2013]] applies on a more distributed setting, where a
classical verifier delegates her computation to a polynomial number of untrusted quan-
tum devices. The assumptions are again that these quantum devices share entanglement

but are not allowed to communicate between them. During the protocol each quantum
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device is instructed to perform only one measurement and the correctness of the induced
states is checked by the verifier by a graph state self-test protocol. The authors prove a
tighter, compared to the existing, bound for the self-testing of graph states, where the
error scales polynomially on the number of test repetitions and therefore can be used
for a theoretically efficient protocol - the complexity is improved also compared to the
two prover protocol of [Reichardt et al., 2012], however it remains high (quantum states
and communication required is of O(n??)).

In [Gheorghiu et al., 2015]] by combining techniques of the double-server verification
of [Reichardt et al., 2012[] and the single-server trap-based verification of [Fitzsimons
and Kashefi, 2012]] a composite protocol is presented which achieves device independent
verification with fewer resources. In particular, the verifier instructs an untrusted device
that is not allowed to communicate with the prover to prepare on the prover’s side the
quantum states needed for the execution of the single-server verification protocol. The
verifier is able to verify the final outcome of the two phases, without having to trust his
preparatory quantum device, thus achieves device independent verification. However,
since the full mechanism of the double-server verification protocol is not needed the
resources reduce significantly, yet still being high enough for a realistic implementation.

In [Hajdusek et al., 2015]], simultaneously with [Gheorghiu et al., 2015]], a similar
composition of the two mechanisms, of verified state preparation and trap-based verified
computation, is considered. Here the verified state preparation is achieved through
self-testing instead of state tomography. This achieves a device-independent protocol,
where the verifier has in his hands an untrusted quantum device that is teleporting states
to the prover but is not able to communicate with the prover directly so that it can
be tested by the self-testing procedure. The prover is able to run measurement-based
quantum computing in order to perform the trap-based protocol. This protocol gives
verifiability with resources reduced to O(n*).

A number of protocols exist that verify a state shared by many parties. E.g. in
[Pappa et al., [2012] a resource verification protocol is presented where GHZ states
are distributed to many parties by an untrusted device and the parties can verify the
existence of the GHZ state by trusting only their measurements.

Focusing on the blindness property only, several recent papers [Giovannetti et al.,
2013} Mantri et al., 2013}, |Perez-Delgado and Fitzsimons, |2014] have achieved better
than linear bound while compromising either unconditional security or the simplicity
of the verifier’s operation. We believe that it may be worthwhile to explore these new

blind techniques with the goal of designing more efficient verification protocols.
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Chapter 2
Overview

The key element for constructing a practical verification protocol is to have a minimal
verifier, that will be easy to build and control. A practical verifier should have only very
limited quantum capabilities, in terms of the preparation, measurement or evolution
operations that she can apply, thus being far from a universal quantum computer. On
the other hand, such a protocol should be limited on the amount of classical and
quantum communication between verifier and prover, especially during runtime. These
requirements are important, not only from a theoretical viewpoint, as we will be
approaching the regime of a purely classical, non-interactive verifier, but also from a
practical viewpoint, since verifying the emerging quantum devices will be crucial for
the proof of their existence and potential. One can envision that, in the future, full scale
quantum computers will be available only in research institutes and thus the idea of

delegated quantum computing, or quantum cloud will become relevant.

There are two verification protocols, namely Verifiable Universal Blind Quantum
Computing (VUBQC) [Fitzsimons and Kashefi, 2012]] and Polynomial QAS-based
verification [Aharonov et al., 2010], already outlined in the previous part, that have the
most modest, among the known protocols, requirements for the verifier. The first has
very modest preparation requirements, while the second has a lower communication
cost. In particular, as already stated in the previous part, in the FK protocol the verifier
is required to have the minimal quantum capacity of preparing single random qubits,
while due to the complexity of the underlying resource state necessary for the server’s
universal quantum computation, the communication overhead is quadratic in the input
size. In contrast, the ABE protocol enjoys only a linear overhead in the input size,
however, the cost is the verifier’s requirement of preparing highly entangled secretly

encoded states which scale with the security parameter. The main contribution of this
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part of the thesis is to show the best properties of the two approaches may be achieved,
by combining aspects of the two protocols. In doing so, we also prove several new
properties of these two protocols that could become useful for other purposes as well,
such as protocol implementability and composability.

The main idea is to use the verifiable computation of the FK protocol to prepare,
on the prover’s side, the inputs encoded by the randomized polynomial quantum error
correcting code (QECC) used in the quantum authentication scheme (QAS) of the ABE
protocol. In other words, the states the verifier would have to prepare and send in the
first step of the original ABE protocol. On these states the public logical circuit of
the ABE protocol is applied, and the output is tested to verify that it is in the correct
encoded subspace. If either the trapification (verification process of the FK protocol)
or decoding procedures (verification aspects of the ABE protocol) fails, the verifier
rejects. The partitioning of the underlying resource state used in the FK protocol into
smaller sub-states for each separable logical qudit leads to an improved communication
complexity of the composite protocol compared to the original FK protocol, while
maintaining the FK protocol’s preparation simplicity.

The main contributions of this part are:

o A refined modular proof of verification for the FK protocol, in which any deviation
of the prover can be written as a combination of the correct operation - that
disentangles the trap from the computational system - and a local attack on each
of the qubits of the held system, thus the system remains always disentangled
from the private system of the prover. This allows for both parallel and serial
composition of the FK protocol. Also, if we reduce our verification criterion to
have the correct output up to a CPTP map that is independent of the computation
- a scenario that arises in composite protocols such as ours - a modified version of

the FK protocol that uses an extra gadget graph, is proven suitable.

e An odd prime dimension adaptation of the FK protocol is presented, after building
odd prime dimension MBQC and MBQC blind protocol. A new bound on

verifiability is proven, which is better than the bound of 2-level systems.

e A composite FK-ABE verification protocol is given that reduces quantum and
classical communication complexity of FK from quadratic to linear, while keeping
modest quantum preparation requirement for the verifier. Also, an alternative

version of this protocol is proposed, when Toffoli states are available to the verifier,
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where the the delegated preparation of the encoded QAS states is a Clifford

computation and therefore can be done with one round of communication.

2.1 Main Results

A few results are proven prior to the construction of the composite protocol, which
might be useful in other contexts. We outline these results here, while a more detailed
presentation is given in the following chapters of this part of the thesis.

Since we use the FK protocol for the preparation of the QAS verifiable states, which
are quantum entangled states, the version of the FK protocol that is appropriate is the
one that admits quantum output. Moreover, we require an exponentially low probability
¢ of failing to prepare a correct QAS verifiable state so that the composite protocol itself
has exponentially low failure probability. In the case of quantum output (as opposed to
classical output where on can apply classical amplification techniques, such as majority
vote) to amplify the probability we encode the computation using a quantum Fault
Tolerant (FT) scheme that forces the attacker to have a bigger footprint on his attack
and therefore increases his chances of getting caught by the trap (a technique described
in the original FK, see also Figure[2.1)and Section [3.1.1] for more details). In Chapter [3]
we give an explicit description of an amplified F