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Abstract

Computer networks are becoming increasingly large and tammpnore so with the recent
penetration of the internet into all walks of life. It is esial to be able to monitor and
to analyse networks in a timely and efficient manner; to ettienportant metrics and
measurements and to do so in a way which does not unduly llistuaffect the performance
of the network under test. Network tomography is one possibéthod to accomplish these
aims. Drawing upon the principles of statistical infereniteés often possible to determine
the statistical properties of either the links or the paththe network, whichever is desired,
by measuring at the most convenient points thus reducingffioget required. In particular,
bottleneck-link detection methods in which estimates &f delay distributions on network
links are inferred from measurements made at end-pointsetwank paths, are examined as a
means to determine which links of the network are experientie highest delay.

Initially two published methods, one based upon a singles&au distribution and the other
based upon the method-of-moments, are examined by corgghgir performance using three
metrics: robustness to scaling, bottleneck detectionracguand computational complexity.
Whilst there are many published algorithms, there is liftlerature in which said algorithms
are objectively compared. In this thesis, two network tog@s are considered, each with
three configurations in order to determine performancexrssenarios. Two new estimation
methods are then introduced, both based on Gaussian mixtogels which are believed to
offer an advantage over existing methods in certain scemnarComputationally, a mixture
model algorithm is much more complex than a simple paramatgorithm but the flexibility
in modelling an arbitrary distribution is vastly increaseBetter model accuracy potentially
leads to more accurate estimation and detection of thecbettk.

The concept of increasing flexibility is again consideredubing a Pearson type-1 distribution
as an alternative to the single Gaussian distribution. Tridseases the flexibility but with
a reduced complexity when compared with mixture model aggtes which necessitate the
use of iterative approximation methods. A hybrid approagtalso considered where the
method-of-moments is combined with the Pearson type-1 edeth order to circumvent
problems with the output stage of the former. This algorithes a higher variance than
the method-of-moments but the output stage is more comvelte manipulation. Also
considered is a new approach to detection algorithms wisictoi dependant on any a-priori
parameter selection and makes use of the Kullback-Leildkergence. The results show that it
accomplishes its aim but is not robust enough to replaceutrertt algorithms.

Delay estimation is then cast in a different role, as an iatiggart of an algorithm to correlate
input and output streams in an anonymising network such e®tion router (TOR). TOR
is used by users in an attempt to conceal network traffic frdoseovation. Breaking the
encryption protocols used is not possible without significaffort but by correlating the
un-encrypted input and output streams from the TOR netwbikpossible to provide a degree
of certainty about the ownership of traffic streams. Theyleladel is essential as the network
is treated as providing a pseudo-random delay to each pdekéng an accurate model allows
the algorithm to better correlate the streams.
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Chapter 1
Introduction

This thesis is concerned with the application of signal pssing algorithms to the problem
of estimating delay in computer networks. Network tomogsapl] describes the process
of inferring some characteristics [2] of the internal lina packet-switched network using
measurements of the path level characteristics and kngelefithe topology and the routing of
the network. Algorithms and techniques are in demand bectney offer a means to monitor
large networks without the necessity of measuring ever; lthus, they can offer a saving
of time and resources. There are many published algoritt8h#4] [5] [6] whose authors
claim good performance but as yet no comparisons betweeamithigns using identical data
and scenarios have been made; thus an objective choicearitlalg based on performance is
hard.

Methods of network tomography can be broken down into twaspaan estimation stage and
a detection stage. In general, research effort is focusetth@mstimation stage because this
offers greater scope for the application of signal proecegsilgorithms. In addition, multiple
detection algorithms can be coupled with the output fromnglsi estimator stage to focus
on detecting different anomalies; hence accurate estimasi highly important. Algorithms
for both detection and estimation are examined in this thasd a common detection method

suitable for all estimation algorithms is sought.

The difference between parametric methods and non-paranméthods can be described
thus: parametric methods are generally less computalyonamplex but are less accurate,
non-parametric methods are potentially more accurate beitalso more computationally
complex. In this thesis both classes are examined, initiading the method of moments
(MOM) [3] as an example of non-parametric methods and a sirghussian distribution
(GA) as an example of parametric methods in a direct comparig performance using the
same simulated data. Both classes of algorithm are dewklbpeextending the parametric
distributions to include Gaussian mixture models (GMMg]) #re Pearson type-1 distribution
(PRS) as well as a hybrid method, the Pearson method-of-misnie-MOM). That is the core
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aim of this work - to compare estimation and detection atgars in a controlled environment

where their performance can be objectively assessed.

One problem encountered when assessing such performaircddgermining which metrics
to use to compare the methods under examination. Sadly,ténatlire offers no common
approach - this leads to the development of the metrics usdlis thesis. Based on the
knowledge that algorithms are designed to operate in realdwscenarios of ara-priori
unknown scale, bottleneck link detection accuracy, coatmral complexity and robustness

to scaling are considered best suited to evaluating pegoce

Whilst offering a test-ground for the algorithms, netwarsktography is not the only application
area for delay estimation. Algorithms can be applied to-vealld data from a variety of sources
and used to estimate functions which can form part of a laafggrithms. Tracking algorithms
for anonymising networks is one example where having amesé of the transfer function of

the network is immensely valuable and forms a part of theslaadgorithm.

1.1 Problem description

The problem of network tomography is related to the size amghes of networks used. It is
often impossible for reasons of cost, access or ownershipgasure each link on a network
such as the Internet. Whilst it may be possible to do so on\afety owned network it
may be impracticable to do so if access to the endpoints ofliaky is difficult. Network
tomography therefore provides a solution to both theselpnab, measurements can be made
where possible and the desired information, i.e. the infdiom about the link or links in
question, can be inferred from the available data. The @sicated with this is a necessity to
know the topology of the network under test. For a fixed, wimetivork, it is not unreasonable

to assume this is known or can be discovered.

In this thesis, work centres on inferring the delay distiilmn on network links using
measurements made on network paths. The scenarios usedarsigch that the mathematics
is tractable and algorithms examinable but it is possibleitesee how the results would apply
to large networks or the Internet. Figure 1.1 shows an examptwork topology with four
links and five paths and where the desire is to estimate tlagy a@is$tribution for each of the
links where measurements can only be made at the end poitite @iaths. In this thesis, a

path is assumed to be a connected set of links. The relatphgtween the links and the
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paths is shown in the routing table, Table 1.1 where a 1 or a €arh position indicates
whether or not a link (column) is part of a path (row). Thisléaust be transformed using
the pseudo-inverse in order to perform the inference of diakay distributions from path delay

distributions.

Link 1

Path 1
Path 2

Path 3 :
Path 4 Link 3
\ Link 4 ( )

Figure 1.1: The topology of the 5 node network with 4 links (shown in red) & probe paths
(shown in blue). This is based on the topology used in [1] [3].

Y VY

Link
12|34
1(1(12]0]0
21011
Path| 31010
410|011
5{/0/1]0]0

Table 1.1: Routing table for the network topology shown in Figure 1.1e Thlumns depict the
link and the rows depict the paths. A 1 or a 0 indicates thausicih or non-inclusion
of alink in a path.

1.2 Contributions

Four contributions are made in this thesis. First, a consparbetween two published methods,
the GA and the MOM is given. Whilst the performance of methigdgiven in the the papers

introducing them, no direct comparisons between these tarticplar methods have been
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published. Second, alternative methods for modelling petth link delay distributions are
proposed and examined, this includes using GMMs and the PRI, a new detection method
which seeks to remove the dependence of the parametricithlgsron the delay threshold
value is intoduced. Whilst the mathematics of the methodisovel, such a method has not
been demonstrated in network tomogrpahy literature. Thiaoods tested using both synthetic
data and data from network simulation to assess its vigbHiinally, an implementation of an
algorithm [7] for tracking users in the onion router (Tor) [8] network is shown along with
results gained by applying this algorithm to real networkagaomething which had not been

performed when the algorithm was introduced.

1.3 Thesis layout

The remainder of this chapter describes the structure ofdhminder of this thesis which is

split into a further seven chapters.

Chapter 2 begins with a discussion about the different tyygfenodern large-scale networks
that are used to transmit information. The protocols thatrecessary to enable efficient use of
the network are considered along with the open systemsmaection reference model (OSI)
[10] of packet-switched networks which makes it possiblalistract away from any hardware
specific details and allow discussion of networks in gendrakre is a review of some concepts
and ideas such as sampling and routing in networks, the key sguares (LS) algorithm and
its application in the context of network tomography andimeds of manipulating distribution
functions. Also included is brief taxonomy of some of the fmhied methods used in network

tomography.

Chapter 3 shows, through example, how the data used in thdagions in later chapters is
generated, processed and analysed. The process is cainpiriteee stages: simulation, data
processing and signal processing. Each stage requiregieediftool, ns2, AWK and MATLAB

respectively. How data is converted between various fansadlso examined.

Chapter 4 provides the first technical material, a directganson between the performance of
the MOM and a GA in six different scenarios. Both algorithms examined and a subjective
analysis of their performance is conducted using the thregics introduced here. Details of
the simulation parameters chosen are discussed in ordefiteedh fair test of both algorithms

and to ensure any experimental bias is minimised.
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Chapter 5 develops the GA estimation algorithm, expanding use a GMM to increase
flexibility in the estimation stage. Using mixture modelstliris context is not novel but the
use of GMMs is. The impact that the use of a mixture model haallanetrics is considered,
and by comparison to GA, whether or not the cost of the extrapedational complexity is

outweighed by an increase in performance.

Chapter 6 examines methods of improving network tomogragbgrithms. Consideration is
given to the PRS as a flexible alternative to the Gaussiantgigon. Two uses of the PRS
are examined: using it as a replacement for the Gaussian aganthm similar to GA, and
as an output stage which is coupled with a MOM front-end. kdacluded that the latter,
hybrid approach offers a good compromise between the catipoally intensive MOM and
the flexible Pearson. Secondly, the possibility of usingkh#back-Leibler divergence (KLD)
[11] [12] as a detection stage is discussed. Using the KLCadlawiate the necessity afpriori
definition of the delay threshold,

Chapter 7 departs from the previous work involving netwarknography to consider delay
estimation as part of an algorithm for tracking users thtoagonymising networks such as
Tor. The algorithm proposed by Danezis [7] is examined agdniplementation tested on a
real-world network to probe its working and the assumptiorale about it (and indeed about
how to implement it) and to generate some results. The dlgoris then adapted to prove the

concept of a tree-based search to identify the route takgrablkets across the whole network.

Chapter 8 concludes the thesis with some final observatiogislighting the main contributions

of the thesis and presents a short-list of possible aredstiae work.



Chapter 2
Background material

Introduction

The desire to measure and analyse the performance of netvwaik existed for as long as
network technology itself and many people have proposediaifi and robust methods and
systems to do so. There are a number of problems which aréostieé addressed in this area
including the collation of data, timely analysis and effitieneasurement strategies. It is this

last point which is the motivation for much of the work in thiesis.

This chapter is divided into four section. The first secti@rl] provides a brief introduction to
the technology and types of network that are currently gemtahow they have arisen and some
of the terminology associated with them. The next sectioB)(@ives an overview of internet
protocol (IP) layer measurement including the importafitat, Where and Whejuestions. The
third section (2.3) provides a short taxonomy of inferenathmdology with an examination of
current schemes. Ultimately, in section four (2.4) thera igview of some general concepts
which are of relevance throughout the thesis and are welwknbut require setting in the

context of this work.

2.1 A description of data networks

There are currently two types of data network that are likelybe deployed. The older
type, circuit-switched networks, have largely been repthdy networks of the newer,
packet-switched, type. This section first describes a madeth describes networks and
network operations before examining both network types emdks with a short overview of

network routing.
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2.1.1 The OSI model of networks

As a result of the complexity of data networks, their connasgi and inter-connexions and
because the information flowing in the network has to cordaita suitable for interacting with
different processes and devices at different times, it i®sgary to have a model which defines
communications between various entities (routers for gta)nOne model is the open systems
interconnection reference model (OSI) [10] which is an mzstmodel for network design
which separates functions into one of seven layers (phlysilzda-link, network, transport,
session, presentation and application) to encourage rmodesign and interoperability. In this
model, all network communication between devices takesepleetween equal layers. So, a
network layer at one device can be considered to communitiisgetly with the network layer
at another device. In practice, the network layer sendsaiis t the next layer down (data-link)
which adds some information before sending it down a furidmger (physical). At the physical
layer the packet of binary digits is transmitted via the ptgishardware and received by the
hardware at the next device where the reverse occurs (epehrizads the data its counterpart
added and decides what to do with the packet) until the paelehes the target layer at the

destination device. Figure 2.1 shows this graphically.

Layer 7 communication

Application Application
Presentation Presentation
Session Session
Model flow of information
PR ot et sl o o
Data-link Data-link
Physical Physical
M »  BitSteem A

via transmission medium

Figure 2.1: The OSI model showing the physical path data takes betweaptitlication layer
on the left and the application layer on the right (shown id)rand the abstract
view offered by the model of direct communication betweenayers (shown in
blue).

2.1.2 Circuit-switched networks

A circuit-switching scheme is perhaps the simplest methodstiare a link between a

number of users subject to the constraint that not all usésh t@ use it at once. Within a
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circuit-switching scheme, a route is established betwe®h wesers (or callers, if using the
telephone nomenclature) using a number of intermediates dfh the distinction that the
route established is used for the sole purpose of commumrichetween said users, regardless

of how much information they exchange.

The plain old telephone service (POTS) is one example of ¢hisser connects to their most
local exchange (hub) which directs the call to another exghawhich may be either: the
exchange closest to the call recipient or, an exchange vaaictorward the call to the exchange
closest to the recipient. Even if the line is idle, i.e. th#lera are not speaking, the circuit
formed is still reserved for their use and no part of the badtwcan be reused between the
initiation (call setup) and cessation (call teardown). fEhere two necessities for the system to
work: one, the network must be organised in such as way adaw ah exchange to be able
to route a call towards another exchange it is not directignected to, i.e. using a routing
protocol (RP) and two, there must be enough capacity, ileeslito be able to handle the
peak number of calls which must be decided upon in advancit@radded at presumably a
higher cost). The advantage is that the quality-of-serig@iaranteed, a pseudo-phystdaik
between callers with all of the bandwidth available to themthe call duration and the delay
is very likely to be constant. Since this work concentrateslata communication, these points

are particularly noteworthy.

Aside from POTS, circuit-switching is used in networks swashintegrated services digital
network (ISDN) [13] [14] which provides both voice and datasces over a single line with
a fixed bandwidth and high speed circuit switched data (HSJ8h), an upgrade to the data

transmission mechanism for GSM mobile services.

2.1.3 Packet-switched networks

The major problem with circuit switched networks is thatyth@e-allocate bandwidth and
that bandwidth cannot be shared or re-used for the durafitimearansmission (call). This is
useful for voice and situations where a fixed bandwidth mesgbaranteed; however, since
most data transmission is bursty in nature, it is estimated ap to 90% of the bandwidth

is wasted on a circuit [16]. The main concept behind packetching is that information

LA modern circuit is unlikely to be mechanically connected aiill almost certainly include buffers, line-drivers
and other associated circuitry. The term pseudo-physicated to indicate that the circuit functions as if it were
physically connected; only in very old systems would thermoon be such.
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flowing on a network is divided into small packets of data vahoan be routed depending on
their destination. This offers two advantages: one, thevoidt is distributed in nature and
does not require central co-ordination and two, the bandwidn be dynamically allocated, ie
shared, on a link making it between three and one hundredstimare efficient in reducing
wasted bandwidth than circuit-switching, depending on tifge of data being sent. The
distributed nature of the network makes for efficient sgaland resiliency to any part of
the network being out of service - this was a critical consitlen as the earliest networks
were for defence departments who were concerned that lcasyolfiub could seriously affect
communications using a circuit-switched network. The &fficy aspect was also important,
laying of new lines was costly so any technique which reduaedliminated the need for
new lines was preferable. Because of market economics,cirbe more efficient around
1969 to employ packet-switching dynamic allocation teghes to increase capacity rather

than circuit-switching fixed bandwidth techniques.

The protocols to control a packet-switched network are moom each layer requires a specific
protocol and some are tied to the transmission medium usedet@in a degree of abstraction
from hardware, this thesis concentrates on layer 3 and atidve most commonly used layer
three protocol in a modern packet-switched network is tieriet protocol (IP) [17] (updated
[18]). IP is a connectionless protocol in that it does nouregja source to resolve the route to
a destination with which it has not previously communicdietbre beginning transmission. It
relies on the addressing scheme to allow it to determinedie®ant node to forward packets to.
IP is unreliable which means that it does not guarantee paeké arrive in order, error-free,
non-duplicated or even at all. Each node uses a best effprbaph to deal with the packets it
receives leaving resolution of these issues to other layg@sause it does not strictly adhere to
the OSI model, IP cannot be used with an arbitrary choice détlging protocols and can only

be paired with the transmission control protocol (TCP) [[4]] [21].

2.1.3.1 Virtual circuits and the transmission control protocol

There is one disadvantage to the packet-switched netwaeksribed above which is that
they do not provide a direct link between end points, sometimherent in circuit-switched
networks. One method to replicate this functionality ovechket-switched networks is via
the use of a technique called the virtual circuit (VC). Thare many specific protocols to

accomplish a VC using an unreliable packet-switched ndtvgoich as one based upon IP,



Background material

X.25 [22] or asynchronous transfer mode (ATM) [23]. Thesehteques are referred to as
unreliable because they do not guarantee the delivery dfgpatata. Most VC protocols
provide reliable communication between end points by enguhat packets arrive error-free
and in the correct order using techniques such as autoneatiamsmission of erroneous packets
(ARQ [24]). VCs add to the communication overhead by requirsignalling between end
points (to implement ARQ) and to set-up the path (if the protases constant paths - X.25
and ATM) however the advantage they can offer is a guaranmeedity of service (QOS) -
X.25.

The TCP is a protocol designed to operate at the transpoetr laysing the OSI model) to
provide a service between two end points (i.e. a server anikat)cwhich ensures packet
delivery is both reliable and ordered. Retaining consisgenith the discussion above, TCP
can be said to provide a VC to applications therefore malisgitable for use where reliable
transmission is necessary such as file transfer, email abdvesvsing (although the latter two

are a specific case of the first).

The TCP establishes a VC but unlike the X.25 and ATM protodalss not require that the
path remain constant, this adds resiliencey at the costopéasing the likelihood of having
to deal with any out-of-sequence packets or any packet IDS® assigns a sequence number
to each byte of data so that it may re-order data which have peé out of order because
of fragmentation or re-transmission due to error or loss.y Application or protocol using
TCP will always receive data in the correct order. The usehafcEsums allows detection of
erroneous packets and TCP can then request re-transmationgh this could be considered
redundant in some cases as layer two protocols generallynose robust methods to ensure

error free transmission between nodes; the TCP checksuntyisar end to end error checking.

The TCP also includes mechanisms for flow control and cofayesbntrol. Flow control is

the process of adjusting data rates such that a receiverratdsecome swamped with more
data than it can process; it ensures that the sender wik ¢tk the sending rate to allow
the receiver to operate close to but not exceeding its litmita similar vein to flow control,

congestion control seeks to control the rate of messagésthat the network itself does not
become congested and suffer collapse or performance dagnadBy measuring the network
between end points using the presence or lack of acknowheelgiepackets (packets which
indicate the successful receipt of data packets at thewerceACK) some basic characteristics

can be inferred. The rates of transmission can be adjustaédtimgucing delays. Congestion

10
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control in TCP [25] (updated [26]) is a substantial topic tgelf and there are a number of
algorithms such as Vegas [27] [28] and NewReno [29] availabl

As mentioned in the previous section, TCP, is perhaps the owamonly used layer four
protocol in large networks and in the Internet. TCP cannopdenered with any layer three

protocols other than with the IP as they do not fully confoomthte OSI model.

2.1.3.2 User Datagram Protocol

Because of the overhead that TCP can add to a packet streatineadelay it can introduce (if

packets arrived badly out-of-order) it is not suitable feeky type of application. The merits of
reliable delivery have been discussed, but sometimesiabkeldelivery can be justified. The
user datagram protocol (UDP) [30] is a common counterpaft@® when reliable delivery is

not necessary. It is simpler than TCP and does not includaitiighs to handle out-of-order

packets or perform complex error checking or correction. RJ&an perform a checksum on
the header of its packets if requested, however, it is mormabto have these handled by a
different layer. One disadvantage of UDP is the lack of flod aongestion control - because
no acknowledgement of delivery is received by the sendemriinot adjust its rate to match
that of the receiver. It is possible that a UDP source coulddvertently or otherwise, flood a

network. Routers with packet-dropping queues can mititfateto some extent.

Due to its simplicity UDP is useful in situations where thessage size is small compared
to the TCP overhead, where a limited latency/jitter is mangartant than ensuring no packet
loss, such as in voice over internet protocol (VOIP), stiegnransmission or online games, or
where a large number of requests for a small volume of infdiomaexists, such as in domain
name system (DNS) [31] [32] or dynamic host control proto@HCP) [33] requests. The

ratio of UDP to TCP packets in an Internet backbone link hanbebserved to be between
0.11 and 0.2 [34]. However, this may be lower in a smaller ngtvas the number of DNS or

DHCP packets are likely to be higher.

2.1.4 Routing

The use of RPs was previously mentioned along with some Ibaigkg as to how they arose
in circuit-switched networks as a manner in which to ensumenection between end users.

In a packet-switched network, the same principle is appdilbait at an individual packet as

11
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opposed to stream (call) level. The RP is concerned withrigndi path through the network to
establish an efficient and robust path between end usessgédinerally assumed that in a wired
network scenario the topology does not change rapidly, dlatand that routing is somewhat
simpler than in a wireless scenario where the network tapolan be in a state of constant
flux. The stability of wired routes makes routing a limitededvead (in terms of traffic) and
as such most RPs are concerned with finding the best routagihrthe network. The best
route may be the shortest route although other constraiaisba imposed, such as maximum
delay, jitter and minimum bandwidth, with some protocolsctihg to choose the route with
highest bandwidth. The study of RPs is a substantial togis@f. However, some of the most
prevalent for large networks are open shortest path firstP©335], intermediate system to
intermediate system (IS-IS) [36], and border gateway pat(BGP) [37], which is considered

the core routing protocol for the Internet.

2.2 Overview of network measurement

The network statistic to measure, the location where it st be measured, the scope and
the mode of measurement are four defining characteristiesnroéasurement scheme for data
networks. The first choice, what to measure, is determinethéyser and generally chosen

from the following:

Latency.Latency (or delay) is the elapsed time between a packet tiegdhne relevant layer at

the source node and its arrival at the corresponding laydreoflestination node. Measurement
can either be one-way or round-trip and if asymmetrical pathe assumed (i.e. the path
between source and destination is not the reverse of thebgitteen destination and source)
then the round-trip time (RTT) is not necessarily twice tme-avay delay. Standards for the
reporting of these quantities and exacting requiremends their measurement are defined [38]

in order that measurements can be made in non-homogenelvgana environments.

Jitter. Jitter is the second order component of latency, i.e. jitghe variance of the latency.
It is useful as a metric of stability in a path, if jitter is highen the path latency may be

unpredictable and not favourable to RPs which specify aeld$éevel of latency.

Loss-rate. Loss-rate [39] is the ratio (although absolute values mayeperted) of packets
failing to successfully arrive at the destination dividedthe number of packets sent by the

source. A high loss-rate may be caused by packets excedwbirgtiine to live (TTL) which

12
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is used to restrict the forwarding of packets which haveeayo long in the network. The
TTL is measured in seconds, and, in IP version 4 is decreaseddh node which re-transmits
the packet. In practise, each node must decrease the TTLéwymh In IP version 6 it was

renamed the hop limit to reflect current operation. Once tiik @f a packet reaches 0 it is
discarded. This may be the case where a packet is undeligered network. For example, the
destination may no longer be part of the network or there neag touting loop. Were there no
TTL mechanism, undeliverable packets could swamp a netex@ktime. A moderate loss-rate
may be acceptable in situations such as VOIP where a packéngidate will cause noticeable

disruption to the quality of the call, but a lost packet mayugenoticed due to interpolation by

the application.

Available bandwidth. The available bandwidth (ABW) is the minimum bandwidth tieat
available on a path (i.e. from source to destination). TheMB used as a service level
for QOS systems where limits are placed on most metrics. idgidns such as VOIP or
video-conferencing will often specify a minimum ABW necassfor acceptable operation to
the end user. A decreasing ABW may indicate a link is beconmmage full and as such it
can be used as a load estimator. The measurement of ABW is coorplex than might be
imagined (and certainly more complex than latency measangnand there are some varying
approaches to the problem [40] [41] [42] [43].

The second choice, where to measure, is most often definekebghysical arrangement of
the network infrastructure. In a large network or in the ingd, it may be the case that the
devices or links are owned by different companies who areilling/to share data about the
performance of their networks. In this situation, statetiinference can be used to estimate
from the available data (often data at end user nodes) sontbeotharacteristics of the
unavailable devices or links provided that some informatibout the topology and routing

in the network is known.

The third choice, the scope of measurement, is also userediefibservation of a single path
or link may be desired or a whole network may be under invaitg. The volume of data
to be collected and how it is to be collated from a distributeglasurement scheme must be
considered. Too high a volume of measurement traffic mapiie measurement results in

an active measurement scheme.

Finally, the fourth choice, whether to use an active measarg scheme [44] which may send

13
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test packets through the network to observe performanceparsaive measurement scheme
which observes data as it passes through the network ared i@l the assumption that there
will be enough traffic to form a robust estimate is a user obais both are viable solutions in

different situations.

Given the range of choices available, there exist a numberstdblished tools which are
designed to measure specific characteristics of the netimodifferent situations [45] [46]
[47] [48]. Note that any such list is almost certainly incdetp and that a fuller list can be

found hosted by CAIDA [49] at http://www.caida.org/todés{onomy/performance.xml .

2.3 Inference methods for network measurement

Given the number of measurement choices available, whaeasure, the scope, the mode and
the location of measurement, it is understandable thaetasr many algorithms which have
been published. This section presents an overview of soriedifest known and characterised
algorithms. This thesis concentrates on the use of inferemethods for network measurement
and in particular those of theetwork tomographyype, a term used in [50] by Vardi although
methods of projecting from one measurement of network datnbther were published by
Kruithof in 1937 [2] (a review, in English, is given by Krupp1]). This short taxonomy
concentrates on the characteristics measured, the scapemage of measurement and the
estimation/detection algorithms employed. The nomeuadatised in describing each of the
papers below is either that used in the paper itself or atianiaf that used in the paper. The
variation comes from a reduction in variables, for exampémoving extraneous subscripts
that may be un-necessary. The reason for retaining the ndatare from the paper is for ease
of comparison by the reader with the paper itself. Convgrtire mathematics to a common

notation would add little value here.

Traffic intensity estimatian Vardi [50] estimates path traffic intensities (he uses #rent
source-destination (SD) traffic intensities) from link reeeements using a maximum
likelihood (ML) approach which is based on the method of motegMOM) and utilises
the expectation maximization (EM) algorithm [52] [53]. ‘damodels a network as a fully
connected set of nodes where there exists a direct path &etaey pair of nodes. The
connections are knowa-priori and are fixed. The number of pairs in the network:(afodes)

is therefore given by = n(n — 1)/2. Itis assumed that the number of transmitted messages
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(packets) between the elements of pain measurement periodl is X ](k) ~ Poisson(}\;)
forj =1...c;k = 1...K. The vectorX* denotes the number of packet transmissions in
measurement periokl A is defined to be a routing matrix (RM) (see the example in 8acti
2.4.1 for a description of routing matrices and Table 1.1tfar routing matrix for the above
example). The network is measured on all links for time pigio= 1... K giving rise to the
vectorY* = (Yf,...,Y*) wherer is the number of links in the network. The objective is

therefore to determine the rates of the Poisson processeaabrlink given (2.1).

YF=A. XF (2.1)

Vardi then proceeds to solve this problem and thus deterthieegates); for two scenarios.
The first assumes a fixed routing over the period of interedttha second assumes a random
routing. The routing in the latter scenario is not truly rang packets transmitted between
node pairs take a path determined by a fixed and knagnori Markov chain specific to that

pair.

In the fixed routing scenario, Vardi uses the ML method andpanes this to a solution of the
likelihood equations. Both give a unique but different aesvirurther analysis of the solutions
and their derivation shows that the maximum likelihoodraate (MLE) is, as expected, the
more likely solution (in the statistical sense). Vardi trexpands the approach to use the EM
algorithm to search for a solution however he concludesttiiatis inefficient with respect to
the computational effort required. He then proceeds touds@pproximatind with a single
Gaussian distribution (GA) for larg& based upon the central limit theorem. This allows
a reduction in computational effort 8 can be completely specified by its meakX) and

covariance matrixA A A’) and leads to a solvable system of linear equationg )in

In the Markovian routing scenario Vardi uses similar methbdt with increased complexity
to allow for the effect of the non-fixed routing. This is pattiarly interesting as Vardi states
that a fixed network is a special case of Markovian routingsintater papers (and this thesis)

assume that the routing stays fixed, at least over the pefimdepest.

Link delay estimation Similar to the work of Vardi, Cacet al, in [54] present an

15



Background material

origin-destination (OD) network tomography algorithm. They seek to infer from link
measurements (packet counts at routers), the packet cbatwgen OD pairs. The authors
make a similar assumption in that the distribution of a largenber of packets can be
approximated by a single Gaussian distribution reducirggabmplexity involved in finding
and computing a solution. Specifically, they note in theiuan (2) (reproduced here
as (2.2)) that the link byte coungs;, observed for example at the entry to a router can be
modelled as a routing matriA multiplied by a representation of the OD byte couxris The
mean is represented bywhich should not be confused with the rate of the Poissonga®c

used by Vardi.

yi=A - x; ~ N(A)\, ATA) (2.2)

One note Caet al make is of identifiability of estimates and give a conditibattthere is some
relationship between the mean and the variance of the packats (which excludes them from
being Gaussian). They define this condition in their equaf®) which is reproduced here as

(2.3) wherec is a constant.

a?(\) = X° (2.3)

Caoet alalso comment on the suitability of using a continuous distion such as the single
Gaussian distribution to model a discrete quantity suctygsdounts. Their assumption is that
the range of the byte counts will be sufficiently high givea tlolume of traffic on the network
that a continuous distribution will give a good enough appration such that discreteness can

be ignored.

One novel contribution of the paper is a moving time or localdel for byte count estimation.
The motivation is that this type of data is bursty with longipéds of a low volume of data
interleaved with short bursts of high activity. Thus (2.28hde re-written as (2.4) for estimation
at timet where the window size iy = 2h + 1 andh is the half-width. Cacet al note that as

the windows are overlapping some smoothing of the data iidihjm this approach.

20D is alternative nomenclature for SD; in this work SD is gatig used although they are interchangeable
unless noted.
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Vichs ooy Yirh ~ N(AX, AXtA') (2.4)

Caoet al test their algorithms using real data (something not don&drgi) and show they
provide good accuracy. However, the simplistic local wiwtdey scheme suffers from a loss
of accuracy with choice of window size; larger windows po®vitoo great a smoothing effect

whilst smaller windows decrease the reliability of estiesat

Link delay inference Coates & Nowak in [3] introduce the concept of measuringvoet

link characteristics such as path delay distribution usind-to-end, path-based measurements.
They suggest that an approach based on the MOM as one wayadimplésh this. The system

is modelled similarly to the above papers with a path defireed aonnected set of links; the
connection details being represented by the routing mdtria network withj = 1... L links
andi = 1... P paths such that the routing mattikis of sizeP x L then the delay of a packet

transmitted across paths as given in (2.5).

Yi=) X (2.5)
jeL
The authors seek to estimate the cumulant generating @am¢GCGF) of the packet delay
distribution on each link/Kx,. They begin by estimating the moment generating function

of the packet delay distribution on each patfy, (¢) as shown in (2.6).

N
1 :
My, (t) = et (2.6)
k=1

Using the least squares (LS) algorithm (which is covered wrardetail in Section 2.4.1)
the estimated path moment generating function can be dedvarto an estimated link CGF,;

equation (2.7) shows how the CGF estimate for ljrik formed.
—_— P —_—
Kx, =Y hij-log(My,) (2.7)
=1

Coates & Nowak proceed to consider the effects of bias ormr timators and offer a

bias-correction scheme in an attempt to improve performarithe application suggested is
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in finding the link with the highest delay in a network, i.e. titleneck link detection. The
method and application presented here is used throughisuthibsis and is covered in more
detail in Chapter 4. The work is extended by the authors imfdich is a survey of tomography
methods. In this, they postulate that tomography may be tesestimate characteristics other
than delay distributions (such as loss rate) on networkslimam path-based measurements.
They consider OD tomography which they describeegssentially the antithesis of link-level
network tomography The previously discussed papers provide a contrast withviork by
tackling the problem of estimating one Bfor X in the same framework with almost identical

system models.

Passive loss-rate inferenc&sang, Coates and Nowak in [55] demonstrate a method of usin
passive monitoring to infer link loss-rates from end-tateneasurement. This is of interest
because of the use gfassivemonitoring - previous papers have used only active probing
strategies. The authors assume that pairs of unicast gatesismitted with a short, fixed
and known delay between each transmission will capturelaimietwork statistics. They
hypothesise that if the packets originate at the same nadealve different destinations which
have a mostly common route then, if one packet arrives buisodepped (or lost) then it can
be inferred that the packet was lost on part of the route ghabi common to both. They do not
comment on a strategy for choosing the packets but impliedisume that a suitable volume
of traffic will exist on each path in the network that pairs danselected. They also do not
comment on the spacing between packets other thassiome that the timing between pairs of

packets is considerably larger than the timing between taakets in each pair

They begin by definingy; as the probability a packet is transmitted from nedé to nodei
wherep(i) is the parent node of nodei.e. the node upstream from nodle/hich will transmit
packets to node. This is given in (2.8) and it can be then deduced that thegtidity of a
packet being dropped on the link betwegn) andi is 1 — «;.

a; = Pr{a packet is transmitted successfully from p(i) to i} (2.8)
The conditional probability that both packets in a packet gaccessfully arrive at nodecan

then be defined as given in (2.9) and can be expected to betoldsi the packet spacing is

low.
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~vi = Pr{1st packet p(i) to i | 2nd packet p(i) to i} (2.9)

Tsanget al begin by considering the scenario of single packets flomioghfa sourceS to a
nodei. They assume that; packets are sent and,; received such thai; — m; are dropped.

Equation (2.10) then defines the likelihood of this as theyae the losses are Bernoulli.

ng

I(mi|ng, pi) = (H) Pt (1 —p)mTm (2.10)

p; is defined as the joint probability of the successful trassioih of a packet on the path
betweenS andi as given in (2.11) wheré’(S, ) denotes the path between the souscand

nodes.

Pi = H Oéj (2.11)

jeP(5)

The algorithm relies on sending packets from a source rfode two receiver nodes; and
J,» which share a path with mostly common links which divergeadek; ;. S sends a large
number of packet pairs where the first packet is destinedddeinand the second for node
n;; denotes the number of packet pairs for which the second p#ckeiccessfully received
at nodej andm; ; denotes the number of packet pairs where both packets acessially
received at node. P(S,i) denotes the path between the souscand node, P(S, j) denotes
the path between the source and noded P (S, k; ;) the path between the sourSeand the last
common node on the path such that it defines the common subpatindj. The likelihood

of m; ; givenn; ; is given by (2.12) and (2.13).

L(mijlni g, pij) = <ij] > piy (1= pig)"d = (2.12)

Dij = H Yq H oy (2.13)

qeP(S,k;,5) zeP(k; ;)

This sets the conditions for solving this problem using EMahilthe Tsanget aldo. Using a

19



Background material

selection of simulation scenarios they find that the difieee between the estimated and true
loss rates is around 2%. The approach is very similar to thar@nce based approaches in [5]
and [56] although here the authors do not impose the condiifaa strict binary tree which

implies that it could be adapted to many network topologies.

Non-stationary delay inference; bottleneck link detectiGoates and Nowak’s [57] approach to
the inference of link delays using a sequential monte-d&MC) method [58] is of particular
interest as they demonstrate the ability to perform estonah a non-stationary network. Many
papers make the assumption that the network charactsristé stationary over the period of
interest in order to perform bottleneck link detection. o stationary case, the distribution
of the queueing delay of packets on an individual network &ire estimated empiricallyi/
active probe packet pairs are sent through the network frounce to receiver and indexed
m = 1... M wherey;(m) andys(m) are the delays of the individual packets. The ordering of
packet 1 and packet 2 is arbitrary. Coates and Nowak makesthevgption that the delays are
quantised such that each delay falls into a bin in the rénge . . , K time units. A probability
mass function (PMF) for each link can be estimated. Define= {p;o,...,pi; x} Which
denotes the probabilities of a delay on linkaving a delay 06, 1, ..., K time units. Defining

y = {y1(m),y2(m)} Coates and Nowak are interested in finding the MLEpo£ {p;} the
collection of all delay PMFs. The difficulty arises in finditige joint likelihood!(y|p) which

is equal to the product of the individual likelihoods andmeinbe determined analytically. As

with other methods, the EM algorithm is used to find a numésohution.

Coates and Nowak then proceed to consider a time-varyingemodThey define the
time-varying distribution of measurememt with a window of sizeR as given in (2.14) where
z;(1) is the unobserved delay experienced at quelbg measurement packetand 1y, ;)—;

is the indicator function for the evedt;(l) = j}. pir = {pi;j(R,m)} which denotes the

time-varying probabilities on link.

1 m
pi,j(Rv m) = R Z l{zi(l)zj} (2.14)
l=m—R+1
The use of a time window to track a time varying change in delag seen in [54]. The authors
then proceed to develop the method to use a SMC approachrwagag the delay which will
track more accurately the time-varying aspect. They alsmduce a method which uses a

particle filter to perform a similar task.
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The assumption of stationarity in the data when consideaingntrenched backbone wired
network or fixed-link wireless network where the load is likéo remain constant over the
period of interest is fair. However, this assumption doeshwtd when considering a network
with rapidly changing conditions such as a network with ahhigdynamic load caused for
example by an aggregation of a small number of dynamic seutnesuch scenarios, stationary
methods would show reduced accuracy. Therefore the apmeegmesented are of interest as

they attempt to address this more general and realistidgmob

Mixture models; multicast [59] covariance Xia and Tse suggest in [5] that there are
identifiability problems in using a single Gaussian disttibn as an estimator for packet delay
distributions. The authors defingas a vector of route (path) delays,as a vector of link
delays andR as the routing matrix such that the system is describe@lzas: y. They consider
modelling each link as a Gaussian random variable so that lim modelled asX; with mean

i and variancer?. If each link delay is assumed to be independent then theatih of L
links can be considered multivariate Gaussian with meamovec = (uq, p2,...,pz) and
covariance matrix = diag(o?,03,...,0%2). If Y = RX thenY = (Y1,Ys,...,Yy) is the
vector representing the route attributesdnroutes.Y is therefore multivariate Gaussian with

meanRy and covarianc&y = RY.R'.

To discount the Gaussian as a suitable estimator, the autiserthe following proof. Denote
Py as a multivariate Gaussian for the random vedfowith parametep wherefe©. O is the
parameter space fat and in the scenario above = (Rpu, >y ). Their definition 3.1 states
that for a parametric model to be identifiatfle # 6, implies Py, # Py, for all 61,05. If

K =rank Rand K < L then it is possible to seledt routes such that any route vector is a
linear combination of the selectdd routes. It is then assumed th&tis of size K x L with

full row rank. Assuming thatly- is invertible then the distribution is completely defineditsy
mean and covariance matrix and depends.@hroughuR. Sincekernel(R) # {0} there are
vectorsy; # pe such thatRu; = Rus. Thus, it may be impossible to separate the estimates
for the two links.

Xia and Tse proceed to develop a similar case but modellinly ik with a single exponential
distribution. They consider the case of the moment gemgydtinction for a route comprised
of exponentials and state that it will be different if one loé finks is different and none of the
parameters are identical. For example, consider two routesh diverge only at the last hop

or two routes where the first is one hop longer than the seclbiglthen possible to eliminate
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(i.e. determine) one parameter at a time in a binary tree or&twi hey develop this method to
form a density estimator for the route attribute (i.e. theéhgelay), finding an equation for the
likelihood function and solving using EM. This is interesjibecause of the assumption of the
binary tree topology which may not be valid in a real netwofla and Tse present an approach
to solving this problem using a moment estimating approauiias to MOM, but which has a

strict requirement on the binary tree.

It should be noted that an approach to the problem using delegriances was first shown in
[56] by Duffield and Presti who, in the same paper, presenesmethods of topology inference.
As mentioned in [5], the disadvantage of this method is thafrobe packets used to measure
the network must be multicast such that for each probe pastdtfrom the top (or root) node,
each node at the end of the lowest branches recéies probe packets, one for each route,

wheren is the depth of the tree.

Finally Xia and Tse expand their estimation from a single aagmtial distribution to an
exponential mixture model using similar techniques shgwsome excellent fits to link

distribution data.

Mixture models; link delay inferenclixture models are also suggested by Shih and Hero [60]
when they consider the inference of link delay distribusiomhey consider only lightly-loaded
networks and are in agreement with Xia and Tse in that thergbaaroblems identifying the
means of individual elements within a Gaussian mixture rh@@®M) from a joint probability
density function (PDF). They proceed to developydrid discrete/continuous finite mixture
modelby adding point-masses to the continuous components ofinkedelay PDF model.
This is a break from the assumption of Cao [54] that a contisudistribution is sufficient to
model the distribution and seems cumbersome - a partice filethod could replace the hybrid
solution if a continuous solution was undesirable. Theyrese the parameters of their models
using a ML-EM algorithm which they extend to include penaltgighting in an attempt to

improve accuracy.

Data windowing; link delay inferencesun [6] presents work using the EM algorithm to solve
a set of derived ML estimators in order to infer link delaytdiutions. This approach is
similar to [60] in the use of ML-EM but here the authors sudggesing a data windowing
scheme to reduce the computational complexity by not hatindecompose data multiple

times (accomplished by building a database of results) gnaob having to decompose data
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which is not relevant at that point in time.

Fourier domain; link delay inference Chen, Cao and Bu [61] take a different approach to
manipulating distribution functions in their work whereethinfer link level delay distributions
by manipulating characteristic functions instead of dagvML equations. By working in
the Fourier domain, the authors find it simpler to maniputat characteristic functions and
consider each link distribution to be best modelled by adimtixture model. The model
parameters are estimated using an iterative quadratiagmoging method which is similar
to the EM algorithm.

The system is modelled mathematically in the normal mariee X - A whereY is al
dimensional vector of measuremeni§,is a.J dimensional vector of network parameters and
Aanl x J routing matrix. SincéY can be considered the sum of independent components of
X then it is possible to define the characteristic functiof¥ohs given in (2.15) wherel’ is

the j** column of A.

J
by (t) = Ele®" Y] = EletTAX] = H (£ A7) (2.15)

The problem is that it is in general difficult to evaluate thstribution of Y because it is the
result of a high order convolution. Consider next that eauhdistribution X ; is described by a
probability density functioryx (z;; 0;) with the parametefl; unknown.6 = {0;; j =1...J}

for J links. The joint characteristic function & can then be written as given in (2.16).

oy (t:0) = ox (AT;0) (2.16)
. 1 X
dy(t:0) = + ;exp@tTY(n)) (2.17)

Using N sampled measurements, the empirical estimate of the joaracteristic function can
be given by (2.17). Itis necessary to minimise fhedistance between the model characteristic
function and the empirical characteristic function undegrabability measurg: as given in
(2.18) and (2.19).
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0 = arg min/ len (t;0)[*dp(t) (2.18)

en(t;0) = VN (oy (t) — ¢y (t;0)) (2.19)

Chenet al proceed to solve this using a quadratic programming methwt a weighted
Monte-Carlo based approach. What is interesting is that tda& change from a univariate

model to a mixture model without much more difficulty, suchhs flexibility of their method.

Compressed sensing; link delay inferendamethod addressing a slightly different problem in
the field of network tomography comes in a work by Coates, teder and Rabbat [4]. In their
paper, the authors apply the technique of compressed gg(@&8) to the problem of efficiently
estimating the mean end-to-end delay on all paths in a nktlbypmonitoring only a subset of
the paths. This differs from the approaches above whichtgdiogestimate the delay (or other

metric) on network links from measurements on network pathsce versa

The authors begin with the usual system model as given if©)2.2he network contains,,
paths andy; links. z(*) € R™ is the vector of link-level performance metrics agié) € R™
is the vector of path-level performance metrics at timeanst. The routing matrixG(*)

describes the interaction between links and paths @f@% = 1iflink j is part of pathi.

yB) = gl . gk (2.20)

The authors then define that only a subset of all paths arevause:  is the number of metrics

ys observed on the subsebf all paths wherei; = |s|. Therefore the authors seek to infer the
metrics on the remaining, — n, paths. The observations are not made by chance but based
upon a selection matrid*) € {0,1}"*™ The presence of a 1 in thé" column of A®*)
indicates that the performance metric is observed on palhis then possible to define (2.21)
the observed sampl@ék) € R"s.

Y8 = AK) Ly (®) (2.21)

It is assumed that the routing matrix is fixed throughout tl@surement process, although the
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algorithm is adaptable to allow the routing matrix to chawigeing the measurement period.
Coateset al use diffusion wavelets to model the path level charactesidiecause they assume
there is a high correlation between many of the paths, giahthey can be constructed from
similar links, i.e. the subpaths of some paths may be idaintiith paths differing by only

one link. Clearly the choice of the selection matri%) is critical and the authors provide an

algorithm for accomplishing this based upon the decomjpwosdf the routing matrix.

Their results are impressive and they state they can re¢bgenean network path delay using
only 4% of the network paths (5 measurements per timestdmeinéxample) with an error of
less than 5%. Coatext aldo however note that there is temporal correlation in tha dad that
the method could be improved to take account of this. Therdajieeresting as most previous

papers have not devoted much effort to the efficiency of nreasent in the network.

2.4 General Concepts

Most inference based network tomography methods operatg tise same principles and
therefore there are concepts, theories and a nomencldtateate common to many of the
methods examined in this thesis. The key algorithm is the IgBrithm and in the example
below it is used in the conversion between path and link egém The problems in sampling
traffic are discussed and some insight is given into how tlaig be performed. Also provided is
a revision section on distribution functions which dis@sssome key facts and equations while

the section on cumulant generating functions discusses gameral methods of manipulation.

2.4.1 Least Squares

Coates and Nowak [3] introduced the concept of convertintyvéen path measurements
and link estimates, i.e. inferring link characteristicorr path measurements, using the
pseudo-inverse of the network routing matrix to weight dbotions from each path

measurement to each link estimate.

The first step in this approach is the generation of the’RWhis is a matrix which describes

how the links in the network are interconnected to form a $giabhs. If an element in the

The routing matrix is commonly called the routing table irypigal devices. In this thesis the nomenclature
routing matrix is preferred to emphasise how it can be mdatpd using matrix theory.
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matrix is one, this indicates that the link (the column) istpd the path (the row) that the

element intersects; if the element is zero, the link is not phthe path. It is assumed that the
routing matrix is of full rank or higher so that each link isffstiently covered by paths as to

draw an estimate from the combined measurements of moreoti@path. The nomenclature
adopted for this thesis is to refer to the RMHS.

The next step is to invert the RM so that each element willca@i not whether a link is
part of a path, but how much of the weight of a sample from a,pedin be attributed to a
link. This is based on the assumption that the delays on kmksindependant of delays on
other links. The inversion type used is the L2 pseudo-imyermore commonly called the
Moore-Penrose pseudo-inverse [62] [63]. The inverse olRhemay not always exist as the
RM may not be square or invertible hence the use of the psewdose, which is a more
generalized version of the inverse. The pseudo-inverdeewidt and be real for any RM since
a RM cannot have non-real components. In this work, all RMsoéfull, or higher, rank, and,
in-keeping with other nomenclature, the pseudo-inversieimted agf ~!, with the element at

row ; and columry denoted a#; ;.
The algorithm may be better understood by means of an example

Observe in Figure 2.2 how can describe the layout of the network; the row correspantin
path four (i.e., row four) has a 1 in the columns correspogdmlinks three and four (columns
three and four). From study of the topology shown alongsidean be seen that path four

utilises only links three and four.

Equation (2.22) shows the L2 pseudo-inverse of the routimadgririn Figure 2.2 where, for
example,hsz 4 is 0.5. Thus, an estimate of link oné; would be constructed as shown in
equation (2.23), wher®, is the measurement on path Because of the transform, entries in

H~! are not necessarily integers.

05 05 0 -05 —05 ]
» 025 —025 0 025 0.75
H-!= (2.22)
05 —05 1 05 05

025 07 -1 025 -0.25 |

4cf The usual depiction for a channel modelling matrix in wissleommunications.
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1 1 0O O
O 1 0 1 1
—_— 1 0] 1 0]
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Path 2 Patha || O O 1 1 |
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Figure 2.2: An example illustrating howd describes the layout of the network. The row for
path four has 4l in the columns corresponding to links three and four indiat
that path four uses only links three and four; this can be sedme topology shown
on the left-hand side.

Ly = hmaxPi+higxPy+higxPs+higxPy+hysxPs
Li = 05xP+05xP+0xP;3—05xPFP—0.5xPs

(2.23)

There is one problem not mentioned by Coates & Nowak whengusiis approach - there
are contributions towards link estimates that come fronhgathich the link is not part of.
This is quite unusual as it implies an erroneous measureorenhe path may have an effect
on an unconnected link. This is unlikely to happen in readitythe distributed nature of a
packet-switched network and RPs stop problems in one péreafetwork negatively affecting
another part. One method to alleviate this problem and theréncrease the reliability of the
estimates is to use a different method of generafifig from H. The L1 pseudo-inverse [64]
is a candidate for this task however it is not examined inwlisk. The use of the L2 algorithm

is retained as it allows a performance comparison betweemethods and published methods.

2.4.2 Sampling

In the context of network measurement, sampling refers ¢optlocess of determining some
information from some metric of interest about the packetghe network. The methods by

which the sampling may be performed are examined here indghtext of an active probing
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system, however, the concepts are similarly applicable passive monitoring system. The
inverse of sampling, recovering some information aboutdhginal data from the sampled

data, is also an interesting problem which is given sometdie in [65].

Perhaps the best known method takes advantage of a thetag Balisson Arrivals See Time
Average PASTA formalised in 1982 by Wolff [66]. Poisson gals see time average (PASTA)
is described in [67] asbservations made of a system at time instants obeying adPojsocess,

when averaged, converge to give the 'true’ value, that ihaverage that an ideal observer

would make when monitoring the system continuously over tim

In this context, one of measuring packet delays [68] in a ndtwa Poisson process can be
defined as one in which packets are sent into a network [69] wiit inter-packet temporal
spacing which is drawn from an exponential distributionhwiite \. Consider that packets are
injected at some time, and the delay they experience is caused by queueing ateedee. a
router. The number of packets in said queue can be likendetstate of the networky (¢), at
time¢; definePr (N (t)) = k as the probability of there beingpackets in the queue at time
The packets injected into the network will experience aylblsed upon the number of packets
in the queue. Assume that the inter-packet spacing is imikge of previous spacings. Also
assume that the packets injected affect the number of gackéhe queue in some way, i.e.
by adding to it, but the manner of this affect is not definedwidlefine P, as the steady state
probability that there aré packets in the queue as given in (2.24).

P, = tlim Pr{N(t) =k} (2.24)
Define A to be the probability that the Poisson process obsekvpackets in the queue at

time ¢ and that a new packet arrives in time interyalt + A). Therefore, using the method
from [70]:
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A = tlim Pr{N(t) = k| an arrival appears in (¢, + At)}
... Pr{N(t) =k, an arrival appears in (¢,t + At)}
= lim lim - .
t—00 A0 Pr{ an arrival appears in (¢,¢ + At)}
... Pr{N(t) = k}Pr{ an arrival appearsin (¢,t + At) | N(t) = k}
= lim lim - .
t—00 A0 Pr{ an arrival appears in (t,t + At)}
... Pr{N(t) = k}Pr{ an arrival appears in (¢,t + At)}
= lim lim - .
t—00 A0 Pr{ an arrival appears in (t,t + At)}
= tlim iimo Pr{N(t) = k}

= tllglo Pr{N(t) = k}
= P (2.25)

The implication of this theorem is that if the measuremerpaifket delay (or any other metric
of interest) in the network is done not on a periodic basisabyteriods which are determined
by a Poisson process then this figure should be identicaletdigire which would have been
gained had the system been measured for all time. As an ezagmisider that the Poisson
process records a delay of 5ms on 14% of packets. PASTA akaowvapolation of this figure

to say that 5ms will be the delay of 14% of all packets in thevoek, not just those measured.

The most common measurement made using this theory is okpdekay on paths but with
care it could be used to justify the measurement of many chenstics. Tarig et al. [71]
argue that whilst PASTA is justifiable as a method to samplwvork traffic, the use of a
period process in generating the probe packets can yieldtseshich are equally accurate
and valid [72] [73]. They take as an example the measuremfemtedian RTTs using both
Poisson and periodic processes to generate probing traffieir conclusion is that periodic
probes can, in cases where the network traffic is similar &b ¢t the Internet or a large, high
traffic network, i.e. aggregated from multiple sourcesdoee results equal to that of PASTA.
However, they do note that periodic probe traffic is unabléighlight any behaviour which
occurs on a timescale smaller than the inter-probe timeisgathis is effectively aliasing.
In [74] synchronisation of periodic packets and probes $® @lonsidered. These issues are
important because many network phenomena are short livédhansty in nature. Perhaps the
most interesting observation from Floyd and Jacobson isithmobe packets are dispatched
from the source with a Poisson generated spacing theishtiimes at a particular destination

will be subject to some modification by the network and thenethe spacing may not conform
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to the Poisson distribution [73]: in essence they imply tASTPA property will not apply.

It would appear that probe traffic can be of either the pedantiPoisson type without loss of
information, subject to the constraint of ensuring theripigcket spacing is of the same order

as the phenomena to be observed.

2.4.3 Burstiness of network traffic

As mentioned above, traffic and phenomena on a network capaafqursty in nature. The
study and explanations for the behaviour is a substantidlysh itself so what follows is a brief
description. The behaviour originates with the underlyitigtributions driving network traffic
sources. These tend to be ON/OFF sources with the ON and Qfeldpéaving a heavy-tailed
distribution. Aggregation of heavy-tailed sources forimse:-series which are self-similar [75]
and the similarity can be observed in web traffic [76]. Netcwphenomena tend to appear in
clusters and the aggregation process tends to amplify liéseting process rather than reduce
it. The opposite, a smoothing of the time series, would beetgal with, for example, a Poisson
based underlying process. [73] notes that Poisson pragasbech have traditionally been used
to model traffic, are poor models. In a self-similar procdbs, time-series data will appear
similar at different scales. Self-similar processes eixhidmg range dependance. The degree
of self-similarity can be measured by the Hurst parametdriari75] this is used as a metric
for the burstinessof the data. Long range dependance implies that, for exagripesizes of

packets transferred across a network are not strictly iedegant.

2.4.4 Distribution functions

In this thesis working with the the cumulative distributimction (CDF) of a distribution is
generally preferred. The CDF is gauranteed to exist at atitpdor any function and is bounded
by [0,1]. The PDF does not exist in all cases. The relationship betweePDF and the CDF

is that the PDF, where it exists, is the derivative of the C&d-shown below.

PDF(x) = %CDF(I‘) (2.26)

This relationship is one of the reasons why the CDF is fawboreer the PDF; it gives a means

to determine the weight of the PBJet to comet a value of the CDF parameter. More formally,
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the CDF is the probability that a random variahl, takes a value less than or equakto

CDF(z) =P(X < x) (2.27)

Related to this and sometimes more useful is the complimertamulative distribution
function (CCDF).

CDF(z) = P(X > z) = 1 — CDF(z) (2.28)

Comparisons of CDFs are extremely useful in determininditiod an empirical CDF (such as
that gained from a measured data set) and an ideal distib(giich as might be considered as
a hypothesis about the nature of the distribution of the)dathe Kolmogorov-Smirnov (KS)
test is designed to do exactly this: to give a numerical comspa of two continuous CDFs.
An analogous, and perhaps more flexible test, can be pertomith the Kullback-Leibler
divergence (KLD) which gives a measure of the dis-simyadf two PDFs (or PMFs in the
discrete case). The KLD comes from a family of divergendes fidivergence (FD) of which
the basic form is a cumulative sum of the convex function efrttio of the two PDFs evaluated

at a set of discrete points; see Equation 2.29 wirdde'; andPDF; are defined ori.

FD(A) = Z convex fn (%;E:;) (2.29)
acA

2.4.5 Cumulant generating functions

It will also be seen later that the cumulant generating fonc(CGF) is another method of
describing a data distribution. It is possible to convetingen moments (which may be more
simple to estimate) and cumulants using a recurrencegalas shown in Equation 2.30 where

K, represents thet cumulant ang., then*» moment.

n—1
n—1
Fon =y — <1<: B 1) Ko (2.30)

k=1

Describing data with a CGF is a similar approach to using ampatric distribution but without
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a restriction on the number of parameters: given a large gmowmber of cumulants, it is
possible to describe any arbitrary distribution. The adage of using a CGF is that it is not
necessary to make aapriori decision about the characteristics of the data to be destrilm

the conext of network tomography, this makes it possibleaiostruct, when combined with
LS, an equation for a link distribution (the desired infotioa) in terms of the inverse routing
matrix and the cumulants of the path data (the measuredwafioon). The problem with using
a CGF is in comparing it directly to a CDF or PDF: conversiaonirone form to the other is

complex and may not always be calculable.

One method of conversion is to make use of the Gram-Charliserfes (GCA) [77] in which
a Gaussian PDF is distorted by multiplication by the Hernpitdynomial series to give an
approximation to the desired distribution [78]. Unforttelg, GCA is not guaranteed to

converge but a similar and related series is: the Edgeweribss[79].

In Edgeworth and in the GCA, the weights attached to the tamrtie Hermite series are related
to the cumulants of the data thus linking a PDF and measuneualileits. Cramér [80] gives
the formula for the Edgeworth series as shown in Equatiod fo8 the first four cumulants
(although the series is infinite) Whezyéz)(x) is thez-th derivative ofg (which is assumed to be

Gaussian) with respect tg p,, is thep-th moment and is the standard deviation.

£2) = ale) = 55509 @) + 5 (4 = 39 @) (231)
Unfortunately, in practice it is found that the distortioactor introduced by the Hermite
polynomial is not large enough to give a good approximatiorinie empirical distribution,
even when using 20 terms. One workaround that is used inhb&4 is to estimate the link
CGF (using a suitable estimator and LS) and then map a reestimmber of cumulants onto a
parametric distribution. This is not ideal because paramdistributions tend to be limited to

four or fewer moments making it impossible to exploit theH#gorder statistics of the data.

2.5 Summary

In this chapter an overview of large-scale data networks retdvork tomography has been
presented. It was seen that a packet-switched network carheébuse of virtual circuit

techniques be made to resemble a circuit-switched netwoflhe protocols in use on
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packet-switched networks for both reliable and unreligbdasmission were also discussed.
The OSI model of networks was introduced and it was seen himtatlows abstraction away
from hardware-specific methods to enable discussion ofrgenetworks at a specific layer

without cnonsideration of the underlying systems.

Some common measurement techniques and algorithms weraaisad in a short taxonomy
which focused on the estimation and inference mechanisets Each algorithm was observed
to have its advantages but they are designed for specifis task generalisation is not always
possible. Finally, there was a review of some general cdacaépd nomenclature which are

relevant to work later in this thesis.
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Chapter 3
Simulation of computer networks

Introduction

Two commonly used methods exist for research into the operaif computer networks:
the first is to physically construct the network one wishesobserve and perform direct
measurements on any parts of interest, the second is toatgrtbke network and perform virtual
measurements on any parts of interest. The former offerbsolate answer, the observations
will be real but the cost of implementing and running an eikpent may be high. The latter
offers a lower cost per experiment but the correctness ofodisgrvations is dependant on the
quality of the simulation tool used. There is a third methaahulation, which comes partway

between the two; however its use is limited and it is not dised further.

As was previously hinted, simulation is used for the workhiis thesis; specifically the network
simulator version 2 (ns2) [81] which is a commonly used, opaurce network simulator. Other
free simulators such as Scalable Self-Organizing Simargts3) and GloMoSim are available
and offer much of the same functionality as ns2; a commeotiaiing, OpNET is possibly the

closest to ns2 in terms of interoperability.

3.1 Simulation methodology

The simulations used in this thesis are composed of thremltsteps: simulation of the network
(ns2), extraction of data from the ns2 output (AWK) and pssieg and plotting of the data
(MATLAB). Each step may be composed of more than one suly-thépis especially true for

the AWK data extraction step which may require multipledtens or staged processing of

data.
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3.2 Capabilities and limitations of ns2

ns2 is an event-driven simulator which means that the sitoiuégerates using a long sequence
of events. Initially, the sequence lists every event thatciseduled in the network and the
time at which it is going to happen; these events are usualiyed by the user. ns2 executes
events starting at time 0 and proceeding through the sequeRrecuting each event as it finds
it. An event may schedule future events. For example, at 8ree packet source may begin
generating packets, there will be a delay and then the paekiditbe transmitted, received,
decoded, processed etc. Events are added to the event seqighe relevant time, i.e., if a
packet was transmitted at time 7 and the delay before itetdrat the receiver was 3 then the
event corresponding to the receipt would be scheduledrue 0. ns2 processes one event at

a time to keep complexity low as parallelisation could leaddnflicts.

The advantage of this method is that periods of time in whictewents occur do not have
to be simulated; computational effort is only expended feergs. Timings for events, i.e.
how long it takes for a packet to get from layer X to layer Y, gme-defined (based on
real-world knowledge and measurements) and can be adjifstegessary. One criticism
often incorrectly levelled at ns2 is the inability to deaklkvconcurrent events however, this is
not the case. Two events can be scheduled to occur at the saegsince the time resolution
is of the order of microseconds), however one will be proeddsefore the other (sticking to
the process one event at a time rule) - the order of processilygbecomes important if both
events seek to modify the same item (packet, node etc) aathe ime. If this does happen
then anomalous behaviour may be seen. This is due to badrmaptation by the user and
mirrors what would happen in a real-world scenario. Consfde pieces of code which may
either power on or power off a device which may be initiatedaloyexternal interrupt. Both
could be triggered very close together (in time) such thatitistant of switching the power
state will be the same. In this case the hardware would havestive the problem and in a
simulation the model would do likewise. It should be noteat the particular method in which
such cases are resolved will be different. The design cheiwde in the hardware scenario are

likely to be more constrained than those made in the sintulacenario.

ns2 fully implements many common networking protocols (sas TCP), medium access

control layer (MAC) protocols, physical layer (PHY) protis and both wired and wireless

'None of these timings are modified from the default in thisihe
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transmission media. It is mainly used for research at thetdayers, for example, the transport
layer and below (following the OSI), and generally has mangp®rt for protocols operating at

those layers than at the higher layers.

3.3 Network simulation using ns2

The ns2 stage of the simulation has two inputs and one oufjigt.inputs to the simulator are

a network description and a traffic description. The outpu#t trace file.

The network description gives the specification of the istinacture of the network. It defines
the characteristics of entities such as nodes and links.d& wescription includes a model for
the link layer (LL), PHY, MAC, energy constraints, mobilitpodel and so forth. Links are
similarly defined giving details of the nodes they conneuag bandwidth, the delay, and the

queue type. Part of a typical network description can be betw.

$ns duplex-link $n0 $n1 1Mb 250ms DropTail # Link 1
$ns duplex-link $n1 $n2 1Mb 100ms DropTail # Link 2
$ns duplex-link $n1 $n3 1Mb 80ms DropTalil # Link 3
$ns duplex-link $n3 $n4 1Mb 10ms DropTall # Link 4

This description indicates that there are four, bi-dir@adil links @uplex-link ) connecting

5 nodes $n0 through$n4) with a 1Mb bandwidth and a droptail queue. Each link has aydel
associated with it which is added to each packet traversiadink, for example link 1 has a

delay of 250ms. Since this is a wired simulation, there isper#ication required of the nodes
themselves; the assumption is that they are of the defadtaynd remain active over the whole

simulation.

The traffic description gives the specification of each trafburce and sink in the network. It
attaches sources and sifke nodes as defined in the network description and allocatgsea
to each, i.e. TCP, UDP or NULL (for sinks). Routes are definetiveen a source and a sink
so that traffic has a path to follow - it should be noted thaydhk end-points are given, it is
up to the RP to determine how to transport the traffic betweembdes. Attached to a route
is an application such as CBR or Pareto - these are the dgwitvhich generate the packets

and include statistical measures which determine whengtacke sent (which are generally

2Sources and sinks are gathered in one class, Agent, in theons@nclature.
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specified by the user).

An example of a traffic description is given below:

set udp_(10) [new Agent/UDP]
$ns attach-agent $n0 $udp_(10)
set null_(10) [new Agent/Null]
$ns attach-agent $nl $null_(10)
set par_(10) [new Application/Traffic/Pareto]
$par_(10) set packetSize_ 512
$par_(10) set burst_time_ 500ms
$par_(10) set idle_time_ 500ms
$par_(10) set rate_ 400k
$par_(10) set shape_ 1.5
$par_(10) attach-agent $udp_(10)
$ns connect $udp_(10) $null_(10)
$ns at 0.0 "$par_(10) start"

The first line creates a UDP agent, a packet source which us€sdtlthe transport layer and
the second line attaches this agent to node 0. The third amthftines are similar, creating a
null agent (a packet sink) and attaching it to node 1. On liaa Bpplication is created. This
is the function which will generate the packets to be trangploand in this case the type is
Pareto implying that all packets generated will have a taadbstribution based on the Pareto
function. The next 5 lines give the details of the distribati(burst time equal to idle time,
shape factor), the size of the packets (512 bytes) and tb€4@0kb/s). The 11th line attaches
this generator to the UDP agent and the 12th connects theeppackrce and sink forming a
virtual link between the nodes. In the final line, ns2 is insted to start the Pareto generator
at time 0, i.e. when the simulation starts. No finish time ipliexly defined here as a global

finish instruction for all traffic is issued elsewhere.

A typical trace file can contain a large volume of data. By difas2 logs every transaction that
occurs in the network which may be too much, especially foiraless scenario which includes
moving nodes. It is possible to reduce the verbosity of theutlby logging only transactions
which will be used in later analysis, for example, if the et is only in events happening
at the agent layer then logging MAC and PHY layer transastiggrves little purpose. Shown
below is a segment of a trace file for a wired network - theseesaare generally much less

complex than those for wireless networks.
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+ 03 4 tcp 40 - 0354304
-03 4 tcp 40 - 0354304
+ 0 3 4 tcp 40 ------- 0364405
+ 0 3 4 tcp 40 ------- 0374506
- 0.00032 0 1 tcp 40 --——--- 0051401
- 0.00032 3 4 tcp 40 --——--- 0364405
- 0.00064 3 4 tcp 40 ------- 0374506
r 0.01032 3 4 tcp 40 ------- 0354304

The first column describes the event occurring from a selratif five possibilities: enqueue
a packet in the send buffet), dequeue a packet from the send buffe), (feceive at packet
the agent layerr(), drop a packetd) or error ). The second column is the timestamp of
this event relative to 0, the start of the simulation. Thedlaind fourth columns are the source
and destination for this hop of the journey respectively dalkgt may traverse many links en
route from source to destination). The fifth column is théfitapplication type with the sixth
column representing the packet size in bytes. Column severséerved for any special flags, a
dash indicating nothing set whilst column eight is the floeritifier. Columns nine and ten are
the source and destination addresses, respectively, pattieet for the whole route (as opposed
to columns three and four which are for the current hop onlyle part preceding the period is
the node address and the part after is the port; the use ohporbers allows multiple packet
streams between a pair of nodes. Finally, column elevereiséguence number and column

twelve is the unique packet identifier.

Using packet 4 as an example: on line 1 it can be seen thatravelling from node 3 to node
4, it is a TCP packet of 40 bytes with no flags set and it is plamethe send buffer at time O.
The source and destination addresses for this hop are exinattfor the route so the packet is
only travelling one hop. On line 2 it is dequeued, also at tinand sent. The packet reaches
node 4 on line 8 at time 0.01032, total delay 0.01032s.

3.4 Data extraction and conversion

Once the trace file has been obtained it is likely to coneicessnformation, i.e. data that
could not be filtered out from ns2 and which is not necessatim scenario. An example
would be data about a node which, while essential to the sitionl as part of the network

infrastructure, is not under examination. Thus, it is neaggto pre-process the trace file into
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a more terse version; an advantage of this stage is thatirgdtie size of the trace file also
reduces the length of time required to process any algosthging it. There are a choice of
tools available - given that the trace file is text-based, mam UNIX utilities such agrep ,
awk, perl orsed may be used. awk appears to be the most commonly used andkib itha
tool of choice in this thesis. Weak typing makes it flexibl@egh to handle filtering on a range

of alphanumeric data such as node names, link numbers or time

awk operates using rulesets, normally supplied in a file, @perates on whole input files.
Rulesets are general filters and although they may contaihametical functions, all but the
most basic are avoided at this stage leaving the heavy matieainprocessing for MATLAB.

A basic example of a filter-type ruleset is seen below.

$1=="+" || $1=="r" {print}

This filter tells awk to print out only lines where the first aoin $1) contains+ orr. The
implication is that the output from awk will only contain th® lines where a packet has been
generated by a node at the agent layer and enqueued for temiam(+) or received by a
node at the agent layer (r). Since there is interest only ésahevents, this filter is used as a
pre-processor. To use the earlier traffic segment as an dgabgbow is the same segment after
pre-processing (blank lines are shown to retain line nuingefor reference). It is possible
to add a further condition to the ruleset above, sucfiSs="cbr” which would consider
only packets of the type constant bit-rate (CBR). Later ia thesis, this filter is used to isolate

probe packets from other traffic on a link or path.

1+ 03 4 tcp 40 - 0354304

2

3+ 03 4 tcp 40 ------- 0364405
4+ 03 4 tcp 40 ------- 0374506

5

6

7

g r 0.01032 3 4 tcp 40 ------- 0354304

The goal here is in calculating the delay of packets and awknggrovides a method of doing
this. As the trace file now only contains the transmission r@eéption data, it is possible to

calculate delay at this point using a ruleset as shown below.

1 $1=="+" && $3==src && substr($9,1,1)==src && substr($10,1 ,1)==dst
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2 { x=%$12; send[x]=$2; }

3

4 $1=="r" && $4==dst && substr($9,1,1)==src && substr($10,1 ,1)==dst
s { y=$12; recv[y]=$2; }

The first condition (line 1) can be interpreted as searchardifies where column 1 is &,
column 3 matches the variabf#c (passed in from the calling script), the first character of
column 9 also matches the variatdec and the first character of column 10 matches the
variabledst (also passed in). The checkingst anddst ensures that the filter is isolating
packets originating at the current node and which are irgéridr the desired destination; this
stops examination of packets which are at the current notlerbwuteto the destination as
only end-to-end delays are of interest. The second lineektanza (contained with the curly
braces) tells awk what to do if the condition matches; in thsecof the first stanza, it assigns
variablex the value of the 12th column (the unique packet id) then ussss an index for the

arraysend which contains, at index the timestamp of the packet.

The second stanza (lines 4 and 5) performs a similar fundtigrior the reception of packets.
What both imply is that two arraysénd andrecv ) are formed which are indexed by the
packet identifier and contain timestamps of packets. Thaydsl computed by subtracting

values insend from the values at the same indexracyv .

Using the previous example data segment, the two arraysdveauitain the following:

1 send[4]=0 recv[4]=0.01302
2 send[5]=0 recv[5]=
s send[6]=0 recv[6]=

The entries marked as blank (recv[5] and recv[6]) are a teduhot initialising the arrays
to a known value, something not necessary in awk. Before atimpthe delay values, it is
necessary to test that send[x] and recv[x] are not undefifiei. step is shown below.

1 for ( x in send ) {
2 if (recv[x] '= 0 && send[x] '= 0) {

3 printf "%.6f, ", recv[x] - send[x];
4}
s}
The testrecv[x]!'=0 && send[x]!=0 checks to see that values exist. Awk implicitly
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assigns a value of 0 to the unassigned elements but doesatbtisivalue, i.e. if asked to print
out an unassigned value it will leave it blank as seen abayeit ldloes allow it to be tested
against. The output is a fixed format value of delay with 6 fguafter the decimal point as the

output from this process is designed to be fed as an input to LS.

Windowing

Whilst the above describes the procedure for dealing witesavhere the desire is to gather
all delays from a trace file, it is also possible to add a filteringchanism to compute delay
across avindowedsubset of the trace file. It shall be seen later that is nepefsasome types

of algorithm and so it is discussed here.

Firstly, it is necessary to isolate the time window of datintérest from the whole trace. Given
that a typical trace file for a 5000 second simulation (notllatrecommon) is around 1.1GB,
it is necessary to employ some useful awk tricks to reducditie necessary for parsing such
a trace. The time taken parsing large traces is due to awkisssdy to search a trace line by
line from the first line, if the data is towards the end of the,fibr, if an algorithm requires
sequential parts of a file, this will be a slow process. Assgnthat the original trace file
has been pre-processed to contain only enqueue and rece@isaon probe packets (or any
packets of interest), it is possible to use a filter based tiperrode shown below.

{getline NR < "a.prb"}
$2<=(t *resln) && $2>((t-1) *resin) {print}

# This clever little line stops us parsing the rest of the file
$2>(t *resIn) {print NR > "a.prb"; exit}

The first line reads from a fila.prb the line number on which to begin the search. This
makes it possible to skip quickly to a part of the file if it isdumn that the earlier lines have
been searched (i.e. on a previous iteration). Since the filgcis time ordered, this is valid.
Any lines where the timestamp is betwegrl) =*resin andt *resin are then printedt

is the variable containing the block number that is undemeration andresin is the time
resolution. For example, if the desire is to have blocks of@€onds of data and the wish is to
examine the data in the third blodlesin would be set to be 20 artdto 3. The above code

would then output all packets with timestamps between 46%8s.
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Once the windowed dataset has been extracted, it can themobesped to extract any metrics

of interest such as delay as discussed above.

3.5 Signal processing and data representation

It would be entirely possible to perform the signal procegsart of the chain in awk, however,
MATLAB is a pragmatic choice. Its vector based operation ¢&rde library of common
functions reduces the difficulty and possible errors in impénting complex algorithms. As an
example, the code used in Chapter 4 for computing the GA idhgoy as shown in Algorithm

1, is shown below.

functionjwl w2 w3 w4]=ga2(datal, data?, data3, datad, data 5, x, h)

%Fit normal to Y

[norm_p1(1), norm_pl(2)]=normfit(datal);
[norm_p2(1), norm_p2(2)]=normfit(data2);
[norm_p3(1), norm_p3(2)]=normfit(data3);
[norm_p4(1), norm_p4(2)]=normfit(data4);
[norm_p5(1), norm_p5(2)]=normfit(datas);

% Convert parans to array
param_a=[norm_p1(1) norm_p2(1) norm_p3(1) norm_p4(1l) no rm_p5(2)];
param_b=[norm_p1(2)"2 norm_p2(2)"2 norm_p3(2)2 ...

norm_p4(2)"2 norm_p5(2)°2];

% Tr ansf or m par ans

norm_pl_t(1)=h(1,:) *param_a’;
norm_p2_t(1)=h(2,:) *param_a’;
norm_p3_t(1)=h(3,:) *param_a’;
norm_p4_t(1)=h(4,:) *param_a’;

h2=h. *h;

norm_pl t(2)=h2(1,:) *param_b’;
norm_p2_t(2)=h2(2,:) *param_b’;
norm_p3_t(2)=h2(3,:) *param_b’;

norm_p4_t(2)=h2(4,) *param_b’;
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% Cenerate normal cdf at x for X

wl=normcdf(x,norm_p1_t(1),sqrt(norm_pl_t(2)));
w2=normcdf(x,norm_p2_t(1),sqrt(norm_p2_t(2)));
w3=normcdf(x,norm_p3_t(1),sqrt(norm_p3_t(2)));
wd=normcdf(x,norm_p4_t(1),sqrt(norm_p4_t(2)));

end

Line 1 is the function definition. There are seven inputs, fihe data vectors which are
vectors of delay values obtained from the awk processing stehich is a vector respresenting
the CDF over which the estimated delay distribution showddcbmputed andh, the matrix
representing the inverse routing matrix. There are foupotst, wl throughw4 which are the
estimated delay distributions. In-keeping with the nonfetice, the statistics of the five data

vectors are considered tivedata and the estimated output statiskcs

Lines 4 to 9 show the use of the inburibrmfit  function which estimates the mean and
standard variation of the data passed to it. The resultsdohn & vector are stored in another
vector with the first element, i.enorm _p1(1) , containing the mean and the second element
i.e.,norm_pl(2) , containing the standard deviation. Lines 11 and 12 groepdlelements
into two larger vectorsparam _a for the means angdaram _b for the variances. In the case of

the latter, it is necessary to convert from standard deoiciid variance.

Lines 16 to 19 deal with the conversion process, using the efhau, between Y and X data.
Lines 23 to 26 perform the same function but for the varian&iace variance is treated as a

noise process, it is necessary to squamn line 21.

Finally, lines 29 to 32 use the inbuittormcdf function to generate a CDF based upon the X
data values over the range specifiekinCare is taken to convert from variance to standard

deviation inline to agree with the input to the function.

It should be obvious that some of the code is inefficient. B@mgple, instead of using
norm _pl, norm _p2, etc. the outputs afiormfit  could be placed directly iparam _a and
param _b. However, verbosity is favoured for the sake of clarity otgrseness for the sake of

speed. Were the code to be optimised then these types ofehamyld need to be applied.
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3.6 Confidence

It is important when carrying out work involving these simtibns to be confident that any
dataset used comes from a simulation which is not, in somersegn way, anomolous. To
provide some degree of condifence, 10 confirmation simaratiwere carried out, in addition
to the simulation which generated the data used in the refteothesis. Each run used the
5 node topology with a delay separation of 50ms and a fixedeeitk at link 1. The delay
values for each probe path were collected and the mean araheartaken. The mean of the
10 runs for each probe path was also computed, along with parugnd lower 10% bound.
These values are plotted in Figure 3.1 below. The mean délagah of the ten confirmation
simulations is plotted as a cyan dot, the mean delay of thelation which generated the data
used in the thesis is plotted as a blue circle, the mean ofdghBrmation simulations means’

as a red cross and the upper and lower bounds as black plusses.
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Figure 3.1: Confidence limits (black), the mean delays of the confirmatiata (cyan), the
mean of the main data (blue) and the mean of the means of tliencation data
(red) plotted for each probe path for the 5 node topology Wwilims separation.

What can be observed is that the data used for the main workiothesis lies within the
10% bounds of the confimation runs giving some assurancdftbatataset is not particularly

anomolous and the results and conclusions drawn from usarg not misled.

Table 3.1 lists the data used to generate Figure 3.1.
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Dataset Probe 1 | Probe 2 | Probe 3 | Probe 4 | Probe 5
Run 1 0.3246| 0.4621| 0.3176| 0.2862| 0.1489
Run 2 0.3192| 0.4657| 0.3190| 0.2911| 0.1448
Run 3 0.3208| 0.4592| 0.3142| 0.2888| 0.1503
Run 4 0.3211| 0.4645| 0.3194| 0.2899| 0.1463
Run5 0.3277| 0.4729| 0.3216| 0.2955| 0.1506
Run 6 0.3215| 0.4695| 0.3203| 0.2940| 0.1456
Run 7 0.3225| 0.4659| 0.3193| 0.2905| 0.1477
Run 8 0.3231| 0.4626| 0.3179| 0.2873| 0.1482
Run 9 0.3093| 0.4653| 0.3190| 0.2841| 0.1277
Run 10 0.3233| 0.4649| 0.3208| 0.2894| 0.1480
Mean of means| 0.3213| 0.4653| 0.3189| 0.2897| 0.1458
+10% bound 0.3535| 0.5118| 0.3508| 0.3186| 0.1604
-10% bound 0.2892| 0.4187| 0.2870| 0.2607| 0.1312
Thesis data 0.3327| 0.4680| 0.3214| 0.2897| 0.1549

Table 3.1: Mean values of packet delay for each confimation run on easbeppath and other
data used to describe the confidence limits.

Given the nature of traffic and previous discussion (Se@idr3) about modelling it, it is also
informative to consider the KLD between the data used fotdter work and the confirmation
runs for the packet delay on each probe path. This is showralieT3.2. Since the KLD
is empirical, no assumptions need to be made about thebdistnns of the data whereas the
above could be misleading if large outliers were presene KhD is covered in more detail in
Section 6.3.1.

Dataset || Probe 1 | Probe 2 | Probe 3 | Probe 4 | Probe 5
Run1 0.0130| 0.0081| 0.0044| 0.0045| 0.0125
Run 2 0.0352| 0.0044| 0.0038| 0.0037| 0.0406
Run 3 0.0306| 0.0103| 0.0122| 0.0016| 0.0123
Run 4 0.0288| 0.0060| 0.0049| 0.0036| 0.0319
Run 5 0.0096| 0.0070| 0.0033| 0.0094| 0.0113
Run 6 0.0277| 0.0036| 0.0033| 0.0047| 0.0332
Run 7 0.0268| 0.0062| 0.0052| 0.0038| 0.0331
Run 8 0.0205| 0.0060| 0.0040| 0.0034| 0.0158
Run 9 0.1090| 0.0042| 0.0045| 0.0095| 0.3379
Run 10 0.0201| 0.0056| 0.0035| 0.0036| 0.0205

Table 3.2: KLD between the data generated in the confirmation runs aaditia used in the
rest of the thesis.

What the numbers in the Table 3.2 shows is that there is a legrgitnce between the empirical
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PDFs of the confirmations runs, and the data used used inghefrie thesis. The adds to the
confidence, gained from the previous results, that the dagd in the rest of the thesis does not

come from a particularly anomolous simulation.

3.7 Conclusion

The purpose of this chapter was to demonstrate how a netiidation and the subsequent
data processing may be carried out when performing work dwor& tomography. The
process was considered to be composed of three steps: ketivarlation, data extraction and
conversion and signal processing. Each step uses a diff@amguage and tool and although
there are many options available it is believed that the¢bain chosen is efficient yet flexible.
Through example code it was seen that it was necessary tdfikeszes small by generating
and retaining only pertinent information at each step toimise data processing time and
storage requirements. Finally, results from a set of cordiiom runs were presented. These
showed, using confidence bounds and the KLD, that the simonldata used in latter parts of

this thesis are not anomolous or outliers.
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Chapter 4
Single Gaussian based estimator

Introduction

This chapter explores the use of a single Gaussian didtoib(GA) to approximate the packet
delay distribution on both a link and a path in a network ag pam network tomography
algorithm used to detect bottleneck links. The use of a GAsuagested in [3] but problems
with identifiability [82] were raised and no comparison witther models has been carried out.
Within the framework of bottleneck link detection [3], theAGs compared with the method
of moments (MOM), which was first introduced in [1], with théms of, determining the
feasibility of using a GA in network tomography as a delayreator, finding the limitations of

both estimators, and providing a comparison of their penfonce in a set of scenarios.

This chapter is divided into four sections. The first sec{ir) reviews some of the statistical
properties of Gaussian distributions and examines sanga&dfrom a network which justifies

the later assumption that the GA is a suitable model for pag&kays. In the second section
(4.2) two previously proposed estimation algorithms andirttaccompanying detection

algorithms are discussed. In the third section (4.3), tieeaediscussion of some of the specific
details of the simulations, which follow the same method asd the same tool-chain as
described in Chapter 3. Included are the key parametershengtaisons for their choice. The
fourth section (4.4) presents a comparison of the two methming simulation results and

makes some observations based on the data gathered.

4.1 Areview of some properties of the Gaussian distribution

The Gaussian or normal distribution is a well known and wélhracterised distribution,
and is fully described by its two parameters, the mean, esgmted by, and the variance,
represented by2. The Gaussian distribution has one interesting propertichwis exploited

in this work. It is derived from the central limit theorem aitds that the Gaussian distribution

represents the limiting distribution for a sum of statialig independent random variables of
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any distribution, as the number of items being summed tema¥inity. This is useful because
it can be assumed that for a large data set, where multigdarss of data are being aggregated,
each with its own generating distribution, that the ovedaditribution will tend to a single
Gaussian distribution. With any distribution used in thierky the cumulative distribution
function (CDF) form is preferred for manipulation and studye Gaussian CDF is as shown

in equation (4.1).

fila) = % (1 + erf (%)) (4.1)

4.1.1 Justification for the choice of a Gaussian distributia as an estimator of
delay

Consider the CDFs of packet delays on some links in a netwack ss the one shown in
Figure 4.1. In this example, the delay on each of the fourslihks been defined to have a
specific minimum value: 10ms, 80ms, 100ms and 150ms respBctirhe distributions do not
appear to take the form of any standard parametric distabstsuch as Poisson, log-normal or
exponential; therefore using such a distribution as amedtir will always result in an error of
fit. Observe that the CDFs are not well separated with link&, Bnd 3 converging at around
F(z) = 0.72. A choice must be made as to which distribution will offer thesst fit (in terms
of least error) and be least difficult to estimate. A compl&stribution may offer an excellent

fit but at the cost of high computational complexity.

Considering the properties outlined above, a single Gaassiistribution is chosen to
approximate the delay distribution. Figure 4.2 shows thekptdelay on two paths plotted on
a QQ plot; this plots the given data against a normal didiiobuwith quantiles equal to that
of the data. If the data is normally distributed then the gmtimts will lie on the dashed line;
if it is not they will deviate from it. Probe 2 has a reasonabliyse fit to the Gaussian with a
small deviation at the upper and lower tails which is not yoeeted as it was earlier predicted
that the CDF was not a standard parametric distributionb@®fodeviates significantly at both
tails. The lower tail tends to a horizontal line which indes that there is an abrupt limit to
the distribution and that the CDF has a lower tail which isikinto that of Link 4 in Figure
4.1. This is because each path is formed from multiple linkictveach have have a minimum

delay; therefore each path has a minimum delay which appsasgieviation at the lower tail.
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It should be noted that a single Gaussian distribution ig-gafled distribution which implies
that events at the end of the tails of the distribution areerlikely than events at the end
of the tails of a long tailed distribution. The implicatioa that using the single Gaussian
distribution as a model for the delay distribution will rétsn over-estimation of the probability
of occurrence of events at the ends of the tails. Using a laibedt distribution would result in
theserare events having a lower probability of occurrence. Additibpahis implies that the

mean of the single Gaussian distribution should be treatddoaution as it is skewed hyare

events.
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Figure 4.1: CDFs of packet delay on each links in a 5 node network topoldtne difference
between the minimum delay of the bottleneck link, link 1,thedchext worst link,
link 3, is 50ms.

4.2 Estimation and Detection Procedures

Network tomography algorithms for bottleneck link deteatican be separated into two parts:
the estimation of the of the link data (the moments in MOM @& ®DF in GA), and the

detection of the bottleneck link.
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Figure 4.2: The data from paths 2 and 5 (thick line) of a 5 node network ltapo plotted
against that of a normalised Gaussian (thin line). Path 5edpes from the
Gaussian at the lower tail because of the minimum delay oingiatd.

4.2.1 The single Gaussian distribution

It is assumed that the distribution of packet delays on eadhdnd on each path can be
modelled by a single Gaussian distribution. Using equafibg) for the mean and equation
(4.3) for the variance, it is possible to estimate the patarseof path: from N measured

delays ¥ is thekt" delay on path).

1 N
=y ; Y (4.2)
N
F = =S Vi - ) (4.3)
n N k=1 Z

Using the least squares (LS) algorithm, which was introduneSection 2.4.1, it is possible to
convert path estimates into link estimates; equation @héjs how the delay on linkcan be
expressed using the estimates gained above in terms of ai@adsstribution and the elements
of the inverse routing matrix wherg ; represents the element in tié row and;*" column of
HL,
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P P
Xj o N iwihig, Y o3 - |higl?) = N(iix; , 0%) (4.4)
i=1 i=1

The CDF of the delay on link can be expressed as the standard Gaussian CDF using the
previously estimated parameters as shown in equation.(4H)e algorithm is shown in
Algorithm 1.

filz) = % (1 +erf (%)) (4.5)
J

Algorithm 1 GA estimation algorithm

1: for i = 1to P do
fit a single Gaussian distribution to delay values for patking equations (4.2) & (4.3)
: end for
: for j=1toLdo
estimate CDF of linkj using path estimates and LS as in equation (4.4)
end for

o ahwn

4.2.2 The method of moments

If no assumptions are made about the distribution of packketyd on a link or a path, it is still

possible to estimate the statistics of the path data usey{@M.

Using equation (4.6), the moment generating function (M@&H)ath: can be estimated from
N measured packet delays. Only the first 20 momentst(=e20) are estimated here unlike [3]
as it is expected that the volume of data required to get @nedute estimate of the higher order

moments may exceed the volume of data available.

N

— 1 :

My, (t) = + et (4.6)
k=1

Using the LS algorithm the estimated path MGF can be cordearni® an estimated link
cumulant generating function (CGF). Equation (4.7) showw the CGF estimate for link

is j formed. The algorithm is shown in Algorithm 2.
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P
Kx, =Y hij-log(My,) (4.7)
i=1

Algorithm 2 MOM estimation algorithm

1: fori=1to L do
estimate MGF of delay values for patlising equation (4.6)
: end for
: for j=1toLdo
estimate CGF of linkj using path estimates and LS as in equation (4.7)
end for

o ah wn

4.2.3 The Chernoff Bound

The MOM outputs a CGF estimate and therefore to detect thiéebetk link an algorithm
is required to compare link CGFs. This is unfortunate as ammpn of CDFs is preferréd
however there is no method to easily convert a CGF to a CDReads it is possible to use
the Chernoff bound as in [1] and shown in equation (4.8). Ther@off bound returng’;, the
probability of link j exceeding delay threshoid

Pj = P(AXVJ 2 5) § mint>0 (€_t6 . etKXj) (48)

The link with the highest value oP; is selected as the bottleneck link, however, there is a
problem in that the value of must be selected before computiftg. If the bound is sensitive

to the choice o, then the performance of the estimator could be obscuredby ghoice of

0. Itis expected that in a real scenario a rangesfarould be empirically derived. It can be see
from 4.8 that the value of the CGF parameteso has a bearing on the detection algorithm.
It was found that it is possible to lowerto 1 without any change of performance however this
result may be limited to the datasets used and the range afellag values contained within

them.

'CDF comparison is preferred because visually, it is muckeetsjudge the separation of links and the shape of
the CDF curve can give an insight into the spread of the digtion. This comparison could be accomplished using
the probability density function (PDF) but the CDF is usedtamplifies the CDFmax algorithm and conversion
from PDF to CDF is simple.
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4.2.4 CDFmax

Parametric estimation methods such as GA output a CDF dstiaral therefore to detect
the bottleneck link an algorithm is required to compare CD®&re the distributions always
Gaussian then the complementary error-function (erfcjctbe used but a more general method

is sought.

¢ is defined to be the delay threshold which is analogous to #teydhreshold used in the
Chernoff bound. More specifically, it is the value at whichadlthe CDFs are evaluated. The
& notation is retained because it serves the same purposefkm@as in the Chernoff bound.
The CDF of each link is evaluated atand the bottleneck link is picked to be the link with
lowest value. The link with lowest value &has the highest probability of having delay values
above the delay threshold and therefore its values of demjikely to be higher than that of
the other links. As with the Chernoff bound, if this algonths sensitive to the value éfthen
the performance of the estimator may be degraded. This sechy the detection algorithm
being unable to detect the bottleneck link from amongstetjospaced CDFs. Equation (4.9)
shows the evaluation dP; atd using similar terms and in a similar manner to equation (4.8)
The bottleneck link will be detected as the link with the Ieivealue ofP;.

P; = CDF;(6), je{1,2,..., L} (4.9)

4.3 Simulation details

The simulations used to evaluate the GA and MOM methods wertormed using the
tool-chain as described in Chapter 3. Presented in Tablaré.the key network and traffic
parameters which define the scope and form of the simulatitbese parameters are discussed

in further detail in subsequent sections.

Simulation time was chosen to be 5000 seconds to give a Buiaiy data set that could
be divided into blocks to perform averaging. In general,aklsize of 20 seconds was used,
giving 250 blocks for each simulation which allowed the agging of detection accuracy results
to reduce the effect of any outliers. This is a reasonablecgmb to take given that the data
used has been seen to be consistent and with low variakfigtion 3.6). The other option

would have been to use a shorter length simulation and ressesdt experiment in #Monte
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Parameter 5-node Network | 10-node Network
Added delay on bottleneck link 20ms, 50ms 50ms, 250ms
Added delay on normal links | 10ms, 80ms, 100ms 100ms
Link bandwidth on each link 1 Mbps 1 Mbps
Simulation Time 5000 s 5000 s
Number of pathspP 5 12
Number of links,L 4 9

CGF Parametet, 20 20
Number of probe packetsy 32000 32000
Probe packet rate 2 Kb/s 2 Kb/s
Probe packet size 40 Bytes 40 Bytes
Block size,B 20s 20s

Table 4.1: A summary of key simulation parameters used throughouthbss.

Carlo manner. The former, the approach used here, is less corqmatify expensive.

4.3.1 Topologies used

In this thesis, two topologies are used: the first comprisesdes, 4 links and 5 paths and the
second comprises 10 nodes, 9 links and 12 paths. These anedto throughout this thesis as
the 5 node and 10 node topologies respectively. The 5 noddogpshown in Figure 4.3 was
chosen to match that in [1] in order to compare results dige€he 10 node topology shown in
Figure 4.4 is an extension based upon the 5 node topologysetita determine robustness in
a more complex scenario. The 10 node topology was designieavia routing matrix (RM)

that is of full rank, as the 5 node topology does.

4.3.2 Link specifications

Each link in the simulated topology has a set of common, kegrpaters which are as shown
in Table 4.2.

Parameter Value
Directionality | Duplex
Symmetry Symmetric
Bandwidth 1Mbps
Queue length| 50 packets
Queue type Droptail

Table 4.2: Common, key link specifications used throughout this thesis
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Link 1

Path 1
Path 2

Path 3 .
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>

Figure 4.3: The topology of the 5 node network with 4 links (shown in red) & probe paths
(shown in blue). This is based on the topology used in [1].

In order not to over-simplify traffic flow modelling, bi-dietional (duplex) links are used.
Traffic can flow in both directions with the forward directiggenerally the direction of the
background and probe traffic, and the reverse directiongattiat of the acknowledgement and
routing traffic. A bandwidth of 1 Mbps is chosen as a feasihiedsbitrary value; it could be
greater to be more realistic but this is simply a matter ofisga The queue length is similarly
chosen to be sensible but arbitrary and the queue type isvtiiah most simply implements a

standard first-in first-out (FIFO) queue.

On each link, a delay was defined such that each packet pagsimggh the link would
encounter this delay. These values were selected to gimasos for the estimator and detector
algorithms of varying difficulty. This was necessary beeasslf-congestion on the links due

to background traffic alone could not produce a wide enougietyaof scenarios for testing.

4.3.3 Network traffic types

There are two types of traffic used in each simulation. The fuge is referred to as the

background traffic, data packets which flow between two tiresbnnected nodes and used
to ensure that links are operating at near capacity so trekem experience congestion and
queueing. The second type is referred to as the probe trd#fia,packets which follow the paths

defined previously and are used to measure the statistiopkpres of the network. Details
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Figure 4.4: The topology of the 10 node network with 9 links (shown inaed) 12 probe paths
(shown in blue). This is an extension of the 5 node topologydasigned such that
the routing matrix is of full rank.

about both types of traffic can be found below.

4.3.3.1 Background traffic

The background traffic on each link is chosen to be an aggoegaf user datagram protocol
(UDP) and transmission control protocol (TCP) packets nesgnting a mix similar to that of

measured network links (from sources such as [49]).

Parameter Value
Packet generating applicatign Pareto
Shape 1.5
Burst time 500 ms
Idle time 500 ms
Packet size 512 Bytes

Table 4.3: UDP agent specifications for generating background traffic.

Parameter Value
Packet generating applicatign  FTP
Packet size 512 Bytes
Initial window size 1460 Bytes
Upper window size limit 46720 Bytes

Table 4.4: TCP agent specifications for generating background traffic.
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The fixed load part of the traffic mix is defined using a numbddbfP agents running a Pareto
application to generate a base load of approximately 80 % 80the link bandwidth in order

to ensure self congestion on each link. The number of agen&ach link is in the range 1 to
5; the bandwidth of each link is 1 Mb and therefore the ratéhefRareto application is set to

between 200kb/s and 800kb/s. For these agents the pararastaas shown in Table 4.3.

The variable load part of the traffic mix is defined using a namtif TCP agents running a
file transfer protocol (FTP) application, for which a ratexnat be set, in order to ensure that
each link will be heavily loaded since TCP will adjust itsaledite to match that of the available
bandwidth. There are between 1 and 3 agents on each link. TReaBplication generates
packets with a size of 512 Bytes (inclusive of TCP/internetqgcol (IP) headers) and has an
initial TCP window size of 1460 Bytes (1 packet). Both theakigs are adjusted by TCP as it
segments packets to ensure most efficient use of availabtbnidn and also adjusts both send
and receive window sizes for the same reason. The spedifisafibr these agents are as shown
in Table 4.4.

4.3.3.2 Probe traffic

Probe traffic is generated using a UDP agent running a canbierate (CBR) application
which outputs unicast, 40 Byte packets, at a rate of 2 Kb/gedlace the correlation between
probe packets which may arise from each agent starting ataime time, there is a 1 second
delay between agent start times. As all packet streams nmua fixed length of time, they
are therefore staggered with respect to each other in tinhés dssumed that the network
statistics are stationary or close enough to stationarphabthis does not affect our algorithm

performance.

The probe rate and packet size are comparable with thosé;ithfly appear sensible choices
and are used here in order to directly compare results wibelpublished by Coates, Nowak

etal.

4.4 A comparison of the performance of GA and MOM

A method is defined as the combination of an estimation algariand a suitable detection

algorithm. In this thesis the nomenclature adopted is thatrhethod is referred to by the
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name or acronym of the estimation algorithm. The GA methothé combination of the
GA estimation algorithm and the CDFmax detection algorittnd the MOM method is the
combination of the MOM estimation algorithm and the Chefriboiund detection algorithm.

The GA method and the MOM method are compared using the thegricsas given below. Six
different simulation scenarios are used to perform the @tapn. The first scenario uses the 5
node topology (Figure 4.3), with 3 values of separation: 2080ms and 150ms. The second
scenario uses the larger, 10 node topology (Figure 4.4h sdparations of 50ms, 100ms and
250ms.

The performance metrics are:

e bottleneck link detection accuracy - how often will the nuethcorrectly identify the

bottleneck link?

e computational complexity - how many operations are necgdsaperform estimation

and detection?

e robustness - how does the detection accuracy change witigitiganetwork size and

separation value?

It was necessary to validate the operation of the MOM methsodllssubsequent methods are
compared against it, using the metrics noted above. Thdataih was performed by plotting
the cumulants in the rande, 200] and comparing with Figure 6 of [1]. The closeness of fit
observed, by considering both shape and scale, estabtissigtie implementation of the MOM
method used in this work was valid and suitable as a repratiemtof the method introduced

in the literature.

4.4.1 Bottleneck Link Detection Accuracy

In this section, the accuracy of bottleneck link detectisrpliotted against the value of the
delay threshold. The range ob is chosen to span the range of values in which the CDFs are
expected to lie, [0.1s, 0.25s]. When describing the vargmgharios, the separation is defined
as the difference in delay between the bottleneck link aechtééxt worst link. For example, if
the delay on the bottleneck link is 120ms and the delay onékéeworst link is 100ms then the

separation will be quoted as 20ms.
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Figure 4.5: Bottleneck link detection accuracy results for GA and MOMtie 5 node topology
with 20 ms separation.

Figure 4.5 shows the 5 node topology with a separation of 20mkis shows the main
difference between MOM and GA: MOM has a near constant pmidioce, here of
approximately 56% across all values @fwhilst GA is sensitive t@. GA is more accurate
than MOM with a good choice af with a peak accuracy approximately 8% higher than with

MOM. However, a poor choice afresults in very poor detection accuracy.

Figure 4.6 shows the 5 node topology with an increased ségaraf 50ms. Both methods
perform with increased accuracy due to the increase in agpar MOM now achieves 96%
accuracy and remains insensitive to the choicé @A also achieves 96% accuracy at its peak
and does so over a wider range compared to Figure 4.5. Whésadcuracy for GA does not

drop below 50% over the plotted range®fthe trend suggests that this would roll off to zero.

To gain some insight into why GA is sensitive to the valué abnsider Figure 4.7 where the
estimated link CDFs for the 5 node topology with 50ms sepanaire shown. The CDFs are
plotted only over the normal range 6fto enable a clearer view. It is clear that the bottleneck
link, Link 1, has in general a lower value than the others Wintlicates that it is the bottleneck.

Note that the curves cross at various points and that at atraaybvalue of § the bottleneck
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Figure 4.6: Bottleneck link detection accuracy results for GA and MOMtie 5 node topology
with 50 ms separation.

link may not always have the smallest value of CDF. The CDBs t#nd to converge at the
upper and lower values of the threshold which gives a reason®A appears to be sensitive
to choice of threshold at the endpoints of the range - themeti€nough separation to enable a

robust selection of the bottleneck link.

The final scenario for the 5 node topology is that with a largpasation of 150ms. Both
methods achieve 100% accuracy which is expected with 158peation. The bottleneck link
CDF is well separated from that of the other links and is tfozeeeasier to detect, even with

poor estimation.

From these three figures, it can be seen that GA is a suitabierochdor this scenario and
that it can achieve higher detection accuracy than MOM. Witbw separation between the
bottleneck and the next worst links it is sensitiveé ighich is not the case with MOM. Although
it does show a small amount of variation, it is not of the saosesas that of GA, at worst, the

variation is roughly 2% over the range &f

Figure 4.8 shows the larger, 10 node topology with a separaif 50ms which is the most
challenging scenario for any method. MOM accuracy is zerallvalues ofd which is

consistent with the previous results. This may indicatepttesence of a minimum separation
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Figure 4.7: Example link CDFs estimated using the GA estimation algorifor the 5 node
topology with 50ms separation.

required for MOM to operate. GA achieves a peak accuracy & bt has a steep roll off on
either side. Given the reasonably high accuracy of botlmedtirs in the 5 node topology with
the same separation, it was expected that the accuracy leid fae similar but it appears that

moving to a larger topology has reduced the effectivenesotf methods.

Figure 4.9 shows the 10 node topology with 100ms separatidndaplays an unusual result
for both estimators: MOM accuracy is constant at just und6 3vhilst GA achives a peak
accuracy of 100% with a large range, greater than that ofrEigL6; the roll-off is comparable
to that seen in Figure 4.6 at the higher end of the range. Thealcuracy of MOM may

provide more evidence that there is a minimum separatioasseey for the method to perform

well.

The final scenario for the 10 node topology is one with 250npausgion and it is found that
the results are identical to those of the 5 node topology Wiabms, namely, 100% accuracy
for both methods. This is interesting because it illusgdbtat 100% accuracy can be achieved

in the 10 node topology, but that it requires a larger sefmrdhan with the 5 node topology.
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Figure 4.8: Bottleneck link detection accuracy results for GA and MOM tfee 10 node
topology with 50 ms separation.

4.4.2 Computational complexity

Two methods are used to compare the computational compleeguired by both methods.
The first is to derive a formula in terms of the key parameterstlie number of add (ADD)
and multiply (MULT) operations required to perform estimoatand detection on one block of
N data. The second is to measure the mean time required. Thalexity formulae for both
methods are derived from the code of the MATLAB implemeuwtadi the algorithms and are

shown in Table 4.5.

Method MULT ADD
GA L7 +3P)+ P(N+2) | 30L+ L(P —1) + 3PN
MOM | Pt(2N +1)+ L(5t+2) | PtN + LP + (L —1)!

Table 4.5: Complexity formulae for the number of operations required Hoth methods in
terms of the number of sample¥), the number of links(), the number of paths
(P) and the CGF parametet).

It can be seen that the complexity of both methods scalesthdtimumber of data sampley,
and the size of the networl, and L. Additionally, MOM scales with the CGF parametethe

number of cumulants estimated. The accuracy of the MOM asiim algorithm is therefore
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Figure 4.9: Bottleneck link detection accuracy results for GA and MOM tfee 10 node
topology with 100 ms separation.

dependant upon it. It was previously noted that empiric@istthent can be used to reduce the
complexity and in the scenarios used in this thesis1 will work. In order to retain flexibility,

to cope with variable data ranges which may require a largkrevoft, the value is fixed at 20.
Table 4.6 shows the number of operations required by bothadstfor the 5-node network in
processing one 20 second block of dat.is calculated a$B x 2 Kb/s)/40 Bytes = 128
whereB is the block size in seconds, 2 Kb/s the probe traffic dataaiate40 Bytes the probe

traffic packet size.

Method | MULT | ADD
GA 1058 | 2056
MOM 26,108 | 12,826

Table 4.6: The number of ADDs and MULTSs required by both methods to paréstimation
and detection on one block of delay samples.

GA is approximately an order of magnitude less complex thaaMvin both ADDs and
MULTSs. It is probable that there is a connection betweendhi the fact that GA estimates an

order of magnitude fewer parameters than MOM.
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4.4.3 Robustness

Another useful metric to know is how both methods behave avttume of data available to
them decreases. To view this, consider the accuracy plafjaihst the probe packet rate as

shown in Figure 4.10.
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Figure 4.10: Bottleneck link detection accuracy results for variousneator rates for both
MOM and GA using the 5 node topology, 50ms separationjaad).16.

Using the 5 node topology, a separation of 50ms &nrd 0.16, the value at which the best
accuracy was shown in Figure 4.6, the results of reducingitimber of probe packets in the
network from 2 Kb/s to 0.25 Kb/s can be observed. The resul? #§b/s is identical to that of

Figure 4.6, as expected, and it is seen that GA always hashégicuracy than MOM although
often only by a small margin. This could be due to MOM estimgtiigher order moments and
therefore requiring a larger number of delay samples antthigavalue ofé was equal to that

where the peak accuracy occurred. It also appears that betihoais are more robust to this

reduction in data than they are to lowering separation.

Figures 4.6 and 4.5 show a degradation in MOM accuracy freshyader 100% to just over
55% as the separation decreases. Figure 4.11 shows sontiersaddiesults using the 5 node
topology, withd = 0.15, which suggest that accuracy is not linearly related to isejme. It

can be seen that to get 100% accuracy, a large separatiaquisae (150ms) whilst to get close

to this (98%), only 60ms is required. This suggests that ieruracy of less than 100% were
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acceptable then MOM can be competitive with GA.
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Figure 4.11: Bottleneck link detection accuracy for MOM for the 5 nodeotogy with
separation values of 20, 40, 50, 60 and 150ms with 0.15.

4.5 Conclusion

In this chapter two estimation and two detection algoritheege introduced. Two methods
were formed from appropriate combinations of estimatiod datection algorithms and their
performance in six scenarios was compared. Based uporefiett link detection accuracy
it could be concluded that MOM is preferable because it hascuracy which is robust
to changes in delay threshold so long as the separation &egréhan a minimum value.
Based upon computational complexity and robustness, GAappreferable because it is less
complex and still performs in the most challenging scenwiikh careful choice of threshold.
By considering all metrics a more complete picture appetdrsomputational complexity is
the largest constraint then GA is preferable but it necatest choosing the delay threshold
carefully; if an optimum choice of threshold is not availldr impractical then MOM is

preferable but it comes with the cost of higher delay separatespecially in a larger network.
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Chapter 5
Gaussian mixture models

Introduction

This chapter explores the idea of extending the GA algoritbrmake use of a more flexible
distribution, namely a univariate Gaussian mixture mod&VM) distribution. The use of

mixture models is introduced in [60] where the authors usgxiti discrete/continuous mixture
model and in [5] where the authors use an exponential mixtuwdel. Three new estimation
algorithms are introduced: the raw transform (RT) whichdedias a lower bound for bottleneck
link detection accuracy, the Sum-of-Gaussians B (SOGB)¢lwis a GMM-based extension
of RT and the Sum-of-Gaussians A (SOGA) in which the singlassen distribution in GA is

replaced with a GMM. Once paired with suitable detectioroatgms, the performance of the
new methods is shown alongside that of GA and MOM using theessganarios and metrics

introduced in the previous chapter.

This chapter is divided into four sections. The first secfiori) examines the key properties of
a GMM and comments on those which are most of use in this wakhle. Second section (5.2)

introduces the new methods using the estimation algoritthessribed above and the existing
detection algorithms. The third section (5.3) provideskég simulation parameters necessary

to recreate the results which are shown and discussed imthleséction (5.4).

5.1 Areview of key properties of univariate GMMs

A univariate GMM is a probability distribution which is formed from the addit of two or
more univariate Gaussian distributions, which are retetcefrom here onwards as elements.
Each element is fully described by its mean, variance andhteihe mean and variance are as
for any Gaussian, the weight indicates how significant tl@ment is to the GMM. An example
of a GMM PDF with three elements defined/&$—3, 1) weight=0.3,\/ (0, 1) weight=0.3 and

1A GMM is described as a sum-of-Gaussians distribution inesgiapers although they are identical concepts.
In this thesis, the mixture model nomenclature is used.
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N(2,0.25) weight=0.4 is shown in Figure 5.1. The advantage of using aMGbIthat with
a sufficient number of elements, a GMM is flexible enough to ehadh arbitrary distribution.
The choice of the number of elements to use must be ragaktori - too few elements will
result in underfitting where the approximation to the givéstrébution will be poor, too many
elements will result in overfitting where either elementshwamall weights or nearly identical
elements may occur. The fitting of the elements is done viaxpectation maximization (EM)

algorithm [53], an iterative, successive approximatiagoathm.

The disadvantage of using a GMM is that it is not possible terdgine which element should
be associated with which link when a GMM is fitted to path d#tés is where LS must be
used. Given that the exponential mixture model algorithnofday estimation was introduced
in [5] there is some justification for using mixture modelfielchoice of the GMM is based on
the desire to extend the GA method which had shown promisarfppnance in the previous

chapter.

035 T T T T T

0.3

0.25

0.1

0.05F

>

Figure 5.1: An example of a GMM PDF with three elemen§¢—3, 1) weight=0.3, (0, 1)
weight=0.3 and/\/ (2, 0.25) weight=0.4. The GMM PDF is shown in blue, the
individual element PDFs are in red.
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5.1.1 Convergence

Unfortunately, the iterative nature of the EM algorithm dead to large computation times
when attempting to fit a GMM to empirical data. To restrain th@ximum computation time,
the EM algorithm is restricted using both a convergencetliamd a maximum number of
iterations. The algorithm is stopped when either limit isdleed. The iteration limit, the
maximum number of iterations the algorithm may perform, pedfied in advance. When
the limit is reached, the values for that iteration are talerthe result. The second limit is
a convergence limit and is also specified in advance. Becddgs&M algorithm tries to fit
a mixture model to the data, it is possible that it will nevexdfia mixture with gperfectfit.
The convergence limit is a value which is compared to thewutpsuccessive iterations. The
algorithm is stopped when the difference between sucaedsikations is lower than the limit.
With both limits, it is assumed that the algorithm will conye asymptotically to a solution.
The algorithm is not gauranteed to converge for an arbitataset, or to converge to the global
optimal. It may diverge from the starting value, away frora tilobal optimum. In this case the

results may not be usable.

In this thesis both limits were chosen empirically. This velme after observation of the
algorithm being applied to the datasets and each limit sefjuso allow the algorithm to
converge upon a usable set of parameters. The startingsvalaee similarly chosen. The
means were theé0t", 50" and90*" percentiles of the data, the variances that of the data and
the weightsl /3.

5.2 Estimation and detection procedures

In this section three new estimation algorithms are intoetli SOGA and SOGB are GMM
based extensions of other algorithms while RT provides atdvound on performance. The
detection algorithms which were introduced in the previobhapter can be directly coupled to

the estimation algorithms introduced here.

Whilst the GMM nomenclature is used throughout this worke thaming of two of the
algorithms (SOGA & SOGB) is based upon the alternate suiGanissians nomenclature.
Since SOGA & SOGB were used in a published paper [83], thatim@ans retained here
for comparison. In addition, the SOGA algorithm was the ficsbe worked on hence the A

designation. However, it is easier to illustrate the use GMM by comparison to an existing
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algorithm (RT) therefore SOGB is introduced before SOGA.

5.2.1 The raw transform

The RT is, conceptually, the simplest algorithm for estingthe distribution of delays on
links and, as such, can be used as a benchmark against witichnfrare other algorithms. The
operation of RT is illustrated in Figure 5.2, described fatyin Algorithm 3 and operates as

follows.

First, the path delay sampl&s . .. Yp are constructed by taking the mean of the packet delays
on each path over the size of the block. In this work, a blogk sif 1 second is used. For a
block of sizeB;, the estimated mean of pathin any block is given by (5.1) wherg;, is the

k*" delay on path. Secondly, the path samples are transformed, using LS ais&t of link
estimates,X; ... Xy. Using the nomenclature from the GA method (Section 4.213yhich

the element off ! corresponding to pathand link;j is h; ;, the estimate for link, X;, can be
given by (5.2). Finally, a histogram is constructed for elick which approximates the PDF

of the packet delays on said link.

1 &
=g 2 Y (5.1)
k=1
e P
Xj=hij > Y (5.2)
i=1

The RT performs a low volume of manipulation on the data, imparison to other methods.
There is no assumption of an underlying statistical digtidn for the delays on any path, or
link, akin to the MOM. The manipulation performed is simpkegaging - the construction
of the blocks - and the transformation from path to link esties using the LS algorithm. If
the assumptions that the delays on each link are indepelad@ahthat the LS algorithm can
transform between path and link estimates without errortare, then the RT should give
the most accurate representation of the link data possitdeteerefore the highest bottleneck
link detection accuracy, assuming a suitable detectiooirlgn is used. The performance
of RT therefore relies more heavily on the inverse routingrmdahan other methods, and is

consequently more susceptible to errors in the inverse dittaer methods. Possible problems
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Mean value of 1 block of delays
-1
X H =
Y, X
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Packet Delays on Path 1

Figure 5.2: An illustration of the RT algorithm. The path 1 estimatg, is the mean of the
delay over one block. The block shown is 5 delay values inthetigis B; is 5.
The link estimates(; ... X, come from the transformation by LS of the set of path
estimates; ... Yp.

with the LS algorithm, related to the use of the pseudo-swewere discussed in Section 2.4.1.

5.2.2 The Sum-of-Gaussians B

The histogram used in RT is at best a crude method to appréxithe PDF of the link
packet delays and may require a large volume of data to genargood estimate. In the
Sum-of-Gaussians B (SOGB), the first stage of the RT, thergBae of the link samples is
used. Instead of the histogram estimation, a three elementf = 3) GMM is is fitted to
the link estimates using the EM algorithm. The generatiotheflink estimatesY; from the
path delay samples is as given in (5.1) and (5.2)= 3 is chosen to give some flexibility
to the GMM but also to keep computational complexity reabbnbow. One disadvantage of
SOGB over RT is that fitting the GMM requires multiple blockslata whereas RT could add a
histogram estimate after each block was processed; inhtésss both the histogram and GMM
are given the same number of blocks of data to allow likelif@-comparisons. A procedural

description of the SOGB algorithm is given in Algorithm 4.

5.2.3 The Sum-of-Gaussians A

In a similar manner to the way in which the RT was extendedno the SOGB, it is possible to

extend the GA method, in which it was assumed that the delaaoh path could be modelled
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Algorithm 3 RT estimation algorithm

1: for B = 1 to number_ of _blocks do
22 fori=1toPdo

3 compute the path delay sampte as the mean of the packet delays on link this
block using equation (5.1).

4: endfor

5: end for

6: for B = 1 tonumber_of_blocks do

7. for j=1toLdo

8: compute link estimaté(; by converting path samplés ... Yp for block B using LS
as in equation (5.2).

9: add link estimateX; to histogram for link;.

10:  end for

11: end for

12: use link histograms as approximations for link PDFs.

Algorithm 4 SOGB estimation algorithm

1: for B = 1 to number_ of _ blocks do

2. fori=1toPdo

3 compute the path delay sampte as the mean of the packet delays on link this

block using equation (5.1).

end for

end for

: for B = 1tonumber_of_blocks do

for j =1to L do
compute link estimatel; by converting path samplés ... Yp for block B using LS
as in equation (5.2).

9: end for
10: end for
11: fit a GMM of sizeJ to each link estimate to generate a CDF for each link.

© N o g R

by a single univariate Gaussian to form the Sum-of-Gauss#afEOGA), where the path delay
is modelled using a GMM.

If it is assumed each link is modelled by a single Gaussiatmildigion, then it can be assumed
that any path which is composed bf 2 connected links will have a distribution which is a
GMM. As the number of links which compose the path increades central limit theorem
predicts that the delay distribution will tend to that of agle Gaussian distribution. Here, it is
assumed that the number of links which comprise any pathwislmough that the assumption
about modelling paths using a GMM holds. In this case, tHedistribution may be estimated
by fitting a GMM to the path data, computing the contributiooni each combination of

elements, and transforming using the LS algorithm.
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This algorithm (shown using the normal algorithmic notatim Algorithm 5) can be best

described by the following steps:

1. Fita GMM ofJ elements to each path using the EM algorithm.

2. Create a combination table which shows on each row, whidiheo.J elements will

represent each of thié paths and the joint weight of all the elements for this corabaon.

3. Rank the combinations (i.e. sort the rows of the tablesrtdnding order of joint weight.

The number of rows in the table may be limited to fhéeaviest if desired.

4. Generate a GMM for each link which has a contribution fraotecombination (i.e. each
row) where the mean and variance have been transformed USiagd the weight is that

of the joint weight of the combination.

o1

. If necessary normalise the link estimate to ensure a . This is necessary if the

number of combinations has been limitedito

Algorithm 5 SOGA estimation algorithm
: fori=1to P do

A

2. fit GMM of size J to each path;

3: end for

4: for Q =1toT do

5. compute table of combinations where each path is repraséytene element
6: compute joint weight for each combination

7: end for

8: if constained such that < J¥ then

9: normalise weight metrics to sum 1o

10: end if

11: for i =1to L do

12z forQ=1toT do

13: compute contribution td. from combination?) using LS as in GA
14:  end for

15: end for

As an example, assume that there is a network in which thereaar paths, each fitted with a
GMM of three elements which have parameters as shown in EableThe combination table

would be as shown in Table 5.2 where the joint weight is thelpco of the weights of each

20ne reason for limiting td” rows is to reduce the complexity in a large network where t&sjble number of
rows increases quickly with the number of links.

72



Gaussian mixture models

choice of element in that combination. For example, comina? uses element 3 (weight
0.12) to represent path 1 and element 1 (weight 0.44) to septepath 2. Therefore the joint
weight for this combination i8.12 x 0.44 = 0.0528.

Path | Element | Mean | Variance | Weight
1 1 B o7, 0.70
1 2 H1,2 0'%72 0.18
1 3 11,3 o7 3 0.12
2 1 B2, 031 0.44
2 2 12,2 039 0.18
2 3 12,3 03 4 0.38

Table 5.1: The parameters used in the SOGA example in Table 5.2.

Combination | Path 1 Element| Path 2 Element | Joint Weight
1 1 1 0.3080
2 1 2 0.1260
3 1 3 0.2660
4 2 1 0.0792
5 2 2 0.0324
6 2 3 0.0684
7 3 1 0.0528
8 3 2 0.0216
9 3 3 0.0456
\ \ Total \ 1.0000|

Table 5.2: An example of a SOGA combination table showing the elemeitechnd the joint
weight for each combination (row).

The link estimates in this example would havé = 32 = 9 contributions, one corresponding
to each row in Table 5.2, with the path parameters beingfivamed to link parameter estimates
with LS.

The combinatorial step, adding the contributions to eatkdistimate from each combination,
is necessary because the GMM estimafeslements (3 in this work), but does not indicate
which link each element should be associated with. Note lt&atan transform only one
element for each path at a time, and that it provides a methadgign a contribution to each
link from each path. It is assumed that the bottleneck linknuhates any path which it is a
part of, and that the weight associated with the bottlenéeent will be high in comparison

to the other elements. This would lead to a heavier weighhéndombination table, and a
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more prominent contribution to the link estimate. Therefdhe GMM implicitly clusters the

estimates from each contribution.

Were the process assumed to be ideal, i.e., the LS transfarodiiced no error, and each
link was faithfully modelled by a single Gaussian distribat then it could be expected that
SOGA would generate a number of identical Gaussian distoibs for each link. In effect, the

algorithm would be clusteringlentical estimates for each link into one estimate.

5.2.4 Detection algorithms

In Section 4.2 CDFmax and the Chernoff bound were introduaedietection algorithms
suitable for use with GA and MOM respectively. Like GA, SOGRT and SOGB have
an output which is compatible with CDFmax so it can be usedhi form in which is

was introduced. It must be noted that whilst RT generatest@dram estimate of a PDF,

transforming a PDF into a CDF requires only basic manipoiati

5.3 Simulation details

The scenarios used in this chapter are identical to thostingbe previous one: two network
topologies with three values of delay separation for eapbltmy. This allows a comparison
of the methods introduced here with the results for GA and MOKe methods are defined
here in the manner they were for GA and MOM: the RT, SOGB and A@fethods are the
combinations of, respectively, the RT, SOGB and SOGA estirsavith the CDFmax detector.
Key parameters which relate specifically to the methodsdhiced in this chapter are as shown
in Table 5.3, the key parameters given in Table 4.1 remaimamged. The values of the EM
convergence and iteration limits were deduced by empidbakrvations. The algorithms were
run with initial limits which were then altered to accommuelaases where convergence did

not take place.

5.4 Results

The results shown below use the bottleneck-link detectamui@cy, computational complexity

and robustness metrics introduced in Section 4.4 to allawcticomparison between all
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Algorithm Parameter Value
SOGA Rows in combination tablel, JP
SOGA, SOGB EM convergence limit 0.01
SOGA, SOGB EM iteration limit 1000 cycles
RT, SOGB Block size 1 second
RT Number of blocks per histogram 20
SOGB Number of blocks per GMM 20
SOGA, SOGB| Number of elements per GMM/| 3

Table 5.3: Algorithm specific parameters for RT, SOGB and SOGA usedsrttibsis. These
parameters were chosen based on empirical observations.

methods. When describing the various scenarios, the depata defined as the difference
in delay between the bottleneck link and the next worst lisr example, if the delay on the
bottleneck link is 120ms and the delay on the next worst lnkQOms then the separation will

be quoted as 20ms.

5.4.1 Bottleneck link detection accuracy

100 1
90 1
80 1
701 1

60f 2 MOM |

%I soGB SOGA 1

40} — g

30 B RT \\ 7 i

20

Bottleneck Detection Accuracy (%)

10t 1

0.1 0.15 0.2 0.25
Delay Threshold (s)

Figure 5.3: Bottleneck link detection accuracy results for GA, MOM, ROG& and SOGB for
the 5 node topology with 20 ms separation.

Figure 5.3 shows the 5 node topology with 20ms separatiomenthe bottleneck link detection

accuracy of all five methods is plotted against the value etiélay threshold. RT is the least
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accurate method; it's simplistic and achieves a peak acguwhjust under 40%. SOGB shows
an improvement of up to 10% over RT as is expected from the mamglex modelling of the
link CDFs. Both GA and SOGA achieve approximately 63% acoyed their peak with only a
small variation between them; this figure is greater thabfthraVlOM (56%) although it occurs
within a narrow range ob. Given its greater complexity, SOGA may have been expeded t

perform better.

30 |

20 b

Bottleneck Detection Accuracy (%)

10t 1

0.1 0.15 0.2 0.25
Delay Threshold (s)

Figure 5.4: Bottleneck link detection accuracy results for GA, MOM, ROG& and SOGB for
the 5 node topology with 50 ms separation.

Figure 5.4 shows an increased separation, now 50ms, andmoviement in the accuracy of
all methods. GA and SOGA have near identical accuracy andagrerform MOM’s near
constant accuracy of 97% although only by a slim margin ait theak; the peak range has
increased to roughly twice that of Figure 5.3. RT remaindéhst accurate method with a peak
accuracy of 65% whilst SOGB performs better with a peak ofaxmately 72%. The roll-off
rate of GA and SOGA has decreased in comparison to Figure |il8 what of RT and SOGB

has remained roughly constant; as before, MOM appears trabtize choice ob.

Figure 5.5 shows the largest separation, 150ms, used in thed® topology. The best
performing methods from the previous two figures, GA, SOGA &OM exhibit 100%
accuracy regardless of This is not unexpected given the separation is large whempeaoed

to the delays of the non-bottleneck links. RT is the poorestgpming method but achieves
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Figure 5.5: Bottleneck link detection accuracy results for GA, MOM, ROG#& and SOGB for
the 5 node topology with 150 ms separation.

approximately 92% accuracy outside the lower tail, and exiprately 95% at the upper tail.
SOGB exhibits a similar performance to RT at the upper tdildnes not drop below 92% at

the lower tail.

These 5 node topology results exhibit the same trend as sedhei previous chapter.
As the separation between the bottleneck link and the nexstwimk increases, so does
the performance of the tomography methods. There appedoe tdtle difference in the

performance of GA and SOGA in these scenarios despite thheased complexity of SOGA.

Figure 5.6 shows results for the most challenging of thea@xarios used, the 10 node topology
with 50ms separation. GA and MOM exhibit poor accuracy, @iaat with observation from
the previous chapter. RT and SOGB perform better with peakiracies of 15% and 25%
respectively. RT also exhibits performance over a greatege ofs than GA despite having
a similar peak accuracy but is itself outperformed by SOGBadth peak accuracy, 25%, and
range. SOGA exhibits the most surprising result, a peakracgwf 95% which is in marked
contrast to GA; both performed similarly in the 5 node togpgio That said, there is a high

sensitivity tod with a steep roll-off.

The shape of the curves of the parametric methods in Figrés Similar to that in Figure 5.4
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Figure 5.6: Bottleneck link detection accuracy results for GA, MOM, ROG#& and SOGB for
the 10 node topology with 50 ms separation.

although here they have better accuracy at lower valuésaoid both GA and SOGA achieve
a peak accuracy of 100%. The order of SOGB and RT is as befdheRii achieving a peak
accuracy of 50% whilst SOGB achieves approximately 85%h bbthich are more accurate
than MOM. MOM is robust to changes #rbut achieves only 30% accuracy, an increase on the

results shown in Figure 5.6.

Figure 5.8 shows all methods with an accuracy of 100% for pathe range ofé. SOGB
experiences a slight reduction in accuracy at the loweregln the range with an accuracy of
97% até = 0.1 which increases to 100% &at= 0.13. RT has an accuracy of 100% where
6 > 0.2 but below this is sensitive to the threshold and has a ste@pdse from an accuracy
of 8% aty = 0.1 to its peak.

The 10 node topology results show a similar trend to that ef3mode topology in that as
the separation increases, so does the peak accuracy dieainaeach method. One notable
difference is in the excellent performance of SOGA with a kseparation; this was almost
indistinguishable from that of GA in the smaller topologyaditvalues of separation. Note that
the previous top performer, GA has a lower accuracy than Bdthnd SOGB indicating a lack

of robustness to the increased size of the network.

78



Gaussian mixture models

40t 8

sl MOM |

Bottleneck Detection Accuracy (%)

O L L
0.1 0.15 0.2 0.25

Delay Threshold (s)

Figure 5.7: Bottleneck link detection accuracy results for GA, MOM, ROG& and SOGB for
the 10 node topology with 100 ms separation.

It may have been expected that the RT algorithm would actdevaccuracy higher than many
of the other algorithms in these scenarios. It is simplistiihie sense that it does not modify the
data or attempt to fit it to any distribution. Therefore, ifiis assumed that the LS transform
was ideal and introduced no errors then it would be expeaeanitput a near-ideal link CDF
representation - near-ideal as the binning process of s$tedram step will introduce a small
error. A near-ideal set of link CDFs coupled with a detectdgorithm like CDFmax would be
expected to achieve a high accuracy but instead the oppssiteown, a rather poor accuracy
even with a large separation. As was discussed earlieri@®e2i4.1), the L2 pseudo-inverse
used in LS is not perfect for this problem and here some ecelar that is seen. Based on
the results above, it would not be unreasonable to assunufteeence between the expected
accuracy of RT and the measured accuracy can be attributeiais introduced by LS. This
error may be somewhat mitigated when using the parametribads such as GA and SOGA

as they employ an implicit averaging by extracting onlyistets about the path data.

5.4.2 Complexity

Determining the complexity of the SOGA and SOGB algorithmghe same manner as in

the previous chapter is difficult because of the use of ssdeespproximation in fitting the
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Figure 5.8: Bottleneck link detection accuracy results for GA, MOM, ROG& and SOGB for
the 10 node topology with 250 ms separation.

mixture models and therefore it is hard to give a good estgnwhtthe number of operations
required to perform amverageestimation and detection. The metric used here is the mean
time for the estimation and detection of 20 seconds worthatd.dThe mean is computed over
three 20 second blocks with each block using a differentevaliy to reduce the chances of
any outliers caused by a dependency on the delay threshiédreBults for both topologies are

shown in Table 5.4. Specifications for the machine used tmperthe work are to be found in

Appendix A.
Method | Time - 5 node topology | Time - 10 node topology
GA 3.5ms 10.0 ms
MOM 8.5ms 58.0 ms
SOGA 268.0 ms 3740.0 ms
RT 3.1 ms 4.0 ms
SOGB 6.1 ms 11.0 ms

Table 5.4: Mean computation times for the estimation and detectiomef2 second block of
data using each of the five methods discussed in this chaptboth topologies.

As could be expected, SOGA has a greater computational e the other methods for

both topologies - approximately two orders of magnitudeatgethan the next most complex

method, MOM. This can be attributed to two factors: one, iplys a computationally
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intensive successive approximation algorithm (EM) and,twohas a large number of
combinations to compute in order to generate the output ADE.effect of EM can be seen in
SOGB which requires approximately twice the length of tiattRT does; both algorithms
perform the path estimation and transform stages in anicninanner so any differences
can be attributed to the output distribution generatiorgesta In the previous chapter, an
analytical result for GA suggested the difference in comipjebetween the 5 node and 10
node topologies was approximately one order of magnitutereas here it appears to be less.
This can be attributed to a mismatch between the derivaticheoanalytical result and the
executing of the code in MATLAB. The code will, almost cenlgi undergo some form of
optimization by MATLAB at runtime, parallelization and wedzation for example, which
will result in observed mismatch. Another explanation, ethwill also contribute to the
mismatch, is that the derivation is partly erroneous. Thévdton was performed by hand for

each method which may have also led to inconsistencies batmethods.

5.4.3 Robustness

Robustness may be considered a useful metric when evagutiten different methods. A
method may be efficient on a small scale, but to be useful it rensain efficient as the network
size inceases. To gain an insight into the scaling progeriiable 5.5 shows the ratio of the

computation time for the 10 node topology to the 5 node tappfor all methods.

Method | Ratio
GA 2.86
MOM 6.82
SOGA | 13.96
RT 1.29
SOGB 1.80

Table 5.5: Ratios of the computation times of the 10 node to the 5 nodéoigips.

Itis expected that a robust method will have a ratio closavti tmplying that it scales linearly
with the number of nodes; some methods may have a ratio |dveer two which would be
an advantage in larger topologies. GA and SOGB have ratmsedo two (2.86 and 1.80
respectively) while RT is lower at 1.29 indicating good retmess to scaling in these scenarios.
SOGA is the least robust of all the methods with a ratio of tondtdch may arise from the

non-linear increase in the size of the combination tablsfé to 312 rows.
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5.5 Conclusion

In this chapter three new methods for network tomographyevitroduced: RT, SOGB and
SOGA. It was demonstrated that it is possible to extend iegisihethods to make use of
the flexibility of Gaussian mixture models and that these peovide improved bottleneck
detection accuracy although at a cost of computational texitp. Complexity and robustness
to scaling were considered and it was shown that there is dimear increase in the complexity
of GMM-based methods compared to the number of nodes in theorle which poses a

significant problem to using SOGB and SOGA in larger topasgi
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Chapter 6
Extended methods

Introduction

This chapter is concerned with finding improvements to nesfy introduced methods. The
improvements come in two areas: estimation algorithms atelction algorithms. In the area
of estimation, two new algorithms are introduced, both Hasethe Pearson, a flexible family
of four parameter distributions. One algorithm uses the$tatype-1 distribution (PRS) in a
parametric manner, similar to GA whereas the other algeritombines it with MOM to create

a hybrid-parametric algorithm. In the area of detectioroatgms, the possibility of using the

Kullback-Leibler divergence (KLD) as part of a detectiogaithm to remove dependence on

a-priori choice of the delay threshold, is examined.

This chapter is divided into five sections. In the first sett{®.1) a review of the key
properties and definition of the Pearson distribution fsinsl provided. The second section
(6.2) introduces two new estimation algorithms based orPiR8&. In the third section (6.3) a
new approach to detection algorithms based upon the KLDam@ed. In the fourth section
(6.4) the parameters of the simulations used to providelteeare defined before the results

themselves are presented and discussed (6.5).

6.1 A review of some key properties of the Pearson distributin

family

The PRS which is used later in this chapter comes from thesBedamily* of distributions
which are a set of related distributions defined by four mamand therefore allow a greater
flexibility in the shape of the distribution they describarithe two parameter distributions (i.e.

the single Gaussian distribution) considered previously.

This is may be referred to as the Pearson system in sometliteraut is identical. We use the Pearson family
nomenclature in this thesis.
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There are twelve defined distributions in the Pearson faarity they were originally developed

in order to model data with noticeable skew. Of the twelvéritistions, one has already been
covered in this work, the type V, of which the single Gaussisstribution is a special case. Itis
named in the Pearson system to show its relation to the othest Other known distributions

such as the Beta prime distribution (type VI) and the gamrsaildution (type I1l) come from

the Pearson system and later acquired their now more comares

All of the distributions in the Pearson family can be desedibusing two values; and (..

(1 is defined as the square of the skewness whefeds defined as th&raditional kurtosis.
Kurtosis is more normally described either using cumulantas the fourth standard moment
about the mean divided by the variance squared, minus thiemcorrection by 3 is to ensure
that the kurtosis of a single Gaussian distribution is e¢uél. Clearly this leads to ambiguity
when describing’s so to avoid any such ambiguity or confusion, (6.1) descrtheskewness

and (6.2) describes the kurtosis as computed in this workis altlows 35 to be defined as

B2 =2 + 3.

T | (6.1)
K§/2 o3
R4 Ha
==t 6.2
Y2 H% 0_4 3 ( )
L N
=5 D Yar (6.3)
k=1
ot =~ 3 (Vi — iy )? (6.4)
k=1
N
.1 E((Yig — pin)?)
k=1
N
1 E((Yip — pin)h)
. (6.6)
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6.2 Estimation and detection procedures

In this section two new methods for network tomography whichke use of the PRS are
introduced. The first is based solely upon the PRS whilstélersd is a modification of MOM
to use the PRS as an output stage forming a hybrid-paranadgacithm.

6.2.1 The Pearson type-1 distribution

In the GA algorithm, only the first two moments, the mean angavae, are used to model
the delay distributions on both links and paths. It is susggethat this approach may not offer
enough flexibility to provide an accurate model so, to insesfexibility, it is possible to use a

Pearson type-1 distribution which uses the first four moment

To begin with, each of the four moments are estimated for #ta cheasured on each path using
the relevant equations: 6.3, 6.4, 6.5 and 6.6 whatenotes the path in question. In a similar
fashion to GA, each moment is transformed using LS to proeidestimate of the moment
for each link. The estimated link mean and variance are asisi (6.7) and (6.8) whilst the
estimated skewness and kurtosis are shown in (6.9) and)(&4pectively. These estimates
can be used to define a set of Pearson type-1 distributiorshwipresent the estimated packet
delay distributions on each of the links. This algorithmshewn in Algorithm 6, is similar to

that of GA but with the inclusion of skewness and kurtosis.

P
fix, = hij - ) _ i (6.7)
i=1
P
0% = |hy?)- > o? (6.8)
Xj 1] 1 .
=1
P
fizx, = hij - > s, (6.9)
=1
P
fiax, = hij -y, (6.10)
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Algorithm 6 PRS estimation algorithm

1: for i = 1to P do

2. fita Pearson type-1 distribution to pathising equations (4.2), (4.3), (6.1) and (6.2).

3: end for

4. for j=1to L do

5. generate a PRS CDF for link using estimated quantities as computed from path
estimates as given by equations (6.7), (6.8), (6.9) an®)6.1

6: end for

Practically, a Pearson type-1 distribution is often estedausing a four parameter Beta
distribution and the implementation used in this thesis gabject to the condition:
y2 > 9% + 1. There were a small number of cases in which this conditios med satisfied. To
remedy this;y, was set to be? + 1 + 0.0001. The additional 0.0001 was inserted to ensure

the condition was not further broken due to any rounding.

6.2.2 The Pearson method-of-moments

One problem encountered when using MOM is that it does natym® an estimated CDF of
the delay distribution on each link but instead a CGF. Havimgestimated link distribution
represented as a CDF is preferable to having it represergeal @GF as it may give more
insight into the operation of the network and it is easier nipulate. Conversion between a
CGF and a CDF is non-trivial as the CGF may have an unboundedeuof cumulants and
therefore mapping to a distribution with a fixed number of zeno cumulants is not possible.
To overcome this problem, it is possible to combine two prasly seen methods, MOM and

PRS to generate the Pearson method-of-moments.

Initially, MOM is used to estimate the first four moments of thelay distribution on each link;
this is the standard MOM algorithm with= 4. The cumulants are then converted to moments
using standard manipulations; the four estimated momaearistiten be used as the basis for
defining a Pearson type-1 distribution CDF for each link. €heations (6.11), (6.12), (6.1)
and (6.2) give formulae the conversion between the first fmumulants and corresponding
moments. This algorithm has the advantage of combining dbast estimation methods of
MOM, which have been observed to offer a desirable inseitgitio §, with a desirable CDF

output. Algorithm 7 shows the estimation algorithm in themal format.

X, = ki (6.11)
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0% = s (6.12)

Algorithm 7 P-MOM estimation algorithm

1: fori=1to L do
estimate CGF of pathusing equation 4.6
end for
for j =1to L do
estimate CGF of linkj using path estimates and LS as in equation (4.7)
end for
for j =1to L do
convert estimated cumulants for linkinto estimated moments using equations (6.11),
(6.12), (6.1) and (6.2).
9: generate a Pearson type-1 distribution CDF for each linlising the estimated moments
10: end for

6.2.3 Detection methods

Both the PRS algorithm and the Pearson method-of-momert4CM) algorithm produce a
CDF output so it is possible to couple the CDFmax detectignrathm with them to form the
PRS method and the P-MOM method. The CDFmax algorithm wasdnted in section 4.2

and is used unchanged.

6.3 A new detection algorithm

Two detection algorithms are used in conjunction with thevestion algorithms in this thesis:
CDFmax and the Chernoff bound. They both perform well forirthhespective class of
estimators but are reliant on tleepriori selection of the delay threshold parameter, This
leads to a problem when considering the implementationha$é¢ methods which use them,
in hardware: a value must be chosen ddo allow comparisons to take place and bottlenecks
to be detected, but, the value can only be chosen empiribgllybserving the network under
test for a period of time and accumulating some knowledgeutati® range of the delay, i.e.
when it istoo highand causing a bottleneck. A preferable approach would bsd@uletection
algorithm which requires no parameters to be chasgmiori and which can operate with the
CDFs output from the estimation algorithms. One class afrittym which is well suited to the

problem of defining the separation of distribution functas the f-divergence.

87



Extended methods

The f-divergences (FDs) [84] are a class of algorithm comignosed in information theoretical
work; their basic form and theory was introduced in Sectich 2Here they are examined in

more detail.

6.3.1 The Kullback-Leibler divergence

The most widely known and used of the FDs is the KLD [12] andhritsst common use is to
provide a numerical answer to the questiétow different are two PDFsThe KLD is defined
as either the divergence between either two PDFs (6.13) orprwbability mass functions
(PMFs) (6.14). For continuous distributions such as thesGian distribution, a compact closed
form solution exists therefore computing the integral is@ressary. This is not true of all
distributions and to provide compatibility with the exigti algorithms and in order to handle
any estimated output CDF in a computationally efficient nesnthe discrete form is used in
the remainder of this work. This implies that any estimat&8 are converted to PMFs; this is

a simple manipulation and involves sampling the CDF and atising to ensure a valid PMF.

D(PIQ) = [ pte)tos 2 d (6.13)
Dia(PIIQ) = Y- P(i)log 53 (6.14)

6.3.2 Kullback-Leibler divergence: A synthetic example

The easiest method to demonstrate the use of the KLD as atidatedgorithm is with a
small example. First, consider a case where four link PDKe baen estimated using the GA
algorithm and have parameters as shown in Table 6.1. Linkhkibottleneck link with a mean
delay of 0.4 s and a separation of approximately 0.28s. Therzdx algorithm would find
link 4 to be the bottleneck with a very high accuracy in thisrsrio given the high separation
relative to the mean delay of the links. The link CDFs and Plfésshown in Figures 6.1 and

6.2 respectively.

Using the PMFs and the KLD algorithm it is possible to compait@able showing pairs of
links and the divergence between them; Table 6.2 is one sl and shows the pairs and

divergences for the link used in this example. What is natite from the table is that each pair
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Link number U o?
1 0.10] 6.25 x 10~*
2 0.08 1x107*
3 0.12 1x10°*
4 0.40 4 %1074

Table 6.1: Statistical properties of the four links used in the KLD epén

Link 1

CDF (delay)

Link 4

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
Delay (s)

Figure 6.1: Four synthetic link CDFs used in the KLD example. Link IV¥0.1,6 x 107%),
Link 2 = A(0.08,1 x 10~%), Link 3 = N(0.12,1 x 107%), Link 4 = A/(0.4,4 x
1074).

which includes link 4 has a large divergence relative to theiopairs. If it is assumed that the
link PDFs are reasonably similar in shape it would also bearable to choose link 4 as the
probable bottleneck in this scenario because of its saparfitbm the other links. However,

were it not reasonable to assume the shape of the PDFs wdardingn this would cause a

problem.

6.3.3 Kullback-Leibler divergence: A real example

Consider next Figures 6.3 and 6.4 where the output of the G@/aston algorithm is plotted in
both CDF and PMF form respectively. The data comes from thede metwork scenario with

a 20ms separation and the parameters are shown in Tabler6r.tlke CDF it can be seen that
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Link 4
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Delay (s)

oL
0 0.1 0.7

Figure 6.2: Four synthetic link PMFs used in the KLD example. Link IV¥0.1,6 x 107%),
Link 2 = N(0.08,1 x 10™%), Link 3 =AN(0.12,1 x 10™%), Link 4 = A/(0.4,4 x

1074).
Link pair KLD Link pair KLD
1,2 3.0159 2,3 10.7331
1,3 3.0161 2,4 49.4166
14 49.4166 3,4 48.7791

Table 6.2: Link pairs and their respective KLDs for links used in the Ké&xXample.

link 1 is the probable bottleneck but this is much harder széin using the PMF alone. If the

KLD is applied as above to the links in pairs then the restitsvs in Table 6.4 are observed.

What can be seen from this data is that where the separatiow igsing only the KLD as a
detection algorithm can lead to incorrect results. In thisnaple, link 3 appears to be tineost

differentfrom the others, however, it is link 1 that is the bottleneck.

6.3.4 Kullback-Leibler divergence: Conclusion

Whilst it overcomes one of the main problems of CDFmax, theessity fora-priori selection
of the delay threshold, the KLD appears not to be robust émdodpe a direct replacement.
The main problem with KLD is that it detects the total diverge between the two PMFs it
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Figure 6.3: Four estimated link CDFs. Link 1 =MN/(0.1716,0.0060), Link 2 =
N (0.1526,0.0029), Link 3 =/N(0.1292,0.0218), Link 4 = A/(0.1587,0.0123).

Link number L o?
1 0.1716| 0.0060
2 0.1526 | 0.0029
3 0.1292| 0.0218
4 0.1587| 0.0123

Table 6.3: Statistical properties of four links estimated using the @dorithm from a 5 node
topology with 20ms separation.

operates on and therefore if they are of rather differenpshthe divergence will be high. This
is overcome in cases where the separation is large as thegeivee due to the separation
outweighs the divergence due to shape mismatch. Perhapsmdke useful application is
therefore to initially spot anomalous links which requinegessing with CDFmax for more

detail.

6.4 Simulation detalls

As with previous chapters, the six scenarios that were dgoited in Chapter 4 are used as

a basis to compare the accuracy of the methods. It was psdyiseen that GA is a robust
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0.7

Delay (s)

Figure 6.4: Four estimated link PMFs. Link 1 =A\/(0.1716,0.0060), Link 2 =
N (0.1526,0.0029), Link 3 =/N(0.1292,0.0218), Link 4 = A/(0.1587,0.0123).

Link pair KLD Link pair KLD
1,2 13.5303 2,3 15.1732
1,3 15.7686 2,4 4.5287
14 2.4873 3.4 3.1140

Table 6.4: Link pairs and their respective KLDs for four links from a Sdeonetwork scenario
with 20ms separation. The link PDFs are estimated using tlde eStimation
algorithm.

parametric method and MOM is a robust non-parametric me#mutitherefore they are used
as benchmarks by which to judge the performance of PRS andDRMThe inclusion of
MOM makes it possible to see if the accuracy of P-MOM followsattof a parametric or

non-parametric method. The parameters for MOM and GA areetlgiven in Section 4.3.

6.5 Simulation results

As in the previous two chapters, the performance of the foethwds presented in this chapter
is examined by considering bottleneck detection accuraomputational complexity and

robustness to scaling. As noted in previous chaptersseparationis defined as the difference
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in delay between the bottleneck link and the next worst link.

6.5.1 Bottleneck link detection accuracy

Figure 6.5 shows the 5 node topology with a separation of 2@#sand MOM have the same
response as in previous chapters which gives a benchmadoifimparing the other methods. It
is clear that PRS outperforms the other three methods wida& pccuracy approximately 20%
higher than that of GA. PRS also has a higher accuracy than degss the range aof and a
higher accuracy than MOM and P-MOM whér< 0.18. The response of P-MOM mimics that
of MOM but with an increased variance which is attributedhte teduced number of moments
used to estimate the distributions in P-MOM, when comparid MOM. Over the range of

¢ plotted, a slight downward trend is observedidscreases bringing the accuracy down from
60% atd = 0.1 to 50% até = 0.25. This could be an exaggeration of the slight variation
observed in MOM with respect @

100 b
90 b

80| PRS i

70 B

MOM 1

P-MOM

Bottleneck Detection Accuracy (%)

0.1 0.15 0.2 0.25
Delay Threshold (s)

Figure 6.5: Bottleneck link detection accuracy results for GA, MOM, PR&R-MOM for the
5 node topology with 20 ms separation.

Figure 6.6 shows the 5 node topology with an increased stparaf 50ms. In contrast to
the the previous scenario, the ordering of the responseesus/reversed. PRS now has the
lowest peak accuracy at 92% (which is still an increase coetpt the results seen in Figure

6.5) and is the poorest performer over most of the rangembtted. The steep roll-off of GA
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at the lower tail gives it the poorest performance wlied 0.12. The peak accuracy of GA
is equal to that of MOM; P-MOM responds in a similar mannerhe previous scenario: a
similar accuracy to MOM but with an increased variance andwrvard trend as increases.

However, in this scenario, the trend is reduced: a fall ofrapimately 5% from 98% to 93%

over the range of plotted.

Bottleneck Detection Accuracy (%)

10t 1

0.1 0.15 0.2 0.25
Delay Threshold (s)

Figure 6.6: Bottleneck link detection accuracy results for GA, MOM, PR&R-MOM for the
5 node topology with 50 ms separation.

In the final 5 node scenario, the separation is increaseddm4svhere the response of all four
methods is 100% across the rangedofP-MOM does not exhibit its normal variation, which

can be attributed to the large separation.

Figure 6.7 shows the larger, 10 node topology, with 50msradipa. As was seen in previous
chapters, MOM has a response of 0% accuracy, however, P-MMMits no variance, which
provides some evidence to support the hypothesis that dintlits, the variance of P-MOM
tends to zero. The GA and PRS responses have an order similaatt seen in Figure 6.5.
PRS has a higher peak accuracy of just over 20% compared tddi5@A and also a higher

accuracy over the range 6éfplotted.

Figure 6.8 shows the 10 node scenario with an increasedaepaof 100ms. GA and PRS
exhibit a similar inversion of performance as seen in Figu6awith GA having a peak accuracy

of 100%, outperforming the peak accuracy of PRS by 3%. Thpesb&the PRS repsonse is
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100 1
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Figure 6.7: Bottleneck link detection accuracy results for GA, MOM, PR&R-MOM for the
10 node topology with 50 ms separation.

markedly narrower than that of Figure 6.5. The response ofWwihd P-MOM exhibit the
same differences as seen previously, MOM with an accuracd9é6 across the range of
plotted and P-MOM with a similar general response but wittaaance of up to 5%. Unlike
in previous work, no downward trend in the accuracy of P-MQd creases is seen, instead

there seems to be a decrease in the variance.

Figure 6.9 shows the 10 node topology with a large separatid®b0ms. As expected from
previous work, the response of GA and MOM is 100% accuracgsacthe range af plotted.
The response of P-MOM is unusual in that it has a lower mean than of MOM, 98%
compared to 100%, but has no noticable variance. It couldkpeated to either have a mean
of 100% confirming the hypothesis that at the limits of accuyrte variance of P-MOM tends
to zero, or to have a mean which decreases iasreases but with some observable variance.
It would not now be unreasonable to hypothesise that thewes of P-MOM is related to
separation and that the sensitivity decreases as the fieparecreases which results in a lower
variance. The response of PRS is unusual as it exhibits aetadnsitivity and decrease in
accuracy wheré < 0.13 which is very similar to its response in Figure 6.7 where gyesation

is much lower.
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Figure 6.8: Bottleneck link detection accuracy results for GA, MOM, PR&R-MOM for the
10 node topology with 100 ms separation.

6.5.2 Computational Complexity

The four methods are compared by considering their algoithepresentations (Table 6.5) and
the number of operations required to process one 20s bloditaf (Table 6.6). The formulae
are derived from the implementations used in the thesis mpdavements could be made via

more efficient implementations.

The parametric methods, GA and PRS, have a number of ADDdwglcales withPN. PRS is
burdened by of a constant f P compared to the much smallgP of GA. A similar result is
seen with the number of MULTSs. TI3&P N of GA contrasts with th& PN of PRS. Whilst this
may appear a small increas¥,can scale quickly as the length of the observed data ingease

Even a small multiplier attached 1§ can significantly increase the computational load.

Comparing MOM and P-MOM, the most noticeable differenceha MOM is dependant on
the CGF parameterwith regards to the number of ADDs and MULTs. P-MOM is depeatida
ont, but ast is fixed at 4, this term appears as a constant and not a paraete MOM and
P-MOM scale by a constant df in the number of MULTs and byL — 1)! in the number of
ADDs. This is unsurprising given the similarities in thegtienation processes. What can be

seen in all methods is thad¥{, the number of samples, dominates parameter values in @all bu
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Figure 6.9: Bottleneck link detection accuracy results for GA, MOM, PR&R-MOM for the
10 node topology with 250 ms separation.

small block sizes, wher&’ would be small. For the block size of 20s used in these examnple

N = 128. For a block size of 1008V rises to 640.

Method MULT ADD

GA L(87+3P)+ P(N +2) 30L + L(P —1)+ 3PN

PRS P(11N + 5L +2) + 165L | 8PN + 4L(P — 1) + 52L + (L — 1)!
MOM Pt(2N +1) + L(5t + 2) PtN +LP + (L—1)!
P-MOM 167L +4P(N — 1) L(P+52)+4PN + (L —1)!

Table 6.5: Formulae for number of MULT and ADD operations required fog estimation and
detection ofV samples of data in & + 1 node network comprising links andP

paths.

In addition to examining the algorithmic forms and equadidor these methods, some insight
can also be gained by looking at numeric results. Table 60@vsithe number of operations

required for each of the four methods using the parameteg#van in Table 4.1.

What is seen is that the number of operations used by MOM mteditey than that used by
P-MOM. This is despite the relationship between the CGFmataer,t, being five -t = 20 for
MOM and¢ = 4 for P-MOM. P-MOM combines the estimation stage of MOM witlk thutput
stage of PRS. It uses approximately half the number of ADREMWLTSs that PRS does and
approximately a tenth of the number of MULTS and a fifth the bemof ADDs that MOM
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does.

Considering the set of parametric methods, PRS is more @xripan GA by a factor which
outweighs the number of parameters estimated. The numb@stbfADDs and MULTs used
by PRS is between two and a half and eight times that of GA tefRS estimating twice the
number of parameters that GA does. The scaling in both casemilinear with respect to the

number of parameters which must be estimated.

Method | MULT ADD

GA 1058 | 2056
PRS 7810 | 5398
MOM 26,108| 12,826
P-MOM 3208 | 2794

Table 6.6: Numerical results for the formulae in Table 6.5 for the 5 ném@ology with 20ms
separation withV = 1000 and other values as in Table 4.1.

To compare these methods with the GMM-based methods, anEadble 6.7 which shows the
computation time required by each of the methods examindusrthesis. The scenarios used
are the 5 node topology with 20ms separation and the 10 nqadéotgy with 50ms separation.

The time taken is to compute the estimation and detectiarrittigns for a 20s block of data.

What is noticeable is that both PRS and P-MOM have a much higgraputation time than
would be expected by examining their algorithms. In the Sentmpology, the computation
time for PRS is higher than that of SOGA which was previouskuened to be the least efficient
method. In the 10 node topology, SOGA is the least efficientlmitimes for PRS and P-MOM

are still higher than would be expected

One explanation for this discrepancy is that the implent@maof the algorithms using the
Pearson type-1 distribution is not particularly efficiemuch less so than the GMM-based
methods. Should a more efficient implementation be used thém expected that the
computation times would fall bringing them closer to theesrdf magnitude of SOGB, MOM
and GA.

6.5.3 Robustness to scaling

Related to the computational complexity of the methods it tdetection accuracy is the

behaviour when scaling. A method may offer a desired acgushi@n acceptable level of
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Method | Time - 5 node topology| Time - 10 node topology
GA 3.5ms 10.0 ms
MOM 8.5ms 58.0 ms
SOGA 268.0 ms 3740.0 ms
RT 3.1ms 4.0 ms
SOGB 6.1 ms 11.0 ms
PRS 289.9 ms 1617.0 ms
P-MOM 139.1 ms 583.9 ms

Table 6.7: Mean computation times for the estimation and detectiomef2 second block of
data using all methods discussed in this thesis for bothltgpes.

computational complexity for one size of network howevithe complexity scales faster than
the network size does or if the accuracy changes as the rletlvanges size then it may not be
regarded as useful. It is possible to catch a glimpse of tleetsfof scaling by comparing the

ratio of the number of MULT and ADD operations for each metfardboth topologies studied

so far.
Method | MULT | ADD
GA 242 | 2.40
PRS 240 3.41
MOM 2.40| 2.80
P-MOM 2.40| 4.39

Table 6.8: The ratios of the number of operations required to computeldack of data in the
10 node topology to the number of operations required to agenpne block of data
in the 5 node topology for GA, MOM, PRS and P-MOM.

From the results in Table 6.8 two things can be seen: one,uhwar of MULTS scales at a
rate equal to that of the paths2(/5) whereas the number of ADDs scales at a higher rate and
two, the lowest of the ratios is greater than the ratio of thmber of nodesN,o4es = L + 1.
Given the ratios ofP and L, a method which scales in a robust fashion should have a rumbe
of operations (both ADD and MULT) with a similar ratio. Of theur methods considered, GA
and MOM are closest to this number, the two other methods,aR¥-MOM are furthest from

it - interestingly, these both use the Pearson distributlare network wherd < P/L < 1.5

and where the number of nodes is 100 or 1000 then a small asvistom the ideal upper
bound (the largest of the ratios #f or L) at this stage results in many more operations being
required to process the data. In a real-world real-time &gerthis may limit the scope of

operation of the method.

99



Extended methods

6.6 A summary of methods

In this and the previous two chapters a number of differenthods for network tomography
have been introduced, analysed and the results comparegldiferent metrics. It is therefore
appropriate at this point to provide a summary of the keyuesst of each method and to

consider performance across the set.

The simplest methods in terms of the algorithmic complex®A and RT are also those
with lowest computational complexity and lowest compuatatime when implemented. The
performance of RT was generally the least accurate of alhatkt in each scenario except the
10 node topology with 50ms separation in which it outperfednGA and MOM (see Figure
5.4). RTs performance was limited by the L2 pseudo-inveraestorm anda priori it could
have been expected to be the most accurate of all methods thelow volume of processing
and modification it performed on the measured data. GA pewor better often achieving a
level of accuracy higher than more complex methods but wais sehave a dependence on the
value of the delay thresholél It had both a low algorithmic and computational complexity
combined with a low computation time which makes it compagditwith RT in a scenario
where computational power and time are low but a level of emuwhich is less than 100%

is acceptable.

Two methods, SOGA and SOGB, which used a GMM were also comrsldeSOGB was
perhaps the most simplistic of these as it used the same meohas RT but instead of a
raw histogram output, it generates a CDF using a GMM fittethéoréw histogram. This keeps
computational time low - it is of the same order as RT and GAwEler, due to the GMM fitting
process no algorithmic complexity could be calculated. ukacy was in general better than that
of RT, and it appears reasonable to assume that this wasdihi¢ séthe smoothed CDF output
although it too displayed sensitivity tbas with RT and GA. The other GMM-based method,
SOGA, was an extension of the GA method. It assumed that edctidlay distribution could
be modelled by a single Gaussian distribution and therdfuegpath delay distribution could
be modelled by a GMM. By using what was essentially a clusgeailgorithm, an estimate for
each link could be derived. The accuracy was in many scenalightly worse than that of GA
perhaps as a result of over-fitting and also sensitive fhis was disappointing given the high
computation time which could be attributed to computinglénge number of combinations for
each link and fitting with the iterative EM algorithm. In oneesario, the 10 node topology

with 50ms separation, which was seen previously to be aafgilhg scenario, this method
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performed very well with an accuracy much in excess of themothethods.

The other three methods, MOM, P-MOM and PRS can be considegather. MOM was
one of the suggested algorithms in [1]. It has a moderate atatipnal complexity and the
computation time was slightly under three times that of RTilie 5 node topology. It exhibited
two features which set it apart from the parametric methods; it showed very little sensitivity
tod and two, it appeared to have a lower separation threshotthbehich the accuracy dropped
off markedly. With sufficient separation however, its peniance was excellent and the lack
of variation withd makes it a useful candidate where high accuracy is requined ¢annot be
estimatedh priori. PRS was an adaptation of the GA method but replacing théestBgussian
distribution with a Pearson type-1 distribution. This ie@sed the computational complexity
and computation time greatly, the latter possibly due torpanplementation and not directly
as a result of increased complexity of the algorithm. Accyravas better than that of GA
in scenarios with low separation such as the 5 node topoldgly 20ms separation and the
10 node topology with 50ms separation. As the separatior@sed, PRS exhibited a slower
increase in accuracy than GA, with poorer accuracy in séesauch as the 5 node topology
with 50ms separation. The final method, P-MOM was an attempbmbine the PRS output
stage with the MOM estimation stage to reduce complexity @ogide a way to use a simple
detection algorithm such as CDFmax with MOM. The resultsenateresting, P-MOM had
a response similar to that of MOM in that it exhibited a loweparation threshold and a low
sensitivity tod but did exhibit some variance (see Figure 6.5). The comjomait complexity
appears low but the computation time is far higher than wiatde been expected, probably

due to inefficient implementation.

6.6.1 Bottleneck Link Placement

In this, and the previous two chapters, the bottleneck lirds irxed to be one specific link.
This allowed a comparison between tomography methods fanger of previously defined
scenarios, with all other network parameters held constémia real network however, the
bottleneck link is unlikely to be fixed as one specific link. dbserve the bottleneck link
detection accuracy of the methods when the bottleneck simkdved, a further simulation was
performed. This used the 5 node topology with 50ms separasiod the bottleneck link was
fixed as link 2. All other network parameters are as definegiposly - see sections 4.3 and

5.3 for parameter values. The bottleneck link detectiouesmy results for MOM, GA and RT
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are plotted in Figure 6.10.

T T

100
GA
90 q
MOM

80 q

70 B
6ol RT |
50 1
40 .
30 1

20 1

Bottleneck Detection Accuracy (%)

101 1

0.1 0.15 0.2 0.25
Delay Threshold (s)

Figure 6.10: Bottleneck link detection accuracy results for GA, MOM andf&Tthe 5 node
topology with 50 ms separation where link 2 is the bottlerisk

What is seen, is that the location of the bottleneck node haffact on the detection accuracy
of the tomography methods. The measurement, estimatiodetedtion methodology remains
valid. Each method is able to detect the bottleneck link,dme cases with a high degree
of confidence, for some values of the delay threshold. Théoast show trends in detection
accuracy which are comparable with those seen in previoeisasivs, where link 1 was the
bottleneck link. MOM has a detection accuracy which variesy\ittle as the delay threshold
is varied. GA and RT are sensitive to the delay thresholdhis ¢ase, the sensitivity is quite
marked, with accuracy falling dramatically whete> 0.15. The relative performance of both
is consistent with that seen earlier, for example, in Figure where RT has lower accuracy
than GA. However, there is a reversal of the performancegiidrivalues of, RT has higher

accuracy than GA. This can be attributed to the upper taith@estimated distributions being

close. A change in the tolerance of the detection algoritbaidcexpose this further.

In a real network scenario, it would be necessary to tune and adapmibidods based
upon some empirical observations and knowledge of the mktwoder test. Whilst the
methods would work without changes, to extract the besbpmdnce, ie the highest bottleneck

detection accuracy, such changes would be necessary. Tgutational complexity would
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remain constant with regards to the movement of the bottleriek but may vary as the

methods are adapted.

6.7 Conclusion

In this chapter two methods for improving the tomographycpss were examined. The
first improvement method considered using a more flexibl&idigion, the Pearson type-1
distribution to more accurately model the delay distribntboth on its own (in a similar manner
to single Gaussian distribution in GA) and as the outputestaghe composite P-MOM method
which combined the estimation stage of MOM with a paramedtitput stage. Mixed results
were obtained. It was seen that PRS was more accurate tharoiGgednarios where the
separation was small but the performance rolled off as tparséion increased to the effect
that GA outperformed it. The P-MOM method provided a reducenhplexity alternative to

MOM with similar average response although with a higherarare and a lower robustness to

scaling.

The second improvement method considered the possibflimmroving the detection process
by using the Kullback-Leibler divergence as a method to firedlink which ismost differento
the others. The KLD detector worked in situations where thtldneck link distribution is well
separated from the distributions of other links and remdkieseed foa-priori knowledge of

¢ which is useful in situations where no prior knowledge of tie¢work under test is available.
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Chapter 7
Applied delay estimation

This chapter departs from the tomography related work of grevious three chapters to
consider the use of delay estimation as part of a methodaKitrg users in a privacy preserving
network. This scenario is similar in some respects to thaheftomography scenario wherein
there is access to data only at the end-points of a networktendeed is to estimate a delay
distribution. The main departure from the tomography sderia that there is no longer access

to the routing information and the goal is to determine thfsimation from the data available.

An anonymising network such as the onion router (Tor) [8][fH] [86] is designed primarily
to give privacy to users browsing the Internet who wish toehildeir activity from observers.
Danezis [7] proposed a method for tracking such users argepted some simulation results
which allowed him to determine the route and probable erdtd the network by correlating
a traffic pattern between entry and exit nodes. Results preddere confirm Danezis’s work

using a real Tor network with real data.

Work towards a similar goal has been performed by MurdochZawkezis [87] which assumes
a corrupted node in the Tor network is available for use byatt@cker. This method is active
in its approach but has the advantage of being able to opeititeut complete knowledge of
the network. The correlation (template in their nomeneigtfiunction employed is similar to

that used in this chapter.

Other works relating to traffic analysis attacks of privacggerving networks [88] which are
similar in nature have been published by Ztwal. [89] and Levineet al. [90]; Syversoret al

focus directly on Tor in [91].

Introduction

This chapter is divided into eight sections. The first sec(it.1) gives a brief introduction to

the Tor network and its basic operation. The second secti@) (liscusses the main algorithm
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explored in this chapter. The third section (7.3) detakstt#st Tor network used in the following
work. The fourth section (7.4) describes the generatioh®tataset used to test the algorithm.
In the fifth section (7.5) some of the assumptions made by Baunethis chapter are discussed.
Results from using Danezis algorithm are shown in the sigtttien (7.6) with comments on

how the algorithm degrades in the presence of noise in se€fid).

7.1 The onion router

Tor is a network protocol designed to provide anonymity terasy encrypting data between
the end-points of a route. It is generally used for Interriehmunications and operates on a
large number of machines, mostly those of individual usetk little centralised control. Tor
is an overlay protocol; it uses TCP and IP to handle data petsdelivery and routing. The
small volume of centralised control that exists in a Tor retv(including the large default
network running over the Internet) comes from the centredaory servers. These maintain
the state of the network and collect statistics and data such as whicles are suitable for
use as exit nodes, their uptime, port routing and bandwiesfrictions imposed by the node
operators. This information allows Tor to determine a chai€route for a specific user’s data.
Traffic to and from a directory server uses a different porthiat of the normal Tor traffic and

as such it can be easily separated from any measurement adédthéraffic.

The other types of node in use in a common Tor network are:redes - which send traffic
un-encrypted to its final destination, entry nodes - whicteat un-encrypted traffic, encrypt
and forward it into the Tor network and routers - which fordi#maffic between other Tor router
nodes. The entry and exit nodes are generally the end poinég Tor communication. There
are a large number of possible configurations where Tor id fdnternet communication but
it is most common for each user node to be an entry, router @hdadle; there are no problems

in combining these roles.

In a typical Tor usage scenario, the user configures his motegoute traffic to the destination
(i.e., a desired web-page) via Tor. This user then becomexia im the default Internet Tor
network and his traffic is routed to the node nearest (i.eh Wwést connection to) the desired
web-server. The security of the traffic is maintained betwibe user and the exit node by Tor.
Traffic between the exit node and the destination may be wbdef it is un-encrypted, which

itis unlikely to be. A graphical description of the data flawa typical usage scenario is shown
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in Figure 7.1.

Web browser

. A proxy server is often used
Proxy server . to interface the browser and
TOR.

' Entry Node :
: Y Packets are encrypted inside
. the TOR network, only Exit |
' N router nodes and Entry nodes can remove
' the encryption "skins" to .,
' access the payload data. '
' Exit Node '
Y

Figure 7.1: Data flow in a Tor network from web-browser to web-server fdygical usage
scenario. The Tor entry node is most likely the same machnehich the web
browser is running although it does not have to be.

7.2 Danezis’s algorithm

In [7], Danezis proposes a method for attacking privacy gmgsg networks such as Tor based
on the correlation of input and output packet streams. Hanass that such a network can
be modelled as a delay mixing model (explored more in [92]icvladds delay to incoming

packets in a predictable manner before ejecting them. Hedtes that it is possible to deduce
the exit node by calculating the correlation between thetigtream and a number of possible

output streams and selecting the exit node whose outpatnstnas the highest correlation.

More specifically, what Danezis’s algorithm states is: timoetseries can be estimated, with
lengths equal to that of the observed output streams andevwdeamh estimate is composed of

the input stream (which can be thought of as a time-seriefydd by some function, added to
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a uniformly distributed background traffic stream (whichaets network traffic which arises
independently of the presence of the input stream). Thedrsaakd stream rate is adjusted
such that it is equal to the rate of the observed stream. Ifwaseto consider these estimated
series only at the instances corresponding to observatibpackets in the true output series
then a more accurate estimate would be made. Division of shimated series will indicate

which output stream most likely contains the input stream.

The formula given by Danezis to estimate any output traffatriiution is shown in equation
(7.1) with an explanation of the parameters used given ineTall. One element which is not
generally clear is the uniform distributiofi(¢) and how it is computedU (¢) is the uniform
distribution in the interval0,7'] and as such it conforms to equation (7.2). In any practical

implementation¢ will be discrete so the integral may be replaced with a sum.

Ap(dx f)() + (Ax = Ap)U(?)

Cx(t) = X (7.1)
b's
T
/ Uit)=1 (7.2)
0
Parameter | Meaning
Ax The rate of packets in the interval in question exiting nate
Af The rate of packets in the interval in question in the inpreash f (¢)
U(t) The discrete uniform distribution in the interval in questi
u The value ofU (t) at anyt
d(x) A function describing the delay mix of the network
f(®) The input signal (stream)
Cx(t) An estimate of the number of packets in the estimated outpedrs att
t The time index
(d= f)(t) | The convolution of the input signal with the delay mix fuicti

Table 7.1: Parameters used in Danezis’s formulae.

d(x) is a function which represents the input/output relatigmgif the network in terms of
packet delay, a temporal transfer function for packetseGihat this function can change over
time as the network changes or as Tor changes its routingnitoi® practical to estimate it
empirically using some training data. If access to indigidnodes is possible then one can
make the assumption that a given number of packets trageadinone link will have a delay

distribution similar to packets on any other link, but witltlzange in scale. Use of a flexible
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estimator ford(z) such as a GMM is therefore appropriate.

Once an estimated distributiod’) has been computed for each output stream then they may
be compared to determine which one is most likely to contaéninput stream. I€y denotes

a second output stream emanating from nbqdeX;—._,, denotes the set of times that packets
are observed at nod¥, Y;_;. ,, denotes the set of times packets are observed at Yiod#&,
denotes the hypothesis that the input stream in containtkioutput stream from nod€ and

H, denotes the hypothesis the input stream is contained inutpeibstream from nod¥ then

it is possible to calculate the likelihood ratio of the twlayhesis as shown in equation (7.3).

L(Ho| X5, Y;) _ Ty Ox(Xi) [T, w
LOH\|X3,Y;)  TTe wll)s, Oy (Y))

>1 (7.3)

Equation (7.3) is cumbersome to compute numerically andsléa large values which suffer
from rounding when implemented in an environment such as M¥8. However, it can be
manipulated into a log-likelihood form as shown in equatf@rt) which reduces the scope of

the possible values and so this form is used instead.

log Ly m, = Z log Cx (X Z log Cy (Y;) + (m —n)logu > 0 (7.4)

7.3 The Tor test network

In the work presented in this chapter a small Tor network @skgch full control and monitoring
capabilities are availablds used. There are four nodes in the network: three are dimgct
servers, routers and exit nodes (nodes B, C & D) whilst theaigimg one is solely an entry
node (node A). The network is restricted such that the entidercannot be the exit node and
therefore the exit must be one of nodes B/C/D. The exit noflged to be node B. This allows
it to be used as a ground truth against which any estimatelseoéxit node network can be
evaluated. The network topology is shown in Figure 7.2. Isthe noted that this network is
smaller than would be optimal for Tor. It is normal to haveesddt 3 hops in a Tor route, the

minimum necessary to all each node to have deniability (ignoignorance) about the whole

This implies that is it possible to inspect any of the traffimfing into or out of the nodes and that it is possible
to configure Tor in any manner desired.
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route. In the work performed in this chapter, this is doesimgiact on the work because it is

only the exit node from the network which is being examineat, any internal connections or

Input stream  ——— Entry Node qutsﬂb\de ———> Exit stream
it Node,

routing.

Exit stream <€————| Possible Possible ——> Exit stream
Exit Node Exit Node,

Figure 7.2: The Tor test network.

7.4 Generation of dataset

The dataset was recorded usittpdump [93] [94] on the network described in Section 7.3
for a period of twelve hours beginning at approximately 1#00Qrs to minimise the effect of
any user traffic on the dataset. The dataset was split intotywfeur contiguous segments of
thirty minutes and for each segment there were three sepaieates: ALL - which recorded
all packets, NOR - which recorded any packets not generatedeal by Tor and OR - which
recorded only packets generated or used by Tor. Also redowges the traffic entering the
transparent proxy server (privoxy [95]) used to interfaoe web-browser and Toprivoxy
Cutting the dataset into a number of segments enables avgrafgresults across segments in

order to reduce the impact of any unusual network circunt&sin

Network traffic was generated by directing a web-browsemdfeeror) to access the home-page
of the BBC news website (http://news.bbc.co.uk) at timedrirals. The intervals are on the
order of seconds and randomly generated as the result aftisglea random number from
a Poisson distribution with parameter equal to 30. Using iag@a distribution removes the
periodicity which would be encountered with a uniform pregdout retains some element of

regularisation. Algorithm 8 shows the traffic generationtmoel.

Filtering was performed to isolate packets serving diffiérkinctions by port number and

included removal of any SSH packets (port 22) which were @fattie recording or monitoring
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Algorithm 8 Network traffic generation

1: loop
2. Generatédnterval using Poisson-based random number generator with parastpial
to 30.

3.  Start web browser and access web page via Tor network.
4:  Wait for interval seconds.

5.  Kill web browser.
6: end loop

processes (such as status indicators).

The traces were processed using a range of AWK scripts taaxacket delays, time series
and trace start times. By inserting the time the trace begenthe trace file it is possible to
manage a situation where there is no traffic in the early faattoace which could otherwise
cause a trace to appear to be less than 1800 seconds in duratigpackets to appear skewed

relative to packets in parallel traces.

Once processed, traces were loaded into MATLAB for furthercpssing. The data were
first scaled by the trace start time i.e., subtracting frohelments in the series the lowest
value before using thaistc function to convert from a series of timestamps to a binned
representation of the data. The scaling allows the binngpresentation to be computed with
an arbitrary resolution for any segment without having targie the resolution of the whole

dataset, i.e. it makes the segments independent of thehiegentere recorded.

7.4.1 TCP control packets

Further to the above discussion in which all packets werepssunfor each trace, it was
possible to exclude many TCP control packets. These areeddffiare to be the packets which
encapsulate no Tor data, but are part of normal TCP operagixamples include SYN and
FIN packets. Inclusion of the control packets increasesbiserved data rate. Where only the
number of packets per second and not the type is considéedataset can appear larger. This
is useful where a large number of packets is needed to ersairéhe signal is not represented

in a sparse manner, which may give a poor result.
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7.5 Development of results

Before examining results for a whole datasets, presentetviaze some example results which
show some of the assumptions made and elaborate upon thiegleeat of the method. A

thirty minute segment of data from the dataset is used inetkasnple.

In his paper, Danezis gives no source code and little impfeatien detail so the following

assumptions are made:

1. It is assumed that the algorithm is functional when immated in a discrete form.
It is originally presented in a continuous form which doed tend itself to easy
implementation. Variables such @%¢ are treated as discrete vectors by applying a
binning process to the continuous time series data whickesirfrom measurement.
This implies thatC'x depicts packet counts over the segment of interest wiiking
the bin index. Similarly,f(¢), d(z) and the other estimated serigsy( etc.) are binned
with the same resolution and are thi¥s andY’; are intrinsically discretized. Perhaps
more intuitively Cx, f(t), X; andY; can be thought of as packet counts per unit of
time wheret indexes the time interval and where the temporal resoluiagual for all

variables includingi(z).

2. It is assumed that the algorithm is robust to changes irstldéng oft such that it is
possible to vary the resolution 6&and therefore the bin width @f'x with the caveat that

the temporal resolution must be consistent across allaga

3. It is assumed that Tor traffic can be separated from otladfidrat any node. The Tor
traffic which flows from one exit node to any other Tor nodes ffass ACKs back
upstream, for example) will be highly correlated with thetestream and may disrupt

the algorithm.

4. Itis assumed there is enough data to model the delay &mei{z), using a GMM of
three elements; should it be found that a three element nsxdwgundancy, the order is
reduced to two or one. Tor incoming packet delays are medsaftrall exit nodes for
packets originating at other Tor nodes and it is assumedtikadtatistical distribution of
these packets is representative of the delay distribuxperienced by packets exiting

the Tor network.

5. Itis assumed ; (and subsequently\y, Ay, etc.) is computed as the mean number of
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packets per step (one step is the elapsed time between tieetiand time index + 1)
over the interval0, 7']. Thus, if there are 2000 packets in an interval of 25 secoritts w

a step size of 0.1 s then the rate{®0/(25/0.1) = 8 packets per time step.

To begin with, the input stream (Figure 7.3) is observed ataition. The traffic appears to be

near-periodic but with some variation which is expectedqgithe generation method used.

Next, the output streams from each of three possible exgéa@lobserved (Figure 7.4 (a)). Any
packets travelling towards the target web-server have biered out to show the background
traffic at each exit node with a temporal resolution of oneoedc Node C is observed to send
out a periodic stream of packets; as there is no Tor trafficxdrstream traffic then it can be
assumed this is either due to a user process running on tlaisingaor, more likely, a network
operation (backup, file handling etc). Node B sends out meguent traffic than node C and
the lack of periodicity would indicate a user process (wetwsing, email etc). Node D has
little outgoing traffic perhaps because there were no aatsers during the time the traffic

capture was in operation.

Finally, the outputs from each of the possible exit nodesoaserved when the input stream is
applied to the network (Figure 7.4 (b)). There is a large insine volume of traffic emanating
from Node B with a near-periodic pattern which appears tatmdar to the input stream giving

the first indication this may be the exit node.

7.6 Results

Danezis compares the two distributions in his short exarapleg a simple ratio test. Whilst
it would be possible to scale this using a tree-search tymdgafrithm, it makes sense to use
some form of ratio combining algorithm. Define the ratloto be the ratio of the estimated
distributions for nodes B and @3 to be the ratio for nodes C and D addto be the ratio
for nodes B and D. The estimated distributions are the itistiions of equation (7.4) with the

relevant data.

For the segment discussed previously, Figure 7.5(a) shosvsatios and Figure 7.5(b) shows

the log-likelihood ratios.

Thus, itis possible to define the following formulae:
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Figure 7.3: The input stream in isolation.

Py = A+C (7.5)
P = —-A+B (7.6)
Pp = —-B+-C (7.7)

By selectingmax [Pg, Pc, Pp] the most likely exit node for the data in question can be
deduced; the difference between the selected node and lieesajives some measure of

confidence in the decision.

The results for this dataset with the TCP packets excludediawn in Table 7.2. It can be seen
that the algorithm has correctly identified node B as the rade in each of the twenty-four
segments. However note that the delay functi¢n) was estimated to bé at the first time
index and0 elsewhere. This can be interpreted as an indication thantigel for the delay is
at a resolution smaller than the resolution at which therétyo is being run. A simple check
can demonstrate this. Delays on the order of millisecond®hbserved but the algorithm is run
at a resolution of seconds hence the binned approximatitimetdelay function being in the

first bin and0 elsewhere.
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Figure 7.4: The output streams from the three possible exit nodes sho¥éh- no input being

applied to the network, i.e. the background traffic and (be tesult when the
input stream is applied.
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Figure 7.5: (&) The three ratios computed at each steg msing equation (7.3) and (b) the
log-likelihood ratio for the interval0, ¢] computed using equation (7.4).
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Resolution (s) | Node B | Node C | Node D
1 24 0 0
0.1 24 0 0
0.01 24 0 0

Table 7.2: Results for the dataset with without TCP. These indicate tmeler of times that
each node is chosen as most likely exit node and are scoredf @4 - the total
number of segments for this dataset.

Resolution (s) | Node B | Node C | Node D
1 24 0 0
0.1 24 0 0
0.01 24 0 0

Table 7.3: Results for the dataset with TCP. These indicate the numhgnes that each node
is chosen as most likely exit node and are scored out of 24 totlaé number of
segments for this dataset.

What the results in Table 7.2 and Table 7.3 show is that theepie (or lack) of the TCP

packets has no noticeable effect on the performance of jugitim at these resolutions.

7.7 Degradation of algorithm

The results presented so far show the algorithm performiatj with a low volume of noise
in the system. The motivation for this section is to deteenagircumstances where the

algorithm’s performance degrades.

The results shown below are constructed using the datadedlgarithm used previously but
with background-traffic added to the binned exit streamshaform of an equal number of
packets per bin. Thus, when it is said that a backgrounéieraf 10 is added to an exit stream,
each bin in the binned representation of the exit stream lagatket counts added to it.
The metric of measurement is the number of times each nod®®sea as the most probable
exit node with node B being knowrg-priori, to be the correct choice.Rsx denotes the
number of times (from a total of 24) nod€ is chosen as the probable exit nod&; denotes
the rate of the exit stream emanating from nodgin packets/second) anx denotes the

background-traffic added to the exit stream of nadéin packets/bin).
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Choice of node as exif Rate of exit stream Added background traffi¢
(score/24) (packets/second) (packets/bin)

RSB RSC RSD RB RC RD NB NC ND
24 0 0 6.80 0.27 0.07 0 0 0
24 0 0 6.80 7.27 7.07 0 7 7
17 6 1 6.80 8.27 8.07 0 8 8
13 10 1 6.80 9.27 9.07 0 9 9
12 11 1 6.80| 10.27| 10.07 0 10 10

9 14 1 6.80| 16.27| 16.07 0 16 16
10 1 13 6.80| 19.27| 19.07 0 19 19
20 0 4 6.80 | 100.27| 100.07 0 100 100
24 0 0 6.80 | 200.27| 200.07 0 200 200

Table 7.4: Accuracy results for exit node estimation with varying lgaokind-traffic levels.

Tables 7.4 and 7.5 show the exit-node estimation accurasyltseobtained by varying the

noise added to each of the output streams.

Table 7.4 shows three distinct regions of operation. The fegion (row 1) is whereR¢
and Rp are lower than that of the input stream: the exit stream canpotain the input
stream and node B is selected as most probable exit node miestance. In the second
region (rows 2 & 3) noise is added to boffyy and Cp until R and Rp exceedRp, i.e.
when a noise of 8 is added. The accuracy begins to fall bedhasestimated distributions
Cc and Cp have at least one packet in each bin &g does not. This causeBp to be
lower than R~ and Rp. This continues as the level of noise is increased until aenoff
19 is reached. In the third region (rows 4 - 9), the scalingnelets ofC'c and andCp are
such that the value of_ log Cc and}_log Cp are less than that of  log Cz despiteCp
not having a packet in each bin. The upward trend in accuragyiraies asVe and Np are

increased due to the scaling factor increasing, resultirigli accuracy with large noise, ie 200.

Table 7.5 shows a similar result. In the first region (rows 1)& 2~ and Rp are less than
that of the input stream and nodes C and D cannot be choserassiéd above, regardless of
Np. In the second region (rows 3 - 6) a fixed value of noise is addecd- andCp and the
noise added td'p gradually increased. When a noise of 1 is adde@ todegradation occurs

because each of the three vectors will havel packet each bin and C and D win due to the
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Choice of node as exif Rate of exit stream Added background traffi¢
(score/24) (packets/second) (packets/bin)

RSB RSC RSD RB RC RD NB NC ND
24 0 0 6.80 0.27 0.07 0 0 0
24 0 0| 26.80 0.27 0.07 20 0 0
12 11 1 6.80| 10.27| 10.07 0 10 10

3 20 1 7.80| 10.27| 10.07 1 10 10
5 19 1 9.80| 10.27| 10.07 3 10 10
24 0 0| 10.80| 10.27| 10.07 4 10 10
2 1 21| 10.80| 20.27| 20.07 4 20 20
24 0 0| 10.80| 100.27| 100.07 4 100 100

Table 7.5: Further accuracy results for exit node estimation with wagybackground-traffic
levels.

weight of numbers. The accuracy increasegvasis increased untiRz exceedsRc andRp
whereCi will have heavier weight. In the third region (rows 7 & 8), wh&' ¢ and Np are
increased to 20 a poor accuracy is observed. Howevérgifis large, ie 100, the accuracy is

good as the scaling effect reduces the weight'iefandCp, relative toCp.

7.8 Conclusion

In this chapter, an alternative use of delay estimation pdshhas been explored as part of an
algorithm to track users using a privacy preserving netwsarkh as Tor. An algorithm first
proposed by Danezis was implemented and tested using realcdptured from a live Tor
network. It was found that some of the assumptions Danezidemeere invalid (particularly
the length of his delay function) and that it was necessamake some additional assumptions

to achieve a workable implementation.

In terms of future work, it would be useful to run a test whdrere was a significant volume of
cross-traffic inside the Tor network. This would arise froiffiedent entry and exit combinations
as happens ineal Tor network and be used to test the robustness of the algarihscenario
with very little non input-stream related Tor traffic wastegs here. It would be beneficial to
know how clear the input stream must be, with regards to therdfor traffic, for the algorithm

to correctly identify a link carrying, or an exit node emityj, a particular input-stream.
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Chapter 8
Summary and conclusions

The aim of this thesis was to examine delay estimation mathmocomputer networks. Chapters
4 to 6 concentrated on the scenario of network tomography settang for the work and

examined the hypotheses that:

e The method of moments (MOM) could be bettered as a methodetorark tomography.

e The single Gaussian distribution (GA) could be used despitisgivings over
identifiability.

e The Kullback-Leibler divergence (KLD) could be used as &dieftr in suitable scenarios.

e Improvements to the GA could be devised by using either Gamissixture models

(GMMSs) or other univariate distributions.

The final technical chapter saw delay estimation used indgh&egt of a delay model for a user
tracking algorithm in a privacy preserving network. Restdiftom the tomography work proved
valid in this context with regards the accuracy of GMMs angirtisuitability for use as delay

estimators.

8.1 Achievements and contributions

The first technical chapter, Chapter 4, described the coswarbetween the GA and
the MOM methods; both were previously published but had eckived aside-by-side
objective performance comparison. Using three metrics,résults showed that GA was a
computationally efficient method with a performance whiem @xceed that of MOM in a
scenario where the delay separation between the bottleameatinext-worst links is small. It
was observed that GA was more robust to a reduction in problegpaate than MOM with the
accuracy of GA degrading at a rate slower than that of MOM. $Gsimary disadvantage is

sensitivity to the choice of the delay threshodd, (poor choice can affect an accuracy change
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of up to 60% in the most extreme case. The impact of the prolderaduced as separation
increases and it may be concluded that the blame most liledywlith the CDFmax detection

algorithm.

It was suggested in [82] that there would be problems withtifiability using the GA method
but this hypothesis was found to be false under the assumfptiat full knowledge of the
routing matrix (RM) is available. Results also showed th&@M was a robust method and
suitable for use where na-priori knowledge ofé was available. This was seen to come at
a cost of high computational complexity even when considea limited (compared to the

published algorithm) number of moments.

In Chapter 5 GA was developed into a more flexible method bggusi GMM in order to
increase the accuracy of the delay distribution measureraed estimation. There were
two challenges to this approach: finding the optimal numbeslements in the GMM and
re-combination of inferred elements into a usable and vdigtribution function. Two
algorithms were presented to address the issues: the S@Watdsians A (SOGA) which fits
the measurements with a GMM atiteninfers the link distribution and the Sum-of-Gaussians
B (SOGB) which infers link data direct from raw measuremarid fits a GMM to these. It
was found that SOGA has an accuracy similar to GA except inagaas with small separation
where it outperforms GA and, by extension, MOM. With resgeciccuracy, SOGB performs
poorly but does so at a much reduced computational compjebéitter (i.e. less demanding)
than MOM but not as good as GA; by comparison, SOGA is the wafrshe four with a

computation time for one segment of data more than 70 timeofiGA.

Chapter 6 presented two ideas: one, an improved detectigorithin based upon the
Kullback-Leibler divergence and two, the use of the Peattype-1 distribution in a fully

parametric and a hybrid-parametric method. The KLD-basetkdfion algorithm results
suggested its viability but only when the separation wadicsenftly large. Subsequently,
the goal of finding a detection algorithm with no dependennette delay threshold was
achieved but the necessity of a large separation impliet ithaould not be feasible in

anything other than an anomaly detection scenario. ThesBeaype-1 distribution (PRS)
method demonstrated that it was possible to use this flexildtibution to model delay
measurement distributions but a valid distribution is nietags obtained from the inference
process and often requires correction. Its performanceeaded GA in a scenario with a

small separation but in other scenarios its accuracy wasrlo@omputational complexity was
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worse (i.e. it was more computationally demanding) than GAkztter (i.e. less demanding)
than MOM. A potential niche for use is in a small separatioenseio where the complexity
of SOGA is too high but more accuracy than GA is required. Thlerid method Pearson
method-of-moments (P-MOM) which was formed by feeding tlstineated moments of
MOM into the output cumulative distribution function (CD&Y a Pearson type-1 distribution
was examined and found to offer an accuracy which was sirtel&OM (albeit with some

variance) at a reduced complexity - between 5 and 10 timesrf@perations. This then
adds another option where Independence of the method frisnmnequired and computational

complexity is limited.

In Chapter 7 an implementation was presented, using redtvdata, of the algorithm first
proposed by Danezis [7]. It was shown that it is necessaryersakne assumptions about the
nature of the data before implementation and that it is ptes$d discretize the function with
an arbitrary temporal resolution. It was demonstrated thigt algorithm was successful in
identifying the exit node in a network with three possibl®ickes. The algorithm was adapted
to perform a similar task in searching the dataset to seanifit possible to reconstruct a route
for the data from exit node to entry node. Whilst a complete#teovas not constructed, the

results presented indicated the method was viable in peacti

8.2 Future work

This thesis introduced seven methods for network tomograpid tested them using ns-2
simulations. As an extension of the work it would be relevétngrefore to test the methods
in a real network scenario to generate an authoritativeltrasuto the relative accuracy of each
method, demonstrate the sensitivitystand by extension the typical values®found in real
networks, substantiate the conclusions about robustmesscaling (a real network is likely to
be greater than 10 nodes in size) and confirm the extent tohvthac measures of complexity
correlate to processing time. It would also give an insight the importance of the parameters
used in simulation: the degree to which the traffic modelscimegal models, how probe traffic
affects network characteristics, how true the assumptadgmit the Poisson arrivals see time
average (PASTA) and periodic probing hypotheses are andhwher not topologies remain

constant over typical periods of observation (and indeedt\ese periods are).

It would also be relevant to consider the measurement aetgeinfe of network characteristics
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other than packet delay. The review of literature examingdrahms which sought to infer
available bandwidth (ABW), loss-rate and jitter as well atagl. Initially it may seem trivial to
change the characteristic being measured but it may be #eetbat distributions for loss-rate,
for example, are not as well modelled by a Gaussian distabuts delay and as a consequence
the methods using GMMs or the PRS may be more appropriatginte#o a different opinion

about the trade-off between computational complexity arudigacy.

One further application of delay inference and measuremwentd be as the input to a control
system. There are quality of service (QOS) schemes whicldekss as a metric of interest
and some routing schemes which use delay to determine rattbe network layer. These
types of application require a high speed of computation mdistness to changes in the
network environment. Thus, they may require changes todimography algorithms. Instead
of detecting which link is most likely to be the bottleneckyat is required are estimates of the
absolute value of the delay. In effect, this is the versiotoaiography used in this thesis but

without a detection stage.
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Appendix A
Machine specifications

The table below shows the specifications of the machine wsedmpute the run times for the

various methods in Chapters 4, 5 and 6.

Parameter Value

Machine architecture x86.64

Number of CPUs 2

Number of cores per CPU 1

CPU Speed 3192 MHz

Voulme of RAM 2058072 KB

Operating system Scientific Linux SL release 5.3 (Boron)
Kernel version 2.6.18-128.7.1.el5

MATLAB Version 2008a

Table A.1: A summary of key machine specifications used to compute dethdimes in this
thesis.
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Appendix B
Publications

The following papers, based on the work in this thesis haea Ipeiblished, and are reproduced

in this appendix.

N. Johnson, J.S. Thompson, S. McLaughlin and F.J. GarciaNetwork tomography, Delay
estimation & Bottleneck link discovery2008 IAPR workshop on Cognitive Information

Processing, June 9th - 10th, Santorini, Greece

N. Johnson, J.S. Thompson, S. McLaughlin and F.J. GarciaA Comparison of Delay
Estimation & Bottleneck-link Detection Methods for Netkwofomography 8th IMA

Mathematics in Signal Processing Conference, Decembbr-1ith, Cirencester, UK

N. Johnson, J.S. Thompson, S. McLaughlin and F.J. GarciaA comparison of some
bottleneck-link detection methods for network tomogradiith European Signal Processing
Conference, August 24th - 28th, Glasgow, UK
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NETWORK TOMOGRAPHY, DELAY ESTIMATION & BOTTLENECK LINK DISCOVERY

Nick Johnson*, John Thompson & Steve McLaughlin

Institute for Digital Communications
School of Engineering and Electronics
The University of Edinburgh
Edinburgh, EH9 3JL
Nick.Johnson@ed.ac.uk

ABSTRACT

An important issue in the measurement of networks is the
ability to infer characteristics of internal network links from
measurements made on end-to-end paths. It may be impracti-
cal in terms of equipment, time or cost to monitor each indi-
vidual link but it is often feasible to monitor a number of ex-
isting paths. Provided there is enough traffic flowing through
enough different paths then it is possible to estimate some
characteristics of each link. In this paper we compare two
methods for estimating the end-to-end delay distributions, one
based on the method-of-moments and the other on a Gaussian
approximation. This information can then be used to compute
packet delay on any link in a network and then detect which
link has the highest latency. This procedure is often termed
bottleneck link discovery.

Index Terms— Network Tomography, Delay Distribu-
tion Estimation, Network Inference, Estimator Comparison

1. INTRODUCTION

The term network tomography is first used by Vardi in [1].
In [2], [3] & [4] the term network tomography is used to
define an approach to infering network characteristics from
a limited subset of measurements made in a wired network.
We consider here a specific type of network tomogrpahy, the
problem of estimating link-level characteristics from path-
level measurements. This approach is used in [5] [6] [7] [8]
because it is often impractical and inefficient to measure all
internal links in a network. It is possible to infer from a set
of measurements taken over a selected set of paths (where a
path is a combination of links) the likely delay on each link.
From these estimates a method of detecting the link with the
highest delay can be used to detect a bottleneck link. Once
detected, the link can be modified to reduce the delay or the

*Funding for this work is provided by Agilent Technologies via a PhD
Fellowship Award

Francisco J. Garcia

Agilent Laboratories, Scotland
South Queensferry
Edinburgh
EH30 9TG
Frankie_garcia@agilent.com

network routing can be changed to lower the volume of traffic
on that link.

There are two methods of gathering an estimate of the
delay mentioned in the above papers. One method (used in
[2]) attempts to estimate the Cumulant Generating Function
(CGF) of the delay using measurements of the delay of probe
packets. Another (used in [4]) is to assume an a-priori delay
distribution then estimate the parameters of this distribution
from the delay of probe packets. Our contribution is to use
the ns2 simulator [9] to compare the two methods’ ability to
correctly identify the bottleneck link. Performance with a re-
duced number of probe packets and the computational com-
plexity of both methods will also be studied.

The remainder of this paper is organised as follows. In
Section 2 we review the methods used in [2] and [4]. In Sec-
tion 3 we present results from simulations comparing both
methods and an estimate of computational efficiency. Finally,
in Section 4 we give some conclusions and provide pointers
to further work.

2. SYSTEM MODEL & ESTIMATORS

2.1. GENERAL MODEL

A network of routers can be modelled as a set of connected
links with the connections specified in a routing matrix. We
define a path to be a connected set of two or more links from
the total set of links L. An estimate of the distribution of de-
lays is formed from the delays of unicast probe packets on
various paths whose total number is P (See Fig 1, originally
from [3] where P = 5 & L = 4 for illustration). The vector of
delay observations on path 7 is represented by Y;,i = 1...P
with the routing matrix represented by H which is of size
P x L. The objective is to find an estimate of the distribu-
tion of delays on each link, represented by X;,j = 1...L.
Equation 1 shows the linear relationship between these three
quantities:

Y =HX (1)
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For the network shown in Fig 1 we define H as:

(@)

Sy

Il
O O =
_ o O o
O ==
O = OO

Provided H is full rank then it is possible to use a least-
squares (LS) algorithm to recover X:

X=H1Y 3)
We define H ! as the pseudo-inverse of H as in [3]:
H'=(HTH)'HT 4)

This pseudo-inversion must be performed each time the topol-
ogy changes to ensure the correct weights in the LS algorithm.
For a wired scenario, as considered in this paper, is it likely to
be infrequent operation.

Link 3
Probe 2

Probe 3 .
Pk e T Link 4

Fig. 1. Network Topology & Probe Paths

Once we have an estimate for the distribution of delay
(or other network parameter) on a link it is desirable to com-
pute the bottleneck link.Where we have delay distributions,
we examine the cumulative distribution function (CDF) of all
links and compare them. We seek to find the link that has the
largest value which, when they are normalised, entails find-
ing the CDF with the heaviest tail. To do this we supply a
value, normally 0, which is the value at which to compare the
CDFs. We choose the link with heaviest tail as our first choice
bottleneck link and could continue, if necessary, to select the
second, third etc. choice links. It should be noted that bottle-
neck link detection is not always performed and not always
useful. Consider the case of a network where each link has
a similar performance but with small perturbations. A bot-
tleneck link detection method would likely identify one link
as poorly performing where its performance is comparable to
others.

In the remainder of this section, we will introduce the
techniques under consideration.

2.2. Method of Moments

In [3] the authors estimate the CGF of the distribution of de-
lays on each path from individual delay measurements with a
method-of-moments (MoM) estimator, yielding Y. These are
passed through the LS algorithm to give a CGF of the delay
distributions for each link in the network.

We first construct an estimate of the CGF of path i using
N measured delays denoted Y, k = 1...N,

N

]\/[/th) = % Z etYik ©)

k=1

Then we use LS to obtain a link-level estimate of the CGF
where h;; is the i*" row and j** column element of H~! and
hence we sum the weighted contribution from each path to-
wards that link.

P

I?;] = Z ]Lij X log(]@) (6)

i=1

To find the link with highest delay a Chernoff upper bound is
imposed on the link CGFs. The link with the highest proba-
bility, P; of exceeding the delay threshold, 4 is taken to be the
bottleneck link in the network.

In [3] this is expressed as:

Pj = P(X; >0) < e Y E[e!) @)

This method necessitates a-priori selection of the value of §
to be used as the delay threshold.

2.3. Gaussian Approximation

In [4] the authors suggest the CDF of delays on links could be
modelled as a single Gaussian distribution.

‘We can estimate the mean of the delay distribution on path
7 as:

. 1 X
My, = > Vi ®)
k=1
And similarly the variance:

N

e — My, v.)? )
12

k=1

We express the distribution of delays on a particular link, X;,
as a single Gaussian by using LS thus:
(]\/[ Xjs a g(j )

ZMY X hij, Zay |hij?)
(10)

Note that we model the variance as a noise process so multiply
by |h;;|? in order to preserve the positive sign.

126



Publications

To find the bottleneck link we evaluate the erfc function
(which normally applies to A/ (0, 1) and is modified in Eqn 11)
at ¢ for each X ; and select the link which has the highest value
of P;. Again, this necessitates a-priori selection of ¢.

§ — My,
P; = erfc(TXJ) (11D

O'g(j
3. SIMULATION STUDY

3.1. Simulation Setup

To test both methods we use an ns2 simulation to model a
wired network with unicast probe-path traffic. The topology
is as shown in Fig 1 and the simulation parameters are identi-
cal for both methods.

Background traffic on each link is formed by combining
a number of exponentially distributed UDP and a number of
TCP traffic sources in a similar manner to that used in [2].
On each link we add a delay to each packet to force a situ-
ation where one link has higher latency than the others for
both methods to detect. Aside from the added delay, other de-
lays encountered by packets come from self-congestion due
to background traffic in the form of queueing and processing
time at each node. Key simulation parameters are given in
Table 1.

Parameter Value
Added Delay Link 1 100 + [10-60] ms
Added Delay Link 2 100 ms
Added Delay Link 3 80 ms
Added Delay Link 4 10 ms
Bandwidth on each link 1 Mb
Simulation Time 1000 s
Number of Paths, P 5
Number of Link, L 4
CGF Parameter, t 20
Value of § for comparison 0.15
Number of samples, N 3000
Estimator Rate 2 Kb/s
Estimator packet size 40 Bytes
Background Traffic Link 1 | 800 kb UDP, 1 TCP
Background Traffic Link 2 | 600 kb UDP, 1 TCP
Background Traffic Link 3 | 900 kb UDP, 1 TCP
Background Traffic Link 4 | 300 kb UDP, 3 TCP

Table 1. Key Simulation Parameters

3.2. Key Results

In this section we present results showing the comparison be-
tween both estimators (the method-of-moments (MoM) and
the Gaussian approxiamtion (MoG)) for different observation
window sizes and estimator rates.

08

07F

08

05

0.4f

03F

Quantiles of Input Sample

0.2f

01f ¢ eee —

-01
K -1 0 1
Standard Normal Quantiles

Fig. 2. QQ plot of data on paths 2 & 5
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Fig. 3. Added Delay against Correct Detection Rate

To compare both methods we perform the simulation then
compute the bottleneck-link for 3 scenarios:

e 1000 realizations of a 1s observation window
e 100 realizations of a 10s observation window
e 10 realizations of a 100s observation window

In Fig 2 we see a quantile-quantile plot of the delays of esti-
mator packets on paths 2 & 5. The fit between the solid line
(the data) and the dashed line (a Gaussian) indicates how well
a single Gaussian models the data. On path 2, a single Gaus-
sian distribution gives a good model of the data whereas on
path 5 a single Gaussian gives a poor fit. The poor fit in the
lower tail of path 5 is evident on other links and is a result
of packets having a minimum delay which causes deviation
from the single Gaussian model. As the fit for most paths is
good in the central 4 quartiles we use the single Gaussian dis-
tribution as an estimator.
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In Fig 3 we see that with the longest observation window
(100s) MoM is 100% reliable for added delay greater than
40ms whereas MoG achieves 80% reliability. When the added
delay is reduced to 20ms both methods converge to 80% relia-
bility and continue to experience the same reliability value as
the delay is reduced further. For a shorter observation window
(10s) a similar trend can be observed; at 50ms added delay
MoM achieves 78% reliability with MoG achieving 68%. As
added delay is reduced, both methods convergence in perfor-
mance so that MoG achives 42% reliability at 20ms compared
with 36% for MoM. As added delay is reduced to 10ms, both
methods exhibit similar performance. With a short observa-
tion window (1s) we observe the same trend as with longer
windows but with much reduced reliability. With 50ms added
delay MoG has a reliability of 37% while MoM achieves 40%.
With 30ms added delay MoG performs best with 31% relia-
bility compared to 28% with MoM. This trend continues with
MoG being 27% reliable at 10ms and MoM being 23%. In
this case both estimators achieve very similar performance.

From the above we note that with a long observation win-
dow and with an added delay greater than 20ms the MoM
provides the most reliable method of bottleneck-link detec-
tion. If the added delay is reduced to less than 20ms and the
observation window shortened to 10s or less then the MoG
achieves a similar performance. Practically, this implies that
in a network where delays on a link are within 20ms of each
other and only a short observation period is available then us-
ing a either method would be equally likely to provide correct
detection of the bottleneck link.

3.3. Estimator Rates

One consideration for both methods is the number of probe
packets required to perform reliable bottleneck-link detection.
Here, we consider the effect of reducing the probe traffic rate
on both methods studied above; reduction of the probe rate
improves efficiency by congesting the links with fewer probe
packets, however, this is at the cost of accuracy.

To evaluate this trade-off we use the topology and esti-
mation methods shown previously but adjust the simulation
parameters such that Links 1, 2 & 3 have 10ms and Link 4
has 50ms added delay. We use 100 realisations of a 10s ob-
servation window to remain consistent with previous results.

From Fig 4 we see that with an estimator rate of 1Kb/s
(half that used in the previous scenario) the MoM achieves
a reliability of 94% with MoG achieving 92%. As the rate
is reduced to 0.7Kb/s the MoM reliability is reduced to 87%
whilst the MoG achieves only 64%. As the rate is further re-
duce to 0.5Kb/s, a quarter of the original, the reliability of the
MoG falls to 49% whilst the MoM has fallen to 80%. This
suggests that a MoM approach is preferable when the num-
ber of probe packets is low. This would appear consistent
with Fig 3, reducing the estimator packet rate and reducing
the observation window have the effect of reducing the data

“%age of correct bottleneck link detections

401

05 0.55 06 0.65 07 0.75 08 0.85 09 095 1
Estimator Rate (Kbfs)

Fig. 4. Estimator Rate against Correct Detection Rate for both
methods with a 10s observation window

available to the estimator which results in a lower probability
of correct bottleneck link detection. The corollary also ap-
plies, the probability of correct bottleneck detection can be
improved by either raising the estimator packet rate or in-
creasing the observation window to increase the data available
to the path-level estimator.

3.4. Computational Complexity

We compare the computational intensity of each method by
considering the number of Multiply (MULT) and Add (ADD)
operations required:

MoM MoG
MULT | 2NPt+ Pt+ PL—L | PN +2P + 3PL
ADD NPt—Pt+PL—-L | 2PN +2PL —2L

Table 2. Formulae for number of operations required

In Table 2 we present equations for the complexity of the
data processing part both methods, (ie excluding the sampling
process) in terms of the simulation parameters. We see the
complexity of both methods scales by the number of samples,
N, but that MoM also scales by CGF parameter, ¢. Here, and
in the scenarios described in Section 3.1, P, L & t are 5, 4
& 20 respectively. In Table 3 and Fig 5 we see the number
of operations required in the scenarios previously mentioned
where we observe that MoG requires an order of magnitude
fewer operations than MoM. However, this comes at the ex-
pense of the reliability of bottleneck-link detection.

Fig 5 shows graphically how the number of operations
quickly scales as the size of the network increases. Here we
have assumed the ratio L/ P has remained constant at 0.8 as
in the previously defined scenarios.
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MoM MoG
MULT | 600116 | 15070
ADD 299916 | 30032

Table 3. Numerical results for number of operations required

o

No. of Operations

0 20 40 80 80 100 120 140 160 180 200
No. of Links (L/P fixed at 0.8)

Fig. 5. Number of Operations against Number of Links in
network for a fixed value of L/P

Finally, we consider the complexity of inverting H as men-
tioned in Section 2.1. In [10] it is estimated that inverting
a matrix of size N * N takes a number of operations of or-
der N3. In our scenario, P and L are similar in size so we
estimate the operation will be of similar complexity, around
O(L?). As this is a wired scenario, we assume the inversion
takes place once as the topology remains fixed throughout;
however, we note that were it a wireless scenario with mobile
nodes then this would be a more significant contribution to
overall complexity.

4. CONCLUSION & FUTURE WORK

In this paper we have presented a comparison of two meth-
ods of delay estimation and bottleneck-link discovery for use
in wired network tomography. We have shown that the para-
metric estimation (MoG) method provides performance com-
parable with the CDF estimation (MoM) method for a short
observation window with a reasonable probe-packet rate. We
have seen that MoG is less reliable than MoM for low probe-
packet rates. In both cases, MoG has the advantage of a re-
duced computational complexity. We have also shown that
performance in both methods can be improved by increasing
the length of the observation window.

In future we will consider more methods, of both param-
eter estimation and CDF estimation types. We imagine that
with an accurate model, a parametric method would be the

most reliable even with a low probe-packet rate. For a higher
probe-packet rate, greater accuracy can be obtained with a
CDF estimation method, however, this is at the cost of in-
creased computational complexity.
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Abstract

Network tomography offers a useful method to identify internal problems in a network
using data which can be obtained at the edge. Provided the topology of the network
is known then it is possible to recover from the edge measurements some properties of
internal links of the network which may not be accessible for any number of reasons -
cost, ownership, physical location etc. In this paper we compare estimator and detector
methods used to find the bottleneck link in a wired network, that is, the link experiencing
the highest delay.

1. Introduction

Computer networks are growing in both size and complexity and with the evolution of
the internet can be connected in a near infinite number of ways. Typically, the user is
situated at the edge of such a network with the resources they wish to access at another
edge; thus, the route taken by data travelling between user and resource can be long and
complex. Data packets will interact with other traffic on some or all of the route which
will have an affect on their statistical properties such as latency (delay), loss rate and
interarrival time. It is desireable to measure the network to detect anomalous values of
these statistics; network tomography, introduced in [Coates et al] is one method of doing
this. In this work, we concentrate on latency-based tomography, in particular finding
the network link with highest latency. This involves estimating the route-level delay
distribution from measurements available at the route or path level, converting this to
an estimate of the link-level distribution and then detecting which link is most probably
the one with highest delay (which we refer to as the bottleneck-link).

It is normal to describe the tomography process in terms of Y, the path-level delay
measurements, X, the link-level delay data we cannot measure and H, the routing matrix
which describes the relationship between X & Y. It is also normal to number the paths
from 1 to P and the links from 1 to L. With this nomenclature, a network is of the form:

Y =HxX (1.1)

That is, a network is a connected set of L links which form P routes or paths. We wish
to find X so we invert this process thus:

X=H'xY (1.2)
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Figure 1: (a) - Network Topology of the small network, originally from [Coates et al]
& (b) - the H matrix and its pseudo-inverse

Where H~! is the pseudo-inverse of H and conditioned on H being of full rank. This is
the least squares (LS) approach to finding X; we express X as a weighted sum of the
contributions from each Y with the weights coming from H 1. h;; is the weight assigned
to the contribution to link j from path . This is easier to see in an example so consider
Fig 1 where we have P =5 and L = 4. Fig la shows the topology of the network whilst
Fig 1b shows the routing matrix (H) and it’s pseudo-inverse (H~1).

The remainder of this paper is organised as follows: in Section 2 we introduce the
estimation schemes we are going to compare whilst in Section 3 we introduce detection
methods to accompany them. In Section 4 we introduce the parameters used for the test
and show some selected results before finally, in Section 5 presenting some conclusions.

2. Estimation Methods

In this section we introduce the estimation methods to be compared in Section 4.

Gaussian Approximation

The use of the Gaussian distribution to model the link delay was suggested in [Shih &
Hero] although the authors believed it to have problems with identifiability. Once the
mean and variance have been estimated from the N path-level data, they are transformed
using LS with weights coming from |h;;|2. Equations 2.1 & 2.2 show the estimation of
the mean and variance for path ¢ respectively while Equation 2.3 shows the estimated
distribution for link j.

1 N
= —Sy 2.1
[y, N,;,l k (2.1)
_ 1 N
2 _ E L T>)\2

We treat the variance as a noise process (multiplying by |h;;]?) in order to stop it be-
coming negative.
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Estimation 3
P P .
X; =N v, x hij, »_ 0% x |hi|*) = N(ix;,0%,) (2.3)
i=1 i=1

Sum of Gaussians Type A (SOGA)

To extend the GA method we investigate the idea that the data can be modelled using
a Gaussian Mixture Model (GMM). The flexibility gained by using a complex model
allows the distribution to be better fitted but at the cost of computation time. We use
the well known Expectation-Maximization (EM) algorithm to find the best estimate of
the path-level delay distribution as a mixture of J Gaussians, given an initial estimate.
With an estimate for each path, we find the combinations of mixtures with the highest
joint probability and use this as a metric to select the most likely combinations - here we
select the top 1000. As an example, one combination might be, Path 1, 2nd Gaussian,
0.74; Path 2, 1st Gaussian, 0.34; Path 3, 3rd Gaussian, 0.57; giving a metric for this
combination of 0.74 x 0.34 x 0.34 = 0.143. We apply LS as in GA to compute the GMM
(comprised of mean, variance and weight for 3 Gaussians) for each link. The problem
with this method is that we have to compute the joint probabilities for all combinations
of GMM. With a small network this is a relatively small number of computations but as
the network scales, this value increases rapidly. The number of computations required is
(JP) P giving 1215 for the small network which increases to 6377292 computations for
12 paths.

Raw Transform (RT)

This is the simplest practical method and is included here as a control method against
which to rate the others. The mean value of data over one second (for each path) is taken
and LS applied to each block to get an estimate of the link-level data. A histogram is
taken of these blocks to get an empirical measure of the distribution function.

Sum of Gaussians Type B (SOGB)

An extension of the RT method, the link-level data is modelled as a GMM once it
has been transformed via LS. The advantage is that we do not have the large number
of comparisons to perform as in SOGA and we have an analytic expression for the
distribution function at the link-level.

Method Of Moments (MOM)

In [Shih & Hero] the authors estimate the Cumulant Generating Function (CGF) of
the distribution of delay on each path from individual measurements with a method-of-
moments (MOM) estimator. These are passed through the LS algorithm to give a CGF
of the delay distributions for each link in the network.

We first construct an estimate of the CGF of path i using N measured delays denoted
Yie, k =1..N,

N
— 1 ”
My, (t) = ;e k (2.4)
Then we use LS to obtain a link-level estimate of the CGF.
— P —
Kx, =Y hij x log(My,) (2.5)
i=1
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3. Detection Methods

To detect the bottleneck-link we must use a detection method which is compatible with
the output from the estimation stage. Both methods used in this work require the a-priori
selection of a variable ¢ which itself is an educated guess at the value of delay. The choice
of this value is empirical and the accuracy of detection is often highly dependant on it;
both major limitations.

CDFmax

To detect the bottlneck-link, we evaluate the link CDFs at a fixed value of § and pick
the link which has lowest value. This is dependant on a good estimate of the CDF to
achieve reliable detection but is suitable for any of the parametric methods or empirical
methods (ie GA, SOGA, SOGB & RT) used here.

Chernoff Bound

To detect the bottleneck, we impose a Chernoff upper bound on the link CGFs and it is
therefore the most suitable choice to use with MOM. The bottleneck is the link with the
highest probability (P;) of exceeding the delay threshold (4).

In [Shih & Hero] this is expressed as:

Pj = P(X; > 0) < e P R[] (3.1)

4. Selected Simulation Results
Simulation Setup

To test the methods we used an ns2 [ns2] simulation to model a wired network with
unicast probe-path traffic. The topology of the small network is as shown in Fig la and
the key parameters show in Table 1. On each link we add a delay to each packet to
force a situation where one link has a higher latency than the others for the methods
to detect. Aside from the added delay, other delays encountered by packets come from
self-congestion due to background traffic in the form of queueing and processing time at
each node.

We tested two sizes of network to observe robustness with regards to scaling of the
network and used different values of added bottleneck delay to test responsiveness under
conditions where the added delay was similar to that of the background delay. Background
traffic on each link is formed by combining a number of exponentially distributed UDP
and a number of TCP traffic sources in a similar manner to that used in [Coates et al].

Discussion of Results

Figure 2 shows the detection accuracy plotted against the values of § between 0.1 and
0.25 seconds; they therefore show the sensitivity of each of the methods to the choice of
¢ when the bottleneck delay is fixed. Where the difference between the bottleneck and
the next worst link is small (2a) the peak accuracy is quite sensitive to choice of ¢ for all
methods except MOM. As the difference increases, so does the peak accuracy range (in
terms of 0) and value (2b); this is not unexpected as it is easier to select the bottleneck
from the other links. With a larger network, a larger difference is required before the
same detection accuracy can be obtained (compare 2b & 2d). Here GA exhibits quite
poor performance despite performing well in the small network whilst MOM fails to
select the bottleneck at all. If the difference increases again (2c) then we see MOM,
GA, SOGA and SOGB performing well regardless of choice of §; only RT shows some
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Parameter
Added Delay on bottleneck link

Small Simulation Large Simulation

20ms, 50ms 50ms, 250ms

Added Delay on normal links 10ms, 80ms, 100ms 100ms

Bandwidth on each link 1 Mb 1Mb

Simulation Time 5000s 5000s

Number of Paths, P 5 12

Number of Link, L 4 9

CGF Parameter, t 20 20

Number of probe packets, N 25000 25000

Probe packet rate 2 Kb/s 2Kb/s

Probe packet size 40 Bytes 40 Bytes

Table 1: Key Simulation Parameters
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Figure 2: Detection Accuracy against choice of delay threshold (4) for four scenarios

sensitivity. Overall, we see GA and its more complex version, SOGA, perform well in each
of the scenarios. SOGA exhibits good performance in the larger network with small delay
difference which is the most challenging of the four scenarios. SOGB outperforms our
control method (RT) which may indicate that a good model of the tail of the distribution
can have a positive effect; being essentially a histogram, RT has poor performance here.
We also note that MOM does not depend on choice of & and therefore has constant
performance in each of the scenarios; this is not to suggest that it is a better choice as a
good selection of § can provide SOGA or GA with better performance, especially when

134



Publications

A Comparison of Methods for Network Tomography 6

the difference is low. Despite its poor performance in 2d GA remains a robust choice of
method as it has much lower computational load compared to SOGA which may be more
important than a small increase in accuracy in an application where the bottleneck is
likely to be much worse than the next-worst link.

5. Conclusion

We have provided a comparison of five methods for estimating the bottleneck-link using
delay-based network tomography. We have seen that whilst there are advantages to using
a non-parametric method, namely its ability to model an arbitrary distribution, a rea-
sonable choice of close fitting paramteric distribution can produce more accurate overall
results.
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ABSTRACT two existing estimation algorithms using the Pearson t}

Network tomography offers a useful method to identify inter distribution to form two new estimation algorithms wh
nal problems in a network using data which can be obtaine§'@y offer a computational saving over the originals.

at the network’s edge. Provided the topology of the network . . . .

is known then it is possible to recover from the edge meaJN€ remainder of this paper is organised as follows
surements some properties of internal links of the network>€ction 2 we introduce our system model, in Section
which may not be accessible for any number of reasons InNtroduce the estimation algorithms we are going to com
cost, ownership, physical location etc. In this paper we in1d in Section 4 we introduce detection algorithm:
troduce two new estimation algorithms based on the Pears@gcompany them. In Section 5 we introduce the parar
type-1 distribution and compare these with existing estimaused for the test and show some selected results t
tor and detector algorithms used to find the bottleneck lindinally, in Section 6 presenting some conclusions.

in a wired network, that is, the link experiencing the highes

delay.
2. SYSTEM MODEL

1. INTRODUCTION It is possible to describe tomography using some basic

Computer networks are growing in both size and complexityPr@: here, we attempt to remain consistent with other v
and with the evolution of the internet can be connectedl [71in our nomenclature. We refer to the path-level g
in a near infinite number of ways. Typically, the user is Measurements & the link-level delay data we cannot m
situated at the edge of such a network with the resource3uré but wish to estimate asand the routing matrix (whic
they wish to access at another edge; thus, the route tak&@scribes the relationship betweémndY) asH. The path
by data travelling between user and resource can be lorl§ @ny network are numbered from 1Rowhile the links ar
and complex. Data packets will interact with other traffic onlumbered from 1 t&.. Using this notation, we can think o
some or all of the route which will have an affect on their "etwork as:

statistical properties such as latency (delay), loss ratk a

interarrival time. It is desireable to measure the network Y=HxX (1)

to detect anomalous values of these statistics; networkpg implies that theP routes (or paths, the terms are of
tomography, introduced in [1] is one method of doing this. |,5eq interchangeably) in a network are simply an inter

. nected set ot links: H, the routing matrix, describes he
In this work, we concentrate on latency-based tomographype links are connected to form the paths using a 1 to inc
in particular finding the network link with highest latency. he the link is part of the route and a 0 to indicate otherv
We define a network link as a connection between two nodesjnce our desire is not to gather information\dwhich we

or routers in a network and a route or path as a connectegh, measure directly) but o6, we invert our equation:
set of links, this is illustrated in Figure 1. We estimate the

route-level delay distribution from measurements avéglab X—=Hlxy @)
at the route or path level, convert this to an estimate of the

link-level distribution and then detect which link is most We can see that this is the well known least squares
probably the one with highest delay (which we refer to asmethod applied to findingk whereH 1 is the L2 pesudc
the bottleneck-link). There are many approaches to thignverse ofH. We seek to find an estimate Xfas a weighte
problem, some of which use parametric distributions forsum of the contributions from eack with the weight:
link and path estimates such as exponential and exponenti@ming fromH 1. We definehjj as the weight assigned
mixture distributions [2] or Gaussian mixture distribu- the contribution to linkj from pathi.

tions [3]. Alternatives use EM based approaches [4] whilst

some are based upon particle filters [5]. Some of the modt is perhaps easiest to illustrate this using a small exarsq
recent and potentially most efficient, in terms of volumeconsider a networl which has a topology such as that sl
of data required to detect any bottleneck, are based upadn Figure 1 withP =5 andL = 4. Link 1 and link2 form pat
compressed sensing [6]. Our contribution is in extendindl so the routing matrix has a 1 in the first two column
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the first row: the columns of the routing matrix correspondAlgorithm 1 GA estimation algorithm
to the links while the rows correspond to the paths. Equa-7. for i = 1 toP do

Fion 3 show_s the routing matrix{) while equation 4 shows  ,. it single Gaussian to path,using equations (5) & (¢
it's pseudo-inverseH{ ~1). . end for

3
4. for j=1toL do
5

1100 estimate PDF of linkj using path estimates 1 1®
1011 using LS as per equation (7)
H=|1 0 10 (3) 6: end for
0011
010 0 3.2 Method Of Moments (MOM)
In [1] and [7] the authors estimate the Cumulant Gen
ing Function (CGF) of the distribution of delay on each |
o _ from individual measurements with a method-of-mom
1 8gg _82(5) 8 %gg %?g (MOM) estimator. These are passed through the LS
H™ =] _050 —050 1 050 050 | 4  rithm to give a CGF of the delay distributions for each |
025 075 1 025 -025 in the network.

We first construct an estimate of the CGF of patisingN

measured delays denotégd,k = 1...N,
The tomography problem presented above can be reduced in ! y S

it's most basic format to this: trying to estimate the linkale

o N

CDF (X) using measurements taken at the route levgahd My (t) = 1 z Vi (8)

knowledge of how the network is constructéd)( This can N&

be used to determine the link with the highest delay which o )

can be useful for monitoring and control applications. Then we use LS to obtain a link-level estimate of the CC
P

3. ESTIMATION ALGORITHMS Ky, = th” x log(My,) 9)

i=

In this section we introduce four algorithms to estimating t

statistical properties of the links based on the data aeduir Algorithm 2 MOM estimation algorithm

at the path level; the results are used with a complementaryl_ fori— 1oL do

detection algorithm described in Section 4 and the perfor- . - .
mance shown in Section 5. 2: enzsft(l)rpate CGF of path, using equation (8)

3
4. for j=1toL do
) o 5. estimate CGF of linkj using path estimates 1 ®
3.1 Gaussian Approximation using LS as per equation (9)

The use of a single Gaussian distribution to model link delay & €nd for

was suggested in [2] although the authors believed it to have o

problems with identifiably. We also treat the path delay as3.3 Pearson type-1 Distribution (PRS)

having a Gaussian distribution so that the mean and varianggii, Ga we use the first two moments to model the datz
are estimated frol path data and subsequently transformed,e gyspect that this might not allow enough flexibility toe
to provide an estimate of the mean ar21d variance of the link, 4ccurate model so we use a Pearson type-1 distribut
using LS with weights coming frorh |“. Equations (5) & make use of the first four moments. The algorithm is sin
(6) show the estimation of the mean and variance for pathy, G put with the addition of skewness and kurtosis wi
respectively while equation (7) shows the estimated disri e recall in equations (10) and (11) respectively.

tion for link j.
N 3= % % E((Yi— mi1)?)/0® (10)
by = NkZlYik (5) Nk:1
L = D ECh-m/et -3 an
o\% N kZl(Yik N @)2 ©) LS is applied to the four estimates for each path as in G#

similarly results in a set of estimates for a Pearson dist
We treat the variance as a noise process and so square ) foreach gnk. We recall that the Pearson has a conc
weights (hi;|2) to preserve the positivity of the link estimate. N thatps > u3 + 1 which we find may not always occur ¢
to the transformation in LS; in this situation we modify

values ofys so that the condition is satisfied.
P P __ o
Xj = "/V(Elmi x hij, zlagi x |hi[2) = L/V(g;“g)%j) (7) 3.4 Pearson - Method Of Moments (P-MOM)
i= i=

The problem with MOM is that it does not produce an ¢
mate of the CDF (or PDF) of the delay for each link wt
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Value
120ms, 150ms
150ms, 200ms, 250n
10ms, 80ms, 100ms

Parameter

Bottleneck delay (5 node)
Bottleneck delay (10node)
Normal link delay (5 node)

Algorithm 3 PRS estimation algorithm
1: fori=1toPdo
2. fit a Pearson type-1 distribution to pathusing equa-
tions (5), (6), 10 & 11.

3 end for Normal link delay (10 node) 100ms

4: for j=1toL do Link bandwidth 1 Mb

5. estimate CDF of linkj using path estimates 1 #® Simulation time 5000s

using LS in a similar manner to equation (7) Number of pathsP (5 node) 5
6 end for Number of pathsP (10 node) 12
Number of links L (5 node) 4

is preferable to the CGF as it may give more insight into the Number of links,L (10 node) 9
operation of the network. To overcome this, we fit a Pearson CGF parametet, 20
type-1 distribution to the first four parameters estimatgd b  Number of probe packets| 25000
MOM. Probe packet rate 2 Kb/s
Algorithm 4 P-MOM estimation algorithm Probe packet size 40 Bytes

1. fori=1toLdo . .
Table 1: Key Simulation Parameters

2. estimate CGF of path, using equation 8

3: end for are shown in Table 1. Background traffic on each lin

4:forj=1toLdo _ formed by combining exponentially-distributed consthitt

5. estimate CGF of linkj using path estimates 1 ®  rate UDP and TCP traffic sources similar to those in [1].
using LS as per equation 9 rates of the UDP sources are chosen to ensure each

6: end for between 70% and 80% utilized; the TCP sources adjust

7. for j=1toL do

L . rate to achieve maximum throughput ensuring links opt

8: generate Pearson type-l distribution using Cumulantﬁt peak Capacity. This is important because we want ti
from CGF for each link sure that packets on the network experience some delz

9: end for to congestion. The delay is manifested as queueing an

cessing time at each node. In addition, on each link we i

delay to each packet so that one link has a delay highe!

4. DETECTION ALGORITHMS the others for our methods to detect. This ensures we h

To detect the bottleneck-link we employ a detection algoscenario where we know the bottleneck and can contrc

rithm compatible with the estimator output. Both detectiondegree of detection difficulty.

algorithms used here require the a-priori selection of & var

able, 4, which is an educated guess at the value of delays.2 Discussion of Results

The choice ofd is empirical and detection accuracy is often We compare the performance of the estimator and det

dependant on it; both major limitations.

4.1 CDFmax

We evaluate the link CDFs at a fixed valuedand call this
Pj and pick as bottleneck the link with loweBt This relies

combinations in terms of detection accuracy and com|
tional complexity in six different scenarios:
e A5 node topology with 20ms separation (Figure 2a)
e A5 node topology with 50ms separation (Figure 2b)
e A 10 node topology with 50ms separation (Figure 3¢

on a good CDF estimate to achieve reliable detection but ise A 10 node topology with 150ms separation (Figure &

Suzagkﬁﬂlg'(ﬁany of the parametric algorithms - ie GA, PRS o A 10 node topology with 250ms separation (Figure &
and P- .

In Figure 2a PRS outperforms GA in terms of peak accu
by about 20%, however both methods show sensit
4.2 Chernoff Bound to choice ofd; this may indicate information loss wh
: using two moments in GA. MOM is less sensitiveddhan
We impose a Chernoff upper-bound on the link CGFs andP-MOM although both offer a similar level of accuracy
select as bottleneck the link with the highest probabilty (  between 50 and 60% which we assign to the MOM-b
of exceeding the delay thresholdl)( parameter estimation.
In [1] and [7] this is expressed as:

P, =argmin (cdfj (0) ); je{1,2,...,L} (12)

In Figure 2b the separation has increased: GA now oL
forms PRS, the peak accuracy is greater by 6% while
range ofd over which it has high accuracy has increas
MOM and P-MOM show similar performance with t
difference being slightly less than in Figure 2a.

PP zo) <e RN

5. SELECTED SIMULATION RESULTS

5.1 Simulation Setup

To test all the methods (where a method is a combinatioff the separation increases to a larger value, ie 15
of estimation and detection algorithms, named after the eghen all methods converge to 100% accuracy. This it
timator) we use an ns2 [8] simulation to model a wired net-unexpected as the separation is high (greater than twic
work with unicast probe-path traffic. The topology of the delay of the 2nd worst link) and it should be easy to det:
5-node network is shown in Figure 1 while the 10 node netbottleneck even if the estimation is poor.

work has a larger but similar structure: the key parameters
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Figure 1: Network topology showing paths and links,
originally from [1]
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Algorithm MULT parametric methods (GA and PRS) appear more robust,
GA L(87+3P)+P(N+2) ever they are sensitive to choiced®fmaking them unsuitab
PRS P(1IN+5L+2)+165. in an environment where little is known about the normal
MOM Pt(2N+1) +L(5t+2) erating conditions of the network. A non-parametric mef
P-MOM 161 +4P(N—1) such as MOM has reduced sensitivityddut its output ma
not be compatible with all types of detection algorithm
Algorithm ADD hybrid approach, P-MOM, which uses the Pearson dist
GA 30L+L(P—1)+3PN tion as output sacrifices some of the accuracy of MOV
PRS SPN+4L(P—1)+52L +(L—1)! gains reduced sensitivity and decreased computational
MOM PtN+ LA+ (L—1)!
P-MOM L(P+52) + 4PN+ (L — 1)! 6. CONCLUSION

In this paper we compared four network tomography m
ods, two of which make use of the Pearson distribution
are introduced here, to perform bottleneck-link detec
We saw that a non-parametric algorithm (MOM) provi

Table 2: Formulae for number of MULT and ADD
operations required for estimation/detection of 20s o&dat
in the 5 node network.

Algorithm  MULT ~ ADD consistent, reliable performance which is not constraimg
GA 5418 15136 ana-priori choice of delay threshold. However it was no
PRS 55770 40278 robust as a parametric algorithm (GA and PRS) in low
MOM 200508 116006 aration scenarios and was computationally expensive.
P-MOM 20648 20234

bustness has to be carefully traded with computational
_ . . when considering overall suitability, especially in a réale
Table 3: Numerical results for the formulae in Table 2 using environment and we conclude that it may be preferenti
values from Table 1 for the scenario in Figure 2awith  sacrifice robustness for a reduction in compute time (¢

N = 1000. Where sensitivity ta is a concern and a CDF output is 1

Figure 3a shows the performance of the methods in th&ireable then our hybrid method, P-MOM, offers a solu
10 node scenario. Both MOM and P-MOM are unable tovVhich combines the flexibility of PRS with the consist
correctly detect the bottlneck while GA and PRS exhibitPerformance of MOM.

poor performance although PRS is the more accurate. As the

topology scales, the separation required for a fixed level of REFERENCES

accuracy increases. [1] A. Coates, A. O. Hero lll, R. Nowak, and B. Yu, “|
ternet tomography,JEEE Signal Processing Magazi
vol. 19, no. 3, pp. 47-65, 2002.

{"2] Y. Xia and D. Tse, “Inference of link delay in comrr
nication networks,TEEE Journal on Selected Areas
Communicationsvol. 24, no. 12, pp. 2235-2248, 20(

N. Johnson, J. Thompson, S. McLaughlin, and F. |
cia, “A comparison of delay estimation & bottleneck-I
detection methods for network tomography,Rroceed
ings of the 8th IMA conference on Mathematics in Si
ProcessingCirencester, UK, Dec 2008.
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M. J. Coates and R. D. Nowak, “Sequential mc
carlo inference of internal delays in nonstationary
networks,” IEEE Transactions on Signal Processij
vol. 50, no. 2, pp. 366-376, 2002.

M. Coates, Y. Pointurier, and M. Rabbat, “Compres
Network Monitoring,” inSSP '07. IEEE/SP 14th Wol
shop on Statistical Signal Processjnlyladison, WI
USA, Aug. 2007, pp. 418-422.

M.-F. Shih and A. Hero, “Unicast inference of n
work link delay distributions from edge measuremer
in Proc. IEEE International Conference on Acoust
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With large separation, all methods are able to correctipide [8] YCL/VINT/LBNL. network simulator ns (version 2
tify the bottleneck in a network. As separation decreases, t [Online]. Available: http://www.isi.edu/nsnam/ns/

In Figure 3b the accuracy of GA is comparable to Figure 2b:
the range of PRS is narrower and peak accuracy is slightl
less than GA. MOM and P-MOM exhibit similar accuracy
of around 30% with P-MOM having some variance as in the

5 node scenarios. 3]

In Figure 3c the accuracy of GA, MOM and P-MOM has
increased to the maximum which is expected given the large
separation. Interestingly, the PRS response has a lower tai
similar to that in Figure 3b showing sensitivity & )

Table 2 shows the number of multiplication (MULT) and
add (ADD) operations required to perform one estimation
and detection on a block of data (around 20s of data) using
the scenario in Figure 2a. GA is the most computationally
efficient as it has a low number of parameters and scal€$]
with the number of sample$|. PRS scales witiN but has

a more complex CDF and a greater number of parameters
than GA. MOM scales wittN andt which increases the
complexity for even a small value of P-MOM requires [6]
equal to 4 so offers a complexity saving compared to MOM.
Table 3 expresses this numerically with the parameters as in
Table 1 but withN = 1000. This illustrates that MOM is the
least computationally efficient followed by PRS. Crucially 7
we see that P-MOM combines the efficient estimation o{ ]
MOM with the efficient output evaluation of PRS requiring
one fifth the number of ADDs and one tenth the number of
MULTs of MOM.
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