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Abstract

We live in an era dominated by cloud computing. Computer systems in the cloud data-
center are becoming increasingly powerful but at the cost of complexity. At the fore-
front of recent technology advancements, newer PCIe generations and the Compute
Express Link (CXL) protocol promise significant improvements in connectivity within
data-center environments. These innovations introduce a new layer of resource sharing
and aggregation, which is crucial for managing the increasing demands of large data
volumes and diverse computational processing expected in the near future. However,
these advances also increases the complexity of resource sharing in data centers, pos-
ing significant challenges to the adequacy of traditional supervisory software designs,
including operating systems (OS) and hypervisor.

This thesis explores how to redesign supervisory software for platforms with such
emerging high-speed and shared-memory peripheral interconnects, in order to im-
prove application software resource utilization. Specifically, the Thesis investigates
how to extend current hypervisor designs to effectively enable CPU oversubscription
with PCIe-enabled faster IO, and transparently and effectively use CXL-enabled tiered
memory. In addition to that the Thesis explores how to extend traditional OSes to run
across multiple server inteconnected by CXL-enabled shared memory, potentially with
CPUs of diverse ISA.

The Thesis makes the following contributions. First, motivated by the introduction
of faster interconnects IO devices, we design and implement Anubis, a new IO-aware
VM scheduler for Linux KVM – the most popular Virtual Machine Monitor (VMM) in
today’s clouds. Anubis is a practical solution that provides close-to-non-overcommit
performance for IO workloads in VM overcommitted scenarios. Second inspired by
the possibility of sharing memory amongst different machines we propose Stramash,
a novel operating system kernel design that enables a single-OS among different ma-
chines, potentially of diverse ISA. We called such design fused-kernel, which leverages
cache-coherent shared memory among heterogeneous ISA CPUs as a fundamental fea-
ture. We built a prototype fused-kernel OS, Stramash-Linux, to demonstrate the appli-
cability of our design to monolithic OS kernels. We profile Stramash OS components
on real-hardware but tested them on an architectural simulator – Stramash-QEMU,
which we design and build. Third, driven by the introduction of tiered memory we in-
troduce Libra, an extension of the hypervisor memory subsystem designed to enhance
tiered memory management within cloud environments. Libra is a new approach that
dynamically adjusts the VM’s memory proportion between local and extended mem-
ory, optimizing overall memory utilization. Note, all solutions have been rigorously
evaluated with real-world datasets and have been applied in actual systems to support
various applications, and all source code is released open source.
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Lay Summary

In today’s digital age, cloud computing plays a vital role in powering everything from
streaming services to online banking. As our reliance on cloud services grows, so does
the complexity of the data centers that support them. These data centers need to handle
vast amounts of data and perform complex computations quickly and efficiently.

Recent technological advancements, like the new PCIe 6.0 standard and the Com-
pute Express Link (CXL) protocol, promise to make data centers faster and more con-
nected than ever before. PCIe 6.0 offers much higher speeds for data transfer, while
CXL allows different parts of a data center to share memory more effectively. This
means that resources like processing power and memory can be shared and used more
flexibly, which is crucial for handling the increasing demands on cloud services. How-
ever, these advancements also bring new challenges. The software that manages these
data centers—like operating systems and virtualization tools—wasn’t designed with
these new technologies in mind. As a result, they may not use the new hardware as
effectively as possible, leading to wasted resources and slower performance.

This thesis explores ways to redesign this supervisory software to better utilize
the new high-speed connections and shared memory capabilities. The goal is to make
cloud applications run more efficiently by ensuring that the software can fully take
advantage of the new hardware. The research makes three key contributions:

Anubis: A new scheduling system for virtual machines that takes into account the
faster input/output capabilities of PCIe 6.0. This helps manage computing resources
more effectively, even when there are more virtual machines running than there are
physical resources (a common situation in cloud environments).

Libra: An enhancement to how memory is shared and managed in virtualized envi-
ronments. With the introduction of tiered memory systems recently, Libra dynamically
adjusts how different tiered memory is allocated to different virtual machines. This en-
sures that memory is used more efficiently across the data center.

Stramash: A novel approach to operating system design that allows a single oper-
ating system to run across multiple servers, even if they have different types of proces-
sors. By leveraging shared memory made possible by CXL, Stramash enables better
coordination and resource sharing between servers.

All of these solutions have been thoroughly tested with real-world data and are
available as open-source software. By rethinking how supervisory software interacts
with new hardware technologies, this research aims to make cloud computing more
efficient, responsive, and capable of meeting future demands.
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Chapter 1

Introduction

Computing has evolved to become a foundational element of modern civilization,
driven by relentless improvements in processing power and reductions in production
costs. This progression is encapsulated by Moore’s Law, a crucial techno-economic
model that has underpinned the IT industry’s ability to double the performance and
functionality of digital electronics approximately every two years within a fixed cost,
power, and area [152] – thanks to advanced electronic design automation tools, com-
pilers, simulators, and emulation technologies. However, within the next decade, the
technological basis of Moore’s forecast is expected to reach its limit as lithography
approaches the atomic scale, as shown in Fig 1.1. Soon, it may be possible to man-
ufacture lithographically produced devices where critical features are only a dozen or
so silicon atoms across, representing a practical threshold for the miniaturization of
digital computing logic gates.

In response to these looming constraints, the most viable route to sustaining perfor-
mance enhancements lies not in further improving general-purpose core computing ca-
pabilities, but in parallelism and specialized computing. By involving more computing
cores, servers have evolved from single multicore systems to novel computing servers
that carry hundreds or even thousands of cores. These cores are not only general-
purpose processors with different ISA (x86, ARM, Power PC); they can also be spe-
cialized computing processors such as ASICs, FPGAs. Further, those computing cores
might not be attached to the motherboard directly; they could be connected through
the peripheral bus, which forms a distributed computing architecture within a single
server. As we step into the era of big data, the data volumes have surged; many appli-
cations are now constrained by the performance bottleneck of data movement, which
demands additional memory and I/O bandwidth. At the forefront of recent technology
advancements, newer PCIe generations and the Compute Express Link (CXL) proto-
col promise significant improvements in connectivity within data-center environments.
The recently introduced PCIe 6.0, as shown in Fig 1.2, has doubled the speed compared
to the previous generation, offering higher I/O bandwidth and lower latency. CXL, in
particular, is revolutionizing the way that devices connect by enabling shared mem-
ory and memory semantic access between connected entities over the peripheral bus.
This advancement simplifies resource sharing in the data center, and it is believed to
bring higher performance improvement and better utilization (removing fragmentation
thanks to the disaggregation). While the exact performance gains remain to be fully
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quantified, several studies have discussed this already, for example from Google [118].
These innovations introduce a new layer of resource sharing and aggregation, which

is crucial for managing the increasing demands of large data volumes and diverse com-
putational processing expected in the near future. However, these advances also in-
crease the complexity of resource sharing in data centers, posing significant challenges
to the adequacy of traditional supervisory software designs, including operating sys-
tems (OS) and hypervisors.

This thesis explores how to redesign supervisory software for platforms with such
emerging high-speed and shared-memory peripheral interconnects in order to improve
application software resource utilization. Specifically, our work investigates how to
extend current hypervisor designs to effectively enable CPU oversubscription with
PCIe-enabled faster I/O and to transparently and effectively use CXL-enabled tiered
memory. Additionally, our work explores how to extend traditional operating systems
to run across multiple servers interconnected by CXL-enabled shared memory, poten-
tially with CPUs of diverse ISAs.

Figure 1.1: All additional approaches to further performance improvements end in
approximately 2025 due to the end of the roadmap for improvements to semiconduc-
tor lithography, Figure from Kunle Olukotun, Lance Hammond, Herb Sutter, Mark
Horowitz and extended by John Shalf

1.1 Motivation
Cloud Computing Today, we live in an era dominated by cloud computing. Cloud
computing is the on-demand availability of computing resources (such as storage and
infrastructure) as services over the internet. It eliminates the need for individuals
and businesses to self-manage physical resources themselves and only pay for what
they use. The main cloud computing service models include infrastructure as a ser-
vice(IaaS) offers compute and storage services; platform as a service, which offers a
develop-and-deploy environment to build cloud apps; and software as a service, which
delivers apps as services. In the cloud computing environment, computing resources,
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Figure 1.2: PCIe specification evolution through six generations spanning three
decades: Doubling Bandwidth with leading power-efficient and cost-effective perfor-
mance satisfying the needs across the entire compute continuum as the ubiquitous
interconnect, Figure from PCI-SIG consortium

such as CPUs, memory, storage, etc., are organized like an array of elements under
the abstraction of virtualization technology. Cloud providers manage these resources,
offering virtual machines (VMs) to the client.

In modern data centers, servers are interconnected not only with each other but
also with various peripheral hardware devices. To ease of resource management, the
cloud provider transverse the cloud platforms to a pooled resource abstraction, which
can be precisely tailored to meet specific tenant needs. As a result, virtual machines
can be efficiently scheduled and allocated based on the client request. These servers
and its peripheral hardware devices are interconnected through the PCIe link, which
has continuously evolved to support faster speeds and greater compatibility. A notable
advancement in the latest generation of evolution is the PCIe CXL (Compute Express
Link) extension. This technology introduced cache coherence between connected en-
tities, facilitating a higher level of resource pooling in the data center. For instance, the
tiered memory pool supported by CXL can expand server memory capacity, extending
from the local memory of directly attached local DRAM to the remote memory that is
connect through the PCIe cable. With cache coherence shared memory, the CXL also
allows for more adaptable offloading of computing tasks to peripheral hardware that
has SoC on device, optimizing both performance and efficiency in cloud environments.

Multi-tenant Due to the architecture of cloud computing, in order to optimize the
utilization of available resources of cloud infrastructure, multiple tenants share the
hardware resources and run their workloads together on servers that are across the
data center. Because the workloads of the tenants running in the cloud are not always
busy, to further optimize resource usage, cloud providers often consolidate multiple
workloads onto a single physical server, thereby overcommitting the server’s hardware
resources – starting from a per-workload declared resource demand upon tenant re-
quest, usually estimated as the worst case/peak hardware resources required to meet
the target service QoS [41, 73, 76, 133].

However, this hardware resource overcommitting would lead to the resource con-
tention issue in the data center. Which significantly impacts the service performance
by introducing extra latency in the service procedure due to the extra waiting time for
the available hardware resources, particularly in terms of I/O operations. For instance,
the processing of the in/out bound data between the server and peripheral network or
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storage hardware devices may suffer from considerably high latency when comput-
ing resources are shared and not immediately available. Thus, the new generation of
PCIe interface, designed to enhance data transferring and system connectivity, might
not reach its full potential performance improvement without proper management of
shared hardware resources in the data center. The challenge, therefore, lies in how
to enable the current supervisory software, specifically the hypervisor, to efficiently
allocate and share hardware resources among multiple tenants without impact to the
service performance.

Resource under-utilization A significant challenge in the cloud platforms is the
under-utilization of hardware resources. Cloud VMs demand the hardware resource
upon tenant request. Therefore, scheduling VMs is transverse to the hardware re-
sources bin-packing problem, which gets more complicated when different constraints
in the cloud need to be considered, especially the mixed demands of the current VM
and future incoming VM. However, because of the unpredictable arrival and release
times of VMs and their variety of hardware resource combinations, it is impossible for
cloud providers to fully utilize each server hardware resource. Which leads to resource
stranding or spilling in the data center. In this thesis, we focus on the memory resource.
The typical scenario for memory stranding is that all cores have been rented, but there
is still memory available on the server. The memory spilling is the reverse scenario,
which is that cores are remaining, but all memory has been rented.

To reduce memory wasting, cloud providers are trying to disaggregate the memory
into a pool that is accessible by multiple servers in the data center. Therefore, breaking
the boundary that each server has a fixed hardware resource. By reassigning memory to
different servers at runtime, the memory resources can be dynamically adjusted based
on demand. Thus, the overall data center’s memory-to-CPU ratio can achieve closer
to the average VM’s memory-to-CPU ratios by tackling the deviations via the memory
pool. The recent introduction of the CXL standard technology has paved the way for
innovative approaches in data center memory pool management. CXL provides the
cache coherence connection between each connected entity and several new hardware
have been proposed recently, such as memory expansion module, memory machine,
etc. These CXL-enabled memory expansion devices are attached to the server through
the PCIe interface, with relatively higher access latency compared to local DRAM. As
these new hardware solutions begin to integrate into data centers in the foreseeable
future, the new architecture, the tired memory pool, will be put into the data center
infrastructure. However, current supervisory software, particularly in cloud computing
environments where virtualization is prevalent, struggles to fully exploit these memory
resources. The challenge arises from the additional access latency introduced by re-
mote memory, raising critical questions about how to balance memory allocation and
utilize both local and remote memory effectively to minimize performance degrada-
tion.

Heterogenelty The recent surge in AI/ML specialization has driven the data volume
to increase explosively; the traditional Von Neumann design has encountered perfor-
mance bottlenecks due to the high cost of data movement. To address this, a shift
towards near-data processing has been initiated, which strategically places computing

18



units closer to the data. Therefore, more and more peripheral devices’ hardware have
embedded the computing core, including TPU, DPU, SmartSSD, SmartNIC, etc. How-
ever, most of those embedded computing cores have different ISAs; the introduction
of these heterogeneous devices poses a significant challenge: Today’s heterogeneous-
ISA platforms run a separate software stack per CPU. Applications running thereon
are perceived to be in a distributed system and hence cannot leverage per-platform
optimizations.

Today, the hardware landscape is rapidly changing. There are several PCIe ex-
tensions that consider cache-coherent shared memory (including CXL [78], Open-
CAPI [140] and CCIX [70]), making tighter interconnection of heterogeneous pro-
cessing units an inevitable trend. Therefore, with specialized/heterogeneous comput-
ing elements reaching all aspects of our computer systems and their prevalence only
growing, we must act to rein in their inherent complexity. One place that has seen
significantly less investment in terms of development is heterogeneous-ISA systems,
specifically because of such complexity. To date, heterogeneous-ISA processors have
required significant software overheads, workarounds, and coordination layers, mak-
ing the development of more advanced software hard and motivating little further de-
velopment of more advanced hardware. Given these challenges, a critical question
emerges: how to extend traditional OSes to run across multiple servers interconnected
by CXL-enabled shared memory, potentially with CPUs of diverse ISA.

Challenges The hardware landscape in cloud computing is changing, marked by in-
creasing connectivity and heterogeneity of hardware resources. As data centers evolve
with new hardware in their infrastructure, developing strategies to effectively manage
and exploit these faster and highly compatible interconnections remains an open and
critical question.

Figure 1.3: From faster interconnected IO devices to the cache coherent shared mem-
ory pool
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1.2 Contributions
This thesis is made up of the following contributions, which have been developed
entirely during the PhD course. Appendix.A lists all works and publications that the
student did.

Figure 1.3 illustrates each contribution targeted architecture – from current to the
next generation of peripheral interconnections in the cloud. The Thesis is narrated in
chronological order of the completion times of the works.

1.2.1 Anubis – Improve I/O Performance in Multi-tenants Cloud
We propose Anubis, a new IO-aware VM scheduler targeting Linux KVM, the most
popular VMM in today’s Clouds, without requiring any guest VM modifications. Anu-
bis shortens the IO event pending time by lightweight monitoring IO events including
interrupt delivery and KVM exit. For the vCPU running the IO activity, Anubis pro-
vides an accurate boost, which is exclusively active only during the period when the
vCPU has IO activity. While the IO performance is maximized, Anubis still guarantees
fairness among VMs. The vCPU that doesn’t have IO activity and belongs to the same
VM will voluntarily yield the computing resources to counterbalance the unfairness
created by the vCPU that has been given a performance boost.

1.2.2 Stramash – Fused Operating System Design
We proposed Stramash; we have introduced a new operating system (OS) design, the
fused-kernel OS, which goes beyond the multiple-kernel OS design, exploiting cache-
coherent shared memory among heterogeneous ISA CPUs as a first principle – intro-
ducing a set of new OS kernel mechanisms. We built a prototype fused-kernel OS,
Stramash-Linux, to demonstrate the applicability of our design to monolithic OS ker-
nels. We profile Stramash OS components on real hardware but tested them on an
architectural simulator – Stramash-QEMU, which we designed and built.

1.2.3 Libra – Tiered Memory Management in Cloud
We proposed Libra, a system grounded in the insight that Cloud tiered memory man-
agement involves an implicit preemption scenario amidst the complexities of a multi-
tenant Cloud environment. Libra shifts the focus from page-level profiling to VM-level
profiling to select VMs that should receive the memory resources. It introduces a novel
concept: a memory scheduler in the Cloud that dynamically adjusts the memory pro-
portion allocated to VMs. Our initial results demonstrate that Libra can eliminate the
randomness of memory allocation brought by the page migration and significantly im-
prove local memory utilization, as shown by our simulation results.

1.3 Thesis organization
Chapter 2 introduces the background of Cloud computing, focusing on virtualiza-
tion technology and the challenges associated with resource contention. We delve into
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the role of novel hardware technologies such as Compute Express Link (CXL) and
Smart Devices, which are integral to advancing cloud computing capabilities. Addi-
tionally, we explore the heterogeneity present in cloud environments, discussing the
specific challenges it poses.

Chapter 3 presents the detailed work on Anubis, an IO-aware VM scheduler that
extends existing hypervisor designs. The chapter begins by identifying and analyzing
the IO challenges that arise when multiple tenants share cloud resources. After investi-
gating the root causes, it presents our design implementation of Anubis. Experimental
results are provided to demonstrate the effectiveness of our design and to showcase the
improvements Anubis brings to IO handling in multi-tenant environments.

Chapter 4 investigates Fused Kernel design – Stramash, a novel OS design. This
chapter starts with the limitations of current heterogeneous OS designs. Then it details
the design and implementation of both the Stramash OS and Stramash-QEMU simu-
lator. The experimental section presents the advantages of the fused kernel approach,
offering insights and case studies that highlight the benefits of Stramash.

Chapter 5 presents the work related to Libra, a system designed to manage external
hardware resources, specifically memory resources. The chapter starts by addressing
the limitations of current designs and methodologies for memory resource manage-
ment. It then introduces the design of Libra and outlines the potential benefits this
system offers. The chapter concludes with experimental results that highlight the ef-
fectiveness of Libra in managing the tiered memory environment.

Chapter 6 concludes this thesis, summarizing the work presented and discussing the
limitations of the contributions, as well as possible directions for future research.
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Chapter 2

Background

2.1 Virtualization

Traditional computing architectures often led to underutilization of hardware resources
as a single physical machine was deployed for a limited number of applications. In
cloud computing environments, hardware resources are typically shared among mul-
tiple tenants. Further, data centers also need to support scenarios where tenant work-
loads require different operating systems (Linux, Windows, Mac OS, etc) or distri-
butions (Ubuntu, Debian, etc). Therefore, to isolate environments and simplify man-
agement, cloud providers abstract hardware resources by providing various software
layers and granting exclusive access permissions to each tenant. This challenge is ad-
dressed through the concept of virtualization, originally pioneered by IBM and later
commercialized for x86 computer systems in 1990 [14]. Virtualization abstracts hard-
ware resources into various virtual computing resources, forming the cornerstone of
modern data centers. This technique allows for the deployment of multiple virtual
servers on a single physical server, thereby enhancing hardware resource utilization.
Hypervisor-based virtualization has become a standard approach over the last decade
and has been used extensively by major cloud providers. Hypervisors are categorized
into two types, illustrate at Fig 2.1:

Type 1 Hypervisors: These operate directly on the hardware with no intermediate
operating system, incorporating critical functions such as scheduling within the hyper-
visor itself. For instance, the Xen [147] hypervisor uses a default scheduling algorithm
known as ’credit2’ [172].

Type 2 Hypervisors: These run atop an operating system that provides support for
devices, memory management, and more. In this case, the hypervisor doesn’t include
a special scheduler for VMs; instead, each VM’s virtual CPU (vCPU) is treated as a
regular process on the host and is scheduled by the host operating system’s default
scheduler. An example is the Linux-based KVM [115].

2.2 Resource contention

Cloud platforms such as AWS, Azure, and GCP often retain a reservation of resource
capacity, including CPU cores, memory, and network bandwidth, to ensure scalability
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Figure 2.1: Type1 and Type2 Hypervisor structure

and high availability for customer workloads. These platforms deploy customer VMs
across various geographical regions and within multiple server clusters. To optimize
VM allocation, a bin-packing VM scheduler is used, which assigns VMs to servers
based on the availability of resources [119]. Each server has an agent responsible for
managing the VM lifecycle, including its creation and termination (including forced
eviction to release the resource for higher priority workloads [88]). These measures
are part of ongoing efforts to refine processes and enhance the customer experience.

However, resource allocation is complicated by the inherent constraints of cloud
VM schedulers and tenants’ tendencies to request more resources than necessary – to
buffer against potential usage peaks. This overprovisioning makes it difficult to tightly
pack VMs, particularly when the DRAM-to-core ratio of incoming VM requests does
not match the available server resources. To address these challenges, cloud providers
consolidate multiple workloads on a single physical server, overcommitting servers’
hardware resources – starting from a per-workload declared resources demand, usually
estimated as the worst case/peak hardware resources.

This consolidation involves various resource types such as CPU, memory, net-
work/disk I/O, etc. For example, AWS introduced Burstable VMs [53], which provides
a baseline CPU performance with the ability to burst above the baseline at any time
for as long as required, similar VM types including Spot Instances [52] and Harvest
VMs [42]. Meanwhile, VM Memory Ballooning [18] is used to dynamically adjust
VM memory capacity, and Azure has recently proposed a research prototype called
Memory Harvest VMs [88], which can further exploit spare capacity by harvesting
memory resources. Additionally, several technologies have been adopted to isolate I/O
resources among VMs, for example, Storage IO Control(SIOC) from vSphere [34].

When hardware resource contention occurs, the hypervisor may, depending on its
policies, either slow down all involved workloads or evict lower-priority workloads to
alleviate resource pressure. However, such trade-offs and their impacts on tenants are
not well understood. Therefore, future hypervisors aim to meet specific Service Level
Agreements (SLAs) and achieve fair sharing of hardware resources among different
VMs, balancing resource allocation to maintain service quality without compromising
system stability.
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2.3 Hardware
The Peripheral Component Interconnect (PCI) [23] is a local computer bus standard
that was introduced in the early 1990s to replace older bus standards like ISA [17] and
VESA Local Bus [33]. It was designed to facilitate the attachment of peripheral de-
vices to a computer’s motherboard, enabling components such as network cards, sound
cards, modems, and disk controllers to communicate with the CPU and memory. PCI
provided a shared parallel bus architecture, allowing multiple devices to connect and
operate concurrently. However, as computing demands grew and the need for higher
bandwidth and faster data transfer rates increased, the limitations of the PCI architec-
ture—such as its lower bandwidth capacity and scalability issues—became apparent.

To address these limitations, the industry developed PCI Express (PCIe) [24],
which serves as the modern evolution of the PCI standard. For over two decades,
the PCIe architecture has been the ubiquitous backbone interconnect in the computing
landscape, serving as a fundamental component in modern data centers. As shown in
Fig2.2, the PCIe standard has evolved significantly over its generations.

PCIe features a layered architecture in which each layer provides distinct, well-
defined functionality, allowing for independent evolution and development. This mod-
ular design is similar to that of conventional PCI but introduces several advanced fea-
tures: Integration with the System: PCIe devices are tightly coupled to the systems
they are connected to, ensuring seamless communication and coordination. Direct
Memory Access: PCIe devices can directly access the system’s memory using stan-
dard memory read and write operations, enabling efficient data transfers without bur-
dening the CPU. System Address Map Integration: The system’s address map in-
cludes any device memory exposed by the PCIe device. This memory is accessible to
other devices within the system, including CPUs, using standard memory semantics.

The recently introduced PCIe 6.0 specification [25] doubles the bandwidth of its
predecessor, PCIe 5.0 [178] (which operates at 32 GT/s), while continuing to meet
industry demands for a high-speed, low-latency interconnect. PCIe 6.0 technology
promises to provide a cost-effective and scalable interconnect for modern data centers,
offering high bandwidth and low-latency connections essential for data-intensive appli-
cations such as artificial intelligence and machine learning (AI/ML), high-performance
computing (HPC), automotive systems, and more.

2.3.1 CXL
Compute Express Link® (CXL®) is an open standard interconnect for high-speed,
high-capacity CPU-to-device and CPU-to-memory connections, designed for high-
performance data center computers [75, 78]. CXL is built on the serial PCI Express
(PCIe) physical and electrical interface and includes PCIe-based block input/output
protocol (CXL.io) and new cache-coherent protocols for accessing system memory
(CXL.cache) and device memory (CXL.mem).

CXL technology maintains memory coherency between the CPU’s memory space
and the memory on attached devices, allowing for resource sharing that leads to higher
performance, reduced software stack complexity, and lower overall system cost. This
enables users to focus on target workloads rather than dealing with redundant memory
management hardware in their accelerators. CXL is intended to be an open indus-
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Figure 2.2: Evolution of the PCIe standard over generations, Figure from PCI-SIG
consortium

try standard interface for high-speed communications, especially as accelerators are
increasingly used to complement CPUs in emerging applications such as artificial in-
telligence and machine learning.

CXL defines a broad array of devices within its interconnect framework, encom-
passing traditional and specialized hardware such as graphics processing units (GPUs),
general-purpose GPUs (GPGPUs), field-programmable gate arrays (FPGAs), and a
wide range of special-purpose accelerators in networking and storage I/O devices. For
example, CXL facilitates the integration of memory devices by allowing them to con-
nect to the CPU over the PCIe interface – CXL Memory Module (CMM) [102] – which
is conventionally linked to the CPU through the Double Data Rate (DDR) memory in-
terface. This enhancement extends the interface capabilities between CPUs and mem-
ory resources, enabling features like memory expansion, pooling, and sharing. Fig2.3
illustrates the architecture of the latest prototype product—a memory machine—which
is a memory expander controller that manages all attached DRAM and provides a man-
agement interface to the connected server through the CXL link.

2.3.2 Near data processing

In the era of big data, computer systems are experiencing unprecedented volumes of
data. Large corporations like Facebook have stored over 300 petabytes (PB) of data
in their warehouses, with an incoming daily data rate of 600 terabytes (TB) as of
2014 [30]. Recent warehouse-scale profiling shows that data analytics has become
a major workload in data centers [108]. Operating on such a scale of data presents a
significant challenge for system designers. Therefore, designing efficient systems for
massive data analytics has increasingly become a topic of major importance.

One innovative approach to addressing these challenges is near-data processing.
Instead of moving large volumes of data from the device to the host—a process that
can become a significant bottleneck—the idea is to place the computing core closer
to the device that contains the data. By processing data directly where it is stored,
systems can avoid unnecessary data movement and improve overall efficiency.
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Figure 2.3: Overview of Memory Machine™ architecture, Figure from
MemVerge [20]

Guided by this insight, existing work has leveraged embedded ARM cores, FP-
GAs, or ASICs for computing task offloading. A ”smart device” is a technology where
a processing unit is integrated into a traditional peripheral device, such as a solid-state
drive (SSD) [29], network interface card (NIC) [7], or an in-memory computing unit
like UPMEM [32]. This processing unit can be programmable, like a multicore CPU,
or reconfigurable, like an FPGA. Adding processing capabilities to these conventional
I/O devices offers several advantages, including early data processing and offloading
computation from the host processor to the device’s computing core. This not only re-
duces latency but also improves the system’s ability to handle large-scale data analytics
efficiently.

2.4 Heterogenelty in Cloud
The incorporation of servers and devices with heterogeneous Instruction Set Architec-
tures (ISAs) introduces significant challenges in data center operations. For instance,
AWS recently introduced Graviton[38], a powerful ARM-based CPU designed to offer
optimal price-performance for cloud workloads on Amazon EC2 [1]. Cloud providers
frequently need to partition their data centers based on ISAs or statically assign work-
loads to machines with specific ISAs. The common practice involves creating separate
ISA partitions—specifically ARM and x86 zones in OpenStack[22]—which can lead
to inefficiencies in workload allocation. One partition might become overloaded while
another remains idle, resulting in wasted computing resources and potential service
disruptions. Therefore, there is a pressing need for modern data centers to enable
workloads to migrate across different ISAs, enhancing resource utilization and service
robustness.
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Native applications, although executable on heterogeneous ISA servers, cannot mi-
grate between them at runtime. In contrast, applications developed in retargetable or
intermediate languages like Java or Python can run on heterogeneous platforms but are
typically statically assigned to specific servers upon creation. While tools exist to fa-
cilitate runtime migration for these languages, migrating stateful applications remains
costly, mainly due to the serialization and deserialization processes required between
different ISA-specific formats. Moreover, many applications are developed in lower-
level languages like C for efficiency—for example, the Redis server [149]. This un-
derscores the critical need for cross-ISA migration to improve energy proportionality
and overall energy efficiency in data centers. Such capabilities would allow for more
dynamic resource management and potentially lower energy consumption by enabling
the seamless reallocation of workloads across different processor architectures.

2.5 Multi-kernel OS
The multikernel model redefines traditional operating system architectures by struc-
turing the OS as a distributed system of cores that communicate solely through mes-
sages, with no shared memory between the cores except for messaging channels. This
design approach is based on the premise that all inter-core communication within
the OS is conducted using explicit messages. The multikernel method becomes in-
creasingly efficient compared to shared-memory access, particularly as the number
of cache lines involved grows—a trend expected to become more pronounced in the
future [61, 62, 179].

It is important to note that while the multikernel design does not inherently rely on
shared memory, it does not prevent applications from sharing memory between cores
for their internal needs. A fundamental aspect of the multikernel approach is its ab-
straction from the hardware. The design minimizes the OS’s dependency on specific
machine architectures, focusing primarily on two areas: the messaging transport mech-
anisms and the interface to hardware such as CPUs and devices. This separation offers
several key advantages, including enhanced flexibility and scalability.

In traditional operating systems, state management—such as the Windows dis-
patcher database or Linux scheduler queues—requires shared data structures protected
by locks. However, in a multikernel environment, the explicit lack of shared memory
necessitates a model where the global OS state is replicated across cores. This replica-
tion is facilitated through explicit communication, transforming how state is managed
and accessed across multiple processors.

Despite its theoretical elegance and the clean separation of concerns it offers, the
multikernel model represents an idealistic approach to OS design. It views the operat-
ing system as a fully distributed system with no shared state, which introduces several
practical implications and challenges in a real-world context.

Recently, emerging technologies like the CXL standard have enabled connected en-
tities to access each other through cache-coherent shared memory. This advancement
facilitates tighter interconnections and calls into question the traditional multikernel,
shared-nothing model. It prompts us to consider whether some elements can be shared
between multiple kernels to fill the spectrum of operating system design, as illustrated
in Fig 2.4.
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Figure 2.4: Spectrum of distributed OS design

2.6 Cross-ISA migration
In the late 20th century, numerous projects [46, 80, 159] explored the migration of
applications across heterogeneous machines by converting entire application states,
including data, from one ISA format to another. This process, however, was associ-
ated with significant overheads due to the extensive state conversion required. Recent
advancements have significantly improved upon these methods. Notable among these
are HSA, Venkat et al., and Popcorn Linux[59, 151, 166], which have introduced a
common data format across different ISAs, substantially reducing the amount of state
conversion necessary.

Both Popcorn Linux and Venkat et al. propose a uniform address space layout and
a common data format among general-purpose CPUs of different ISAs. This approach
assumes that the ISAs support identical sizes and alignment constraints for primitive
data types, as well as consistent endianness. To facilitate valid pointer functionality
across migrations, every program symbol—including functions and variables—must
reside at the same virtual address for each ISA. As different ISAs cannot execute the
same machine code, each program function or procedure is compiled into the machine
code of every ISA. These compiled versions are stored at identical virtual addresses,
resulting in overlapping .text sections in the virtual address space.

Due to this uniform address space layout and common data format, migrating a
thread or process between ISAs is almost as straightforward as migrating a thread be-
tween different CPUs on a symmetric multiprocessing (SMP) machine, where there is
no need for state transformation. However, since CPUs of different ISAs have varied
register sets, some state transformation remains necessary. Prior works have addressed
this by converting the register states between architectures. Popcorn Linux, for exam-
ple, performs this conversion within the kernel space. Moreover, migrations between
CPUs of different ISAs can only occur at designated migration points—machine in-
structions where it is feasible to transform the architecture-specific state, such as reg-
isters.

Additionally, while the register state undergoes conversion, each thread’s stack re-
mains in the native format of the original ISA and is converted upon migration. Pop-
corn Linux incorporates code into its compiler – Popcorn Compiler [11, 26, 27] – that
automatically handles the stack conversion during the migration process.
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Chapter 3

Overcommiting vCPU
Scheduling

3.1 Introduction
Many workloads running in the data center do not always require peak stage hardware
resources [79]. Thus, major cloud providers consolidate multiple workloads together,
on a single physical server, and oversubscribe servers’ hardware resources – starting
from each workload’s declared hardware resources requirement upon creation, usually
estimated as the lowest/peak stage hardware resources demand [41, 73, 76, 133]. In
this thesis, we focus on CPU resources, and look at multiple-CPU Virtual Machines
(VMs) as single-tenant workload carriers. When consolidating multiple VMs on the
same physical server, while oversubscribing resources, the virtual CPUs (vCPUs) of
different VMs are going to process on the same physical CPU (pCPU). The super-
visory software, the hypervisor (or Virtual Machine Monitor, VMM) schedule time-
multiplexes different vCPUs on each pCPU, trying either to reach a specific SLA, or
to achieve the fair sharing of a pCPU that carries multiple different vCPUs, and bal-
ancing the load among pCPUs [65]. Herein, we focus on the latter – the fair schedul-
ing [65, 111] of oversubscribed VMs, unfortunately, due to the nature of virtualization,
the hypervisor scheduler and the software running in the VM have a semantic gap
in between, which often creates VM IO workload underperformance, especially for
latency-sensitive IO workloads. With the new generation of PCIe interface integrated
into the modern data center, the hardware stack overhead of the IO process is kept
decreased, which amplifies the overhead of the software stack overhead. Therefore,
Anubis is trying to eliminate the multi-tenant interference on IO workloads due to the
CPU resource contention and achieve close to non-oversubscribed native performance.

Problem. Because by oversubscribing resources, vCPUs of different VMs share the
schedule runqueue of pCPU. When a vCPU is scheduled, the tasks within it become
active and are processed. The tasks of a vCPU run only when that vCPU is running:
when a vCPU exhausts its time slice, it is preempted and paused – i.e., inactive, causing
also its tasks to pause execution. Fig. 3.1 compares the scenario of oversubscription (2
vCPUs on 1 pCPU) with non-oversubscription – IO events cannot be delivered when
a vCPU is inactive, and this can lead to several problems, particularly for IO-related
workloads:
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Figure 3.1: VM oversubscribed impact on IO Event

• as the vCPU is paused, all interrupts, including the IO-related interrupt from IO
devices(hardware interrupt) and inter-processor-interrupts (IPIs)(software inter-
rupt), cannot be processed upon receipt. Therefore, IO-related workloads will
stay pause until the interrupt is being handled;

• the vCPU could be rescheduled during the IO task processing, which will force
the processing to pause and lead to substantial tail latency for the IO-related
service;

• the throughput of IO-related tasks could be affected because fewer IO requests
are handled per unit of time, this results in fewer responses being generated,
which in turn causes even fewer requests in the subsequent round.

How to lift the impact when vCPUs become inactive? In other words, could the perfor-
mance of VMs’ IO tasks in an oversubscribed scenario be as good as their performance
in a non-oversubscribed scenario?

Current Solutions. The problem of IO performance degradation due to non-
active vCPUs in an oversubscribed scenario is well-studied in the field of systems
research [71, 82, 83, 90, 106, 107, 109, 114, 124, 125, 139, 156, 160, 162, 174, 175].
Existing most related research mainly adopts one of two ideas:

• Modifying the VM scheduler to shorten the non-active period of vCPU (vS-
licer [174], vBalancer [71], AQL sched [162]);

• Tracing IO workloads within the VM to make sure the vCPU will not be resched-
uled during IO task processing (xBalloon [160], vMigrater [107], partial-boost [114]).

Those approaches have different limitations detailed in § 3.3. For instance, the
leading method in this area, vMigrater, requires modifications to the guest VM, thus
lacking transparency and offering no legacy support, which significantly restricts its
immediate applicability in cloud environments. Additionally, vMigrater has proven to
be effective for VMs equipped with a large number of vCPUs, yet it shows reduced
efficacy for VMs with fewer vCPUs (e.g., 1, 2, 4). However, it is documented that
over 86% of VMs in the cloud utilize 4 vCPUs or fewer [95], indicating that vMigrater
is not a universal solution. Our approach is informed by these previous works but
goes beyond merely amalgamating their features. Rather than just minimizing vCPU
inactivity time, we aim to boost the responsiveness of vCPUs by prioritizing VMs upon
receiving an IO event. Additionally, we advocate for a paradigm shift from prioritizing
the IO task within the vCPU to prioritizing the vCPU itself that handles the IO tasks.

Anubis. We observe that if an application performing IO were running directly
on an OS on bare-metal, rather than in a VM, the OS scheduler would wake up wake
up the application waiting for IO soon after the IO interrupt is received. This led us

32



to question: can the hypervisor identify the IO events occurring in a VM and change
the vCPU’s scheduling decisions accordingly? For example, by immediately waking
up a non-running vCPU when it receives an IO interrupt to enable low-latency IO
processing. To optimize IO performance, it is crucial to give priority to the vCPU
handling IO tasks, ensuring it is not preempted. Thus, we ask: can we accurately
identify the start and end points of an IO event within a vCPU? While this strategy
promises enhanced IO performance, it might lead to potential unfairness among co-
executing VMs, which could suffer from a reduced share of resources. Therefore, we
also need to consider: can the new scheduler conserve fairness?

We designed and implemented Anubis to address the questions raised earlier. Anu-
bis is a novel IO-aware VM scheduler that builds upon the traditional fair scheduling
algorithms [65] utilized in contemporary Operating Systems and hypervisors. As such,
it aims to maintain equitable scheduling decisions across VMs. To minimize vCPU
inactivity, Anubis carefully monitors the delivery of interrupts from the hypervisor, en-
suring that each interrupt is processed promptly upon delivery. Although this approach
might increase the number of context switches, our evaluation shows that the associ-
ated overhead is minimal. To preserve the priority of vCPUs engaged in IO operations,
Anubis employs lightweight VM introspection techniques to monitor IO events on a
per-vCPU basis, without requiring any modifications to guest VM software. This pre-
cise detection of IO events enables Anubis to temporarily boost the priority of vCPUs
specifically during these events. Furthermore, to uphold fairness in VM scheduling,
Anubis introduces a debt-like system. This system ensures that any temporary priori-
tization adjustments for IO processing do not lead to long-term disparities in resource
allocation among co-hosted VMs.

Anubis is implemented within the Linux KVM hypervisor framework. It enhances
the Linux kernel’s Completely Fair Scheduler (CFS) and integrates with Linux’s KVM
subsystem to effectively manage VM resources. Anubis has undergone comprehensive
evaluation, particularly in oversubscribed scenarios. It consistently enhances IO per-
formance, bringing it close to levels observed in non-oversubscribed scenarios. Conse-
quently, this significantly reduces the latency experienced by IO-intensive applications,
streamlining their operation and improving overall efficiency.

Contributions. We make the following key contributions in this work:
• First, we explore how fair scheduling of VMs significantly influences the IO perfor-

mance of oversubscribed VMs and analyze the shortcomings of previous works in
providing deployable solutions for Cloud providers.

• Second, we introduce Anubis, a novel approach that enhances IO performance while
maintaining fairness. Anubis does not necessitate any modifications to guest VMs
and is structured around three principal strategies: mitigating the impact of vCPU
inactivity, maximizing IO performance accurately, and upholding overall fairness,
each supported by innovative mechanisms and policies.

• Third, we have developed and thoroughly evaluated a prototype of Anubis based
on a recent version of the Linux KVM. This evaluation demonstrates that Anubis is
straightforward to implement and effectively boosts IO performance while ensuring
fairness.

The remainder of this chapter is organized as follows. § 3.2 introduces the background
and motivation of Anubis. § 3.3 introduces the previous works. § 3.4 presents the
design principles and details of the Anubis. § 3.5 describes implementation details.
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§ 3.6 presents the evaluation of the Anubis, and § 3.7 concludes.

3.2 Background & Motivation

I/O performance issues stemming from vCPU inactivity have been extensively ex-
plored, yet despite numerous proposed solutions, integration into production environ-
ments has been limited due to inherent drawbacks. Notably, the approach in [114]
focuses exclusively on single-CPU VMs, which, while common, are now less preva-
lent than multi-CPU VMs [95]. Concurrently, more recent efforts aimed at improving
multi-CPU VMs [107, 160] necessitate modifications to both user- and kernel-level
software within the guest VMs. This requirement complicates their implementation in
cloud environments, posing significant challenges for widespread adoption.

3.2.1 Hypervisor

Hypervisors, or Virtual Machine Monitors (VMMs), are software, firmware, or hard-
ware that create and manage virtual machines. There are mainly two types of VMMs:
type 1, like Xen [147], and type 2, like Linux KVM [115]. Type 1 VMMs run directly
on the bare-metal – without any operating system or runtime in between. The sched-
uler is part of the VMM itself. For example, the Xen hypervisor implements its own
scheduling algorithm(s), being credit2 the default [172]. Type 2 VMMs run atop an
operating system, the operating system provides support for devices, memory man-
agement, etc. The operating system scheduler does schedule the VMs together with
processes and threads – i.e., the VMM does not implement a scheduler. Hence, a Linux
KVM virtual machine is likely scheduled by Linux’s fair scheduling algorithm (details
in § 3.2.2).

Similar to the fair scheduler used by Linux KVM, Xen’s credit2 scheduler also
aims to maintain fairness among running vCPUs. In both systems, a vCPU engaged
in an IO task typically receives a higher priority due to its reduced CPU usage while
awaiting IO events.

In the credit2 system, a vCPU occupied with an IO task accumulates credits, and
those with higher credits are given scheduling preference, allowing them to preempt
other vCPUs. However, if a vCPU performs both IO and CPU-bound tasks, it will not
receive this prioritization under credit2. This is because the vCPU expends its accrued
credits on CPU-bound activities, rather than conserving them during IO waits. For
more detailed information, see § 3.2.4.

Currently, Anubis is primarily focused on type 2 VMMs due to their widespread
use, as documented in [143, 180]. Specifically, Linux KVM is gaining significant
momentum in cloud environments, with recent research in virtualization increasingly
favoring Linux KVM over Xen, as discussed in § 3.3. However, the principles underly-
ing Anubis could also be adapted for type 1 VMMs, particularly Xen. This adaptation
would involve substituting KVM’s vruntime mechanism with Xen’s credit quantum
to integrate Anubis’s functionalities.
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Figure 3.2: Ideal and worst scenarios of two cases in which vCPU scheduling may
affect IO performance.

3.2.2 Fair Scheduling
Linux employs the CFS algorithm by default to schedule tasks, whether they are
threads or processes. The fundamental aim of CFS is to ensure a fair distribution
of CPU time among all threads, promoting a balanced system. The primary metric
used by CFS to determine scheduling priority is the ”virtual runtime” (vruntime),
which tracks the amount of CPU time a process has consumed. Under CFS, the thread
with the lowest vruntime is considered the highest priority and is therefore selected
to run next.

IO tasks, which typically spend much of their time sleeping while waiting for IO
events, tend to accumulate less vruntime. Consequently, they often have a lower
vruntime compared to CPU-bound tasks, giving them higher priority in the schedul-
ing queue. Therefore, when an IO task wakes up, it is likely to preempt currently
running tasks, quickly taking over CPU resources to handle IO processing.

3.2.3 Interrupt Handling
The fair scheduling of different vCPUs equally splits the pCPU time among vCPUs,
and traditionally the VMM scheduler doesn’t know if a guest software is waiting for
IO, or producing IO, etc. Hence, if an IO event for an application is received by the
VMM just after the target VM’s vCPU has been preempted in order to make another
vCPU run, such event (likely an interrupt) will be delivered to the target VM’s vCPU
at its next timeslice, which can introduce a significant delay to the event processing
and degrade performance. This is depicted as CASE 1 in Fig. 3.2. CASE 2 in the
same Figure shows a more unfortunate scenario where two timeslices need to elapse
before an IO event is delivered to the application. When a VM with multiple vCPUs
receives an interrupt on a vCPU that was not supposed to process it – because the
application requesting the IO is on another vCPU, the receiving vCPU will generate
a rescheduling IPI to the vCPU with the application. However, the rescheduling IPI
may be sent to a vCPU that has just been preempted – thus, a timeslice should pass
before such IPI is processed. Moreover, the actual interrupt may be delivered to a just
preempted vCPU, adding another timeslice to be waited for, in order to deliver the IO
event to the application in the VM.
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Figure 3.3: sysbench-seqrd [161] running without (IO Workload only) and with CPU-
bound workload (IO & CPU workload) results normalized to the non-oversubscribed
case. All VMs with 4 vCPUs, oversubscribe ratios 2/3/4:1.

3.2.4 Semantic Gap
In an oversubscribed environment, multiple vCPUs share the same pCPU. In this setup,
the vCPU with the lowest vruntime receives the highest priority in Linux KVM. To
the host’s CFS, a vCPU is treated simply as another task or thread. Because of this
semantic gap, the CFS does not know which applications are running inside the vCPU.

If a vCPU that is running an IO workload shares a pCPU with other vCPUs running
a CPU-bound workload, the host CFS effectively manages this setup, maintaining the
same IO performance as observed in the non-oversubscribed scenario. This is demon-
strated in the IO workload only bars in Fig. 3.3. Because the IO thread will idle
while waiting for an IO event, the vCPU it occupies will also idle, resulting in lower
accumulated vruntime. When the IO event for this thread arrives, the host CFS
quickly schedules this vCPU for execution. However, the situation changes when a
vCPU handles both IO and CPU-bound workloads, as illustrated in the IO & CPU
workloads bars in Fig. 3.3. Since the CPU-bound workload continues running when
the IO workload is idling, the vCPU does not relinquish control of the pCPU, lead-
ing to a higher accumulation of vruntime—similar to what is seen with vCPUs that
are solely CPU-bound. This accumulation causes the mixed workload vCPU to be
deprioritized, potentially delaying the processing of interrupts and the handling of IO
events.

Essentially, the host fair scheduler views a vCPU running both IO and CPU-bound
tasks in the same light as a vCPU dedicated solely to CPU-bound tasks, with both types
accruing the same amount of vruntime in each scheduling period. This behavior
is consistent with what is observed in Xen’s credit2 system. As a result, vCPUs with
mixed workloads may not achieve low IO latency under the current VM fair scheduling
mechanisms. This highlights the need for an innovative IO-aware VM fair scheduler
designed to promptly preempt non-IO tasks while preventing the preemption of IO-
bound tasks, thereby improving overall performance for IO-heavy workloads.

3.2.5 Target Problems
When multiple VMs hosting purely CPU-bound workloads are oversubscribed, their
overall performance degrades because they share limited CPU resources. Anubis is
not intended to handle this computing-only scenario. Instead, Anubis addresses cases
where a VM handles both IO-bound and CPU-bound tasks.

To illustrate the problems Anubis aims to address, consider two basic examples:
Linux’s ping command and sysbench-seqrd [161]. In an oversubscribed envi-
ronment, a target vCPU that executes these commands may share a pCPU with another
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Table 3.1: Latency results of ping and seqrd when running in a VM with or with-
out additional CPU-bound workload. In the oversubscribed case an additional CPU-
bound VM runs on the same pCPU(s).

Type Background pressure Latency(ms)
ping (non-oversubscribe) 1% 0.253
ping + CPU-bound (non-oversubscribe) 100% 0.252
ping (oversubscribe) 1% 0.286
ping + CPU-bound (oversubscribe) 100% 2.159

seqrd (non-oversubscribe) 2% 0.367
seqrd + CPU-bound (non-oversubscribe) 100% 0.367
seqrd (oversubscribe) 2% 0.374
seqrd + CPU-bound (oversubscribe) 100% 7.167

vCPU dedicated solely to a CPU-bound workload. This setup places additional com-
putational pressure on the target vCPU, affecting its ability to efficiently handle both
ping and sysbench-seqrd, regardless of whether it is running these tasks alone
or in conjunction with other CPU-bound workloads.

As shown in Table 3.1, in the non-oversubscribe case or the oversubscribed case
without CPU-bound workload, the CFS scheduler can schedule the vCPU properly:
the latency remains low. However, in the oversubscribed scenario where the vCPU
runs an IO and a CPU-bound task, the performance of the IO task is heavily affected:
8x and 19x longer tail latency.

3.2.6 Target Workloads in Cloud

Anubis primarily aims at spot instances where workloads have lower durability or QoS
requirements (e.g., throughput). Clients on spot instances typically recognize that CPU
resources may be shared, but do not anticipate the magnitude by which IO performance
can degrade—particularly in terms of latency. For example, our measurements on both
Huawei Cloud and AWS show an average ping latency increase of 800%, with the 99th

percentile latency skyrocketing by up to 4000%.

While purely IO-bound workloads with minimal CPU usage can sometimes avoid
severe performance degradation – since the host CFS scheduler can quickly preempt
for IO – the reality is that most cloud applications handling IO also involve some
amount of computation. Examples of workloads commonly found in cloud environ-
ments include live streaming transcoding, web servers, faas, storage services, and
email servers [47, 48, 49, 50, 51, 164]. These applications often involve computa-
tion alongside their IO operations, both of which are latency-sensitive. These mixed
IO+CPU workloads are exactly what Anubis seeks to protect against the pitfalls of
oversubscription.
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3.3 Analysis of Previous Works

Previous works proposed various solutions to mitigate the IO performance degradation
due to vCPU inactivity in oversubscribed scenarios. We organize such works into 3
categories, each of which is discussed below. Table 3.2 summarizes previous works,
highlighting what software modifications they require, what VMM they target, and
their key limitations.

3.3.1 vCPU Inactivity Period Reduction

vSlicer extends Xen’s credit scheduler [172], a precursor to credit2. vSlicer [174] en-
hances vCPU responsiveness by increasing the rate of task context switches during IO
processing, effectively shortening the scheduling timeslice. This adjustment success-
fully lowers IO latencies even in oversubscribed VM environments. As a result, tail
latency is reduced due to the shortened inactivity periods of the vCPU. However, the
vCPU remains susceptible to preemption at any time, which can worsen the worst-case
latency, as discussed in § 3.2.3. Consequently, it might take two timeslices before an
interrupt is handled. Additionally, the reduction in vCPU inactivity periods increases
the frequency of costly VM context switches, which diminishes the total workload that
VMs can handle within a given time unit.

Similarly, AQL sched [162] modifies the scheduling intervals of vCPUs to enhance
performance. It profiles and categorizes each vCPU based on the workload it runs, as-
signing an appropriate ”quantum length” according to the categorized workload type.
However, this quantum length is preset and static, presenting a limitation if a vCPU
changes its workload type during runtime, as AQL sched lacks the capability to dy-
namically adjust the quantum length. Should all vCPUs be set to operate with the
shortest quantum length, AQL sched would encounter the same issues as vSlicer, suf-
fering from increased context switching and related inefficiencies. Therefore, both
AQL sched and vSlicer are subject to similar challenges in managing vCPU perfor-
mance effectively.

Another approach is vBalancer [71], which tries to deliver IO device interrupts only
to the running vCPU(s) by redirecting interrupts at the hypervisor level. This approach
can reduce the pending time of interrupt handling. In other words, it reduces the VM’s
interrupt response time as other non-inactive vCPUs can assist in processing interrupts
quickly. However, this approach is not aware of the rescheduling IPI delivery problem
mentioned in § 3.2.3, which may lead to no interrupt response time reduction even if
interrupts are redirected.

Table 3.2: Summary of previous works.
Approaches Modifies/Target VMM Limitation(s)
Partial-Boost[114] host kernel/Xen Target single-core VM, unfair in SMP
vSlicer[174] host kernel/Xen Introduces extra context switches
vBalancer[71] host kernel&guest software/Xen Only address the IO device interrupt
AQL sched[162] host kernel/Xen vCPU quantum is fixed after profiling
xBalloon[160] host kernel&guest kernel/Xen Still preempting vCPU during IO
vMigrater[107] guest software/KVM Only works for large vCPU size of VM
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Figure 3.4: vMigrater IO process maximum extendable runtime, 2/4/8/12 vCPUs VMs,
oversubscribe ratio 2/3/4:1.

3.3.2 Partial Boosting

Partial boosting [114] is a technique tailored for single-CPU VM scenarios within the
Xen VMM framework. The authors of partial boosting have implemented a gray-
box approach to identify IO-intensive processes operating on a vCPU. They propose
that IO-intensive processes typically utilize minimal CPU resources and often preempt
other tasks, suggesting that frequent context switches could serve as an indicator of an
IO-intensive process. To monitor these context switches, the authors utilize introspec-
tion of the x86’s cr3 register, which holds a pointer to a process’s page table. When
IO activity is detected on a vCPU, its priority is temporarily elevated by placing it at
the top of the scheduler queue. Once the vCPU completes its timeslice, it is relocated
to the end of the queue to maintain fairness in scheduling. However, we contend that
this method of monitoring through the cr3 register is not sufficiently precise. Access
to the cr3 register is only available following a VM exit, meaning when the VM is not
actively running. This granularity is too coarse to accurately pinpoint which specific
process is driving the IO activity.

3.3.3 Task-aware Boosting

A similar idea to partial boosting is to accurately detect and boost only the process
that is doing the IO. xBalloon [160] is developed to effectively boost the IO process
in situations where a vCPU is handling both an IO process and a CPU-bound work-
load. xBalloon introduces a mechanism known as the ”balloon period,” during which
it temporarily suspends the CPU-bound workload while the vCPU is engaged with the
IO process. This adjustment allows the vCPU to focus exclusively on the IO workload
temporarily. As outlined in § 3.2.4, this strategy enables such a vCPU to preempt other
vCPUs upon receiving an IO event, thereby reducing the latency from the moment the
interrupt is received to when it is serviced. Following the completion of the IO process,
xBalloon permits the CPU-bound workload to resume.

However, since the CPU-bound workload resumes immediately after the IO pro-
cess and consumes an entire scheduling timeslice, a fair VM scheduler would subse-
quently allocate a timeslice to another VM. As a result, the IO process might have
to wait for another timeslice before it can receive any subsequent interrupts. Conse-
quently, while xBalloon enhances the responsiveness to IO events, it does not fully op-
timize IO performance due to the potential waiting time imposed by the fair scheduling
of other VMs.

The latest work is vMigrater [107]. vMigrater keeps migrating IO thread(s) be-
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tween the active vCPUs. However, it is possible that most of the vCPUs of the VM are
descheduled (or inactive) at the same time. Fig. 3.4 shows the ideal runtime of a thread
that can be achieved by leveraging vMigrater idea. We utilize the perf tool to monitor
the context switches of each vCPU and analyze the potential extension of a thread’s
runtime by migrating it among active vCPUs until there are no available vCPUs for
further migration. In scenarios with oversubscription ratios of 2:1, 3:1, and 4:1, the
native runtime for each vCPU is approximately 50%, 33%, and 25% of the total times-
lice, respectively. Using vMigrater for a VM equipped with 12 vCPUs, we observed
that a thread’s ideal runtime could reach as high as 99.9%, 99%, and 97%. Conversely,
for a VM with only 2 vCPUs, the thread’s ideal runtime extends up to only 74%, 55%,
and 27%. This discrepancy highlights that the performance improvement offered by
vMigrater is significantly reduced for VMs with fewer vCPUs, mainly because there
are fewer active vCPUs available to host the thread.

Additionally, multi-thread applications face challenges in scenarios where only one
vCPU is active. In such cases, vMigrater might migrate multiple IO threads to this
single active vCPU, which could actually worsen IO performance rather than enhanc-
ing it. vMigrater also encounters issues with delayed interrupt delivery. If the vCPU
designated as the interrupt handler is inactive, the rescheduling IPI cannot be deliv-
ered promptly. Furthermore, the IO threads might have already migrated to an active
vCPU, complicating the situation. Lastly, the implementation of vMigrater’s migration
service in the guest user-space poses another challenge. This aspect makes vMigrater
difficult to adopt in production environments because cloud providers find it challeng-
ing to convince clients to run additional services within their VMs, especially in an
oversubscribed environment.

3.4 Design
Anubis is based on the following design principles:
• No modifications to the guest VM software – i.e., support legacy software stacks.

Our solution should only modify the hypervisor to ease and maximize industry adop-
tion.

• Exploit the knowledge on the current scheduling state of each vCPU.
• Maintain the priority of the vCPU executing IO, and accurately deprioritize it once

IO ceases.
• Guarantee fairness between the boosted VM and other VMs.

Overarching Design. Anubis extends modern hypervisors fair schedulers in order
to:
• Improve the VM software responsiveness to IO events by boosting the scheduling

priority of a vCPU that receives an interrupt, or a rescheduling IPI; we exploit the
hypervisor’s scheduler knowledge to decide if to boost the priority or reroute an
interrupt or IPI;

• Accurately maximize the VM’s IO performance by boosting a vCPU only during
the IO events period, by lightweight monitoring and introspecting each VM, in order
to identify at any time if the workload on a vCPU is IO- or CPU- intensive. we
introduce a heuristic to determine if an IO-intensive epoch is ongoing or ceased;
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• Maintain scheduling decision fairness by migrating time quantas among vCPUs
of the same VM – hence, introducing a new interpretation of scheduling fairness; we
present an algorithm to conserve fairness and limit for how long vCPUs get priority
boosted.

Anubis is designed around type-2 virtualization. However, we believe Anubis can be
applied to type-1 virtualization as well.

3.4.1 Improve the VM Responsiveness

As mentioned before, in a resource oversubscribed scenario, the vCPU inactivity time
reduces the vCPU responsiveness. Latency-sensitive IO applications significantly suf-
fer as they are unable to respond promptly to the arrival of IO events. Unlike previous
efforts such as those by vSlicer [174] which aimed to shorten the vCPU inactivity
period, Anubis enhances the VM scheduler to improve vCPU responsiveness by trans-
parently monitoring VM behavior to guide scheduling decisions. This ensures that
any incoming interrupt is delivered to a vCPU with minimal delay, a crucial factor for
maintaining the responsiveness of software operating within a vCPU. Anubis achieves
this through interrupt-boosting. With this technique, if the destination vCPU of an
interrupt is active, the hypervisor directly injects the interrupt. If the vCPU is inac-
tive, the hypervisor reroutes the interrupt to another running vCPU within the same
VM, preferably the one that was scheduled most recently. If no vCPUs in the VM are
active, Anubis temporarily elevates the scheduling priority of the target vCPU, injects
the interrupt, and wakes the vCPU, thus preempting other vCPUs. Furthermore, when
the application waiting for an IO event and the interrupt processing occur on different
vCPUs, a rescheduling IPI is generated to activate the IO task. Anubis identifies these
”interrupt-related” rescheduling IPIs, and if the target vCPU is inactive, it temporarily
raises its scheduling priority, injects the IPI, and immediately wakes the vCPU.

Anubis does not focus on Single-Root IO Virtualization (SR-IOV), which benefits
from IO pass-through. Tracing IO events with SR-IOV poses challenges that could
introduce undesirable overheads, although potential solutions could be explored to ad-
dress these issues.

3.4.2 Maximize the VM IO Performance

Unlike burstable VMs[41, 73, 133], Anubis specifically enhances the vCPU only dur-
ing IO event periods. While this approach might seem similar to previous initiatives,
such as the one implemented by [160] which requires modifications to the guest soft-
ware, Anubis operates distinctly at the hypervisor level and does not necessitate any
alterations to the guest software. Anubis’s strategy, termed ”accurate-boost,” aims to
prevent the vCPU from being preempted during IO processing, thereby optimizing IO
performance by extending the active runtime of a vCPU. Essentially, Anubis dynami-
cally adjusts the CFS timeslice of vCPUs in response to IO events. Consequently, for
Anubis to effectively boost a vCPU solely during IO event periods, it must precisely
pinpoint the start and end of each vCPU’s IO event period. To achieve this, we intro-
duce the concept of IO Points—a mechanism designed to dynamically determine the
likelihood that a vCPU is engaged in processing IO events. This allows Anubis to ap-
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ply boosts judiciously, ensuring enhanced performance without unnecessary resource
consumption.

3.4.2.1 Accurate Detection of IO Events.

We observed that a vCPU is likely engaged in IO processing whenever it receives inter-
rupts from IO devices or rescheduling IPIs. Moreover, certain VM exits, particularly
those involving read/write operations to IO device memory, also signal IO activity. Ac-
cordingly, a vCPU will be awarded 1 IO Point each time it handles an IRQ, receives an
IPI, or exits the VM for Memory-Mapped I/O (MMIO) reasons. During each schedul-
ing tick, the fair scheduler evaluates whether the IO Points have increased since the
last tick. Successfully accruing an IO Point within a scheduling interval suggests that
the vCPU is actively involved in processing IO. This mechanism helps in dynamically
assessing and responding to the IO demands of a vCPU, ensuring that the system’s
response is both timely and appropriate based on the vCPU’s current activities.

3.4.2.2 Accurate Detection of IO Events Boundaries.

A positive IO Points balance indicates that a vCPU is or has been engaged in processing
IO events. To fine-tune the boost and enhance system fairness, it’s crucial to determine
when IO events end so that boosting can be stopped earlier. Our approach draws from
how the vanilla CFS manages IO tasks in non-virtualized environments. Typically,
an IO task relinquishes CPU resources while waiting for IO events, allowing CFS to
temporarily increase its priority for prompt preemption when the IO resumes.

Detecting the end of IO event periods within a vCPU is key to enabling it to yield
computing resources right after an IO event concludes. We achieve this by monitoring
the currently executing task inside a vCPU through introspection of the VM guest
memory from the hypervisor. If we observe a task change from the initially detected
one, it likely signifies the end of the IO activity. This insight allows us to prematurely
pause a vCPU’s operation, thereby restoring fairness by adjusting resource allocation
more equitably among vCPUs.

3.4.2.3 Accurate Boosting Preservation.

The actual behavior of an IO task is complicated, and the boundaries of the IO and
CPU-bound workloads are not straightforward. Here, we introduce 2 terms; IO vCPU:
the vCPU that has IO event, and Anubis should prioritize it by preventing it from being
preempted. Non-IO vCPU: the vCPU that doesn’t have IO event, and Anubis should
deprioritize it, forcing it to voluntarily yield the computing resources if in debt. In our
observation, the IO vCPU might stall the IO activity for a short time, as well as a non-
IO vCPU might perform IO activity for a short time. This interference can largely hurt
the performance improvement of Anubis, because it might incorrectly stop boosting
an IO vCPU or start boosting a non-IO vCPU.

Anubis relies on Confidence Points to counterbalance the impact of unstable vCPU
IO activity. Confidence Points record the historical IO event of vCPU, thereby helping
Anubis in making accurate recognition of the IO and non-IO vCPU. The vCPU will
accumulate 1 Confidence Point when IO Point has increment in the previous scheduling
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tick. In other words, Confidence Points indicate the vCPU had IO events during a
previous scheduling tick interval.

If an IO vCPU has an ambiguous indication, such as no increment in IO Points
but the running task still matches the one detected during the IO event. Anubis will
decrement the current Confidence Points according to the degradation policy. Different
degradation policy of Confidence Points adjust the weight of the IO event that was
completed long ago. If the remaining Confidence Points exceed a certain threshold,
Anubis will still classify it as an IO vCPU, disregarding the ambiguous evidence. On
the other hand, the non-IO vCPU must continuously accumulate Confidence Points to
exceed the threshold to be classified as an IO vCPU. This implies that Anubis will only
recognize a vCPU as an IO vCPU when it is capable of upholding a steady IO event
period.

3.4.3 Overall Fairness
Despite Anubis’s ability to accurately preserving the high priority of an IO vCPU, Anu-
bis could severely deteriorate the performance of other VMs in the system due to the
possible high resource demands of the IO vCPU. Mainly because of: 1. Anubis allows
IO vCPU to promptly preempt the running task whenever an interrupt is delivered. 2.
Anubis prevents IO vCPU from being preempted, which results in an extension of the
IO vCPU runtime.

More computing resources need to be consumed to boost the IO vCPU, but the
computing resource is limited under the oversubscribed scenario. This brought us to a
trade-off: If we want to maintain the better performance of the IO vCPU, we have to
accept this unfairness. Inspired by the policy in bare-metal scheduling, where IO and
computing-intensive workloads are running together without the semantic gap of the
hypervisor. The CFS prioritizes the IO workload, allowing it to preempt computing-
intensive workloads in a timely manner and ensuring that it is never preempted by
such workloads. As a solution to this trade-off, Anubis prioritizes the IO vCPU while
reducing priority for the non-IO vCPU that from the same VM, thereby striving to
uphold overall fairness.

We introduce Anubis’s overall fairness design: rather than maintaining the fairness
between the boosted vCPU and the other vCPUs, Anubis ensures the fairness among
boosted VM and the other VMs. We introduce Anubis debts to each VM, which is
shared amongst all the vCPUs associated with the VM. Whenever a VM’s vCPU ex-
tends its runtime or forcibly preempts background vCPU, the vCPU adds time to the
debts. In other words, Anubis boosts an IO vCPU by ”borrowing” the background
vCPU’s time. Fairness is maintained when boosted VM pays the debts back. There are
two ways to maintain fairness:

Short-term fairness: Non-IO vCPU(s) pay the debts by voluntarily yielding the
computing resource to the background vCPU while the IO vCPU is boosting.

Long-term fairness: All vCPUs of the VM are IO vCPUs, the debt will keep
accumulating, and none of the IO vCPUs will pay the debt during the IO event until
there is a non-IO vCPU.

To prevent a VM from never paying its debt, Anubis configures a debt threshold. If
the accumulated debt surpasses the threshold, the boost will stop. It is worth mention-
ing that the IO vCPU doesn’t need to pay the debt as long as it is identified as IO vCPU,
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this can maintain the IO performance no worse than the vanilla case. The Anubis debt
maximum limitation is configurable to provide flexibility to the Cloud provider.

3.4.4 Malicious IO Events and Applicability

If a malicious user deliberately triggers a high volume of IO events, including reschedul-
ing IPIs, to monopolize system resources, Anubis incorporates configurable limits,
such as a maximum debt threshold, to prevent the vCPUs of the impacted VMs from
being excessively boosted—this holds until the accumulated debt is cleared.

Anubis operates optimally when each physical CPU (pCPU) is responsible for
boosting just one IO vCPU. If multiple IO vCPUs are active, Anubis identifies this
conflict, as these vCPUs may start preempting each other aggressively. In such cases,
Anubis will attempt to redistribute the vCPUs across available pCPUs to alleviate the
conflict. However, if redistribution proves ineffective, for instance, when all pCPUs in
an oversubscribed system are already managing one IO vCPU, Anubis will select one
IO vCPU to prioritize for boosting, based on predefined configurable policies.

3.4.5 Summary of Anubis’ Features

Responsiveness. Anubis always ensures the responsiveness of the vCPU when an
interrupt arrives. Anubis identifies IO activity in a vCPU using IO Points. When a
vCPU receives an interrupt, Anubis ensures the vCPU can forcibly preempt the running
task. The unfinished timeslice of background vCPU will accumulate to the boosted
VM’s debt.

Boosting. Anubis prevents IO vCPU from being preempted during the IO event pe-
riod. Anubis extends the runtime of IO vCPU, and the extended time will accumulate
to the debt. The IO vCPU can be preempted only if it doesn’t gain any IO Points and
Confidence Points is lower than the threshold, or its runtime has exceeded the maxi-
mum timeslice of the scheduler.

Accurate. Anubis accurately detects the boundaries of IO events inside vCPU. Anu-
bis forces non-IO vCPU to yield to pay the debts. It is important to mention that, if a
non-IO vCPU is doing the IO event, while its Confidence Points has not yet exceeded
the threshold, it won’t be required to pay the debts. However, the non-IO vCPU will
also not be recognized as IO vCPU, so it will not be able to extend its runtime.

Fairness. Anubis provides overall fairness. Anubis checks the debt of the VM at each
scheduling tick. If a VM is in debt and non-IO vCPU(s), the VM will pay the debts.
Anubis only lets the non-IO vCPU that is not doing IO event yield computing resources
to pay the debt. The debts of VM will be reduced by the time of the unfinished part of
the timeslice that the yielding vCPU was supposed to run.
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3.5 Implementation

We developed a prototype of Anubis using Linux kernel version 5.10.90. Our imple-
mentation added approximately ∼2800 lines of code (LoC) to the vanilla Linux kernel
and another ∼1800 LoC in various automation scripts. The primary enhancements
were made to the Linux CFS and the KVM subsystem, specifically for Intel x86 64
architectures. Anubis is designed to schedule tasks marked with the PF VCPU flag,
which identifies them as vCPUs. Furthermore, Anubis includes a proc interface that
allows for the selective scheduling or non-scheduling of specific VMs, offering greater
control over task management. For the user-space component of the KVM hypervisor,
we utilized QEMU 6.2.0. Importantly, we made no modifications to QEMU, ensuring
that Anubis could be used with any similar software, thus enhancing its adaptability to
various deployment scenarios.

3.5.1 Interrupt Redirection and Boosting

To implement interrupt-boosting, we introduced interrupt redirection and IPI boosting
in Linux KVM. In Linux, each interrupt is bound to a fixed CPU or set of CPUs. For
example, the disk I/O interrupt is usually bound to CPU0.

We implement interrupt redirection by using Intel’s logical interrupt model and
rerouting the interrupt to a different vCPU at function kvm arch set irq inatomic.
However, after version 4.14 [112, 113], Linux only supports fixed interrupt routing,
missing support for the logic interrupt model. Thus, currently, several Linux develop-
ers are working on supporting the logic delivery model on recent kernels [136]. At the
same time, Intel [171] stated that the non-fixed interrupt is not supported anymore in
the x2-apic model. Anyway, in our setup, the guest kernel uses the vanilla Linux
kernel 4.14.0, and in the boot-up command we have added -nox2apic flag to disable
the x2-apic. Hence, the interrupt can be redirected to any vCPU.

As mentioned in § 3.2.3, it is possible that the IO process is not running on the
vCPU that receives an interrupt. The vCPU will generate a rescheduling IPI and will
send it to the vCPU that has the IO process. Anubis also checks the destination vCPU
of the rescheduling IPI in function kvm apic send ipi. If the vCPU is not running,
CFS will force the running task to yield to this vCPU. If there are more than 2 tasks
in the CFS runqueue, we will use the set next buddy() function to make sure
the next wake-up task is the vCPU we are trying to boost. As a result, the IO process
inside the boosted vCPU is able to wake up on time. Thus, the responsiveness of vCPU
is guaranteed.

3.5.2 Accurate Boosting

Interrupt redirection and boosting are well-suited for handling short-lived IO events.
However, the scenario changes when an IO event extends over a longer duration, such
as during continuous disk reads. Unlike previous approaches like [114], which inferred
vCPU IO activity based on the rate of context switches, Anubis employs a series of
strategies specifically designed to accurately determine when a vCPU is engaged in IO
tasks. The details of these strategies and their implementation are outlined below.
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IO Points. The occurrence of the delivery of an IO device interrupt or rescheduling
IPI indicates a potential IO event that would happen in vCPU. In x86 virtualization, an
MMIO fault is signaled by a vmx ept misconfig fault, indicating that the vCPU is
involved in the IO event. We implemented a per-vCPU variable called IO Points, which
is a new feature we added in each vCPU struct task struct. vCPU will gain
1 IO Point whenever an IO device interrupts, rescheduling IPI, or KVM exit reason
with MMIO occurs. Anubis compares the current vCPU IO Points with the previous
recording in each schedule tick, implemented in check preempt tick(). Any
increment of the IO Points indicates the vCPU had a potential IO event in the previous
schedule tick.

IO Task Introspection. However, previously introduced evidence doesn’t reveal the
actual cessation time of the IO event. Therefore, Anubis monitors the running task
of a vCPU to detect the end of the IO event. Previous work [114] relies on the cr3
register. cr3 register stores the address of the running task’s page table directory
(pgd). Changing of cr3 register indicates changing of running task. However, the
guest cr3 register is only observable during the KVM exit period. The host cannot
inspect the running task of vCPU when VM stays in the guest mode. Instead, Anubis
leverages the current task pointer, similarly to earlier works [68, 69, 84]. The
gs (per-CPU register) base address plus current task address becomes the per-
CPU variable *current, and this pointer stores the running task address. Chang-
ing of *current indicates changing of running task. Because the current task
pointer is statically compiled, the address of current task can be found in the ker-
nel symbol map(System.map). The Cloud providers can easily get the address of
current task since they are the VM kernel provider.

However, Cloud providers can not acquire the System.map if clients use their
customized kernel. Therefore, we have implemented a heuristic approach. Because the
current task address is a fixed address in kernel space, we can keep adding the
offset of a pointer length to the gs base address and read the value until the boundary,
the next vCPU’s gs base address. We will have few candidates, and most of them can
be eliminated in 3 steps: 1. current task is a per-CPU variable, the offset to the
gs base remains the same for each vCPU; 2. current task value changes over
time; 3. current task value is a kernel space address. Initial testing shown this
method working also with Kernel Address Space Layout Randomization (KASLR) or
Function Granular KASLR (FG-KASLR)[128]. While Anubis mainly targets Linux
guest VMs, we expect Anubis working also with other traditional OSes. For example,
in FreeBSD, we could start introspecting curproc instead of current task in
Linux.

Confidence Points. Guest *current address can be mapped to host userspace via
the QEMU memory slice. Implemented in handle ept misconfig, the host
reads the *current value during KVM exit reason for MMIO and marks the value as
IO possible. In each schedule tick the host reads the *current again and compares
the value with IO possible. A mismatch indicates the end of the IO event. However,
the mistake is unavoidable if more than one thread is related to the IO event because
each time the host only reads one value out. Confidence Points can help us to solve
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this issue.
Like IO Point, the Confidence Point is a per vCPU variable, which is a new feature

we have implemented in the vCPU struct task struct. In each schedule tick, vCPU can
get 1 Confidence Point if vCPU has gained IO Points in the previous schedule tick,
implemented in check preempt tick(). The higher the Confidence Points, the
more IO activities have been done previously for this vCPU.

In contrast, the non-IO vCPU has to continue gaining Confidence Points until it is
larger than the threshold to be considered an IO vCPU, as an IO vCPU is supposed to
maintain a steady IO event.

The current degradation policy of Anubis in using is to divide Confidence Points by
two. For example, with a threshold set as four, if an IO vCPU has a steady IO event
in the previous 100 schedule ticks. After the IO event is completed, this IO vCPU will
lose all Confidence Points in five ticks and be recognized as a non-IO vCPU. On the
contrary, a non-IO vCPU needs a steady IO event lasting at least four schedule ticks to
be considered as an IO vCPU. Higher Confidence Points threshold indicates it is harder
to recognize a vCPU as an IO vCPU.

Confidence Points degradation policy and the Confidence Points threshold are fully
configurable.

3.5.3 Anubis Debt System
Anubis maintains fairness among VMs. We implemented a feature in each struct
kvm structure called debt. Unlike the current burst VM used in the Cloud [41, 73, 133],
the Anubis debt gives more granularity by boosting vCPU solely during the IO event
period, rather than being constantly active. Each vCPU of the VM will contribute to
the debts by accumulating the time gained from other background vCPUs, and vC-
PUs of the same VM can synchronize access to this shared variable, controlled by
spin-lock. Whenever a vCPU preempts another vCPU or extends its runtime, the
vCPU will accumulate the ”borrowed” time to its debts.

Anubis checks the debts at every scheduled tick, implemented in check preempt tick().
Anubis set a Maximum Debt threshold to prevent the IO vCPU boosting endlessly. If
the total debt reaches such threshold, the IO vCPU boost will be disabled; it can’t pre-
empt other vCPU when an interrupt is delivered or maximize the IO performance by
extending its runtime when it gains IO Points. TheMaximum Debt threshold is fully
dynamically configurable; for example, a cloud provider can set the threshold based
on its cost structure.

3.5.4 Anubis Policies
Anubis features configurable policies to handle scenarios where one IO vCPU is pre-
empted by another, a situation evident when both have Confidence Points exceeding a
set threshold, indicating the presence of multiple IO vCPUs on the same pCPU. Ini-
tially, Anubis attempts to resolve this by rearranging the vCPUs, swapping the core
affinity of an IO vCPU with a non-IO vCPU from the same VM. If this rearrangement
proves ineffective—such as in cases where all vCPUs within the VM are designated
as IO vCPUs—Anubis then resorts to an alternative policy. By default, Anubis boosts
the IO vCPU that has accumulated the highest Confidence Points. Nevertheless, this
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decision is adjustable; alternatives include boosting the IO vCPU with the lowest debt
or choosing not to boost any vCPU at all.

In essence, Anubis is designed to manage the aggressive preemption triggered by
interrupt delivery among multiple IO vCPUs effectively. Although this can enhance
performance, in an oversubscribed environment with constrained computing resources,
Anubis strategically allows only one IO vCPU to maximize its IO performance by
extending its runtime.

3.6 Evaluation
Testbed. We conducted experiments on a custom-built server equipped with a Super-
micro X11DPi-N motherboard, featuring 768GB of DRAM and dual Intel(R) Xeon(R)
Gold 6230R CPUs, each with 26 cores operating at 2.1GHz. To ensure more consistent
results, hyperthreading was disabled, even though it is supported by Anubis. Similarly,
for stability and repeatability in performance measurements, all experiments were con-
ducted with the CPU performance profile, which includes disabled frequency scaling
and turbo boost. The VMs used in the tests were configured with 8GB of RAM and
varied between 2 and 8 vCPUs. Each guest was running Ubuntu 18.04 LTS with an
unmodified Linux kernel version 4.14.0-041400-generic. The host system was run-
ning Ubuntu 22.04 LTS with a Linux kernel version 5.10.90, which had been extended
with Anubis. The host kernel’s scheduling frequency was set to 1kHz, meaning the
scheduling tick was 1ms, and the scheduler period (sched latency ns) was set to
8ms, following Red Hat’s recommendation [97].

For the experiments, we examined VM oversubscription ratios of 2:1, 3:1, and 4:1
vCPUs to pCPU, which we determined to be the most relevant for current industry
practices, based on various sources on elastic Cloud specifications [40, 64, 74, 76, 93,
94, 95, 103, 123, 142, 168]. However, it is important to note that Anubis imposes no re-
strictions on the actual oversubscription ratios used. In our experiments, all the pCPUs
reside in the same NUMA node, and we divided those pCPUs into two pools [141].
A computing pool, depending on the vCPUs size of the VM we test, 2 to 8 pCPUs,
which hosts all vCPUs – with a 2:1, 3:1, or 4:1 oversubscribed ratio; and another pool,
2 to 8 pCPUs hosting anything else, including all vHost and QEMU-IO threads. This
ensures that only vCPUs contend for the same pCPU resource.

Table 3.3: Macro-benchmarks test set

Application Description
HBase Sequential scan records with YCSB [176].
HDFS Sequential read 26GB with TestDFSIO [96].
MySQL seqrd and seqwr 10GB files with sysbench [161].
MongoDB Insert with MongoDB-performance-test [145].
Nginx Concurrent requests with ApacheBench [45].
Postmark Simulate mail servers files operations [146].
Redis Set values with Redis-benchmark [150].

Benchmarks. Table 3.3 lists the real-world workloads we used in the evaluation.
We run the same compute-intensive workload, sysbench-cpu benchmark [161], for all
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the VMs to create background pressure, and one VM runs the IO-intensive workload
as the test case. Our upper bound is the non-oversubscribe case: each vCPU of the VM
is running solely on a pCPU.

Experiments. We evaluated how § 3.6.1: Anubis shortens the vCPU inactivity time;
§ 3.6.2: Anubis improves the VM’s IO performance under the oversubscribe scenario;
§ 3.6.3: Anubis maintains short-term and long-term fairness; but also § 3.6.4: Anubis
overheads; § 3.6.5: Anubis vs latest work; and § 3.6.6: Anubis in serverless computing
scenarios.

(a) Vanilla result

(b) Anubis result

Figure 3.5: Time interval between KVM delivered interrupt and receiver vCPU is ac-
tive, 4 vCPUs VMs, oversubscribe ratio 2:1

3.6.1 vCPU Responsiveness

Boosting vCPU responsiveness through device interrupt, rescheduling IPI, and inter-
rupt redirecting is a cornerstone of our approach with Anubis. To gauge how Anubis
reduces interrupt pending times, we employed Linux kernel event tracepoints. For
each incoming interrupt (whether it’s a device interrupt or a rescheduling IPI), we first
capture the moment the KVM delivers the interrupt to a vCPU, marking this with a
timestamp at the function apic accept irq. Subsequently, we log the moment
the recipient vCPU becomes active, which is traced at the scheduler event tracepoint
sched switch. The duration between these two events is then measured. If the
vCPU receiving the interrupt is active at the time the interrupt is delivered, the time
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interval recorded would be zero, indicating no delay in handling the interrupt due to
the vCPU already being active.

Our experiments involved 2 VMs, each with 4 vCPUs, operating under a 4:1 over-
subscription ratio. We utilized an Nginx server for IO-intensive tasks and ran sysbench-
cpu for compute-intensive demands across both VMs. Throughout these experiments,
we tracked around 35,000 interrupts to assess the enhancements Anubis brings to sys-
tem responsiveness. The experimental results are presented in Fig. 3.5. The y-axis
represents the time interval expressed in milliseconds, and the x-axis denotes each
interrupt measurement.

The vanilla case results are depicted in Fig. 3.5a. Here, we observe that the average
interval time between the delivery of the interrupt and the vCPU resuming operation is
approximately 3-4 ms. In the worst-case scenario, expected as we analyzed in § 3.2.4,
the interrupt comes right after the vCPU got preempted. This duration can extend up
to about 7-8 ms, equivalent to roughly 1 schedule timeslice of a task entity on CFS
in our setup. Additionally, if the IO thread is not executing on this vCPU, an extra
rescheduling IPI is necessitated. In the worst-case scenario, a maximum of 14-16
ms(twice the maximum delay) must pass before the VM can respond to the interrupt.
Notice that we only trace the time interval of the individual interrupt; the result in Fig
doesn’t show the accumulated delay time of the consecutive IO device interrupts +
rescheduling IPI delivery mentioned above.

On the contrary, Fig. 3.5b showcases results from Anubis, which utilizes interrupt
redirecting and boosting. Here, the vCPU typically resumes operations within 1 ms
of receiving an interrupt, significantly reducing the response time. While this setup
does not ensure that the active vCPU processes the interrupt instantly after reception,
the delay is markedly decreased, with average reductions around 350% per interrupt,
demonstrating the effectiveness of Anubis in optimizing interrupt handling in virtual-
ized environments.

3.6.2 IO Performance
Here we tested Anubis’s performance improvement compared with the vanilla case for
both disk IO and network IO applications. Our upper bound is the non-oversubscribe
case, in which the vCPU is solely running on a pCPU. Results show in Fig. 3.6.

Micro-benchmark. We conducted a series of disk read and write tests using sysbench-
fileio[161], and iPerf3[105] for network IO testing. The results are displayed in Fig. 3.6a,
and normalized to the non-oversubscribe case. With Anubis enabled, on average, there
is a notable performance improvement when compared to the vanilla case, ranging
from 59% to 500%, and the performance has improved from 45% to 97% compared to
non-oversubscribe VM.

Macro-benchmark. We tested both single-thread and multi-thread real-world ap-
plications, including HDFS[99], LEMP[117], MongoDB[134], Postmark[146], Redis-
server[? ], HBase[98], Hadoop[96], and MySQL[161]. The macro application setup
details and its corresponding benchmark we chose are listed in Table 3.3. Results are
normalized to the non-oversubscribe case and presented in Fig. 3.6b. On average, with
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(a) Micro. ”S” single thread, ”M” multi-threads)

(b) Macro

Figure 3.6: Benchmarks results, normalized to the non-oversubscribe case, 4 vCPUs
VMs, oversubscribed ratio of 2/3/4:1

Anubis, the throughputs of these benchmarks are improved by about 70%, 84%, and
103% compared to vanilla KVM for the settings with oversubscribed ratios of 2:1, 3:1,
and 4:1 respectively. In terms of the non-oversubscribe case, the Anubis improves the
performance up to 40% to 97% of the non-oversubscribe VM performance.

Both micro and macro benchmarks show that with a higher oversubscribed ratio, on
average the degree of improvement relative to the vanilla case remains approximately
constant. However, achieving the performance of non-oversubscribed cases becomes
increasingly difficult. This can be attributed to Anubis’s design, which takes care of
fairness among the VMs.

Different number of vCPUs. We run VMs with different numbers of vCPUs to
demonstrate that Anubis can still meet the promised performance improvements. The
experiments run the same macro benchmark set, with an oversubscribed ratio of 2:1,
and each VM with 2, 4, and 8 vCPU, the results show in Fig. 3.7. We can observe
that the different numbers of vCPUs do not affect the performance improvement of
Anubis. Additionally, the performance improvement of Anubis can be even better if
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the VM has many vCPUs. Because the more non-IO vCPUs, the easier the fairness
to achieve, Anubis can boost the IO vCPU more aggressively. On average, the perfor-
mance improvement remains about 38% to 500% compared with the Vanilla case, and
60% to 97% compared with the upper bound non-oversubscribe case.

Figure 3.7: Macro-benchmark, normalized to non-oversubscribe case, 2/4/8 vCPUs,
oversubscribed ratio 2:1

Figure 3.8: Fairness of Burst VM to achieve the Anubis performance, 4 vCPUs, over-
subscribed ratio 2/3/4:1

3.6.3 Overall Fairness

This section illustrates how Anubis guarantees fairness among oversubscribed VMs.
§ 3.6.3.1 shows that Anubis is not a simple boost like burst VM. § 3.6.3.2 illustrates
how Anubis ensures short-term fairness § 3.6.3.3 describes how Anubis guarantees
long-term fairness. In the following experiments, we use perf to trace the context
switch for each vCPU task, and based on that, we can correctly accumulate the actual
execution time of each vCPU task.
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(a) Short-term fairness, different number of IO
vCPU

(b) Short-term fairness, per pCPU in detail

(c) Long-term fairness and performance in dif-
ferent stages

Figure 3.9: Anubis fairness evaluation

3.6.3.1 Anubis vs Burst.

To substantiate the delta of our approach versus a naive boost solution, we set up an
experiment to illustrate how Anubis is different compared to the burst VM in Cloud [41,
73, 133]. Fig. 3.8 shows the fairness results of the 4 vCPU VM under-oversubscribe
and running the same macro benchmark sets. The performance results are the same
as Fig. 3.6b. The most interesting part is the white bar, the Burst, which indicates
how many CPU resources the oversubscribed vanilla VM needs to burst to achieve the
same performance as Anubis. With the same performance improvement, Anubis offers
a nearly ideal fairness rate, which proves that Anubis can accurately detect and boost
the IO vCPU.
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3.6.3.2 Ensure Short-term Fairness.

As mentioned in § 3.4.3, non-IO vCPUs can yield computing resources(paying debts)
while the IO vCPU is boosting(borrowing debts). The more non-IO vCPUs, the better
the fairness can be achieved. Thus, we have picked single-thread and multi-thread IO-
intensive workloads to show the difference. We use a 4 vCPUs VM, and we show the
fairness between the boosted VM and the background VMs with oversubscribed ratio
from 2:1 to 4:1.

Fig. 3.9a presents the overall fairness of the boosted VM during the Boosting time.
The 4 cases are as follows: 1-IO-vCPU: The sysbench-seqrd thread is pinned to the
vCPU that handles the interrupt. 2-IO-vCPU: The redis-server thread is pinned to the
vCPU that doesn’t handle the IO device interrupt, while the vCPU handling the inter-
rupt is also marked as an IO vCPU. 3-IO-vCPU and 4-IO-vCPU: Each PHP worker
and the Nginx server are pinned to a vCPU, while 3-IO-vCPU in this case we leave 1
vCPU as a non-IO vCPU.

In the scenario of 1-IO-vCPU, the fairness across VMs is closely related to the
base case due to a higher number of non-IO vCPUs. However, as the number of the IO
vCPU increases, short-term fairness begins to deteriorate due to the scarcity of the non-
IO vCPU available to offset the debts accumulated during the Boosting stage. Detailed
insight into the achievement of short-term fairness is depicted in Fig. 3.9b. Which
presents CPU resource usage per vCPU in the case of an oversubscribed ratio of 4:1.
Observations reveal that Anubis facilitates non-IO vCPUs in yielding CPU resources
to background vCPUs, while correctly boosting IO vCPUs.

Despite these insights, it’s worth noting that short-term fairness can be better. In our
experimental setup, we created a worst-case distributed scenario by forcibly assigning
the IO threads to different vCPUs to showcase the worst-case fairness of Anubis. In
the following section, we will discuss how Anubis can maintain long-term fairness,
especially in the context of multi-thread IO-intensive workloads.

3.6.3.3 Guarantee Long-term Fairness.

In the Anubis debts system, there are 3 stages during the execution time. Boosting: The
debts are increasing, IO vCPUs are demanding more running time and keep borrowing
debts, and less payback from non-IO vCPUs. Balanced: The debts are dynamically
stable, with no increase or reduction. This could happen either by debts having reached
the maximum limitation or enough payback of the debts by the non-IO vCPUs. Pay-
ing: The debts are reducing, and non-IO vCPUs pay more debts than IO vCPUs bor-
row, which usually happens when the IO event is finished. In this experiment, we use
the Nginx server as the test benchmark as it is a complicated multi-thread IO-intensive
workload.

Fig. 3.9c shows how the VM fairness and the Nginx performance change during the
Boosting, Balanced, and Paying stages. The x-axis is sampled every 100 ms, we used
perf to record the context switch and accumulate the actual runtime of each vCPU
within the 100 ms interval to generate the fairness rate. Initially, we execute the Nginx
server [137] under the vanilla case, recording per-request latency from the Apache
benchmark [45]. In the middle of execution, Anubis is activated, resulting in a boosted
state for the VM. In return, the latency is reduced during the Boosting stage. To avoid
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significant unfairness, the VM’s boosting is curtailed once the accumulated debt hits
the maximum limitation, marking the start of the Balanced stage. Owing to the IO
vCPU’s exemption from paying debt, the performance declines but remains no worse
than the vanilla case. Following the completion of all requests by the Nginx server,
Anubis identifies the absence of any IO event. The IO vCPUs change to non-IO vCPUs
and start to pay back the debt by yielding computing resources to the background VMs.
The experiment proves that Anubis can guarantee long-term fairness.

(a) Background computing-intensive workload execution time, measured
during Boosting stage

(b) Number of Context Switch, measured during Boosting stage

Figure 3.10: Anubis overheads evaluation

3.6.4 Overhead Assessment
We evaluated the impact of Anubis on the performance of background VM workloads
by conducting experiments with a 4:1 oversubscription ratio, using a VM equipped
with 4 vCPUs. We utilized a set of macro benchmarks, including a multi-threaded
prime number calculator, to assess the performance impact on these background VMs.
The execution times, represented on the y-axis, were measured during the Boosting
stage of Anubis, as we hypothesized that any long-term effects on execution times
would be negligible, as shown in Fig. 3.9c. Results shown in Fig. 3.10a generally
indicate that the background VMs’ performance remains unaffected by Anubis in most
scenarios. However, in cases where the boosted IO workload involves many IO vCPUs,
such as with Nginx, the performance of the background VM can drop to about 75% of
that in the vanilla (unmodified) case.

To address concerns that Anubis might increase the frequency of costly VM con-
text switches, similar to previous solutions like [174], we utilized the perf tool to tally
the total number of context switches for each VM and compared these figures to those
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from the vanilla setup across various oversubscription ratios. As shown in Fig. 3.10b,
the number of context switches actually decreased in several instances. This reduction
is attributed to the IO vCPUs maintaining operation due to accrued IO Points, thus
avoiding preemption and reducing the need for context switching, particularly in sce-
narios with multiple IO vCPUs, like the Nginx case. In other scenarios, the number
of context switches remained comparable to the vanilla case. Additionally, we mea-
sured the computational overhead of Anubis’ introspection using the perf tool during
each scheduling interval (every 1 ms). The introspection process incurs a cost of about
150 CPU cycles, which is relatively minor. This finding indicates that while Anubis
is efficient, there is still potential for further optimization to reduce its computational
footprint even more.

Figure 3.11: Anubis vs Previous works

Figure 3.12: Anubis + FaaS(OpenLambda) evaluation

3.6.5 Anubis vs Previous Works
We compared Anubis with vanilla Linux, vBalancer [71], vMigrator [107], and the
combination of vMigrator with vBalancer – this is because vMigrator must run with
vBalancer to enable interrupt redirection. We primarily compared with the result of
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vMigrator because, in their paper, they have compared with other approaches, vSlicer[174],
xBalloon[160], and none of them have better performance compared with the vMi-
grater. We didn’t use the open-source code from the vMigrater because it does need
kernel modifications from vBalancer, unlike what we originally understood from the
paper 1. Because the interrupt redirection is part of the Anubis design, we can emulate
the vBalancer by just enabling the IO device interrupt redirection of Anubis.

In this experiment, we ran VMs that have different vCPU sizes from 2 to 8 vCPUs,
and with the oversubscribed ratio from 2:1 to 4:1, the performance results are shown
in Fig. 3.11.

As we explained previously, if we run the vMigrater only, the performance of the
IO application will not be increased because the vCPU that receives the IO device in-
terrupt will not send the rescheduling IPI if it is not running. Additionally, as Fig. 3.4
shows, under the oversubscribed ratio of 2/3/4:1, with the 2 vCPU VM, the IO thread
runtime can only extend up to 74%/54%/47% of maximum timeslice. While in the
4 vCPUs and 8 vCPUs VM, the IO thread ideal extendable runtime can extend up
to 90%/78%/60% and 100%/95%/88% of maximum timeslice. As we expected, the
experiment result shows that the improvement of vMigrater+vBalancer to the IO ap-
plication is minimal in the 2 vCPUs VM, and the vMigrater+vBalancer approach starts
to work in the 4 and 8 vCPUs VM cases. However, Anubis offers similar results to the
vMigrater approach and applies to the VMs with different numbers of vCPUs. While
we tested our emulated vMigrater across all benchmarks, due to the lack of original
kernel support, our results diverged from those reported in their paper – they are worse,
making it difficult for us to validate the correctness of our results. Therefore, we only
report the sysbench-seqrd as it was the most stable result we achieved. After com-
paring the results in their paper, which are also normalized to the non-oversubscribe
case, we found that in some benchmarks vMigrater can achieve slightly better results
than Anubis. However, vMigrater requires a VM to have many vCPUs (12 vCPUs) to
accomplish this, whereas Anubis has no such prerequisites. Moreover, since Anubis
doesn’t necessitate modifications to the guest VM, it is more adaptable and flexible for
implementation in a real Cloud environment.

3.6.6 Serverless Computing Scenario

Function as a Service (FaaS) is an emerging paradigm in which users upload and exe-
cute small, discrete pieces of code, referred to as functions, in the cloud. Major cloud
providers have already integrated FaaS solutions into their offerings [39, 92, 132]. A
study on Azure Functions shows that the execution time for serverless functions is less
than 10 seconds for 90% of the functions [154]. Given this characteristic of server-
less computing, cloud providers are keen to consolidate a large number of function
instances onto a single physical host [35]. For our experiment in serverless comput-
ing, we utilized the open-source OpenLambda [100] FaaS framework. We set up one
OpenLambda server per VM, each configured to handle up to 100 function spawns si-
multaneously. We registered three different functions for this experiment: echo, down-
load, and compress services. Echo: In this function, the client sends data to the server,

1We did exchange several emails with the authors to reach such a conclusion. Moreover, we were
unable to get a working code from the authors.
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which then echoes the same data back to the client. Download: We established a
VM on another host to serve as a storage machine, which is connected to the Open-
Lambda VM. The client sends an HTTP request containing an encoded descriptor to
the server. The Lambda function decodes this descriptor, locates the target data on the
storage machine, and then transfers the data back to the client through the network.
Compression: This function simulates a video streaming service. The client submits
a request to the Lambda server with an encoded video ID and a specified level of video
quality. The Lambda function decodes the video ID, retrieves 100 picture frames from
the video on the storage machine, compresses them to the requested quality, and sends
them to another storage machine.

We have measured the latency of each request and compared the result to both
vanilla and non-oversubscribe cases, and the results are in Fig. 3.12. We can see that
the compression service gets lower improvement compared with the Echo service. Be-
cause the compression service also includes the computing-intensive workload, but
Anubis only boosts the IO-intensive part of the service.

3.7 Anubis conclusion
This work identifies why low-latency IO cannot be consistently guaranteed in virtual-
ized setups with oversubscribed resources, particularly focusing on CPU resources, an
area that has not been thoroughly examined previously. Prior studies predominantly
address the direct reason for slow IO, which is that the vCPU handling the IO task
gets descheduled. Our research, however, highlights an indirect reason: IO device
interrupts or rescheduling IPIs are not dispatched to vCPUs immediately. We intro-
duce Anubis, a new IO-aware VM scheduler that precisely identifies when a vCPU
is processing IO and accurately boosts the vCPU’s priority only during IO processing.
Notably, Anubis achieves this without requiring any modifications to guest software. In
summary, Anubis enhances virtualized system performance through several key mech-
anisms:

1. Anubis mitigates the impact of vCPU inactivity by not merely shortening the in-
active period of a vCPU, but by improving the responsiveness of the vCPU. It ensures
that the vCPU is promptly awakened upon receiving a pending interrupt. 2. Anubis
maximizes the IO performance of an IO vCPU during IO event periods. Instead of
simply ensuring the priority of IO tasks within the vCPU, Anubis enhances the entire
IO vCPU’s priority by maximizing its active runtime during these periods. 3. Anu-
bis maintains overall fairness among VMs while enhancing IO performance. Rather
than just balancing the fairness between IO vCPUs and others, Anubis employs a debt
system to ensure equitable resource distribution among all VMs.

This chapter includes several experimental results that demonstrate the efficacy of
Anubis and its advantages over current state-of-the-art solutions. The code is available
at https://github.com/systems-nuts/Anubis.
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Chapter 4

Heterogeneous Fused Kernel

4.1 Introduction
Heterogeneous-ISA systems have garnered significant interest in recent years by pro-
viding a “lighter” and more programmable approach to heterogeneity than the adoption
of accelerators, making it possible to run existing general-purpose code with greater
efficiency than running with a single instruction set [81, 167]. However, building and
running these systems presents inherent challenges due to the various fundamental
mismatches between hardware and software that come with integrating different ISAs.
To date, commercially available platforms focused on loosely-coupled systems with-
out hardware cache coherence, for example, those based around PCIe. As a result,
heterogeneity in ISA is still considered a liability rather than an opportunity, with its
introduction leading to overheads and system-level complexity rather than an intro-
duction of ISA-generic capabilities that provide for the greater efficiency. Instead,
today’s heterogeneous-ISA platforms run a separate software stack per CPU. Appli-
cations running thereon are perceived to be in a distributed system and hence cannot
leverage per-platform optimizations.

New HW landscape. The hardware landscape is rapidly changing. There are several
PCIe extensions that consider cache-coherent shared memory (including CXL [78],
OpenCAPI [140] and CCIX [70]), making tighter interconnection of heterogeneous

Figure 4.1: Stramash’s target hardware and software model
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processing units an inevitable trend. Recently, several works [116, 119, 130] have ex-
plored the concept of CXL-based remote memory pooling to effectively leverage mem-
ory resources in cloud environments. Additionally, hardware research platforms have
begun the move toward greater integration, providing cache-coherent heterogeneous-
ISA processor designs [55, 120] or environments where such processors could be pro-
totyped [37], but rather than offering rapid prototyping, their FPGA/ASIC orientation
require long development cycles. As such, these solutions have left open the question
of what their accompanying software systems should look like. While we have a num-
ber of research operating systems to adopt strategies from [58, 59, 62, 63, 122, 129],
none of these had the availability of cache-coherent shared memory, which we argue
will make possible a large suite of performance improvements. Indeed, there exist
commercial SoCs with some levels of heterogeneity, such as Intel Alder Lake or Arm
big.LITTLE. Still, their heterogeneity is more focused on power efficiency than in-
struction semantics. So, such SoCs simply run traditional OSes for homogeneous-ISA
multicores, e.g., vanilla Linux.

A New OS Design. With the emergence of platforms with cache coherent shared
memory amongst heterogeneous-ISA processors, which sound like shared memory
multiprocessor systems but with heterogeneous cores, a naive question is if also those
can run classic SMP OSes? Classic SMP OSes are compiled to run on CPUs of the
same ISA, so cannot run amongst heterogeneous-ISA CPUs. Multiple-kernel OSes
address ISA-heterogeneity, but existing designs are shared-nothing – i.e., designed to
avoid using shared memory between kernel instances, for scalability [62], for hetero-
geneity, or because cache coherency simply did not exist before [58]. With the intro-
duction of cache coherent shared memory, a new OS design that exploits it together
with heterogeneous-ISA is sought: the fused-kernel OS. We implemented such a de-
sign atop Linux, in Stramash-Linux, by using components from an academic multiple-
kernel OS, Popcorn-Linux [58], to demonstrate the feasibility of our design and its
applicability to traditional OSes. While a multiple-kernel OS enables applications to
share state, a fused-kernel OS enables applications and kernel code to share (some or
all) state among different kernel instances.

Stramash-Linux Stramash-Linux is designed to fully exploit cache-coherent shared
memory with the fused-kernel OS design. First and foremost, we nearly eliminate
inter-kernel messaging, preferring higher-performance communication via cache-coherent
shared memory, including sharing OS’ data structures among kernel instances. Based
on this, we introduce approaches to make OS services on different kernel instances
share data effectively, including locking, because shared data cannot always be shared
as-is but may need to be in architecture dependent formats, e.g. page table. While
shared data access is the core of the fused-kernel OS design, prototyping Stramash-
Linux within the Linux kernel required the introduction of new mechanisms to reduce
OS overhead.

Hardware Simulator While we await the envisioned emerging hardware and aca-
demic prototypes remain ill-suited to OS development, we implemented our Stramash-
QEMU hardware simulator by extending the industry-hardened QEMU with a cache
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simulator. By staying in the software realm, Stramash provides for high-speed proto-
typing exploiting widely-adopted ISAs like x86 and Arm, in contrast to prior hardware-
oriented prototyping platforms like BYOC [55] which rely on outdated or less-adopted
ISAs.

Stramash-QEMU fuses together multiple QEMU instances with a memory sys-
tem simulator as the first in a new class of coherent, heterogeneous-ISA simulators.
The software flexibility provided by Stramash-QEMU enables the investigation of
architecture- and platform-level changes of particular interest to architects as well as
research into operating systems. In this chapter, we introduce our fused approach to
shared memory and interrupt delivery among others.

Key Results. With our fused-kernel OS, Stramash-Linux, we demonstrate up to 2.6×
speedup over the state-of-the-art multiple-kernel OS Popcorn-Linux. And on network
serving workloads, up to 12× speedup over Redis. We also validate that Stramash-
QEMU can achieve performance measurements within 4% on average of bare metal.
Finally, we show that our simulator can be extended for architecture exploration with
low effort. Stramash-Linux and Stramash-QEMU will be open sourced upon publish
in the academic conference.

Contributions. Briefly, our contributions include:
• The fused-kernel OS design, a shared-mostly multiple-kernel OS that minimises

communication overhead among kernel instances, and a prototype of it based on
Linux, Stramash-Linux;

• The fused-simulator design, combining single-ISA simulators into a single multi-
ISA simulation platform providing cache-coherent shared memory, and its im-
plementation based on QEMU, Stramash-QEMU;

• The validation of Stramash-QEMU using two physical AArch64+x86-64 sys-
tems.

• A quantitative comparison of Stramash-Linux versus Popcorn-Linux on Stramash-
QEMU.

Limitations and future work. This chapter focuses on a new OS design, its imple-
mentation into a state-of-the-practice OS (Linux), and the supporting simulation envi-
ronment. We deliberately do not study the scalability of this approach – which is not
possible to do efficiently today with a software simulator alone. In addition, security
and fault-tolerance, while part of our design (see below), are future work. Specifically,
we believe we need real hardware to integrate our design with e.g. CXL 2.0 Integrity
and Data Encryption functionality. At the time of writing, CXL RAS functionality has
not been implemented by the QEMU community.

4.1.1 Design Principles
With the goal of enabling existing applications to exploit cache coherent heterogeneous-
ISA hardware with maximum performance (with minimal OS/runtime overheads) the
fused-OS is based on the following design principles:

• Run applications as-is, or with minimal modifications, to support legacy;
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• Target traditional widely-used OS design – monolithic OSes, to attract a large
user community, while remaining applicable to other OS designs;

• Generality, to support a wide variety of ISAs, and diverse heterogeneous-memory
configurations;

• Minimize data movement; hence, avoid copies across ISA boundaries as much
as possible;

• Security.
For our architecture simulator – developed to validate our prototype fused-kernel

OS – similar principles apply:
• Exploit, and eventually extend, existing projects, reusing designs and APIs;
• Based on traditional widely-used simulators/emulators to attract a larger user

community;
• Fast prototyping, easy configuration – while supporting different memory hier-

archies;
• Fast execution speed, with ability to enable a cycle approximate memory model.
• Memory consistency, allowing atomic instruction between different ISAs.

4.1.2 Fused-kernel Operating Systems Design

We introduce a ”fused approach” to multiple-kernel operating system design, pulling
together – fusing – OS services running on different kernel instances. This means that
(some of) the data structures of one kernel instance can be accessed by the other kernel
instance(s) directly via shared memory. Hence, enabling multiple kernel instances to
work as one, reducing OS service latency and improving execution speed.

Design and Methodology We introduce a new OS design, the fused-kernel OS, cf.
right of Fig 4.2. Differently from previous multiple-kernel OSes, which are based on
the shared nothing principle, fused-kernel OSes are based on the principle of shared-
mostly – i.e., different kernel instances do communicate using shared memory or share
a single state in shared memory, thus avoiding prior work’s communication latencies
such as serialization and deserialization of data structures, coordination protocols, mes-
sage copying, etc. This enables tight coordination between kernels to share hardware
and software resources.

OS services in a fused-kernel OS are either: local or global. Local OS services
do not require any communication between kernel instances, while global do. Global
OS services are mainly built upon shared memory, but when that is too complicated,
inter-kernel message-passing is used, like in a multiple-kernel. As shown in previous
literature, message-passing requires an OS service to be rewritten as a distributed ser-
vice, i.e., using coordination protocols. When using shared memory, we introduce two
OS service architectures:

• one in which an OS service is rewritten to adopt a common data format in
shared memory amongst kernel instances;

• one in which each kernel instance keeps its own data format, but the others use
accessor functions to read/write the original data, including locks.

The latter is necessary when handling architecture-dependent data, like page tables,
while the first fits services that are architecture independent. A collection of accessor
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functions targeting a specific ISA makes up a remote CPU driver.
Based on our design principles and the way OS services communicate, our fused-

kernel design further introduces the following architectural choices:

Minimal Resource Provisioning To quickly provide global resources, each kernel
instance fully utilizes its own private hardware resources (e.g., memory) when avail-
able, and acquires any other shared resources only when needed, returning resources
to global allocators when are not needed anymore.

This is in stark contrast to traditional OSes: which discover and initialize all re-
sources available on a machine at boot, ready for later allocation. In our design, while
all resources are discovered and initialized, shared resources are maintained in a global
pool before being assigned to a kernel instance, for instance, a CXL-based shared
memory pool for memory resources. Thus, at boot time a kernel instance is given a
minimal amount of resources.

Interrupts and Inter-kernel Notification While (most) hardware resources are glob-
ally accessible, each kernel knows of but does not use the entire memory, or all devices,
but it needs to always map all interrupts, especially IPIs, for communication.

Single virtual address space To simplify the development of accessor functions,
and reduce their pointer arithmetic overheads, we introduce a single kernel-level virtual
address space among kernel instances – which still allows for part of the kernel-level
address space to be private.

Security As heterogeneous SoCs are gaining traction, the number of security issues
have been rising steadily [60, 158, 165]. For example, a simple defect in a wifi chip
could enable remote code execution on an Android phone [89]. Thus, although not the
primary focus of this work, a fused-kernel OS needs to consider the security aspects
when running on shared memory on different heterogeneous-ISA cores.

Specifically, we postulate that kernel instances should share only required data
structures. Everything else should be in private memory or protected by hardware
enforcement, e.g. MPU, MMU, IOMMU, and hardware capabilities. To make hard-
ware protection effective we also propose to pack data structures’ data in contiguous
physical memory – so, it is simple to categorize and share between kernels.

Applications’ Compiler and Linker Applications must be compiled in a way that
makes them amenable to migration, such that they can continue executing on an-
other ISA-CPU carrying over the existing application state minus the CPU-state that
is converted. Inter-kernel thread migration is offered as an OS service and includes
functionalities to show the same application state on different kernel instances. Inter-
kernel process migration is simpler because there is no kernel state to be kept consis-
tent after migration. In this work we reuse the open-source Popcorn-Linux Compiler
Toolchain [26] to compile applications to run on Stramash OS. We direct interested
readers to such project literature [11, 27].
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Figure 4.2: Comparison of OS designs for heterogeneous-ISA cache-coherent shared
memory platforms.

4.2 Background & Related Work
There have been a variety of architectural studies which have shown performance,
efficiency, and security benefits to adopting heterogeneous-ISA system designs [60,
158, 165, 167]. In the systems realm, a number of new operating system [62, 63,
72, 122, 138] designs have been proposed which, with existing or lightly-modified
hardware, can exploit the architectural benefits to realise an improved system.

Systems Software. Heterogeneous-ISA platforms with general purpose-CPUs, with
or without shared memory, are not new [55, 163]. Hence, scientists and practitioners
have come up with different approaches to run software on them. The most common
approach is to run a separate software stack – including at least the OS/runtime and
applications, per island of homogeneous-ISA CPUs, “separated kernel” in Fig 4.2.
Applications must be rewritten to run in a distributed (or offloaded) system where
communication happens explicitly via message passing. This approach cannot exploit
cache-coherent shared memory even when available.

To more effectively support application execution among heterogeneous-ISA cores,
new systems software is needed. Applications must be compiled to support live exe-
cution migration, and a runtime or OS is needed to provide the source and destination
environments. Runtimes and operating systems have both been proposed to support
application migration in heterogeneous-ISA platforms. We focus on OS solutions and
not on runtimes like H-Container [57] (based on C), and PadMig [91] (based on Java).

In the last decade, several works proposed new OS architectures to provide the
abstraction of a single system among different single-ISA or multiple-ISA heteroge-
neous CPU platforms. Applications running atop these enjoy the same OS interface
and services among diverse CPUs, and applications may either spawn threads or mi-
grate threads to a CPU of a different ISA. All works we are aware of achieve this by
using multiple, communicating kernel instances, where CPUs of different ISAs run
different OS kernel instances, see Fig 4.2. Notable examples include, Helios [138],
Barrelfish [62], K2 [122], Popcorn [58], and Flick [72].

Different from SMP OSes, where a single kernel instance runs among several cores,
and thus CPU cores share all kernel data structures (shared everything [61]), multiple
kernel OSes tend to either not share anything (shared nothing) [58, 62, 72, 138], or
share a few kernel data structures (shared something) [121]. Note that shared nothing
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multiple kernels do share memory as an optimisation [62]. However, the level of data
sharing in kernel space is unrelated to the level of sharing in user space. In fact, shared-
nothing multiple kernels do provide applications with consistent shared memory when
they run amongst or between kernels, either by distributed shared memory (DSM) [58]
or using hardware remapping register (over high-latency PCIe bus) [72].

Two main factors lead the evolution of multiple kernel OSes to shared nothing/something.
Firstly, the potentially poor scalability of prior cache-coherent shared memory inter-
connects [62], or their high power draw [122]. Secondly, the lack of hardware to
prototype heterogeneous-ISA CPU cores on cache-coherent shared memory, which
eliminates the possibility for such OS development, making our work the first of its
kind. Previous projects leverage either non-coherent domains [58, 122], or domains
connected via high-latency peripheral buses exploiting snooping [72].

Prototyping Environments Earlier heterogeneous-ISA system prototypes have largely
exploited existing hardware. A number of systems used existing x86 server hardware
with PCIe non-transparent bridges to connect processors of other ISAs [63]. Others
exploited existing systems-on-chip which provided limited heterogeneous-ISA capa-
bility (e.g. Arm+Thumb) [122]. While these platforms enable full-speed execution
of proposed OS designs, they do not feature cache-coherent memory, necessitating
software coherence layers. These degrade performance and increase OS complexity,
particularly for research systems trying to build on top of Linux.

Recently, BYOC introduced a cache coherent heterogeneous-ISA prototyping envi-
ronment [55]. BYOC uses FPGA emulation to provide high-speed prototyping which
could eventually be realised in silicon. The system supports several ISAs (SPARC v9,
RISC-V, i486), but does not feature 64 bit x86 and Arm ISAs, which would be of most
interest to OS developers and users. Further, prototyping an architectural change re-
quires a full, FPGA-ready implementation, which is a high bar to entry. Lately, AMD
announced an Embedded series SOC that has Ryzen + Xilinx FPGA [3], SOPHON’s
SG200X series are new SoCs featuring RISC-V and Arm cores [13], and architecting
such chips for HPC is inevitable in the cloud [4].

We take a different approach to prototyping by fusing multiple instances of QEMU
with an extension of the Cache plugin memory system simulator. This enables OS,
architecture, and platform prototyping in software at a relatively high speed without
the need for full hardware implementation of proposed modifications. With QEMU,
we can also exploit proprietary ISAs like 64-bit x86 and Arm. Our work is the first we
are aware of to fuse multiple QEMU instances of different ISAs together with shared
memory backed by an architectural cache simulator.

4.3 Hardware Model
Stramash targets emerging platforms with cache-coherent heterogeneous-ISA CPUs
integrated into an SoC (like BYOC, or Milk-V Duo), or interconnected via emerging
cache-coherent buses (like CXL). Hence, we considered at least 3 memory hardware
configurations as depicted in Fig 4.3: Separated, Shared, and Fully Shared. In the
Separated configuration each CPU group has its own memory, with coherence man-
aged by a Last Level Cache (LLC), like in NUMA. In the Shared configuration, each
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Figure 4.3: Different memory configurations and OS kernel placement.

CPU group has access to a private memory, and all CPU can access a shared memory,
like CXL 3.0 [75]. In the Fully Shared configuration there is a single, shared memory
for all processors, although it may be mapped to different addresses, like academic
research project: Openpiton [56]. Each processor is capable of sending Inter Processor
Interrupts (IPI) to any other processor in the system. All MMIO devices are accessible
by all processors. Regarding memory consistency, we assume all processors abide by
the strongest memory consistency model of all ISAs (Arm already supports running in
TSO mode). This assumption is justified by standards like CXL 3.0 that adds a MESI
cache coherency protocol for inter-host shared memory – where hosts can be of any
ISA. Systems supporting heterogeneous consistency models could take advantage of
tools like ArMOR [127] to defend against consistency model mismatches.

Beyond existing heterogeneous-ISA systems’ capability to communicate via inter-
rupts, I/O devices, and non-coherent shared memory, Stramash leverages cache coher-
ent shared memory for communication. For inter-CPU-group communication, tradi-
tional systems relied on mechanisms like custom communication devices (e.g. hard-
ware FIFOs or spinlocks [163]) in embedded SoCs, or in servers, the use of built-in
switching functionality in an Ethernet NIC [66, 131], i.e., sending network packets
between ISAs. We use the latter, common mechanism as a baseline.

4.4 Design Principles

With the goal of enabling existing applications to exploit cache coherent heterogeneous-
ISA hardware with maximum performance (with minimal OS/runtime overheads) the
fused-OS is based on the following design principles:

• Run applications as-is, or with minimal modifications, to support legacy;
• Target traditional widely-used OS design – monolithic OSes, to attract a large

user community, while remaining applicable to other OS designs;
• Generality, to support a wide variety of ISAs, and diverse heterogeneous-memory

configurations;
• Minimize data movement; hence, avoid copies across ISA boundaries as much

as possible;
• Security.
For our architecture simulator – developed to validate our prototype fused-kernel
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OS – similar principles apply:
• Exploit, and eventually extend, existing projects, reusing designs and APIs;
• Based on traditional widely-used simulators/emulators to attract a larger user

community;
• Fast prototyping, easy configuration – while supporting different memory hier-

archies;
• Fast execution speed, with ability to enable a cycle approximate memory model.
• Memory consistency, allowing atomic instruction between different ISAs.

4.5 Fused-kernel Operating Systems Design
We introduce a ”fused approach” to multiple-kernel operating system design, pulling
together – fusing – OS services running on different kernel instances. This means that
(some of) the data structures of one kernel instance can be accessed by the other kernel
instance(s) directly via shared memory. Hence, enabling multiple kernel instances to
work as one, reducing OS service latency and improving execution speed.

Design and Methodology We introduce a new OS design, the fused-kernel OS, cf.
right of Fig 4.2. Differently from previous multiple-kernel OSes, which are based on
the shared nothing principle, fused-kernel OSes are based on the principle of shared-
mostly – i.e., different kernel instances do communicate using shared memory or share
a single state in shared memory, thus avoiding prior work’s communication latencies
such as serialization and deserialization of data structures, coordination protocols, mes-
sage copying, etc. This enables tight coordination between kernels to share hardware
and software resources.

OS services in a fused-kernel OS are either: local or global. Local OS services
do not require any communication between kernel instances, while global do. Global
OS services are mainly built upon shared memory, but when that is too complicated,
inter-kernel message-passing is used, like in a multiple-kernel. As shown in previous
literature, message-passing requires an OS service to be rewritten as a distributed ser-
vice, i.e., using coordination protocols. When using shared memory, we introduce two
OS service architectures:

• one in which an OS service is rewritten to adopt a common data format in
shared memory amongst kernel instances;

• one in which each kernel instance keeps its own data format, but the others use
accessor functions to read/write the original data, including locks.

The latter is necessary when handling architecture-dependent data, like page tables,
while the first fits services that are architecture independent. A collection of accessor
functions targeting a specific ISA makes up a remote CPU driver.

Based on our design principles and the way OS services communicate, our fused-
kernel design further introduces the following architectural choices:

Minimal Resource Provisioning To quickly provide global resources, each kernel
instance fully utilizes its own private hardware resources (e.g., memory) when avail-
able, and acquires any other shared resources only when needed, returning resources
to global allocators when are not needed anymore.
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This is in stark contrast to traditional OSes: which discover and initialize all re-
sources available on a machine at boot, ready for later allocation. In our design, while
all resources are discovered and initialized, shared resources are maintained in a global
pool before being assigned to a kernel instance, for instance, a CXL-based shared
memory pool for memory resources. Thus, at boot time a kernel instance is given a
minimal amount of resources.

Interrupts and Inter-kernel Notification While (most) hardware resources are glob-
ally accessible, each kernel knows of but does not use the entire memory, or all devices,
but it needs to always map all interrupts, especially IPIs, for communication.

Single virtual address space To simplify the development of accessor functions,
and reduce their pointer arithmetic overheads, we introduce a single kernel-level virtual
address space among kernel instances – which still allows for part of the kernel-level
address space to be private.

Security As heterogeneous SoCs are gaining traction, the number of security issues
have been rising steadily [60, 158, 165]. For example, a simple defect in a wifi chip
could enable remote code execution on an Android phone [89]. Thus, although not the
primary focus of this work, a fused-kernel OS needs to consider the security aspects
when running on shared memory on different heterogeneous-ISA cores.

Specifically, we postulate that kernel instances should share only required data
structures. Everything else should be in private memory or protected by hardware
enforcement, e.g. MPU, MMU, IOMMU, and hardware capabilities. To make hard-
ware protection effective we also propose to pack data structures’ data in contiguous
physical memory – so, it is simple to categorize and share between kernels.

Applications’ Compiler and Linker Applications must be compiled in a way that
makes them amenable to migration, such that they can continue executing on an-
other ISA-CPU carrying over the existing application state minus the CPU-state that
is converted. Inter-kernel thread migration is offered as an OS service and includes
functionalities to show the same application state on different kernel instances. Inter-
kernel process migration is simpler because there is no kernel state to be kept consis-
tent after migration. In this work we reuse the open-source Popcorn-Linux Compiler
Toolchain [26] to compile applications to run on Stramash OS. We direct interested
readers to such project literature [11, 27].

4.6 Stramash-Linux Implementation

We implemented a prototype of our fused-kernel OS, called Stramash-Linux, based
on Linux kernel 5.2.12. To avoid reinventing the wheel, we adopted OS components
from the open-source Popcorn-Linux project including process/thread migration and
the messaging layer. To build Stramash-Linux we contributed around 9200 LoC atop
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Popcorn-Linux. We chose the Popcorn-Linux project because it is the only one provid-
ing an open-source, fully-functioning OS and compiler toolchain to produce executable
binaries that can migrate across heterogeneous-ISA CPUs.

Prototype Limitations Because we based our work on the Popcorn project, which
fully supports only the x86 and Arm ISAs, our Stramash prototype inherits the same
limitation. However, we believe that our design applies to other ISA mixtures as well,
including different bit-width and potentially endianesses. The primary issues in sup-
porting those mixtures lays is the engineering effort. x86-64 and AArch64 are widely
adopted, and specifically on emerging platforms targeted by this work. Hence, other
ISAs mixtures are out of the scope of this work. While we did implement support for
data packing in contiguous physical memory – including moving pages to reorganize
data, we did not find an efficient method to limit the remotely accessed memory in
kernel space on different architectures. Capabilities could be a potential candidate, but
this is left as future work.

4.6.1 Kernels Booting
Within the hardware model proposed, heterogeneous ISA cores would have access to
the entire shared memory, devices, etc. Therefore, like a traditional OS, Stramah-
Linux will discover all memory and devices, but initialize only a minimal set of those
to enable a working system, the rest of the resources are managed by global pools.
At the time of writing, we limit the area usable by each kernel instance using BIOS
tables/device trees. The OS reads the memory map tables provided by the firmware
and adjusts its boundaries based on that. Thus, kernel instances’ memory areas do not
overlap (see Fig 4.4. Once the boot is complete, kernel instances establish a communi-
cation channel to coordinate and bring up all OS services to share resources in a fused
manner.

4.6.2 Message-passing Communication
Stramash-Linux uses a messaging layer to communicate between kernel instances.
This is based on one or more pairs of shared memory ring buffers per kernel pair,
to exploit shared memory to minimise latency and payload cost. After a message has
been enqueued on a ring buffer, the messaging layer sends a cross-ISA IPI to the re-
ceiver core group. We also support polling in place of interrupt dispatching.

4.6.3 Global Memory Allocator
Stramash-Linux implements a global memory allocator that manages physical memory
amongst kernel instances.

The current version memory allocator exploits and extends the memory Hot-plug
subsystem, with certain modifications. Different from Hot-plug, Stramash-Linux does
not require the memory block to be unplugged. Instead, for hot removal it first evac-
uates the memory block and then isolates the pages. Although we experimented with
different options, including the continuous memory allocator (CMA) as in K2 [122],
all require major modifications to the Linux kernel source code.
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The Memory Allocator. Fig 4.4. shows an example of memory layout in Stramash
on an Arm+x86 configuration with 8GB of RAM. We have implemented a fixed-size
global memory allocator with a configurable block size (from 32MB to 4GB). we opted
for a minimum size of 32MB to reduce the overhead associated with frequent memory
assignments. Each kernel starts with a fixed amount of blocks. When the total memory
pressure on a certain kernel instance passes 70%, that kernel requests an additional
block from the global memory allocator. If a block is free, it is directly assigned. If
there are no free blocks, the allocator will try to evict a block from the other kernel
until it also reaches the same memory pressure.

4.6.4 Fused Virtual Address Space

Stramash-Linux supports user-space process/thread migration across ISAs. Unlike
Popcorn-Linux, which uses software DSM to provide a single virtual address space
among kernels (which passes entire memory pages as messages), Stramash-Linux
leverages cache coherent shared memory to maintain a page table per kernel instance
due to the differing page table format in Arm and x86. Both page tables refer to the
same physical memory pages for the same application.

Fused virtual address space: Stramash-Linux aligns kernel virtual addresses across
different kernel instances, enabling full addressability of another kernel’s memory. By
adjusting the vmalloc ranges of x86 to align with the direct map range of the Arm
instance, the Arm’s virtual address space becomes fully addressable to the x86 kernel
instance, and vice versa. We refer to this configuration as the Fused Virtual Address
Space. This distinctive capability distinguishes Stramash from other multi-kernel op-
erating systems by allowing it to share kernel virtual addresses and data structures
seamlessly, enhancing interactions without redundancy.

It is worth noting that for some data structures, today we need to disable the ran-
domized layout to enable direct remote access. If the layout of shared data structures
varies, some (simple) handling is needed. However, this is typically not a concern, as
few data structures vary across ISAs.

Software Remote Page Table Walker. Stramash-Linux allows one kernel to access
the page table of the other kernel through a cross-ISA software page walk to reduce
long-latency round-trips message passing overhead. Currently, both x86 and Arm in
Stramash-Linux are using 5 level page tables. To acquire the page table entry (PTE) in
the origin kernel, the remote kernel has to walk through those tables with proper page
masks. Each level page mask is re-defined if it is different between x86 and Arm.

Software Remote VMA Walker. Unlike Popcorn-Linux, where a VMA fault trig-
gers a message exchange to the original kernel, in Stramash-Linux, each kernel can
access the other kernel’s VMA lists, with appropriate VMA locks acquired. Note that
in our current implementation, the VMA lists are still maintained using the RB-tree
structure.
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Figure 4.4: Physical memory layout example. x86 instance starts at 0x0; Arm
instance starts at 0xA00000000; Shared Memory Pool from 0x100000000 to
0x200000000.

Stramash(fused-kernel) Page Fault Handler. In the current version of Popcorn-
Linux, anonymous pages are allocated in the origin kernel – where the application
starts, which introduces at least 2 rounds of message passing, i.e., the request/response
of the page allocation and replication.

In Stramash-Linux, the remote kernel allocates anonymous pages without needing
to notify the origin kernel. The remote kernel first allocates a page, inserts it into its
own page table, and adds it to the origin kernel’s page table with the remote node ISA
format. Once the process migrates back to the origin kernel, the origin kernel can
simply reconfigure the PTE to its own format and access the page via cache-coherent
shared memory. When a process is terminated, the origin kernel only invalidates the
PTE and does not attempt to release the page, as it was allocated by the remote kernel.
The remote kernel, on the other hand, takes responsibility for invalidating its own PTE
and releasing the page, thus finalizing the memory recycling. To manage simultane-
ous access, we have implemented a cross-ISA page table lock (Stramash-PTL),
ensuring that only one instance can modify the page table at a time. This method ef-
fectively bypasses the reliance on the Copy-On-Write (COW) policy heavily utilized in
Popcorn-Linux. In contrast to Popcorn, where the COW policy minimizes messaging
during frequent page updates, Stramash-Linux allows direct page access without such
overhead.

4.6.5 Cross-ISA locking

Atomicity Stramash-Linux’s AArch64 kernel includes support for Large System Ex-
tensions (LSE) [16], which provides a non-interruptible read-modify-write sequence in
a single instruction, Compare-and-Swap (CAS). These atomic instructions can replace
Load-Link/Store-Conditional (LL/SC) operations. Stramash ensures that all kernel
spinlock-related instructions use the CAS instruction, providing a more efficient and
robust mechanism for handling cross-ISA locks. Additionally, with the integration
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of Stramash-QEMU, detailed in Sec 4.7.1, operations involving atomic instructions
maintain their integrity cross-ISAs.

Futex Popcorn-Linux manages Futex (fast userspace mutex) operations by relying
on the origin kernel to create and control all Futex instances. When a lock is requested,
the remote kernel must message the origin kernel to engage the lock, and all subsequent
locking actions are maintained by the origin kernel. In contrast, Stramash-Linux allows
the remote kernel direct access to the Futex locking list. This direct access streamlines
the process, reducing dependency on the origin kernel for locking operations. Upon
unlocking, if the thread is currently waiting in the origin kernel, the remote kernel
sends a cross-ISA IPI to the origin kernel to wake up the thread.

4.6.6 Fused Namespace
For applications that migrates inter-ISA Stramash-Linux enables the same mnt, PID,
net, UTS, user, and cgroup namespaces. These provide the same environment when an
application migrates. Moreover the same list of CPU including topological information
is available on every kernel instance.

4.7 Stramash Hardware Simulator
A hardware simulator is necessary to thoroughly evaluate our Fused-kernel OS against
state-of-the-art OSes for emerging platforms. Inspired by the Fused-kernel OS, our
fused-simulator connects multiple traditional single-ISA simulators as one and presents
cache coherent shared memory to every simulated core. Stramash-QEMU also sup-
ports mechanisms for communication across ISAs other than shared memory, includ-
ing IPIs, memory remapping, private memory, device sharing, parallel bootup, and
Cache simulator. Stramash-QEMU targets emerging platforms with cache-coherent
shared memory, focusing primarily on memory system modeling. It is worth not-
ing that Stramash-QEMU is generic enough to be reconfigured for different hardware
models. We based our simulator on QEMU 8.0.0 to execute software on heterogeneous
CPU cores, specifically AArch64 and x86-64. We have extended the current QEMU
Cache plugin [8] to support a 3-level cache plus CXL. Our contributions amount to
approximately 7100 LoC to QEMU.

We employ system-level simulation to model all OS and application details. As
the application runs, it accesses a main memory that is coherent across all simula-
tor instances. With Cache simulation enabled, all memory accesses are forwarded to
our Cache plugin, which provides detailed memory access overhead and feedback on
latency to our timing model.

4.7.1 Pervasive Cache-coherent Shared Memory
In Stramash-QEMU, guest memory is allocated on a per-host basis. Any memory op-
eration from a single guest will be reflected in others, respecting the rules of cache
coherency. By running both Stramash-QEMU instances on the x86 host, the actual
memory operations will follow the host’s x86 TSO memory consistency model. Given
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that this is a stricter model, this setup ensures that both instances are protected from
memory consistency issues. However, there is a potential complication where the
x86 host translates the Arm guest’s LL/SC instructions into the host’s CAS instruc-
tions [77, 127]. Stramash-QEMU uses the Cortex-A76 as the Arm CPU core, which
supports LSE and thus CAS instructions. We have carefully configured the QEMU
code generator (TCG) to ensure relevant Arm instructions are correctly translated.

4.7.2 Inter-ISA Interrupts

Interrupts are crucial for interactions between CPU cores and between cores and ex-
ternal devices. In a heterogeneous-ISA setting, different ISAs have their approaches
to interrupt management. To take a fused approach to interrupt management and thus
facilitate interrupt sharing across architectures, we have prototyped cross-ISA IPIs that
enable native IPI communication between CPUs of different ISAs. We extended the
AArch64 SGI and x86 APIC by adding extra logic to route the native IPI to the pe-
ripheral device, and then notify the other ISA to generate a native IPI. We assign an
unused IRQ number in Linux and set up respective handlers for each ISA’s kernel to
handle the IPI.

4.7.3 Stramash Timebase

Stramash-QEMU introduces a cross-ISA timing model to coordinate simulated time.
Our design resembles manycore simulators such as PriME [86], where the memory
system becomes the primary factor, and core performance is, by default, modeled with
a fixed non-memory IPC [87]. This allows us to implement our custom Stramash time
base, which can quickly simulate cycle-accurate timing information.

4.7.3.1 Time in QEMU

QEMU is an instruction simulator rather than a cycle-accurate simulator. While QEMU
can provide the guest with emulated time, this measurement is rather basic and does
not offer much insight into the performance of the emulated hardware. Additionally,
QEMU’s TCG backend supports instruction counting (icount), enabling the counting
of executed instructions. Icount is a simple yet effective way to profile software. It
is widely supported in tools such as perf, Valgrind, and Intel Pin [126]. We have
configured QEMU to utilize an instruction count-based timing model, with time pro-
gressing according to instruction counting. This ensures alignment in speed between
I/O and instruction emulation, preventing an emulated hardware device from running
unrealistically fast. We have disabled the warp time feature of QEMU to eliminate any
influence from the host’s real-time adjustments.

4.7.3.2 Instruction Counting

Measuring programs’ execution time in a heterogeneous-ISA platform is not as straight-
forward as in traditional homogeneous-ISA platforms because the application can mi-
grate between ISA CPUs at runtime. We have integrated our icount approach with
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Linux Perf to get an accurate measurement of the time that the application has actu-
ally executed. We use this approach in Stramash-QEMU validation, comparing our
instruction count to the native instruction count on the physical machine, described in
Section 4.9.1.2.

4.7.3.3 Timing Modelling

Although the alignment of the instruction count-based timing model ensures a mini-
mum latency for each emulated instruction, it does not offer any performance mod-
eling metrics. To address this limitation and enable system-level profiling, we have
integrated a modified version of QEMU’s Cache plugin. We have added a 3-level
cache feature to model the performance of memory systems, which has been vali-
dated in comparison with the GEM5 MESI three-level cache memory model [28] in
Sec 4.9.1.3. Each memory instruction executed by QEMU passes to our Cache plugin
which analyzes the cache behavior, whether it is a hit or miss, and accordingly adds
memory access overhead to the icount counter. This information is then sent back to
QEMU as feedback, enhancing the accuracy of the performance modeling metrics.

Additionally, we have defined different memory models shown in Fig 4.3. Based
on the fault address, when an L3 cache miss occurs, different overheads are generated
and fed back to Stramash-QEMU. In the Fully Shared, all memory accesses are
considered local. In contrast, in the Shared and Separated, remote memory access
overhead is added if the fault address falls within the range defined as remote memory.
The timing information within the guest mirrors the changes modeled by our QEMU
Cache plugin. Our Cache plugin access overhead can be found in Table 4.2.

4.7.3.4 CXL access overhead feedback

Stramash-QEMU Cache plugin simulates the latency of data transmission on the CXL
bus. We model the overhead introduced by CXL to maintain coherence among replicas
in the caches of various processors in heterogeneous systems. We consider the addi-
tional delays brought on by SNOOP messages and Responses, which play a crucial
role in the invalidation and update processes, including Back-Invalidate Snoop, Snoop
Invalidate, and Snoop Data [75]. When one processor attempts to write to the same
memory location accessed by another, it issues a ”Snoop Invalidate” request. This
operation mandates that all other processors invalidate the corresponding cache lines
they hold, ensuring coherence and preventing outdated data access. Conversely, if a
processor intends to read from the same memory location already accessed by another,
it triggers a ”Snoop Data” request. This command converts the cache line’s state from
”Exclusive” to ”Shared” in other processors.

4.7.4 IO Devices

We have enhanced QEMU such that when an instance lacks a particular device, it
creates a memory mapping for that device. Consequently, all memory accesses are
redirected to the QEMU instance containing the respective device.
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Table 4.1: Machines for Popcorn-Linux baseline data collection

Name Core Hz RAM
Small Arm Broadcom Armv8 A72 8 cores 3.0GHz 8GB
Big Arm Dual Cavium ThunderX2 CN9980 2.0GHz 256GB

v2.2 (32 cores/128 threads)
Small x86 Xeon E5-2620 v4 2.1GHz 16GB

(8 cores/16 threads)
Big x86 Dual Xeon Gold 6230R 2.1GHz 768GB

(26 cores/52 threads)

Table 4.2: Stramash-QEMU Cache plugin Memory Operation Latency, CXL latency
for remote memory[157]

Core Operation Latency(cycles)
Cortex-A72[5] L1/L2/L3/mem/remote-mem 4/9/*/300/780
ThunderX2[6] L1/L2/L3/mem/remote-mem 4/9/30/300/620
E5-2620[15] L1/L2/L3/mem/remote-mem 4/12/38/300/640
Xeon Gold[9] L1/L2/L3/mem/remote-mem 4/14/50/300/640

4.8 Experimental Methodology
We evaluated Stramash on a Dell PowerEdge R440 server with Intel Xeon Silver 4110
(8 cores/16 threads) at 2.1GHz and 64GB of RAM. We setup Stramash-Linux on the
different hardware models described in Sec 4.3 and compare it with Popcorn-Linux,
which we setup using both network-based and shared-memory-based messaging lay-
ers. To the best of our knowledge, there are no other open-source projects that en-
able applications to run across different ISAs aside from Popcorn-Linux. Note that
our focus is not on the performance and power benefits of heterogeneous-ISA versus
homogeneous-ISA systems: those have already been extensively discussed in previous
works. Instead, we aim at exploring applications’ behaviour when running Stramash-
Linux or Popcorn-Linux on different CC shared memory hardware models – all simu-
lated using our Stramash-QEMU.

4.8.1 Stramash-QEMU Setup

Our Stramash-QEMU simulates various hardware models, herein we focus on the three
models in Fig 4.3, which we configure with different physical memory layouts for
each QEMU instance, see Fig 4.4 as a reference. In the Separated model, the x86
instance has local memory ranges 0x0 – 0x5FFFFFFF, 0x100000000 – 0x14FFFFFFF,
and 0x220000000 – 0x23FFFFFFF, and the Arm instance has local memory ranges
0xA0000000 – 0xFFFFFFFF and 0x15000000 – 0x21FFFFFFF. In the Shared model,
the memory range 0x100000000 – 0x200000000 is considered as remote memory for
both x86 and Arm instances, with all other local memory ranges remaining the same as
in the Separated model. In the Fully Shared model, all memory ranges are considered
local memory. In the experiments, when not noted differently, we use the memory
latencies from Xeon Gold and ThuderX2 pairs as shown in Table 4.2.
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When Stramash-QEMU encounters a memory operation to an address, it first checks
if the address is in the cache and then it adds the corresponding cache latency as spec-
ified in Table 4.4. If the cache line is invalidated or miss, it reloads it from memory
back into the cache. Based on different hardware models, the address could be in lo-
cal memory or remote memory, and the corresponding latency is added accordingly.
Therefore, in the Shared model if an address is found in another cache, depending
on whether it’s a read or write operation, the Cache-Plugin will follow the appropriate
MESI transition and adds the simulated CXL snooping overhead. For example, if one
node writes to a cache line, the other node will invalidate that cache line if it is in
shared state through a simulated invalidation – a snoop invalidation overhead is added.
The Separated model, could be configured as NUMA or CXL, currently we use the
CXL snooping overhead to simulate the cost of cache coherence, but it can be set with
the cost of Intel QPI[104] or AMD Infinity Fabric[2], etc. Fully Shared includes just
one shared cache and memory. After such operations have been simulated, we add the
corresponding overheads to the QEMU icount. We also actively maintain the same
icount speed on both QEMU instances to ensure that both QEMU icounts increase and
proceed at a similar rate.

Setup for Stramash-Linux. It is important to note that local and remote physical
memory ranges are fixed for both the x86 and Arm instances in each hardware model
simulated by Stramash-QEMU. However, Stramash-Linux’s global allocator can adjust
the memory capacity of each kernel instance, but without altering the layout of the
physical memory. If the x86 instance acquires a physical memory range that belongs
to the Arm’s local memory, any memory operations to this physical memory from the
x86 will incur additional remote memory access overhead, simulated by our Cache-
Plugin.

Setup for Popcorn-Linux. Unlike Stramash-Linux, Popcorn-Linux kernel instance
do not directly access each other memory. We run two versions of Popcorn-Linux.

The first, Popcorn-Linux Messaging over Shared Memory (SHM) employs a shared
memory–based messaging layer. We provide a shared memory area of 128 MB in the
range 0x50000000 – 0x58000000 for x86 and 0x90000000 – 0x98000000 for Arm.
Thus, when either side accesses the physical memory within this shared ranges, based
on the corresponding hardware model, the Cache Plugin will add corresponding mem-
ory access latency. Meanwhile, all other physical memory is exclusive used by one or
the other kernel. We setup Popcorn SHM on all 3 hardware models, Separated-SHM:
the messaging layer is mapped at x86’s local and Arm’s remote memory; Shared-
SHM: the messaging layer is mapped at both kernel’s remote memory; Fully Shared-
SHM: the messaging layer is mapped at both kernel’s local memory. For Stramash-
Linux and Popcorn-Linux messaging over shared memory, the IPI overhead is 2 mi-
croseconds, as mentioned in Sec 4.9.1.1.

The second, Popcorn Linux Messaging over Network (TCP) where each kernel
only accesses its local memory and communicates with other kernels via TCP/IP.
Because this doesn’t exploit shared memory, it performs the same independently of the
hardware model. We add approximately 75us delay for each message round trip to sim-
ulate network latency, which is the average latency of a 64KB (Default Popcorn-Linux
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Figure 4.5: IPI latency results Arm

Figure 4.6: IPI latency results x86

message payload size [31]) packet round trip time measured software-to-software on
SmartNIC hardware [66].

4.8.2 Benchmarks.
Amongst others, we extensively run workloads from the NAS Parallel Benchmark
(NPB) [135] collecting execution time, instructions, and cycles number on bare-metal
and on Stramash-QEMU – using our Linux perf. We selected NPB because it has dif-
ferent memory access patterns, including read and write intensive workloads. We used
different NPB benchmark classes depending on the experiment.

4.9 Evaluation

4.9.1 Stramash-QEMU Validation
We validated the accuracy of our hardware simulator, Stramash-QEMU, with bare-
metal measurements on the two reference platforms. Those are two pairs of Arm
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Figure 4.7: icount validation of small x86 and small Arm (∗ s), and also big x86 and
big Arm (∗ b). Note relative error x axes, always < 13%.

and x86 machines, small Arm and small x86, big Arm and big x86. The small Arm,
a smartNIC, and the small x86, a low-spec server, are interconnected via PCIe bus
where the smartNIC is plugged in. To run Popcorn-Linux on this setup we ported
it to the Linux kernel 4.14.79 needed by the smartNIC. The big Arm and big x86,
two high-spec servers, are running Popcorn-Linux kernel version 5.2.12. The servers
are connected through 100Gbps Ethernet. In both cases, Popcorn-Linux exploits the
TCP/IP messaging layer. Their technical details are shown in Table 4.1. We also
compare Stramash-QEMU Cache-Plugin with Gem5 to assess the rigorousness of our
cache model.

4.9.1.1 IPI Cost Characterisation.

Stramash-QEMU integrates two or more QEMU instances, each emulating a differ-
ent ISA processor complex. To the best of our knowledge, we are the first to enable
QEMUs to exchange cross-ISA IPIs. In the absence of real hardware to measure our
proposed cross-ISA IPI, the exact latency remains unknown. Therefore, we used the
latency of cross-NUMA IPI as a placeholder for cross-ISA latency — a configurable
parameter in Stramash. To obtain a realistic IPI overhead, we measured IPI latency on
real machines.

We implemented a kernel module to measure IPI latency between all core pairs on
both Arm and x86 machine sets with minimal overhead. The RDTSC instruction was
used to capture timestamps between the IPI sending and receiving. We used MONI-
TOR/MWAIT to minimize measurement overhead. Fig 4.5 and Fig 4.6 show the mea-
surement results. The average IPI latency is about 2 microseconds in large machine
pairs, and we have used this value as our simulated cross-ISA IPI cost.
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Figure 4.8: Cache Simulation Validation

4.9.1.2 Instruction Count.

We use NPB benchmarks for icount validation. We use the Stramash-QEMU perf+icount
tool introduced in Sec 4.7.3.2 to record the icount data from both kernel instances dur-
ing the migration. By comparing the instruction per cycle (IPC) results from the (na-
tive) perf tool on a real machine, we estimate the IPC for Stramash. Since Stramash-
Linux target heterogeneous platform is not available, we use Popcorn-Linux on two
real machines and native perf to profile the application pre- and post-migration, col-
lecting instruction and cycle counts. We then align these native perf results with the
Stramash icount data to approximate the cycles. Then we compare this approximation
with the actual cycle counts from native perf on the two machines.

The results are shown in Fig 4.7, the suffix b and s represent the native perf on big
machine set and small machine set shown in Table 4.1. The ICOUNT bars are the Pop-
corn messaging with Shared Memory approximated cycle result, the STRAMASH
ICOUNT bars are the result with fused virtual address enabled, while the PERF CYCLE
bars are the native perf result.

The overheads of icount are always less than 13%, and about 4% on average –
hence, the accuracy of the tool.

4.9.1.3 Cache plugin.

Stramash-QEMU, paired with the Cache plugin, targets precise timing verification as
mentioned in Sec 4.7.3.3. We compare our Cache plugin results with the Gem5 MESI
Three-Level cache model, a Ruby modular framework for building cache coherence
protocols in simulation environments. The same three-level cache structure and size
are constructed in our Cache plugin to ensure consistency in our comparisons. We
evaluated the NPB benchmarks—CG, IS, MG, and FT—and analyze their cache be-
haviur. The results are presented in Fig 4.8. It illustrates the cache hit rates for different
cache levels, including the L1 instruction/data cache, L2, and L3 caches. Across the
four benchmarks, the performance of our cache simulator closely aligns with that of
Gem5 Ruby, with discrepancies in L1, L2, and L3 caches being less than 5%. This
demonstrates the accuracy of our cache simulator.

79



4.9.2 Stramash-Linux Evaluation

We conducted several experiments to demonstrate the difference between Stramash-
Linux with Popcorn-Linux to answer the question: Does Fuesd-kernel OS design is
better than Multi-kernel OS, or is there a tradeoff? In the following experiments, we
set up a pair of AArch64 and x86-64 kernel instances in Stramash-QEMU, with 8GB
of memory in total. We run NPB application that migrates between CPUs, the mi-
gration points choose are same as the Popcorn Linux [58], all processing procedure is
offloaded.

4.9.2.1 Benchmarking Cross-ISA Migration.

We executed various NPB benchmarks and measured their execution times within
Stramash-QEMU using our Cache plugin’s timebase. The results are shown in Fig 4.9,
with the y-axis representing execution time (lower is better) normalized to the Vanilla
case (the application runs locally without migration involved). Popcorn-Linux Messag-
ing over Network (TCP) and Popcorn-Linux Messaging over Shared Memory (SHM
with 3 different memory models) represent the multi-kernel solution and serve as our
baseline. Fully Shared, Shared and Separated shows the results of Stramash-Linux
with the specific memory models used in Stramash-QEMU, recall in Fig 4.3. We ob-
served that Stramash Linux results provides up to a 2× speedup compared to Popcorn-
Linux SHM with same memory model set up, and 2.6× to TCP in IS benchmark.
However, some benchmarks show less significant speedup.

Performance improvement breakdown. In order to explore the reason why the per-
formance varies to different application, we breakdown the overhead of each NPB
benchmark, focusing on three main components: the messaging costs through dif-
ferent message layer (MSG), the memory access overhead (Local or Remote), and
the plain instructions (INST). From our observation, the performance varies across
different NPB benchmarks, indicating that performance improvement is application-
specific. In all cases, Stramash Linux with (Fully Shared) memory model demon-
strates the best performance, closely matching that of the Vanilla case, as it effectively
eliminates remote memory access and messaging overheads. The use of IPC 1 in our
Stramash-QEMU might obscure the cost of additional plain instructions introduced by
Stramash-Linux, but as we can see, this cost is negligible.

Message Passing Overheads. Based on the Popcorn Linux results, the major differ-
ence between the two models (SHM and TCP) arises from message passing overhead,
as we added extra network latency to simulate the TCP/IP networking. Intuitively, we
think messaging overhead would affect the performance significantly. Several bench-
marks generate huge amount of inter-kernel messages as shown in Table 4.3, for ex-
ample MG and IS. However, from the experimental results the cost of messaging is
not a significant factor. Especially, from the experimental results which demonstrate
that message passing overhead can be dramatically reduced by utilizing shared mem-
ory that has faster inter-connection speed (SHM). We also notice that, the results of
SHM running on 3 different memory model has similar results, because SHM always
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Figure 4.9: NPB benchmark results

replicate the page, the remote memory access overhead is minimum. Thus we con-
sider only use the Popcorn Linux Messaging over Shared Memory(SHM) with Shared
memory model show in our following experiments, if with no further notice, because
such memory model is more promising in the near future. Since Stramash Linux also
benefit from the faster inter-connection speed, therefore, we consider only use (SHM)
as our only baseline in following experiments.

Read vs Write Intensive Behaviour. An interesting case is observed where Stra-
mash Linux with Shared and Separated memory models exhibits weak performance,
especially in the CG benchmark, whereas in the IS benchmark, it performs well in
all cases. We found that the CG (Conjugate Gradient) benchmark is primarily read-
intensive. It focuses on solving large, sparse linear systems using the conjugate gradi-
ent method. This involves numerous sparse matrix-vector multiplications, 98.34% of
memory instructions are load instructions [10]. Instead, the IS (Integer Sort) bench-
mark is more write-intensive. It tests the performance of integer sorting algorithms,
which would modify the sequence of keys during the procedure stage [19].

4.9.2.2 Cross-ISA migration: Cache Size Sensibility

In previous experiments, each QEMU instances has 4MB of L3 cache. To further
compare Stramash Linux and Popcorn Linux, we increased each QEMU instance’s
total L3 cache size to 32 MB, similar to recently released multi-core processors [9].
The results for CG and IS are shown in Fig 4.10. For CG, which is predominantly read-
intensive with fewer writes (and thus fewer invalidations), a larger L3 cache reduces the
cache miss rate and overall memory accesses, significantly reduce execution time for
Stramash Linux with Shared and Separated memory models. With a smaller cache,
when a read operation loads a new cache line into a full cache, an eviction occurs even
without invalidation. In Stramash-Linux, this could involve loading data from remote
memory. In contrast, Popcorn Linux (SHM) always replicates the page, and the load is
always from local memory, so its performance is less affected by cache size changes.
As a result, the performance of Popcorn-Linux (SHM) in the CG benchmark remains
stable regardless of cache size. With a larger cache reducing remote memory accesses,
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Figure 4.10: IS vs CG, different Cache size result

Table 4.3: Message Count During Migration and Duplicate Page Count During Run-
time Migration

Message Count Duplicated Pages

Popcorn Stramash Reduced Rate Popcorn Stramash Reduced Rate

IS 207124 22 99.98% 16918 7 99.96%
CG 16074 34 99.78% 5603 7 99.88%
MG 287672 6 99.99% 110275 9 99.99%
FT 164702 326 99.80% 98787 16459 83.34%

Stramash-Linux experiences a significant performance improvement. Its slowdown
compared to SHM decreases from 34% with a 4MB L3 cache to under 1% with a
32MB L3 cache.

For the IS workload, which is write-intensive, the L3 cache faces a high invalida-
tion rate even with an increased cache size, keeping the high cache miss rate. However,
in Popcorn-Linux (SHM), a larger cache size reduces cache evictions due to the LRU
policy. This leads to fewer write-backs as multiple writes can accumulate in the cache
before being written back to memory. Each write-back to replicated pages can trigger
the DSM consistency policy if a remote node is reading those pages, adding overhead.
Therefore, lowering DSM page replication and reducing write-backs improves the per-
formance of Popcorn-Linux (SHM) on the IS benchmark. Meanwhile, because the IS
workload’s cache miss rate remains high, Stramash-Linux continues to access remote
memory frequently, resulting in relatively stable performance despite the increased
cache size. Thus, Stramash-Linux improvement over SHM decreases from 2.1× to
1.6× with the larger L3.
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Figure 4.11: Memory Access Analysis (RaO: Remote Access Origin, OaR: Origin
Access Remote, NC: No Cold access Vanilla*: Vanilla experiment runs on Shared
memory model, SHM performs same on all three memory model

Figure 4.12: Page Access with cacheline granularity, from 1 cacheline size (64 Bytes)
to 64 Cacheline size (4096 Byte), SHM performs same on all three memory model

4.9.2.3 Cross-ISA migration: Page duplication.

Multi-kernel OS uses DSM to maintain memory consistency. Which replicates pages
and necessitates messaging to inform the shared page owner of any updates, thus, soft-
ware based memory consistency policy – require extra memory capacity. While the
Copy-on-Write (COW) policy may mitigate some messaging, significant overheads
persist. Stramash-Linux eliminates the need for page replication and ensures that up-
dates are immediately visible to both kernels. Table 4.3 shows the count of duplicated
pages during the runtime thread migration. In the current version of Stramash, dupli-
cated pages still exist because it only allows remote kernel allocation at the PTE level.
If the upper layer of the page table is missing, the original kernel will handle the fault
to reduce complexity.
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4.9.2.4 Microbenchmarks: Memory Access Cost.

We developed a memory-bound microbenchmark to investigate the memory access
overhead when the DSM protocol is enabled to maintain page coherence. The results
are shown in Fig 4.11 (lower is better). In this study, we highlight the performance
impact of cross-ISA memory access. We allocate 10 MB of data in either the local
or remote kernel instance and conduct sequential memory access operations on the
allocated memory. We measured five different memory access activities: The ori-
gin kernel accesses the origin kernel’s memory, serving as our baseline (Vanilla); the
remote kernel accesses the origin kernel’s memory (Remote access Origin); remote
accesses origin, but the remote kernel has previously accessed the memory and thus
has the latest version of the memory content (Remote access Origin No Cold). Origin
access Remote case and Origin access Remote No Cold case are similar to the previ-
ous cases except with opposite access directions. All execution time results have been
normalised to Vanilla.

Results. We can see that Popcorn-Linux Messaging over Shared Memory(SHM) has
less than 1% of REMOTE overhead in the breakdown, the performance is the same
when running on other 2 hardware model, Separated and Fully Shared. Therefore,
Stramash-Linux with the same Shared memory model outperforms SHM by up to
2.5×, and up to 4.5× in the Fully Shared memory model.

The most interesting part is the No Cold case. In Popcorn-Linux, the first memory
access requires the DSM protocol to duplicate the page and keep the local page con-
tent up-to-date. However, during the continued warm access (read or write), the local
pages are already updated, resulting in no DSM overheads, and performance is close
to the vanilla case since all memory access is local. In contrast, Stramash-Linux with
the Shared or Separated memory model performs weaker because of remote memory
access overheads, since there is no page replication, it needs load from the memory
again if the previous accessed data have been evicted from the cache, and in the worse
case the data is loaded from the remote memory with extra overhead. Thus, application
with access pattern that exclusively and frequently access shared data will be benefit
from the page replication. However, we observe that Stramash-Linux can significantly
reduce the overhead of the traditional multi-kernel DSM protocol and achieve perfor-
mance comparable to the SMP case when deployed on a Fully Shared memory model.

4.9.2.5 Microbenchmarks: Software vs Hardware Consistency.

Software Distributed Shared Memory (DSM) is notorious for its overheads, especially
as systems scale up [61]. Overheads stem from the expensive maintenance of data
consistency when data, often in page size, is replicated across multiple nodes, which
requires inter-node communication that is expensive. However, none studied its perfor-
mance when nodes are tightly connected like in Shared model. In contrast, Hardware-
based Cache Coherence, such as that supported by CXL 3.0, enables data transfers at
cacheline granularity. To quantify the performance differences between software and
hardware consistency, we conducted experiments by accessing data ranging from a
single cacheline (64 bytes) up to 64 cachelines (4096 bytes) – one page.
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Figure 4.13: Futex experiment results

Results. As shown in Fig 4.12, when accessing just one cacheline, DSM incurs an
overhead exceeding 300× compared to hardware coherence approaches, due to the
unnecessary replication of entire pages. Even when accessing all data within a page,
hardware coherence can still achieve approximately 2× faster performance than DSM.
These results underscore the inefficiencies of software DSM for applications with scat-
tered fine-grained data access patterns, and its potential benefits when sequential access
is needed.

Lesson Learn: Software Coherent vs Hardware Coherent.
Software Coherent: More page replication require extra memory capacity, total

cache and memory ops are higher; Maintain page consistency is expensive,pages need
copy again if it is invalid; Exclusively access show good performance, as there is only
local memory access.

Hardware Coherent: Less page replication, less memory capacity needs; Maintain
page consistency is cheap, page invalidation only require reload to the cache; Fre-
quently access show bad performance when the data is in remote.

Key take away: Applications that frequently and exclusively access remote data can
benefit from data replication. Depending on an application’s memory access patterns,
there is a trade-off between different approaches to memory coherent. We propose a
hybrid solution that combines both software and hardware memory coherent methods.
As systems scale, the CXL snooping filter tables can become enormous, especially
when managing a large range of cache-coherent shared memory among multiple nodes.
In such cases, we believe that Software Coherent method (DSM) can efficiently man-
age less frequently modified pages, alleviating the overhead associated with Hardware
Coherent method.

4.9.2.6 Microbenchmarks: Futex Lock.

In Popcorn-Linux, all Futex instances are created and managed by the origin kernel,
while Stramash-Linux allows the remote kernel to handle the Futex operation itself.
We set up an experiment to demonstrate the performance improvement of Stramash-
Linux in handling Futex operations – with and without Futex Optimization, to elim-
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Table 4.4: Memory allocator overhead of performing offline and online operations with
different memory slice sizes

Qemu-x86 Qemu-Arm

Num of Pages Offline Online Offline Online

215 12.5ms 5.8ms 4.8ms 5.8ms
216 27.7ms 10.9ms 16.1ms 12.3ms
217 38.6ms 14.3ms 14.3ms 16.7ms
218 66.6ms 22.6ms 21.1ms 28.8ms
219 129.4ms 36.5ms 36.4ms 42.6ms
220 246.3ms 68.1ms 64.4ms 80.9ms

inate the impact of all other factors. The Futex microbenchmark: the origin kernel
continuously locks the Futex while the remote kernel continuously unlocks the same
Futex, performing a simple addition in each loop. A higher loop count indicates more
Futex operations.

Fig 4.13 shows the execution time results of the Futex experiment, comparing the
Stramash Futex-optimized case to the regular case. The execution time result has been
normalized to the Stramash Futex-optimized case. With optimization enabled, the
plain instructions are reduced, leading to decreased memory access overhead. Addi-
tionally, we see a reduction in message cost. In the Futex-Optimization case, only one
cross-ISA IPI is needed to wake up the waiting thread, whereas the original solution
requires a full Futex management protocol, including multiple requests and response
messages to handle each Futex operation. For example, in the loop 50k case, the cross-
ISA messages are reduced from 102,363 to 25,723.

4.9.2.7 Global Memory Allocator Overheads.

Dynamic physical memory allocation between kernel instances offers the potential to
improve overall platform memory utilization compared to static partitioning. The ben-
efits of improved memory utilization with global memory allocators have already been
proven. Here, we present the overheads introduced by our allocator, including the time
required for offlining and onlining memory slices. We set up Stramash-QEMU with
4GB of memory dynamically shared between two kernels. Each memory slice in our
setup contains 216 pages (256MB), resulting in a total of 16 slices. We recorded the
average time to offline or online a slice on both the Arm and x86 sides. Table 4.4 illus-
trates the overheads introduced by our allocator, measured in milliseconds, primarily
due to the page isolation process.

4.9.2.8 Network-serving Application.

In this experiment, we are using Redis-server [150] as an example of a network-serving
application. We modified the Redis-server to migrate between ISA CPUs. Because we
cannot migrate a process/thread that reads/writes to a socket – a Popcorn-Linux limi-
tation, our modified Redis-server migrates to the remote kernel during the processing
of the time event. We do not enable the Stramash-QEMU Cache plugin because
the simulation has a different time model compared with real-time, plus the simula-
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Figure 4.14: Redis speedup

tion is slow enough to make connections timeout. On the host machine, the TCP/IP
based message layer is connected through a Linux network bridge, which connects
the tap device of the QEMU. The Redis benchmark runs with 10K requests with
fixed payload sizes at 1024 bytes. Due to the different timebase of client and server,
we measure processing time for each round of requests inside our modified Redis-
server.The normalised results are shown in Fig 4.14, with the TCP/IP-based message
layer (POPCORN-TCP) set as the baseline, higher is better. The experiment shows that
SHM-based message layer (POPCORN-SHM) can gain around 4 − 10× speedup com-
pared to the baseline. With Stramash-Linux enabled, the speedup can be even greater,
up to 12×.

4.10 Discussion
We have explored three different fused-kernel deployment models from an OS perspec-
tive: Separated, Shared, and Fully Shared (see Figure 4.3). The differences among
these models relate primarily to how each kernel instance views system memory and
how they synchronize or communicate with one another.

Separated Model and Shared Model. In a Separated model, each kernel instance
runs its own OS image and manages a distinct, private memory space. This design
aligns with common multi-kernel approaches, where communication between kernels
is achieved through explicit mechanisms (message passing through network, TCP/IP or
RDMA). Consequently, from an OS-level perspective, the kernels remain isolated: any
shared state must be carefully marshaled through higher-level interfaces. With CXL, a
Separated model can support a fused OS in the sense that coherence can be provided
by hardware. The OS, however, must enforce boundaries on each kernel’s “exclusive
memory” region to prevent unauthorized direct access by other kernels. Only selected
shared address ranges are made accessible (if at all) for remote memory operations,
preserving strong isolation but still allowing where needed.

The Shared model introduces partial memory sharing across multiple kernels.
Here, the OS coordinates a “shared pool” accessible to all kernels with cache coher-
ence, which is supported by CXL. Each kernel retains its own exclusive memory, in-
visible to the others. Access to or sharing of that exclusive memory is still possible
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through regulated OS-level synchronization (e.g., semaphores, locks, message pass-
ing).

In practical terms, both the Separated and Shared models can be implemented un-
der the upcoming CXL 3.0 specification.

Fully Shared Model. In a Fully Shared model, all heterogeneous kernels collec-
tively manage memory as if they were components of a single unified OS image.
While projects such as OpenPiton or BYOC [55, 56] address these questions at the
microarchitecture level – designing cache-coherent frameworks that can flexibly at-
tach disparate heterogeneous cores, which provide a standardized private-cache layer
(often the L2) and an LLC shared by all cores. The L1 caches remain tightly cou-
pled to each heterogeneous core’s pipeline and instruction frontend, so they typically
remain hidden from the coherence framework. By separating L1 from the rest of the
cache hierarchy, the underlying system can implement a coherent memory model with-
out requiring each core’s L1 to be re-engineered for protocol compatibility. Overall,
the Fully Shared model aspires to present a single-system illusion across multiple ker-
nels and cores. Yet, achieving that vision necessitates a robust underlying hardware
coherence framework.

4.11 Conclusion
With research in academia showing the potential benefits of heterogeneous-ISA cache
coherent platforms, and emerging cache coherency interconnects over peripheral busses
to connect heterogeneous-ISA processors on the same platform, it is fundamental to
investigate how operating systems software on such platforms should look like.

In this work we propose a new Operating System design targeting such emerging
platforms, the fused-kernel OS, which is a multiple-kernel OS that maximally exploits
cache coherent shared memory for inter-kernel coordination.

Because real-hardware of our target platforms is not commercially available yet, we
built an hardware simulator based on QEMU and Cache-plugin for memory-accurate
simulation. We called this Stramash-QEMU. We used Stramash-QEMU to compare
the fused-kernel OS implemented by Stramash, versus the state-of-the-art multiple-
kernel OS for heterogeneous hardware Popcorn Linux on 3 different hardware models.
We discover that Stramash-Linux enables best application performance in most of the
cases, but performance improvements depend from an application access pattern and
the hardware model. Amongst others results, our simulated CXL 3.0 hardware model
shows that using DSM with Popcorn-Linux may results in better application perfor-
mance than direct accessing remote memory with Stramash-Linux, for at least NPB
CG.

We believe Stramash could be used for further research on CC shared-memory
platforms, therefore, all code will be released open-source.
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Chapter 5

Tiered Memory Management

5.1 Intruduction

In cloud computing environments, providers deploy virtual machines (VMs) across
multiple global regions, each comprising several server clusters. Within these clus-
ters, a central scheduling system handles client requests by allocating on-demand VMs
across different servers. Each server is equipped with a local management unit respon-
sible for managing the entire lifecycle of the VMs, from creation to termination. A sig-
nificant challenge in these platforms is the underutilization of resources such as CPU,
memory, and network bandwidth. Major cloud providers have highlighted the issue of
resource underutilization. Research from Azure [88] indicates that memory allocation
ranges between 50% and 70% for most servers. Similarly, a study by Alibaba [169],
examining over 10,000 VMs during a one-week period, revealed that about 25.3% of
the VMs’ memory was consistently unused.

Resource Underutilization. To address resource underutilization issues in cloud
platforms, several solutions have been proposed and deployed, such as dynamic re-
source harvesting and overcommitment techniques for all different types of hardware
resources, such as CPU, memory, and I/O resources. For instance, fixed-size Spot
VMs [41] have been used to overcommit CPU resources. Ambati et al. [42] have sug-
gested a more efficient approach with the introduction of Harvest VMs. These VMs
receive a fixed amount of memory but can access any spare cores available on the same
server, which reduces VM eviction rates and lowers costs in comparison to traditional
Spot VMs. Burstable VMs [52, 53] apply a similar concept but adjust the number of
physical cores assigned to a VM based on a credit system while keeping the mem-
ory allocation constant. Elastic VMs [170] extend this idea by not only reclaiming
unallocated cores but also those that are temporarily inactive, although their memory
allocation remains unchanged.

However, these currently deployed works in the cloud focused on utilizing the CPU
cores while keeping memory size fixed. Memory is expensive and can cost roughly
50% of server costs today[21], so underutilizing the memory resource represents a
significant loss for the cloud provider. A recent innovation from Azure is the Memory
Harvest VM [88], which specifically targets memory resources. This solution allows
VMs to dynamically adjust their memory sizes based on the availability of unallocated
memory and to quickly release acquired memory when a high-priority, on-demand
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VM arrives. This adaptive strategy aims to significantly enhance memory resource
utilization efficiency in cloud environments. However, with the introduction of new
hardware technologies into the cloud, previous approaches might not fully exploit the
benefits that this new hardware can bring.

Memory Pooling. The emerging Compute Express Link (CXL) standard [78]
supports memory pooling — which offers additional memory capacity and reduces
resource fragmentation by allowing direct access (load/store) to the memory exten-
der through the PCIe bus, and such extended memory can be shared among multiple
servers. Memory pooling can greatly improve resource allocation flexibility and reduce
memory stranding in data centers. However, pooling memory often suffers from rel-
atively higher access latency compared to traditional directly attached DRAM, which
can potentially affect application performance.

Studies like Pond [119], which analyze the performance impact of memory pools
supported by CXL, indicate that allocating latency-tolerant applications to the memory
pool does not adversely affect performance. For example, they found that 26% of the
158 workloads they have investigated are experiencing less than 1% slowdown when
fully deployed at the CXL memory pool, and an additional 17% of workloads see less
than 5% slowdowns. Moreover, by exploiting the extra memory capacity from the
CXL pooling memory, this leads to a 7% reduction in overall DRAM requirements,
translating into a 3.5% cost reduction for cloud servers. However, not all applications
are latency-tolerant. The study from Pond also found that 21% of workloads experi-
enced more than a 25% slowdown when deployed on a CXL-based remote memory
pool. For these latency-sensitive applications, current research focuses on efficient
partial deployment – allocating memory from both local and remote memory pools.
This approach detects application memory access patterns and adopts page replace-
ment strategies that promote frequently accessed (”hot”) pages to local DRAM while
moving less frequently accessed (”cold”) pages to the remote memory pool. By prop-
erly allocating pages into the correct tier, the performance impact can be minimized
while still enjoying the extra capacity from the memory pool. The key idea behind this
strategy is to keep frequently accessed data closer to the computing resources, which
requires monitoring memory accesses to determine which data should remain local.

Profiling in Virtualization. To obtain accurate memory access patterns of appli-
cations, these strategies typically rely on page-level profiling, such as scanning access
bits or page table entry (PTE) poisoning [36, 101, 153], or on hardware-accelerated
instruction sampling techniques like Intel PEBS [85, 116, 148] and AMD IBS [43].
While most of the work targets bare-metal applications, very few address virtualization
environments. In virtualization, page-level profiling is resource-intensive, consuming
significant host CPU cycles and often leading to suboptimal decisions, because it needs
extra translation to translate guest virtual addresses to the host physical address due to
the address space isolation from the virtualization. While the hardware sampling cur-
rently does not support profiling the guest operation[153]. These challenges make
software-based memory replacement techniques less appealing for deployment in cur-
rent cloud virtualization environments.

Problems. To fully exploit the extra memory capacity provided by CXL, current
solutions focus on application profiling, fixed partial allocation of memory between
fast local DRAM and slower remote memory pools, and runtime profiling of memory
access patterns to dynamically shuffle hot and cold pages between local and remote
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memory. However, fixed partial allocations might not fully utilize memory resources
because the available local DRAM capacity can be dynamically adjusted in the cloud.
Moreover, page-level shuffling relies on memory access pattern profiling, which may
not work effectively in virtualization environments. After memory shuffling, the mem-
ory topology can become fragmented, making NUMA-spanning issues more likely to
occur.

Additionally, much of the existing research focuses on application-level rather than
VM-level optimization, often prioritizing a single target workload performance with-
out adequately considering the complexities of the cloud environment. This can result
in aggressive strategies that may disrupt the performance of other VMs. Unlike stud-
ies targeting bare-metal scenarios [116, 130, 148], cloud environments involve multi-
tenant settings where multiple VMs compete for local memory resources. This com-
petition makes it impractical to assess page hotness across different VMs effectively.
Current research predominantly addresses single-tenant use cases, focusing mainly on
optimizing individual VMs to maximize workload performance by leveraging more re-
mote memory and minimizing local memory usage. This approach often overlooks the
memory contention caused by other tenants in a multi-tenant cloud environment. For
instance, when multiple VMs are competing – all attempting to promote their hot data
into the limited local DRAM, it becomes exceedingly difficult for the host hypervisor
to make accurate page-level decisions that fairly allocate resources among all different
tenants. This contention can lead to performance degradation and unfair resource dis-
tribution, highlighting the need for strategies that consider the multi-tenant nature of
cloud infrastructures.

Libra. Therefore, we argue that in virtualization environments, having the host pro-
file the guest’s memory access patterns and then performing page-level optimization
by migrating page between local and pooled memory is not an effective strategy. In-
stead, the role of the hypervisor should be redefined to coordinate resource allocation
at the VM level. Rather than focusing on fine-grained page-level management, the
hypervisor should concentrate on VM-level optimization.

We introduce Libra, a system that monitors the overall memory access pattern of
each VM to prioritize them and adjust their memory allocations between local and
pooled memory accordingly. Libra enables dynamic re-proportioning of VM memory
allocations, allowing the ratio of local to remote memory to adapt according to cur-
rent resource availability as the capacities of different memory tiers change over time.
When a VM’s local-to-remote memory proportion changes, Libra exposes these topol-
ogy changes to the guest VM, making it aware of the adjustments and enabling it to
manage its internal memory allocation based on the updated memory topology. This
strategy can be easily implemented and integrated within existing cloud infrastructures
while maintaining or enhancing performance. Our approach aims to balance resource
optimization with operational simplicity, making it a viable and practical solution for
contemporary cloud platforms.

Contributions. We make the following key contributions:
• First, we showcase the variability type of virtualized workload that is not feasible

for host profiling. Moreover, we analyze why previous works failed in providing
solutions that can be deployed by Cloud providers.
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• Second, we introduce Libra, it is designed around four key ideas: Minimal changes
to guest VM software; Ease of management; VM level profiling; and guarantee per-
formance fairness.

• Third, we implemented and evaluated an initial prototype of Libra dynamical mem-
ory topology setup. Showing that Libra can eliminate the randomness of memory
allocation and improve memory utilization.

5.2 Background and Motivation

5.2.1 Hypervisor memory management
In the public cloud, providers typically offer infrastructure where cores and mem-
ory are exclusively allocated to a tenant’s VM. This strict allocation is crucial to
prevent out-of-memory (OOM) issues during runtime, which could lead to service
disruptions—unacceptable in environments where reliability is paramount. To avoid
such scenarios, hypervisors employ a strategy of statically preallocating—or “pin-
ning”—the entire address space of a VM into the host’s memory. This approach guar-
antees that each VM has consistent and reliable access to the resources allocated to it,
aligning with the fundamental principles of Infrastructure as a Service (IaaS). This en-
sures that VMs operate within their resource limits, providing stability and predictabil-
ity for both cloud providers and their customers.

5.2.2 Resource Limitation
Cloud platforms schedule VMs based on a vector of resource requirements, such as
CPU and memory. A resource is considered stranded when it is technically available
for rental but practically unusable because another necessary resource has been ex-
hausted. A typical scenario for memory stranding occurs when all server cores have
been rented out, leaving excess memory that cannot be utilized. Conversely, mem-
ory spilling happens when there are unused cores, but a lack of memory prevents the
allocation of a VM to that server.

Due to constraints inherent in Cloud VMs’ schedulers [95, 118], CPU overcommit-
ting practices [94] and tenants’ tendencies to request more VM memory than needed
to buffer against potential usage peaks [169], servers often struggle to closely match
the resource demands of incoming VMs. This overprovisioning complicates the tight
packing of VMs, especially when the DRAM-to-core ratio of VM arrivals does not
align with the available server resources. Although [118] suggests that memory strand-
ing is now not an issue in the Cloud, they indicate that with the future deployment
of CXL-based pooled memory systems, the likelihood of memory stranding may in-
crease.

5.2.3 Infrastructure challenge
Unused memory on one server cannot be utilized by others, leading to memory strand-
ing. Implementing tiered memory and a rack-scale memory pool system [102] can
improve VM placement effectiveness. However, Pond [119] showed that 21% of the
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tested workloads experienced performance slowdowns of more than 25% when allo-
cated 100% remote memory, which conflicts with QoS requirements.

Previous research [153] has focused on dynamically shuffling hot pages with mini-
mal local memory to maximize performance for VMs with mixed memory allocations.
Yet, this solution is not yet ready for deployment in real Cloud environments. The
issue is not solely the cost of host profiling at the guest page level but also a lack of
consideration for the infrastructure differences in the Cloud. For instance, to maintain
a low profiling cost, the existing solution conducts profiling every minute. However,
more than 15% of VMs are allocated for durations of 10 minutes or less [95], rendering
such frequent page profiling ineffective. Additionally, memory utilization within each
server in a compute cluster fluctuates over time. Cloud servers are not always fully
loaded, and issues of memory stranding or spilling typically occur only during peak
stages. For example, according to a study by Azure [95], the number of VM requests
varies throughout the week, dropping to as low as 10k/h at night and reaching up to
40k/h during peak periods. Therefore, how to dynamically adapt memory optimization
policies remains an unresolved challenge in Cloud computing.

Figure 5.1: Memory Sparse: (A), (B) data is inserted into an empty redis-server in a
fresh booted VM, (C),(D) data is reloaded from the disk storage. (A)/(C): 20% Hotspot
access + Uniform Access; (B)/(D): 10% Hotspot access + Uniform Access

5.2.4 Workloads profiling challenge

It is a challenge for the host to profile the virtualized workload in the Cloud. We have
profiled different types of workloads; the results are shown in Fig 5.1 and Fig 5.2. More
details of the experiment are explained at Sec 5.6.1. Based on our observation, we can
conclude that not all virtualized workloads are worth profiling. We have identified at
least three types of workloads where profiling can be problematic:
• Sparse Memory Workloads: These workloads span the entire memory sparsely.

Profiling these requires monitoring the whole VM memory. For example, in key-
value stores, accessing only 20% of the keys doesn’t mean only 20% of the physical
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Figure 5.2: Different workloads: YCSB mix of Zipfian, Latest, Hotspot access pattern
to a redis-server with different read, insert and update rate

memory is touched. The workload will likely touch most of the memory, necessitat-
ing a full physical address space profiling.

• Dynamic Hotspot Workloads: These workloads change their hotspots at runtime,
requiring frequent updates to the memory profile. This frequent profiling is costly.
For instance, newly inserted data is likely to be accessed again, causing the work-
load’s hotspot to shift continuously. Profiling would need to constantly adapt, lead-
ing to high overhead.

• Short-Lived Workloads: These workloads finish fast, rendering memory profiling
ineffective. For example, function executions in serverless computing often take
seconds [155]. In such cases, the profiling process and state updates need to be
frequent, or they become irrelevant.

Given these challenges, our solution focuses on profiling at the VM level to detect ac-
tivity patterns and prioritize VMs. This approach avoids the need for constant, granular
memory profiling and is more feasible for real Cloud deployments.

Figure 5.3: Host to Guest memory mapping is remaining after Guest application re-
leased
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5.2.5 Virtualization challenge
The software-based tiered-memory page replacement policy, which replaces the hot
and cold pages between fast and slow memory, is not optimal in a virtualized envi-
ronment. Because the guest VM page is backed up by the host page, when the host
migrates the guest page, the VM is unaware of this page relocation. Unlike applica-
tions that release memory after use, VMs retain pages until eviction. As shown in
Fig 5.3, if a VM starts a new application, the previous guest-to-host memory map-
ping remains, and the newly allocated application might use the remote memory even
with enough local memory available; in other words, the page migration will cause the
NUMA-spanning issue in the VM. The page replacement policy needs to spend extra
cycles to profile the hot page from the newly allocated pages and migrate them back
from the remote memory to retain the performance. Therefore, the host’s transparent
migration of VM pages results in physical memory being fragmented in the guest.

Exposing NUMA topology. Exposing the tiered-memory topology to the guest is not
able to solve the issue. First, it will sacrifice the flexibility of dynamically adjusting the
local and remote memory. In other words, with the tiered-memory topology exposed,
it is more like memory ballooning; the guest needs an extra memory zone to manage
the pages. Second, it needs hot-plug-like technology to support dynamical memory
resizing, especially when releasing the memory. The VM needs to isolate a continuous
range of physical addresses, and an unmovable page could fail the operation[102]. Pre-
vious works like XPV [67] and HeterOS [110] both address such problems by exposing
the memory topology to the guest VM. Specifically, XPV targets the NUMA-spanning
problem; it ensures the reclaimed page from another NUMA node is placed correctly
into the correct page allocator’s list. Because reclaimed pages from another NUMA
node are determined, the guest knows which node the reclaimed page belongs to. How-
ever, with the page replacement policy, the guest page location is not deterministic at
runtime. Another work is HeterOS, which introduces a special NUMA node inside the
guest. This special NUMA node only contains the local memory, and the guest uses
the special API to allocate the local memory page exclusively. However, due to the fast
local memory being assigned exclusively, this could still cause resource wasting in the
Cloud.

Figure 5.4: Guest to Host memory mapping issue

Exposing the NUMA topology to the guest has another problem shown in Fig 5.4.
With the page replacement policy, in the worst-case scenario, the guest local and re-
mote NUMA node memory mapping to host memory is completely reversed. The
guest local NUMA node memory is backed up by the host remote memory, and vice
versa.
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5.3 Design principles
Libra is based on the following design principles:
• Minimal Changes to Guest VM Software

– Community friendly: Minimal modifications to guest VMs
• VM-Level Profiling and Reproportion:

– VM Priority: Profiling is conducted at the VM level rather than at finer granulari-
ties like the page level.
– Re-proportion: Change VM’s local-remote memory proportion based on demand

• Performance
– Transparent-NUMA: Host update the guest memory topology, Guest is aware of
memory topology change

5.4 Libra Design
Libra extends modern hypervisor memory subsystem in order to:
• Accurate Prioritization Accurate monitoring of VM status: Based on the current

server’s local memory availability, Libra assigns varying local-remote memory pri-
orities to the VM. The host VM scheduler then makes the final decision on which
VM should receive more local memory, thereby optimizing performance based on
current demands.

• Dynamical NUMA topology Dynamically adjust guest NUMA topology address:
To minimize the impact of NUMA misplacement issues, Libra change the guest
memory mapping to different memory-tier and update the latest topology info to the
guest; and guest dynamically change its NUMA topology to efficiently manage the
memory.

• Guest-led performance optimization Libra’s differentiated policies: Libra rethink
the role of host and guest, the guest take care of the application runtime optimization
by leveraging the page access profiling tool to identify the temperature of the page,
and according to the latest NUMA topology to place the data of different workloads
correctly.

5.4.1 VM profiling
Rather than focusing on profiling hot and cold pages, Libra focuses on identifying
”hot” and ”cold” VMs. Previous methodologies, such as those utilizing Intel PEBS
for hot memory profiling, are not well-suited for virtualization profiling since the host
cannot accurately retrieve the correct virtual address from it. However, Libra still uses
PEBS L3 cache miss counts, MEM LOAD RETIRED.L3 MISS as a metric to deter-
mine if a VM is actively engaging in memory-intensive activities. Alternatively, the
Damon [144] page profiling tool could also be used. Beyond this metric, we also in-
corporate I/O interrupts as additional evidence to evaluate the priority level of a VM.
This is based on the understanding that VMs generating I/O requests are likely to be
latency-sensitive. VMs with fewer I/O requests are considered best-effort workloads.
This dual metric system allows Libra to more effectively classify and manage VMs
based on their operational characteristics and performance requirements.

96



Libra’s VM-level profiling primarily identifies whether a VM is running ”hot” or
”cold,” in terms of resource usage. In scenarios where all VMs are of the same prior-
ity—effectively all ”hot,” Libra faces a challenge in prioritizing one VM over another.
However, this raises an important consideration: is prioritization necessary in such a
scenario? When all VMs are uniformly demanding, the likelihood is high that they all
require more resources. In such cases, attempting to prioritize one VM could lead to
suboptimal resource distribution and increased contention. Therefore, Libra can rec-
ognize when the server is at a high peak usage stage. During these times, Libra opts
not to perform any page migration. This decision is strategic to minimize the impact
of memory contention between VMs. By avoiding page migrations during peak times,
Libra helps maintain stable performance across all VMs.

5.4.2 Memory scheduling

During each Libra’s ”memory scheduling” period, the host memory scheduler scans
all VM statuses in the server. It assigns priorities to each VM based on their current
memory or IO activity. The local and remote memory proportion allocation strategy
currently employs a FIFO policy, prioritizing VMs from highest to lowest.

Libra categorizes VMs into 3 distinct priority levels:
• VMs with both I/O and memory access - These are considered highest priority

as they are likely engaging in latency-sensitive tasks that require rapid access to
resources to maintain QoS.

• VMs with only memory access - This category captures VMs that might less sen-
sitive to latency than the first group but still require prompt access to memory.

• All other VMs - This category is treated with the lowest priority, as these VMs are
least likely to be affected by slower memory access times.

This prioritization ensures that latency-sensitive workloads receive the memory re-
sources they need promptly, while VMs without active memory demands can yield
their local memory resources back to the system. This approach helps in efficiently
managing memory resources, particularly during peak times when most VMs are ex-
periencing high demand.

A potential downside of this strategy is that our local DRAM allocation might be
sparser compared to systems that concentrate hot data into local DRAM. This could
mean a trade-off between maximizing resource utilization and minimizing latency for
high-priority tasks. Despite this, the approach is designed to balance overall system
performance with fairness, ensuring that all VMs receive adequate resources according
to their operational needs and priorities.

5.4.3 VM memory re-proportion

Host-Leading Approach. Such as VTMM [153] the tiering decisions are made within
the hypervisor. Host-leading page migration relies on profiling memory access patterns
to align data placement with workload demands. However, obtaining a precise profil-
ing heatmap from the host side can be a challenge, as we discussed before. Further-
more, scalability concerns arise from hypervisor-level profiling overhead. Tracking
per-page ”temperature” across thousands of VMs strains host resources, a bottleneck
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that grows prohibitive at scale – shifting all guests’ workloads profiling and optimiza-
tions to the host is impractical.

Guest-Leading Approach. Given the limitations of host-leading approaches, a guest-
leading approach appears theoretically superior as VMs have direct visibility into ap-
plication behavior and memory access patterns. Such an approach would allow VMs
to make proper decisions about memory tier placement based on a deep understanding
of their workloads.

However, several practical constraints prevent implementing a sole guest-leading
solution. First, VMs lack visibility into the underlying physical memory topology
and host-level resource constraints. This information gap can lead to misaligned op-
timizations. Second, in multi-tenant environments, uncoordinated memory claims
from multiple VMs could lead to resource contention and potential system instabil-
ity. Additionally, current hardware architectures don’t provide mechanisms for guests
to directly control memory tier placement while maintaining proper isolation between
VMs. These limitations mean that while guests are best positioned to understand their
memory needs, they cannot effectively manage tiered memory allocation entirely on
their own.

Libra. Rethink the role of the guest and host; guests should self-adjust to the mem-
ory footprint change and self-profile to optimize the hot/cold page placement. While
hosts should only dynamically adjust the VMs’ memory proportion based on requests
from a global memory scheduler, instead of looking into each VM’s workloads and
manipulating the guest memory address space directly.

5.5 Implementation
We developed the initial prototype of Libra using the Linux kernel version 6.3. The
prototype features an extension of the host hypervisor, with over 3000 LoC added to
the Linux kernel; note that currently the project is under active development. These
additions improve the monitoring capabilities for current VMs and overall server re-
sources, thereby facilitating more effective resource allocation decisions. Libra will be
released open-source upon publication in the academic conference.

5.5.1 Libra’s Dynamic NUMA Topology
Limitations of Traditional Hotplug. In Libra, we enable dynamic NUMA topol-
ogy reconfiguration within guest environments by leveraging a modified mechanism
inspired by the Linux Hotplug subsystem. Although the conventional Hotplug facility
is specifically designed to adjust the memory capacity of a system at runtime, it in-
herently assumes that memory sections are physically added to or removed from the
system. Consequently, it does not directly facilitate the redefinition of NUMA bound-
aries without altering the overall physical memory footprint.

The standard memory Hotplug procedure exhibits several drawbacks that make it
unsuitable for our dynamic NUMA-topology adaptation. Because it requires offlining
a contiguous range of physical memory that must be free, achieving this state demands
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migrating all resident pages from the targeted range, which would cause at least 3
problems:

• 1. Unmovable pages: Some guest pages cannot be migrated due to being locked
or in use by critical system processes, which may failed the hot-plug opreations;

• 2. Out-of-Memory (OOM) situations: When attempting to off-plug memory,
the VM may encounter OOM conditions if there isn’t sufficient free memory to
accommodate the data being moved, thus the workloads could be killed during
the hot-plug process;

• 3. Resource contention: To prevent the OOM, guest could Hot-plugging new
memory before un-plugging old memory; however, it requires temporary extra
memory space, which may not be available for the current host; further, the
internal migration is inevitable – it still might encounter the Unmovable pages
issue.

Therefore, we argue that the fundamental goal of Libra is to dynamically change
the guest NUMA topology only – without performing large-scale data movements –
rather than to adjust the memory capacity. To address the limitations of Hotplug, we
implement the “soft Hotplug” mechanism optimized for topology reconfiguration.

Soft Hotplug. Soft Hotplug introduces a more flexible approach that minimizes page
migration and exploits existing kernel primitives. The process unfolds as follows:

• Isolating Memory Ranges: We begin by identifying the memory ranges targeted
for NUMA topology reassignment and marking them as isolated. This isolation
leverages existing kernel mechanisms to ensure that ongoing allocations will not
place new pages into these regions, thereby stabilizing the configuration.

• Handling Allocated Pages In-Place: Unlike traditional Hotplug, which demands
that all allocated pages be migrated out of the offlined range, soft Hotplug leaves
them intact. Allocated pages remain mapped and tracked by existing page tables.
When these pages eventually become free, they are then correctly placed into the
newly designated allocator structures, see below.

• Removing Free Pages from the Original Zone: With allocated pages stay “un-
touched” in place, all free pages within the targeted memory range can be cleanly
removed from the original zone’s free lists. This step also offlines the memory
section in the old zone’s context.

• Populating a New Zone: Once freed from the old zone, these memory sections
are onlined into the new zone associated with the desired NUMA node. The
previously isolated free pages are integrated into the new zone’s allocator struc-
tures, thereby establishing the revised NUMA topology without extensive data
movement.

• Metadata Adjustments for Allocated Pages: Finally, we update the metadata of
any still-allocated pages so that, upon their eventual deallocation, they return to
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the correct zone (the new, NUMA-adjusted zone) rather than the original one.
This ensures that the allocator consistently respects the updated topology over
time.

By adopting this soft Hotplug approach, Libra avoids the bulk of runtime overhead
and complexity associated with traditional Hotplug-based capacity changes. Physical
pages remain properly tracked and managed by the newly assigned zone’s allocator,
and no disruptive large-scale memory migrations are necessary.
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Figure 5.5: SmartVM Architecture

5.5.2 Libra framework.

The SmartVM framework is constructed by following software components:

• Cluster Memory Scheduler: Manage memory capacity in cluster globally based
on priority and system-wide pressure, adjust the VMs memory proportion(Local-
Remote) on demand.

• Host Coloring Recorder: On host side, after VM’s memory proportion changed,
it records the topology of guest-host memory mapping and update to dyno-
NUMA inside the guest.

• dyno-NUMA: Based on the latest host-guest memory mapping provided by the
Host Coloring Recorder, to adjust guest NUMA topology from Guest OS per-
spective (soft hot-plug).
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• Guest Temperature Profiler: Leverages page access profling tool, such as DA-
MON [144], to monitor applications’ memory access patterns, identifying page
temperature and migrate the page to adapt memory topology change.

Workflow Example. As illustrated in Figure 5.5. Upon a peak in host local mem-
ory pressure, the cluster scheduler decides to prioritize local memory for other higher
priority VMs, thus by (1) The Cluster Memory Scheduler initiates the process by in-
structing the Host VMM to redistribute memory capacity of latency tolerant VMs or
lower priority VMs toward the CXL memory pool. (2) The VMM then remaps VM’s
physical memory backend layout, adjusting the proportion between Local(DRAM) and
Remote(CXL pooled) memory.(3) Subsequently, color recorder updates the latest host-
guest physical memory topology changes to the guest VMs.

At the guest side, (4) the dyno-NUMA adjusts the guest NUMA topology based on
the latest host-guest physical memory topology. (5) Throughout this process, the guest
temperature profiler continuously monitors applications’ memory access patterns. (6)
The guest temperature profiler ensures apps’ frequently accessed (hot) pages remain
in local memory whenever possible through page migration. In the worst case – the
faster tier memory capacity is less than the hot memory requirements – the guest will
have to sacrifice some hot pages by leaving them in the remote memory tier (noted as
the orange bar).

When memory pressure lifted, the system executes these operations in reversely as
shown by (1-3) on the right side of the figure, with the VMM redistributing memory
from the remote tier back to local DRAM.

5.6 Initial experiment results
Testbed. Currently, the Libra prototype is implemented on a NUMA-based machine.
We run experiments on a custom-built server based on the Supermicro X11DPi-N
motherboard with a total of 768GB of DRAM and two Intel(R) Xeon(R) Gold 6230R
CPUs at 2.1GHz – 26 cores each. To ensure more consistent experimental results, hy-
perthreading has been disabled. Additionally, all tests are conducted with the CPU per-
formance profile engaged, which includes disabled frequency scaling and turbo boost,
to eliminate any variables that could affect the consistency of our results. Libra’s ef-
fectiveness has been assessed through a series of microbenchmarks conducted on this
NUMA setup. We have conducted three experiments designed to highlight the issues
present in current tiered memory pooling designs and demonstrate the initial effective-
ness of Libra in improving memory utilization in Cloud environments.

5.6.1 Workloads profile
We conducted an experiment using PTE-scan based profiling, with the results illus-
trated in Fig 5.1. Initially, data was sequentially inserted into an empty Redis-server [150]
using the YCSB [176] benchmark. Then, we executed two pairs of YCSB benchmarks
that combined Hotspot access patterns (targeting 10% and 20% of the data) and Uni-
form access patterns. Given that the VM was freshly booted for the first part of the
experiment – (A) and (B), profiling the hot memory and deciding on its migration was
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relatively straightforward during the hotspot memory access phase. However, after
reloading the previously inserted data from the disk, we observed that the memory
was sparsely spanning across the entire physical memory address space. As a result
in (C) and (D), the performance of the two YCSB Hotspot accesses became similar to
that of the uniform access, indicating that profiling for such a workload would require
monitoring the entire VM’s physical address space.

Fig 5.2 showcases the results from different YCSB memory access patterns, in-
cluding Zipfian, Latest, and Hotspot. From the observation, it is apparent that the hot
memory zones shift over time, particularly because the ”Latest access” pattern tends to
target the most recently inserted data. This dynamic nature of Cloud workloads, where
the Hotspot can shift during runtime, suggests that profiling such workloads and con-
ducting page migration may introduce significant overhead, as the characteristics of
the pages are not static over time. This variability can complicate the efficiency of
tiered memory management design in current Cloud environments.

Figure 5.6: Azure trace simulation, Vanilla vs Libra,X-axis: the time, normalized to
day, start with midnight Each Color Line Segment: Individual VM Lifetime and its
Local Memory Proportion point with Y-axis at Left Dash Line: All servers Remaining
Local Memory point with Y-axis at Right Upper Fig: Vanilla - VM fixed assigned
memory proportion Lower Fig: Libra - VM dynamically assign memory proportion

5.6.2 Cloud simulation
In this experiment, we designed a Python script-based simulator, similar to the one
described in [118], to analyze Azure VM traces [54]. Our focus was on a single server
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initially loaded with a mix of VMs. Host server memory capacity is normalized to
1 to match the Azure trace data; remote pool memory is simulated with 0.5 memory
capacity. To streamline our simulation, we did not include the pooling competition
scenario that involves multiple servers. Our simulation demonstrates scenarios where,
as the VM arrival pressure increases, we detect memory access and I/O interrupts to
assign different priorities to the allocated VMs. This allows us to migrate the memory
of lower-priority VMs to increase their proportion of remote memory while reserving
the highest proportion of local memory for higher-priority VMs. As the pressure from
VM arrivals begins to decline – post peak stage, our simulation showcases how, with
the aid of a global scheduler, we can start shifting the VMs back to local memory to
optimize local memory usage.

The results of our simulation are presented in Fig 5.6, the top part depicts the
vanilla case where VMs are statically allocated with a fixed combination of local and
remote memory, while the bottom part shows Libra, which dynamically adjusts the VM
memory proportions. First observation: VM arrival pressure in Cloud is change over
day. Starting from day 1.6 in the simulation, a decrease in VM arrival pressure leads
to more local memory becoming available. Vanilla(Top): VMs allocated with fixed
local and remote memory proportions, and local memory is being wasted. However,
Libra(bottom) dynamically adjusts VM memory proportions and fully utilizes the local
memory. It begins migrating VMs back to local memory. This adaptive management
allows Libra to significantly reduce the amount of unused local memory: the server’s
remaining local memory drops to around 7% on average, compared to the vanilla case
where it remains about 36%.

5.6.3 NUMA aware

In this set of experiments, we implemented a simple prototype of Libra. We set up a
VM equipped with 10GB of memory, featuring a modified page allocator that receives
the current tiered memory boundary from the host via QEMU ivshm. The host adjusts
the proportion of memory allocated to the VM, moving 5GB from local to remote
memory. We then ran a group of STREAM apps in the guest, with each allocating
1GB of memory.

The results, shown in Fig 5.7, compare the performance between Libra and a
Vanilla setup. In the NUMA unaware case: guest is not aware memory topology
change; Random Allocation: despite having local memory available in the guest, the
memory allocation tends to be random, mixing both local and remote memory. Ineffi-
cient: Use remote memory when local memory is available, suboptimal performance.
This occurs because the broken NUMA : Guest VM NUMA topology is broken by
host page migration. As a result, the guest may allocate memory inefficiently, utilizing
remote memory even when local memory is available.

Conversely, with Libra, which is dynamically tiered memory-aware, from the ex-
perimental results, we can see that Libra fully utilizes all available local memory be-
fore it starts allocating memory from remote. In summary, Libra supports Transpar-
ent NUMA Topology: Host updates Guest on the NUMA topology; Tiered Memory
Awareness: Fully utilizes all available local memory; Efficient: Guest can choose to
allocate memory from either local or remote memory based on different policy.
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Figure 5.7: Memory allocation, Libra vs NUMA unaware, A VM change from 100%
local to 70% local memory; Y-axis: Allocated local memory proportion; X-axis:
App(STERAM benchmark, memory intensive); Guest allocate 6 apps, record each
app memory allocation

5.7 Related Work

Previous works proposed various solutions to improve memory utilization in the Cloud;
here we show the history of the research in the Cloud memory utilization topic. Ta-
ble 5.1 summarizes previous works, highlighting what they target and what they im-
proved.

5.7.1 Memory ballooning

The most traditional solution to utilize the memory resource for the VM is memory
ballooning. Which enables the VM to dynamically resize the memory to adjust the
service requirements to maintain an ideal quality of service. Hyperupcall [44] and
vProbe [169] mainly target this case. Instead of letting the guest decide when to release
the memory, it allows the hypervisor to inject safe eBPF or binary code into the guest
for instructing safe and accurate memory reclamation.

Because the hot-added memory can be from anywhere, the memory ballooning
could span VM NUMA topology across multiple NUMA nodes. With emerging CXL
or NVM-based remote memory, the NUMA spanning problem became inevitable.
MHVM [88] and XPV [67] explore the NUMA-spanning problem brought by memory
ballooning in real Cloud platforms. MHVM tries to balance the VM placement, which
maximizes the likelihood that regular VMs will be fully backed by single NUMA
nodes; however, it doesn’t consider the case of harvesting the memory from the re-
mote tiered memory. On the other hand, XPV ensures the hot-added memory will be
inserted into the correct NUMA node inside the VM. If there is no previous NUMA
node, it will create one to handle the newly added memory.

Unfortunately, memory ballooning relies on the memory hot-plug, which requires
the VM to provide a continuous range of free physical memory to be hot removed.
Which requires the page migration inside the VM; the unmovable page could fail the
operation, making this approach inflexible and unable to fast react to dynamically ad-
justment of the memory requirement change.
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5.7.2 Page migration

Another solution is page migration based software tiered memory management. This
method involves the host sampling workload memory access, relocating hot data to
local memory and cold data to remote memory, thus allowing the workload to dy-
namically adjust its memory proportions between local and remote storage. Several
studies have been conducted to improve the efficiency of both page sampling and mi-
gration. Previous works [116, 130, 148, 173, 177] primarily focus on bare-metal sce-
narios. They explore the use of lightweight sampling tools such as Intel PEBS and have
significantly improved page migration by implementing parallelized or asynchronous
transparent page migrations, and by accurately detecting partially hot pages within
large pages.

Conversely, those works [36, 101, 110, 153, 181] target virtualized environments.
Like in the bare-metal case, the host still needs to efficiently sample the guest VM’s
pages. However, rather than relying on NUMA auto-balancing within the guest, the
host manages the migration of hot and cold pages to optimize overall performance. For
instance, [36] randomly profiles only 0.5% of a VM’s total memory, and [153] uses
PML with insights from the VM’s page table to reduce the overhead of page sampling
while maintaining accuracy. [110] introduces a special NUMA node that exclusively
assigns fast memory from local DRAM. The most recent work [181] has proposed a
hardware-based tiered memory management design, targeting the Intel flat memory
model.

However, these studies generally do not focus on multi-tenant scenarios. While [181]
does address the impact of neighboring VMs, its approach is not broadly applicable as
it specifically handles cases in the intel flat memory model where only two candidates
share the same cache line address and might interfere with each other. This limitation
indicates a gap in the current research, highlighting the need for solutions that consider
the complexities of multi-tenant environments more comprehensively.

Table 5.1: Summary of previous works

Approaches Target Contribution(s)
RAMinate[101] Virtual & Page migration initial prototype for VM page migration
Thermostat[36] Virtual & Page migration reduce the sampling overhead
HeteroOS[110] Virtual & Page migration host-guest co-design
Hyperupcall[110] Virtual & Ballooning accurate memory reclaiming
Nimble[177] Bare-metal & Page migration reduce page migration cost
XPV[67] Virtual & Ballooning NUMA aware virtualization
HeMem[148] Bare-metal & Page migration improve sampling efficiency
MHVM[88] Virtual & Ballooning dynamical resize VM memory
vProbe[169] Virtual & Ballooning DMA safe memory reclaiming
TPP[130] Bare-metal & Page migration reduce sampling and migration overhead
Memtis[116] Bare-metal & Page migration improve sampling and migration efficiency
Pond[119] Virtual & Page migration showcase the CXL-based memory pooing
vTMM[153] Virtual & Page migration reduce the sampling overhead
Nomad[173] Bare-metal & Page migration asynchronous and transparent page migration
Memstrata[181] Virtual & Page migration reduce memory contention in flat memory model
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5.8 Conclusion
Page migration based software tiered memory management is inadequate in a virtual-
ization environment: Misplacing pages of a running VM can lead to fragmented phys-
ical memory; Variability of workloads increases the challenges for the host to do ef-
fective profiling; Cloud multi-tenant scenarios introduce memory contention between
different VMs. To address these challenges, we proposed Libra. Libra focuses on
VM-level profiling to select VMs that should receive the memory resources, and intro-
duces a memory scheduler that dynamically adjusts the memory proportion allocated
to VMs. Our initial prototype results show that Libra can eliminate the randomness of
memory allocation and improve memory utilization.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions
In this thesis, we have thoroughly investigated the redesign of supervisory software
to enhance application resource utilization in environments featuring emerging high-
speed and shared-memory peripheral interconnects. Specifically, we focused on adapt-
ing existing hypervisor designs to better support CPU oversubscription alongside the
accelerated I/O capabilities provided by next-generation PCIe interfaces. Addition-
ally, we explored transparent and effective methods for employing CXL-enabled tiered
memory systems. Beyond hypervisor enhancements, we examined ways to extend
traditional operating systems to operate seamlessly across multiple servers intercon-
nected by CXL-enabled shared memory, including scenarios involving CPUs with di-
verse ISA. These efforts aim to establish a heterogeneous computing framework for
improving resource utilization and performance in modern computing infrastructures
by leveraging advanced interconnect technologies like CXL.

The thesis begins with an in-depth introduction to fundamental concepts and emerg-
ing technologies, such as the faster PCIe interface and the CXL protocol. It high-
lights prevalent challenges within current cloud infrastructures, including performance
degradation during resource contention, inadequate designs for integrating new hard-
ware, and the lack of support in existing operating systems for heterogeneous comput-
ing resources. In summary, this thesis makes the following contributions:

6.1.1 Anubis: Maximizing VMs’ IO Performance on Oversubscrib-
ing CPUs with Fairness

To address the challenges posed by rapid advancements in interconnects and I/O de-
vices, we developed Anubis, an advanced I/O-aware VM scheduler optimized for
Linux KVM — the leading virtual machine monitor in modern cloud computing. Anu-
bis aims to deliver performance close to environments without resource oversubscrip-
tion, particularly enhancing I/O operations in densely packed virtual environments.
Anubis tackles a critical issue that previous research has not fully explored: the in-
ability to consistently guarantee low-latency I/O in virtualized environments due to the
CPU resource oversubscription. While earlier studies have primarily focused on direct
causes of slow I/O—such as the descheduling of vCPUs handling I/O tasks—Anubis
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brings attention to a more subtle yet significant factor: delays in dispatching I/O de-
vice interrupts or rescheduling Inter-Processor Interrupts (IPIs) to vCPUs. What sets
Anubis apart is its ability to dynamically boost a vCPU’s priority when it is engaged in
I/O tasks – but only for the duration of those tasks – thereby enhancing responsiveness
without requiring any changes to guest software. This precise, context-aware schedul-
ing minimizes unnecessary overhead and maximizes the efficient use of computing
resources.

Key features of Anubis include:
1. Responsiveness Enhancement: Anubis enhances vCPU responsiveness by en-

suring rapid activation upon the arrival of IO-related interrupts, thereby minimizing
delays and reducing the impact of vCPU inactivity.

2. I/O Performance Optimization: During periods of I/O activity, Anubis ele-
vates the priority of the entire I/O vCPU to maximize its operational window, signifi-
cantly improving the efficiency of I/O processing.

3. Fair Resource Distribution: Anubis implements a debt system to balance
resource distribution across VMs, maintaining fairness while optimizing I/O perfor-
mance.

Overall, Anubis introduces a nuanced approach to VM scheduling that meets the
dynamic demands of modern cloud infrastructures, ensuring high performance, re-
sponsiveness, and equitable resource allocation.

6.1.2 Stramash: A Fused-kernel Operating System For Cache Co-
herent, Heterogeneous-ISA Platforms

Advancements in inter-connect technology, CXL, now allow shared memory access
across different machines. Inspired by these developments, we developed Stramash, a
groundbreaking operating system kernel design that enables a unified OS to function
across multiple machines, potentially with diverse ISAs. Given the potential benefits
highlighted by academic research on heterogeneous-ISA cache-coherent platforms and
the development of new cache coherence interconnects for connecting heterogeneous-
ISA processors on the same platform, it is crucial to explore the optimal architecture
for operating system software on such platforms.

In this work, we propose the fused-kernel, a multi-kernel operating system archi-
tecture that fully leverages cache-coherent shared memory to facilitate communication
between kernels. We implemented this new design in a prototype based on the Linux
kernel, supporting both ARM and x86 ISAs. This demonstrates that the fused-kernel
OS concept can be integrated into traditional monolithic operating systems.

Due to the absence of commercially available hardware for our target platforms,
we constructed a hardware simulator named Stramash-QEMU, which extends QEMU
with a cache plugin for precise memory simulation. Using Stramash-QEMU, we evalu-
ated the performance of our fused-kernel OS design against Popcorn Linux, an existing
multi-kernel OS designed for heterogeneous hardware. Our findings indicate that Stra-
mash significantly outperforms Popcorn Linux in terms of performance, showcasing
the advantages of our innovative fused-kernel approach.
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6.1.3 Libra: The Art of Memory Placement in Virtualization
The evolution of tiered memory technology has led us to develop Libra, an innova-
tive extension of the hypervisor memory subsystem specifically tailored to enhance
tiered memory management within cloud environments. Libra is designed to dynami-
cally adjust memory allocation between local and extended memory sources, thereby
optimizing overall memory utilization for VMs.

Traditional software-based tiered memory management techniques, such as page
migration, often fall short in virtualized settings due to several key challenges:

1. Memory Fragmentation: Misplacing pages of a running VM can result in
fragmented physical memory, degrading system performance.

2. Workload Variability: The diverse and unpredictable nature of cloud work-
loads complicates the host’s ability to effectively profile and manage memory.

3. Multi-Tenant Memory Contention: In cloud environments where multiple
tenants share resources, inherent competition for memory can lead to contention and
reduced efficiency.

To overcome these challenges, we designed Libra with a focus on VM-level pro-
filing. Unlike traditional methods that manage memory at a granular page level, Libra
identifies and prioritizes VMs based on their memory needs and operational charac-
teristics. It incorporates a memory scheduler that dynamically adjusts the proportion
of memory allocated to each VM, ensuring resources are distributed based on current
demand and usage patterns.

Preliminary results from our prototype implementation of Libra demonstrate its
ability to eliminate the randomness traditionally associated with memory allocation
in cloud environments. By providing a more structured and responsive approach to
memory management, Libra significantly improves memory utilization, making it a
promising solution for modern cloud platforms facing the complexities of tiered mem-
ory management.

6.2 Future works
As cloud connectivity continues to evolve, the potential for resource sharing among
multiple virtual machines (VMs) becomes increasingly feasible. With workloads be-
coming more segmented into function-as-a-service (FaaS) structures, VMs remain es-
sential as the foundational environment for hosting these containers.

Anubis. Our observations from Anubis reveal that the current default operating sys-
tem scheduler, the Completely Fair Scheduler (CFS), is primarily designed to distribute
CPU time equitably among different workloads or to adjust priority by modifying the
rate of virtual runtime accumulation. This allows higher-priority tasks to consume
more CPU time. However, managing complex workloads that require comprehen-
sive software and hardware stacks necessitates more than just balancing CPU time; it
demands a holistic scheduling approach. Inappropriate scheduling decisions can exac-
erbate performance interference among co-running workloads. Consequently, there is
a clear need for more detailed profiling to enable more precise scheduling decisions.
Minimizing the frequency of context switches is also crucial to enhance performance
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and efficiency. Future work should focus on developing a resource contention-aware
scheduler that is closely integrated with the hypervisor to address these challenges.
This co-design approach would allow for more adaptive and intelligent resource man-
agement, catering to the intricate dynamics of modern cloud environments.

Stramash. In today’s landscape, applications are demanding increasingly large mem-
ory capacities, especially with the rise of in-memory databases and large AI models.
With CXL, data center managers can leverage tools like Direct Access (DAX) or mem-
ory hot-plugging to create vast shared memory pools. These pools can span multiple
nodes and CXL devices—from a server’s main memory to extended memory modules
and even the private memory of CXL-connected devices—all interconnected through
the peripheral bus. This significantly increases the total memory capacity available to
a single machine. However, while shared memory on a single machine is achievable,
scaling this capability across multiple nodes presents challenges as the shared memory
pool needs to be accessed by several nodes at the same time. Current operating systems
do not yet enable seamless sharing; instead, they reassign memory capacities among
different machines. Consequently, even if memory is shared across machines, users
must run multiple processes—one per node—connecting to the same shared memory.
This limitation raises a critical question: What does shared memory across machines
actually mean?

Potential solutions, such as concepts like /dev/rshm, could address this issue, but
the operating system must evolve to support true shared memory between nodes. More-
over, when an application requires more CPUs to work on the same piece of data, to-
day’s architectures often revert to distributed models. Why can’t the operating system
provide more support in these scenarios? Why must developers shift to distributed pro-
gramming to process shared data when additional CPUs are needed? These challenges
highlight a critical demand in future data centers: enabling efficient memory sharing
across servers. While DAX provides a basic mechanism, it lacks control over data
management. To effectively share hardware resources across multiple applications
running on different nodes, a more sophisticated solution is required. This is where
the operating system must evolve. Current OS designs are not equipped to manage
this level of resource sharing, underscoring the need for a new OS architecture. One
might consider the multi-kernel approach as a potential solution for these futuristic
platforms. However, prior research, such as the Barrelfish operating system[61], has
shown scalability issues for cache-coherent shared memory even on a small number of
cores. As the number of cores and the complexity of the interconnect grows, hardware
cache-coherence protocols become increasingly expensive. Does CXL change this as-
sumption? When we talk about scaling out instead of scaling up, will this limitation
still hold?

We need to explore the benefits that shared memory can provide, for example, an
essential large-scale application case: in-memory database clusters. Today, various in-
memory database solutions—such as those from Oracle [12] – operate across clustered
nodes. However, despite their reliance on shared data, these systems still adopt a dis-
tributed programming model. In these environments, the shared data consistency and
its duplication still be entirely managed at the user application level. This is primar-
ily because the current OS lacks the capability to handle cross-node memory sharing.
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Therefore, can the OS leverage CXL-based shared memory to enhance data sharing
across different nodes? Can this CXL-based shared memory overcome scalability lim-
itations, or is there a trade-off to explore in collaboration with message passing? Will
the scalability limitations of shared memory become a critical issue when scaling out?
Which kernel subsystems can be shared like in SMP, and which should remain in-
dependent and act individually? Can we adopt a combination of regular kernels and
lightweight kernels, similar to the big.LITTLE architecture?

These concepts aren’t new, but the landscape of our research has evolved signifi-
cantly, urging us to innovate upon existing solutions. We might find ourselves revis-
iting the principles of SMP, but this time envisioning a server not as a collection of
discrete computing cores, but as a unified, general computing entity.

Libra. Libra addresses key shortcomings in current operating system designs, par-
ticularly in how they integrate with emerging hardware technologies like memory
machines[20, 102]. With the advent of new extended memory devices, it is evident that
a robust ”control plane” is necessary to manage memory allocation effectively. This
control should transcend the OS level, shifting responsibility to a global scheduler
capable of managing memory distribution across different VMs, rather than merely
handling it at the page level, which predominantly focuses on applications. Current
methods often overlook the complexities of profiling at the page level, which can be
intricate and demanding due to the diverse and dynamic nature of VM workloads. To
address this, a more sophisticated approach is required that enhances memory manage-
ment at the VM level. This involves developing a framework that not only allocates
memory more efficiently but also dynamically adjusts to the changing needs of VMs
based on real-time usage data.

Designing such a system would require extensive development in several key areas:
Dynamic Memory Allocation: Implementing algorithms that can adjust memory allo-
cations in real time based on current demand and workload characteristics. VM-Level
Profiling: Developing tools that can accurately profile VMs for better resource allo-
cation, moving beyond traditional application-centric approaches. Integration with
Hardware: Ensuring that the memory management system can seamlessly integrate
with and fully leverage the capabilities of new memory hardware technologies. Re-
source Balancing: Creating mechanisms that ensure fair memory distribution among
VMs to prevent any single VM from monopolizing resources, thereby maintaining
balanced performance across the cloud environment. Enhancing Libra to incorporate
these elements would make it a more powerful tool for managing memory resources
in cloud computing environments, ensuring it keeps pace with evolving hardware in-
novations and the increasing complexity of cloud-based architectures.
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Appendix A

Works and Publications

During the course of the PhD, I worked on several topics, including what was pre-
sented in this Thesis. Nine publications originated from my PhD work, seven of which
are already published (Asplos’25, HCDS’25, Middleware’24, SoCC’23, EuroSys’23,
APSys’22, TOCS), and two are under submission (HotOS’25) or for future submis-
sion (Libra). Of the 9 publications, I am the first author on 7, co-first author on 1 and
co-author on 1 of those. Before my PhD, I was a co-author of a publication accepted
at VEE’20. A list of all my publications follows.

A.1 Works under submission

• T. Xing, A. Barbalace, “CXL shared memory: SMP or distributed OS? Inter-
kernel IPC and namespaces!” Under summitsion of HotOS’25

• “Libra: The Art of Tiered Memory Virtual Machines Placement” For future Sub-
mission

A.2 Published works during the PhD

• T. Xing, C. Xiong, T. Wei, J. Balkind, B. Ravindran, A. Sanchez, A. Barbalace,
“Stramash: A Fused Kernel Operating System For Cache-Coherent, Heterogeneous-
ISA Systems,” in Proceedings of the ACM International Conference on Architec-
tural Support for Programming Languages and Operating Systems(Asplos’25),
Rotterdam, 2025

• T. Xing, A. Barbalace “Rethinking Applications’ Address Space with CXL shared
memory pools,” in Proceedings of 4th Workshop on Heterogeneous Composable
and Disaggregated Systems(HCDS’25), Rotterdam, 2025

• D. Mvondo, T. Xing, A. Barbalace, “UTwinVM: Reliable hints on the effects of
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